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Abstract

The adopters of IoT face challenges with the surging Internet-based attacks
on their IoT assets and inefficiencies within the technology. Unfortunately,
IoT is overly distributed, still evolving and facing implementation and secu-
rity challenges. Given the above scenario, we argue that the IoT network should
always be decentralized design, and security should be built by design. The pa-
per is the design and construction of a decentralized IoT security framework,
with the goal of making emerging IoT systems more resilient to attacks and
supporting complex communication and resource sharing. The framework
improves efficiency and scalability in IoT, exposes vulnerable subsystems
and components as possible weak links to system compromise, and meets the
requirements of a heterogeneous computing environment. Other features of
the framework including efficient resource sharing, fault tolerance, and distrib-
uted storage support the Internet of Things. We discuss the design requirements
and carry out the implementation of Proof of Concept and evaluation of our fra-
mework. Two underlying technologies: the actor model and the blockchain were
used for the implementation. Our reason for choosing the actor model and blo-
ckchain is to compare its suitability for IoT integration in parallel. Hence, eval-
uation of the system is performed based on computational and memory efficien-
cy, security, and scalability. We conclude from the evaluations that the actor-
based implementation has better scalability than the block-chain-based imple-
mentation. Also, the blockchain seems to be computationally more intensive than
the actors and less suitable for IoT systems.

Keywords
Actor Model, Blockchain, Security Framework, Internet of Things

1. Introduction

Internet of Things (IoT) system or subsystem is a network of interconnected
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physical or virtual objects that communicate to perform or enhance essential
functions through sensing and communication over the Internet. IoT is growing
in terms of number and use, with about 13% in 2014 to about 30% today [1] [2].
Accordingly, there are growing attacks on IoT networks which are concerning due
to the share number of connected IoT devices and the large-scale impact of such
attacks. The overall IoT devices worldwide are estimated to be about over 40 bil-
lion in 2023 [2] and this upward growth trend is expected to be there beyond
2023.

An JoT system or subsystem consists of four main essential layers of compo-
nents: the sensing layer, the edge layer or gateway, the storage (local or cloud)
and the analytics and visualization, as shown in Figure 1. These layers constitute
different technology stacks and communication protocols with varying security
requirements. As a network of heterogeneous devices, there are various possible
design and configuration choices; however, there is increased attention towards
integrating blockchain and IoT into a single network to take advantage of secu-
rity and resiliency in blockchain protocol. This way, the limitations of client-server
IoT networks like the single point of failure can be circumvented. However, due
to inherent inefficiencies within the blockchain protocol, we also explore the ac-
tor model integration with the IoT for its security, distributed and lightweight
nature.

We argue that a security framework built using distributed technology with
security controls to meet the computational and communication requirements

of IoT will support emerging and next-generation IoT. Our focus in this paper is

Device Authentication
Identity Management
Device Layer User authentication
l Secure runtime environment

Secure Network Access
Secure Data Communication

Network Layer

Secure Storage

Figure 1. Layers of the IoT ecosystems.
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the design and implementation of such a framework that ensures the best secu-
rity and operational efficiency in IoT which aligns with the top requirements for
IoT.

The framework supports efficient security mechanisms that meet standard
security policies of Confidentiality, Integrity, and Availability (CIA) as well as oth-
er specialized IoT security requirements, as shown in Figure 1. Our solution frame-
work takes into account several security requirements of IoT [3] to mitigate the
weakness or vulnerabilities in IoT. The device layer supports authentication (de-
vice and user), identity management, and, a secure runtime environment. The net-
work layer provides secure network access and secure data communication. The
storage layer ensures secure storage, and the analytics layer preserves data privacy
through anonymity or lightweight homomorphic encryption as the case may be.
These are the primary security requirements in IoT [3], extending the standard
policy of Confidentiality, Integrity, and Availability (CIA) [3] [4]. Our framework
takes the computational and communication requirements of IoT into considera-
tion, it allows IoT devices in a heterogeneous computing environment to share re-
sources and communicate in a distributed fashion, thereby boosting latency, effi-
ciency, and robustness of the network to failure of any kind. A solution like this
has a low risk of attack, and there is no failure of the entire system due to threat
or attack incidents.

IoT System components, devices, gateways, protocols, cloud, apps, and Applica-
tion Programming Interfaces (APIs) as factors that contribute to system vulner-
abilities are the first considerations. Another set of concerns is the system con-
figurations (design) where given system components are selected and integrated
optimally to reduce the likelihood of system-wide compromise. An optimally mo-
deled and designed IoT solution should, therefore, take the considerations men-
tioned above into account to survive unpredictable attackers’ behaviors to exploit
vulnerabilities. In as much as some vulnerabilities cannot be eliminated, such as
wireless jamming [5], the impact of such vulnerabilities can be controlled to re-
duce risks of such weaknesses to a bare minimum using an optimal model and
design of the framework. Our goal in this paper is to design and evaluate such a
framework. A novel design approach is presented for the framework under con-
sideration. Furthermore, the topic of IoT and its security requirements is exten-
sive and substantial work has been done around this topic. We recognize past
works relevant to our focus in this paper.

In their work on embedded security framework for IoT, S. Barba et al [3],
carried out literature analysis and survey on embedded security as needed by the
IoT, stressing the need for device-level security to be inbuilt in IoT. As a review,
the work does not contain any implementation of the security framework, but
bridges the gap in IoT security requirements and paved the way for the formal
discussion of security need and security framework for IoT while taking into
account computational, energy consumption, and memory impacts on the de-
vice. In their paper, Raman et al. [4] proposed a security framework to mitigate

threats in IoT in a multi-layer sensor to the cloud ecosystem, taking into account
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proper design and configuration. The work treated IoT security framework as a
specification of security for a generic IoT sensor to cloud ecosystem with no real
implementation of framework. The Industrial Internet of Things (IloT) working
group has put out a security framework for IIoT [6]. It provided a guide on best
practices for existing and new implementations of IIoT solutions and tried to
build a consensus among the heterogeneous IoT ecosystem [6]. The Industrial
Internet of Things Security Framework is a technical guideline to implementing
security in IoT encompassing design, architecture and security and hence does
not involve a real implementation. [7] proposed a framework, IoT-HarPSecA
that could be employed during the early phase of IoT design featuring three func-
tions, namely security requirement gathering, best practice guideline for se-
cure IoT development, and recommendation for suitable cryptographic algorithms
for constrained devices. IoT-HarPSecA improves on existing security framework
by automating security requirement elicitation and security recommendation as
a guideline for best practice implementation. Though the tool is a real imple-
mentation that aids secure implementation of an IoT system, thus helping organ-
izations improve security of their IoT products, there was no proof of concept
implementation of a real IoT system to demonstrate the functionality of the tool
developed. George et al [8] leveraged the graph algorithm to model vulnerable
relations in the IToT to act as a security framework for risk assessment in the
ITIoT network and proposed risk mitigation strategies for improving the overall
security of the system. An access control security framework for IoT services that
is based on the publish-subscribe communication pattern was proposed by Duan
et al. [9]. The proposed framework improves on the existing access control scheme
to handle data confidentiality and service privacy issues. The work features a bi-
directional policy matching strategy and a fully homomorphic encryption scheme
for privacy and data confidentiality in large-scale IoT. A distributed prototype of
access control secure publish/subscribe system was implemented and perfor-
mance evaluation is carried out on metrics of latency and throughput. A software-
defined Internet of Things (SD-IoT) framework was presented in Yin et al [10]
for detecting DDoS attacks using a cosine similarity algorithm, where the frame-
work consists of an integration pool of SD-IoT controllers and SD-IoT switches
with IoT gateway and IoT devices.

Kim et al [11] [12] [13] were focused on authorization, authentication, and trust
where distributed authorization, authentication, and trust were extensively ana-
lyzed, and a toolkit for the construction and deployment of this distributed authori-
zation was proposed. Authorization and authentication are performed with local
authorization entities that work on the principle of the actor model, hence scala-
ble and lightweight to meet the needs of resource-constrained IoT devices. The work
included security analysis (using security properties, threat model, and formal analy-
sis) and scalability analysis. In [14], Sheron et al worked on the design of a de-
centralized and scalable security framework for end-to-end security provision in
IoT. The work used concepts from blockchain technology to achieve scalable fea-

tures and security while considering optimization techniques such as hash pruning

DOI: 10.4236/jsip.2022.131001

4 Journal of Signal and Information Processing


https://doi.org/10.4236/jsip.2022.131001

K. G. Eze, C. M. Akujuobi

to reduce computational complexity. A distributed security framework for the
emerging IoT is presented by Medhane et al. [15] using blockchain technology,
SDN, and edge cloud to fulfill the data confidentiality requirements of the IoT.,
Pacheco, et al. [16] presented an IoT security framework for smart infrastruc-
tures such as smart homes and intelligent buildings that features the security of
the device layer, the network layer, the service layer, and the application layer.
The study also performed security analysis for threat detection, behavioral anal-
ysis, and monitoring. Motivated by the rise in the attack on medical IoT devices,
Alsubaei et al. [17] presented a modular web-based risk assessment framework
for the Internet of Medical Things (IoMT-SAF) to measure security posture in
the medical field as well as ranking. The framework takes factors such as stake-
holders, solution type, architecture as input, processes them, and outputs recom-
mendations of potential security issues with its attack categories. Casola et al [18]
proposed a three-step approach to automated threat modeling and risk assessment
in IoT. The method performs a system model to identify the main assets to pro-
tect, followed by threat modeling to identify relevant threats and finally risk analy-
sis and security controls identification.

Our approach extends on the existing literature by taking into account a de-
sign approach and technologies that guarantee a low risk of failure in IoT system
in addition to having the ability to support various security mechanisms in place
to mitigate emerging threats on IoT. Also, the framework is efficient, supporting
various communication patterns such as publish and subscribe and resource sharing
in a heterogeneous computing IoT environment. We have made use of real IoT

devices and technologies to prototype the proposed framework.

1.1. Paper Contribution

We develop a decentralized IoT framework for IoT by extending the actor model
and the blockchain. The framework is to be applicable to a wide variety of IoT se-
ttings that are energy-efficient, robust, secure, and scalable.

1) It supports distributed computing to meet the resource sharing needs of a
heterogeneous computing environment like the IoT.

2) The framework takes into consideration essential design considerations, sys-
tem configuration, and attacker behaviors to reduce the risk of failure due to at-
tacks in complex IoT systems.

To show which method between actor model and blockchain is more align-
ed to IoT requirements, we carried out a comparative analysis of the two against
their computational overhead, security, and scalability based on our frame-

work.

1.2. Paper Organization

We have organized the remainder of the work as follows: Section 2 covers the
discussion of the core technologies involved in the framework design and de-

velopment and the framework architecture. Section 3 discusses the IoT system
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design considerations that meet the security and operational requirements of IoT.
Section 4 entails the discussion of the framework and evaluations. Section 5 sum-

marizes and concludes the paper with some focus on future directions.

2. Blockchain and Actor Model

In modeling and designing IoT system, we argue that the distributed approach is
the best for its resilience to faults and attacks, hence we extend the actor model
and the blokchain to achieve the same. This solves the problems that come with
centralized request/reply model, to bring in advantages such as privacy, efficiency,
scalability, and security. Also the problem with single point of failure is solved
with a system whose components can be connected and disconnected without dis-
turbing the function of the overal system [19] [20] [21] [22]. Technologies like
the blockchain and actor model have shown potentials in solving the problems
enumerated above. These technologies eliminate the single point of failures in IoT
[22] [23]. Figure 2 is a schema of a decentralized IoT architecture using blockchain
and the actor model.

We represent the IoT system as a network of components with the functional-
ity to carry out sensing, communication, computation, security and storage. We
refer to components in the actor model as actorsystems and refer to component

in blockchain as the nodes.

2.1. Blockchain Approach

Blockchain is a technology with numerous application potentials within the IoT
space and beyond. Blockchain is an implementation of decentralized ledger tech-
nology that can be defined as a peer-2-peer network of distrusted nodes with the
ability communicate and transfer digital assets in a cryptographically protected
(tamper-proof) fashion [24] [25] [26] by design. The blockchain is designed to
be fault-tolerant and provides security against data corruption to all participat-
ing nodes using cascaded or recursive style encryption suitable for IoT security

requirements [27] [28]. Ethereum and Hyperledger are two popular open-source
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implementations of blockchain that have served as a suitable prototyping plat-
form for implementing various security mechanisms for the IoT, such as access
control, authentication, and authorization. Many other blockchain platforms work
on the same basic principle of using a consensus engine or layer for validating
transactions or communication among peer nodes and storing transactions in blo-
cks linked cryptographical to create the notion of chains [29]. We present the blo-
ckchain as a potential secure platform for IoT security and highlight the challenges
of applying the blockchain to realizing a secure IoT. The blockchain architecture
in Figure 3 has been generalized to fit into the various blockchain solutions ap-
propriate for IoT.

Generally, blockchain is transactional state machine with an initial state s_;
and current state S,. Where S'is the set of states and 7'is the set of transactions,
then:

(s.1,5)eS|teR (1)

T eT|teR (2)

Denoting the blockchain state transition function as z and o for storing
and maintaining the states, then:

Sy =7(8,0.T,) (3)

Transactions are packaged into blocks and chained using cryptographic hash

functions as a way of secure proof by reference. We denote the set of blocks as B:

B, eBlkeN (4)
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Figure 3. Blockchain model for IoT.
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where kis the block number. For most blockchain k =0 or B, is called the gene-
sis block.

BE(TO,T1,~~-,TH) (5)

where n+1 isthe number of transaction contained in a block.

VB, €B,s,, = TI(s,,0,B,) (6)

where TIT is the state transition function at T, transaction or the block level,

therefore:

i=0

H(St,O',Bk)ET[St,O',Tm|m=zn:ij (7)

1(s.,.0, Bk)zQ(Bkr(r(st,a,To),Tl),...), (8)

where t+1=T, and Q is the block finalization state transition function.

The above gives the basic building block of blockchains. However, blockchains
have evolved and are pretty complex. We used Ethereum as a prototyping plat-
form for the work. Ethereum supports smart contracts, thus making it possible for
us to extend it to IoT. We modelled transactions (communication) and compu-
tations using smart contracts. Components of the system are modelled as classes
while the functionalities of the components are modelled as functions. Nodes are
then networked to realize the IoT system.

The model has been abstracted and simplified into three main parts: the sens-
ing part, the user part and the cloud part that can be adapted to support numer-
ous sensors and edge devices gateways (IoT devices). In the context of IoT, every
node in the blockchain model is either an IoT device (a thing) or traditional com-
puting device connected to the blockchain, forming a distributed secure network
capable of sensing, collecting, processing, and storing data in a secure manner. As
a heterogeneous network of systems, the things would be made up of many con-
strained devices combined with traditional computing devices such as servers,
desktops, and gateways, working together to form a blockchain Integrated IoT

system.

2.2. Actor Model Approach

The Actor Model is proposed by Bishop Hewitt together with Steiger in 1973 as a

model of computation that handles a distributed computation task only by send-

ing messages [29]. An actor is the unit of computation in an actorsystem. Actors

communicate through message exchange. Actors, therefore, can send messages and

react to a message. Primarily, an actor can react to a message: 1) create new actors; 2)
send messages to other actors; or 3) determine future behavior for future messages.
Actors can be terminated as well, thus having a lifecycle that can be controlled, a

property that can be used to efficiently manage resources in actorsystems. The

actor model considers developing IoT applications at higher abstractions to in-

crease robustness in IoT systems.

The actor model lends itself well to the development of distributed systems for
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solving the problem of complexity in designing IoT systems that meet the system
design requirements of scalability, mobility, security, resource sharing, and data
integrity [31] [32]. There are several implementations of the actor model using di-
fferent programming languages to make actor style programming seamless such
as Akka, C++ Actor Frame (CAF), Thespian, Pykka, cloud. The actor model solves
the problem of scalability, transparency, and inconsistency in distributed com-
munication environments and multi-agent systems [30] [31].

Among the actor implementations, some examples projects leverage the under-
lying principles of the actor model, such as asynchronous atomic callbacks (AAC)
and discrete events (DE) semantics for developing an IoT framework that ad-
dresses the challenges of security and heterogeneity. There are also parameter-
ized actors that communicate with one another under an actor runtime envi-
ronment with time-stamped, discrete event semantics [12]. Accessors is a type of
parameterized actors that are used for modeling and architecting IoT [12]. Ac-
tors are so powerful that they can be adapted to provide several services like au-
thorization, scalability, and heterogeneity in IoT environments [12] [13]. In ad-
dition to security, as mentioned earlier in IoT requirements, the framework for
IoT should provide guarantees for privacy, automated mutual authentication,
intermittent connectivity, energy efficiency, and dynamic entity registration
[13].

We extend the actor model to provide the communication, computation and
security of the framework. The IoT devices (e.g., raspberry pi) are represented as
an actorsystem with a set of primitives and behaviors. We represent a set of atom

Atto contain atomic values:

Va, € At,a, € Nva, e {true, false} 9)

And a set X of variables. B, is a set of n-ary operations (behaviors) on At with
cardinality m and P, is set of actor primitives (operations of arity a) with cardi-
nality n, where:

peP|l<i<n (10)

b, eB|l<j<m (11)
We then define G, as a generic set of cardinality (m+n) such that:

Bn CGH/\PH gGﬂ (12)

where B, -G, is possibility an empty set but B, —P, # . Primitives as well
as behavior are of the form method of an object or component of the actorsystem
that enables it to carry out communication, computation and security functions.
The classes encapsulating these primitives and behaviors are the actual compo-

nents of the system.

3. Design Considerations of the Framework

Internet of Things (IoT) is a vast technology space that is currently being given

increased attention among industrial and academic researchers. IoT systems are
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still very fragmented, comprising millions of devices of different types (things)
that work across tones of communication protocols to collect and transmit data
for analysis on a cloud infrastructure [32] over an open, untrusted and hostile cy-
berspace [31]. Also, most IoT solutions are poorly architected, having a high risk
of failure from attacks resulting from vulnerable components and poor design.
The problem of IoT design, system complexity was considered in [30] as the au-
thors propose Calvin, a new IoT application development approach that seamless-
ly approaches IoT application development using the actor paradigm. Although,
in practice, most current IoT solutions follow the client-server model, it is prone
to failures due to deficient fault tolerance. Motivated by the facts above about IoT,
we take into account the following considerations in the design and implemen-
tation of the framework [33] [34] [35].

1) Standards and Protocols: Standards are a critical consideration in IoT frame-
work design as many technologies from different manufacturers or vendors, in-
cluding devices, protocols, and cloud, would be put together to deliver various
solutions. Standards are essential to make different IoT devices and protocols work
together efficiently, ensuring interoperability and security. The Standard making
body, Open Connectivity Foundation (OCF) releases standard specifications to
be followed by manufacturers.

Also, it uses an open-source platform IoTivity to create a middleware that al-
lows devices to interoperate in the IoT ecosystem. Protocols, on the other hand,
are rules followed by IoT devices to be able to talk to and exchange data with one
another. Specialized protocols have been developed to support the requirements
of IoT in terms of bandwidth, range of communication and power consumption).
Existing protocols such as IP and HTTP are still used in IoT. Choosing the right
protocol suite for IoT system design is a vital as these protocols as well as specialized
IoT prorocols (Figure 4) must conform to industrial standards and be supported by
the IoT devices. Figure 5 shows leading protocols used in Industrial Internet of
Things (IoT) [36]. Further analysis of these protocols is beyond the scope of this
paper.
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Figure 4. Simplified architecture of the actor based IoT system.
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Figure 5. Different protocol standards in IoT [36].

2) Latency and Throughput: Latency and throughput are two figures of merit
that are very important in IoT networks that a designer must consider. Latency
in an IoT network is the time delay (seconds) between a sending node and a re-
ceiving node where a node is a thing on the network. Latency depends on the
processing time and the travel time of a signal at a node. Throughput on the other
hand measured in (bps) is the amount of data delivered over a network from
point-to-point per second, ie., work done by the things in the network [35]. As
IoT solution would be working in so many real-time application, very low latency
are essential design consideration.

3) Security: Security is a critical consideration to be addressed in the IoT sys-
tem design because IoT works over malicious environments. Security by design
in IoT is achieved by first implementing threat modeling. Threat modeling is a
proactive way of ensuring a sound security posture in IoT systems design by iden-
tifying and enumerating potential threats to prioritize mitigation mechanisms.
Appropriate security mechanisms are then implemented according to the secu-
rity requirement.

4) Peer-To-Peer (P2P) Networks vs. Client-Servers: How does your system
communicate? P2P network is a type of architecture for distributed systems where
machines on the network (peers) are both producers and consumers of resources
and are equally privileged. In contrast, the traditional client-server network is a
type of architecture where communication is to and from a central server. Due
to the inherent nature of IoT and its requirement, a decentralized network topol-
ogy is considered in this paper for fault-tolerance, low-latency, and increased net-
work efficiency.

5) Logging and Monitoring for Intrusion Detection: Logging is a method of
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collecting information about your system and having a service to manage these
logs for easy debugging. Monitoring is a process of using tools to gain visibility
into the health of your system. Monitoring tools use system logs to measure and
display important system metrics. Monitoring is usually hooked up to Intrusion
Detection System (IDS) to raise an alert if something malicious happens in your
system. Our framework has logging as an essential feature.

6) Publish and Subscribe Pattern: Publish and Subscribe is a very important
paradigm in a distributed system design. This paradigm consists of four entities:
the publishers, the subscribers, the topics, and the messages. The publishers pub-
lish data to topics (a form of a database) that subscribers listen to receive the mes-
sage. The framework supports publish and subscribe communication pattern that
serves well in many IoT scenarios.

7) Proxies for DDoS Prevention: We consider proxy as an essential design
consideration in this framework for the role they play in DDoS prevention, which
has become widespread in IoT. There are two types of proxy: forward proxy and
reverse proxy. A forward proxy is a server located between the client and the serv-
er or peers and communicates with the server on behalf of the client. Forward proxy
conceals the identity of the client. In this way, clients can access restricted resources
on the network. On the other hand, reverse proxy acts on behalf of the server such
that a client communicates with a reverse proxy instead of the server. We consider
any communicating peer or pair as a client-server pair or peers in our framework
(which might be one to one or many to one). Reverse proxy conceals the identity
of the server and could be used to filter out requests, caching, logging, and a load
balancer. Reverse proxy as a load balancer can serve as a strategy for mitigating a-
gainst DoS or DDoS attacks by distributing the request loads to prevent the servers
from getting overwhelmed.

8) Secure Storage: IoT system design must consider a reliable way of storing
and retrieving data. Questions such as where the data is written (disk or memory).
How is the data recovered? Does your data store a centralized database or a dis-
tributed storage? If distributed, is your data consistent across the storage, what is
the format of the data, is the data encrypted in storage, etc. Depending on the se-
curity need for your IoT application, you can decide the security needs of your da-

ta storage.

4. Proposed Framework and Evaluations

The framework architecture is the same for both the blockchain and actor model
but with different configuration to reflect the underlying technology. For a Proof
of Concept PoC, The proposed framework is set up using raspberry pis embed-
ded with sensor and a MacBook computer to carry out the functionality as sh-
own in Figure 4 and Figure 6. As a very flexible and configurable framework as
shown in Figure 6 you can choose a suitable protocol at the perception layer for
sensing and relaying sensor data to the gateway and decide on the messaging pat-

tern to use in your specific design (peer-to-peer, or publish and subscribe model,
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Figure 6. Basic components of the proposed framework.

etc.). Device layer security and secure protocol are therefore ensured at this layer.
Devices at this layer are standalone sensors and or sensors embedded in devices.
At the gateway level and beyond, processing communication and storage is done
employing actors in a distributed fashion and supports standardized protocols
TCP/IP which uses Transport Layer Security (SSL/TLS) in an optimal design as de-
faults to reduce overheads.

The framework evaluation was performed based on the computational power
and the memory consumption of the two platform technologies discussed for achie-
ving the security requirements of IoT. We consider the overhead impact of the
model on our proposed solution and make a comparison on the energy efficien-
cy at the gateway (cluster head) level, as this is where most of the security mecha-
nisms reside. Other metrics used for comparison between blockchain and the ac-

tor model are security features and scalability.

4.1. Computational Overhead and Resource Efficiency

Blockchain is designed to be a distributed secure storage, communication, and com-
puting system. It uses cryptography extensively in a way to make its data store
resistant to modification. Also, computationally intensive operations are involved
in validating transactions at the consensus layer in most blockchains. The actor
model, on the other hand, is a model of computation for communication, pro-
cessing, and storage using lightweight actors. An actor system within a machine
creates an actor or pool of actors to perform various tasks such as sending messages,
reacting to messages (processing or storing messages). Applying the proposed fra-
mework, we set up an actor model-based peer-to-peer communication environment
using a gateway device in addition to other heterogeneous machines like PCs (Mac

and Dell). Network configuration for the setup is shown in Figure 7.
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akka {
actor {

provider = cluster
allow-java-serialization = on

}
remote {
artery {
ssl.config-ssl-engine {
key-store = "/Users/kelechieze/KEYSTORE/mykeystore.jks"
trust-store = "/Users/kelechieze/KEYSTORE/mytruststore.jks"
key-store-password = "securexxx"
key-password = "securexxx" L_KE
trust-store-password = "securexxx" =
protocol = "TLSv1.2"
enabled-algorithms = [TLS_DHE_RSA_WITH_AES_128_GCM_SHA256]
}
transport = tls-tcp
kanonical.hostname = "192.168.1.103"
canonical.port = 1212
}
}

(b)

Figure 7. Setup configuration for the framework. (a) Blockchain; (b) Actor model.
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We measured the computational overhead on the gateway devices during reg-
ular peer to peer communication, as shown in Figure 8 and Figure 9. The same
set of machines was used to set up a peer-to-peer communication with Ethereum
blockchain, and the computational overhead on the gateway devices are shown
in Figure 10 and Figure 11. From the data, it is clear that the blockchain network
has more overhead than the proposed framework except for the single spike. The
single spike on the energy consumption occurred during TCP handshake for both

gateways on the proposed framework.

Memory and CPU power consumption for raspberry pi gateway B

—CPU consumption - Real Memory usage
16 1
+0.20
14 4
S12 )
g 0152
‘% 10 1 &”
= =]
£ 8 2
3 +0.10 S
=
2 6- S
@]
4 A n +0.05
\
01— r r T T : r T 0.00
0 25 50 75 100 125 150 175
Time (sec)

Figure 8. Computational overhead (CPU and memory consumption) for gateway devices
on the proposed framework.
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Figure 9. Computational overhead (CPU and memory consumption) for gateway devices
on the proposed framework.
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Figure 10. Computational overhead (CPU and memory consumption) for gateway devices
on proposed framework using blockchain.
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Figure 11. Computational overhead (CPU and memory consumption) for gateway devices
on proposed framework using blockchain.

4.2. Security

The blockchain and the actor framework approach security differently. The block-
chain is a configurable or programmable application platform with inbuilt secu-
rity. At the same time, the actor model is implemented using toolkits that allow
you to develop actor-based distributed applications the way you want. Blockchain
security is based entirely on cryptography and uses distributed trust where no sin-

gle authority validates transactions [13].
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Therefore, the blockchain imposes security by default (design), whereas the
actor model toolkit (Akka) allows you to configure security as per your applica-
tion needs. The Actors model supports authentication, authorization, and encryp-
tion for processing, storage, and communication. These are significant features
of the proposed framework that makes it very attractive in a decentralized IoT
and cloud environments. Algorithm 1 and Algorithm 2 show authentication in

an actor system and blockchain, respectively.

4.3. Scalability

Scalability is one of the top goals for embracing distributed peer-to-peer archi-
tecture such as the blockchain and the actor model over the traditional client-
server model. This is very important to support the explosion trend in heteroge-
neous IoT devices connected to the Internet. A framework to support the chal-
lenge faced by this explosion and widespread adoption of the IoT must, therefore,

be scalable. We have proposed such a framework on top of the actor model

Require: username, password, authenticatingActor
Ensure: success, failure
authenticate + authservice(username, password)
if authenticate is called then
worker + createActor()
token «+ generateToken()
send token to authenticatingActor

end if
if token is valid then
success!, can do work
else
failure!, notifies requesting actor
end if

Algorithm 1. Authentication with actors.

Require: sender’skeys, receiver'skeys
Ensure: authorized, denied
transaction + createT'ransaction()
signedTransaction + signTransaction(transaction, key)
cipherInstance « getInstance(“AES”)
aescipher.init(Cipher. ENCRY PT_MODE, key)
if aesCipher.doFinal(transaction) is invoked then
generates encryptedTransaction
send encryptedTxHash to blockchain network
receiver receives TxHash from the blockchain
end if
if receiver address matched the intended recipient then
cipherInstance « getInstance(“AES”)
aes.cipher.init(Cipher. DECRY PT_MODE, key
aesCipher.doFinal(byteCiphertezt)
else
access denied
end if

Algorithm 2. Authentication with blockchain.
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using the akka implementation, and comparison with the blockchain framework
is hereby presented. The fundamental unit of computation in the actor model is
an actor that incorporates storage, processing, and communication. Actors are
created from actorsystems and can send messages (communicate) with actors within
actorsystems in the same machine or remote machines. Using the right network-
ing configuration, IoT can be scaled up and out terrifically. As scalability is a criti-
cal requirement of IoT, the actor framework supports scaling out (or horizontal
scaling) using remoting/cluster features as well as scaling up (or vertical scaling)
using actor pools. This gives room for various performance tuning options in a dis-
tributed and heterogeneous IoT environment using the proposed framework.

In the evaluation performed using a remoting/cluster set up, an actor manages
communication, processing and storage need of every sensor that communicates
with the raspberry pie gateway. The number of actors is equivalent to the num-
ber of IoT devices (sensors) that communicates through the gateway. It was found
that the raspberry pie (gateway) scales very well as the number of messages from
sensors increases by adding more actors to handle the increased messages as shown
in Figure 12 and Figure 13.

Conversely, the blockchain has issues with the ability to scale, which is cur-
rently an open research issue with various solution approaches [37] [38] while the
actor model shine for modeling and developing distributed systems and services
that scales really well [39]. These issues include the limited block size and the cur-
rent consensus mechanism popular in blockchain [40] [41]. Also, other factors
that influence the blocksize are the input size (operational complexity) and the
gas limit of a given transaction. From an experiment conducted, it is determined
that input size (bytes), blocksize (byte), and gas (Wei) obeys a linear relationship in
that increase in one quantity leads to a rise in the others which soon riches maxi-
mum limits and limits scalability as shown in Figure 14. Other scalability issues ob-
served are the storage as there is a lot of wasted computational power and storage

overhead in the blockchain. Solutions existing on the blockchain research space for
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Figure 12. Vertical scaling with actors.
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Figure 13. Vertical scaling with actors.
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solving the scalability issues in the blockchain technology have its problems lim-
iting its applicability [40]. Examples of these solutions are Lightning networks,
where the transaction is sped up by reusing network channels for transaction
and sharding, which is breaking down the blockchain into independent units
called shards, having its state and history to reduce the load on the original
blockchain.

5. Conclusions

The Internet of Things (IoT) environment that is made up of a large number of
heterogeneous nodes needs a security framework that provides security and meets
the scalability and efficiency requirements of IoT. In this work, security by de-
sign approach and a distributed framework is proposed. Focused on security and
efficiency we chose the blockchain and actor model as the underlying technology

for our framework and carried out a comparative analysis. Design consideration
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for achieving an optimal design of the security framework for the IoT includes a
choice of standards and protocols, latency and throughput of the machine to ma-
chine communication, the security of the framework, communication pattern
(p2p versus client-server), monitoring unit for IDS, publish and subscribe pat-
tern, proxies and secure storage. Evaluation of the framework was done against blo-
ckchain (Ethereum) using three figures of merits, computational and memory over-
head, security, and scalability on a distributed network sample experimental setup
consisting of 2 gateways (raspberry pies) and 2 PCs (MacBook and Dell). The com-
putational and energy performance of the actor-based framework was better than
the blockchain-based framework in both memory and computational power. The
framework supports authorization, authentication, and data encryption using vari-
ous cryptographic primitives and allows implementation as per need. Similarly,
blockchain is secure and distributed; however, the security of the blockchain is by
design, thereby limiting the flexibility of its configuration to suit a non-crypto cur-
rency environment such as a heterogeneous IoT environment. The framework su-
pports horizontal scaling using remoting and cluster and vertical scaling using
the actor pool (measuring about 400 bytes per actor).

It is obvious that the mechanism of operation of the blockchain and the actor
model is different, relying on various protocols for member interactions; also both
are distributed systems with different computational overhead and resource effi-
ciency as well as security. There are many other features supported by the frame-
work that are beyond the scope of this paper such as publish and subscribe com-
munication pattern, distributed computing (resources sharing), distributed storage
under the umbrella of the security supported by the framework. Other future di-

rections and the analysis of the IoT protocols based on their security strengths.
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