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Abstract 
Industry 4.0 concepts have brought about a wind of renewal in the organiza-
tion of companies and their production methods. However, this integration is 
subject to obstacles when it comes to Small and Medium sized Enterpris-
es—SMEs: the costs of new technologies to be acquired, the level of maturity 
of the company regarding its level of digitization and automation, human as-
pects such as training employees to master new technologies, reluctance to 
change, etc. This article provides a new framework and presents an intelligent 
support system to facilitate the digital transformation of SMEs. The digitali-
zation is realized through physical, informational, and decisional points of 
view. To achieve the complete transformation of the company, the framework 
combines the triptych of performance criteria (cost, quality, time) with the 
notions of sustainability (with respect to social, societal, and environmental 
aspects) and digitization through tools to be integrated into the company’s 
processes. The new framework encompasses the formalisms developed in the 
literature on Industry 4.0 concepts, information systems and organizational 
methods as well as a global structure to support and assist operators in man-
aging their operations. In the form of a web application, it will exploit reliable 
data obtained through information systems such as Enterprise Resources 
Planning—ERP, Manufacturing Execution System—MES, or Warehouse 
Management System—WMS and new technologies such as artificial intelli-
gence (deep learning, multi-agent systems, expert systems), big data, Internet 
of things (IoT) that communicate with each other to assist operators during 
production processes. To illustrate and validate the concepts and developed 
tools, use cases of an electronic manufacturing SME have been solved with 
these concepts and tools, in order to succeed in this company’s digital trans-
formation. Thus, a reference model of the electronics manufacturing compa-
nies is being developed for facilitating the future digital transformation of 
these domain companies. The realization of these use cases and the new ref-
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erence model are growing up and their future exploitation will be presented 
as soon as possible. 
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1. Introduction 

Small and medium-sized enterprises (SMEs) play a major role in the growth of 
the economy of countries such as France. In the context of globalization and 
competitiveness due to emerging countries, Industry 4.0 concepts are used in 
large companies for increasing their performance and digitally transforming 
them. Thus, they could be more competitive and efficient. Despite the definition 
and the demonstration of the benefits to use industry 4.0 concepts for trans-
forming companies, most SMEs have not yet decided to implement these con-
cepts. Several obstacles to the implementation of these concepts exist such as the 
cost of new technologies, the academic level of employees, the fear of new tech-
nologies and their impact on employment, the lack of environmental expecta-
tions, etc. Then, it becomes essential to find the best way and responses to incite 
SMEs to digitally transform their production processes. 

Indeed, many scientific and technological challenges must be met for the ef-
fective digital transformation of these SMEs. The digital transformation of these 
companies implies modernizing their facilities as well as their operating modes 
through the integration of new technologies. For instance, the integration of ro-
bots will allow the company to obtain more success in repetitive tasks. The use of 
information technology will facilitate the decision process and tasks execution. 
Technologies such as artificial intelligence, big data analytics, internet of things, 
robotics, and organizational methodologies are required for the company’s digi-
tal transformation. This article proposes to optimize the production chain of 
these companies in terms of performance (cost, quality, lead time) by combining 
the technological, organizational, and scientific aspects common to all Industry 
4.0 methodologies, with social, societal, and environmental dimensions (sus-
tainable criteria) that are essential for successful implementation in SMEs. A 
sustainable framework and a decision aided tool containing key performance in-
dicators have been developed for digitally transforming SMEs. 

Thus, one problem to solve for the company production processes digitization 
is the operator’s knowledge of technologies. Indeed, managers will need infor-
mation for making good decisions, but operational decisions could not be ex-
ecuted if operators do not know how to manage their collaboration with ma-
chines, or robots. Then, it is important to solve the problem of human expecta-
tions in the integration of the company information systems and the new tech-
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nology tools that will be implemented in the manufacturing system. This article 
proposes the design and development of an intelligent human/machine interface 
that will assist the operators in their collaboration with production machines 
such as cobots, mobile robots, but also in their management of the company in-
formation systems. This tool is based on the artificial intelligence concepts such 
as deep learning, multi-agent systems and expert systems. 

After a literature review focusing on the Industry 4.0 concepts, information 
systems, and organizational methodologies, the concepts of the sustainable In-
dustry 4.0 that have been developed will be presented. Then, the architecture of 
the intelligent Human/Machine Interface allowing the integration of the com-
pany’s information system and the technological tools of the production chain 
will be described. Then, a focus will be made on an electronic SME for solving its 
use case in the digital transformation and validating the concepts tools pre-
sented. The results will be enhanced as the kernel for the development of a ref-
erence model for the electronic domain companies by using case-based reason-
ing and generalization reasoning.  

2. Literature Review 
2.1. Industry 4.0 Concepts 

The concept of Industry 4.0 (I4.0) is based on the integration of information and 
communication technologies (ICTs) and advanced industrial technologies in 
cyber-physical systems (CPS) to create a digital, smart, and sustainable factory 
[1]. Production and information systems have merged to form CPSs, which 
make the plant’s equipment interact among themselves and with humans, and 
coordinate with the environment, using the Internet of Things (IoT) as a means 
of communication [2]. 

2.1.1. Industry 4.0 Context 
The industrial world has undergone many revolutions and production has con-
tinued to evolve over time. After mechanization, mass production through elec-
trification, and automation supported by the rise of electronics and computeri-
zation, comes the fourth industrial revolution. Known as I4.0, it aggregates con-
cepts such as Human Machine Interaction (HMI), Artificial Intelligence (AI), 
advanced additive manufacturing technologies [1], Big Data and Cloud Compu-
ting [3]. Whereas Germany had a cybernetic vision of the I4.0 concept and fo-
cused on the development of CPSs, France forged it by relying on a logic of 
modernization of the production tool, strengthening automation in particular 
and betting on the integration of new technological bricks [2].  

According to the implementing decree (n˚2008-1354) of article 51 of the law 
on the modernization of the economy, relating to the criteria for determining 
the category to which a company belongs for statistical and economic analysis 
purposes: “Small and medium-sized enterprises are those employing between 10 
and 250 people and whose annual turnover does not exceed 50 million euros or 
whose balance sheet total does not exceed 43 million euros”. They include the 
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category of microenterprises which employ fewer than 10 people and whose an-
nual turnover or balance sheet total does not exceed 2 million euros.  

The introduction of I4.0 in manufacturing companies enables them to re-
spond effectively to customer demands and requirements, and to improve their 
competitiveness [4]. In this context, SMEs do not know how to deal with it, and 
face difficulties in its implementation and struggle to take advantage of its full 
potential to increase their productivity [5]. To do this, SMEs need to restructure 
their familiar centralized decision-making mechanisms, and replace them with  
agile and highly adaptable manufacturing systems that offer interactive and col-
laborative decision-making mechanisms [6]. 

2.1.2. New Technologies Integrated by Industry 4.0 
New technologies involved in industry 4.0 concepts are described as follows: 

1) CPSs using self-organizing and self-controlling capabilities [7], represent 
computers with networks of actuators and sensors installed as embedded sys-
tems in equipment and machine parts and connected via the Internet [4] [8].  

2) IoTs refers to smart connectivity of anything, anytime, anywhere. It enables 
interactivity between people and objects for the exchange of data and informa-
tion between all objects connected to the Internet. It includes mobile connected 
devices to transmit real-time information about production processes such as 
Radio Frequency IDentification (RFID) tags, sensors, and actuators [6] [9].  

3) HMI allows automation and operators to complement each other, provid-
ing technological assistance via intelligent user interfaces [10].  

4) Cloud computing (CC) is used to store the large volume of data generated 
by CPSs and makes them accessible from anywhere. It refers to both the applica-
tions provided as services over the internet and the hardware/software systems 
in the data centers that provide those services [11]. It is also defined using a 
number of characteristics, service models and deployment models: five characte-
ristics (on-demand self-service, broad network access, resource pooling, rapid 
elasticity, and measured service), four deployment models (private, community, 
public, and hybrid clouds) and three services models (Software, Platform, and 
Infrastructure As A Service “SaaS, PaaS, IaaS”) [12]. 

5) Big Data: describes the huge amounts of data that result from the massive 
use of sensors and control systems in the I4.0 and their management [13]. 

6) Artificial Intelligence is described as “a collection of all kinds of technolo-
gies and methods, which are used to execute human brain-related tasks, espe-
cially cognitive tasks such as learning and problem-solving” [14]. It is composed 
of different techniques such as: 

a) Expert Systems that were designed to simulate the problem-solving beha-
vior of a human being. They are generally able to define what is expected as a 
solution to a problem.  

b) Multi-agent systems which are composed of intelligent agents destined to 
solve problems. They could be used for developing simulation tools (digital 
twin).  
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c) Machine learning which is destined to make the machine intelligent and 
able to learn by itself. Machine learning techniques are divided into supervised 
learning, unsupervised learning, and reinforcement learning. 

d) Deep Learning which is a sub-part of machine learning. It is “an applica-
tion of neural networks with several layers of nodes (4 or more) between input 
and output” [15]. 

7) Advanced Robotics concern Robots that use artificial intelligence and con-
cepts such as machine learning capable of performing tasks of a high level of 
complexity with minimal human interaction. 

8) Extended Reality uses technology to make information interactive by add-
ing an overlay of digital content and relevant information. 

9) Simulation: Virtually simulates the concepts, application and construction 
of prototypes and processes using computer resources. 

10) Cybersecurity: It is both the insecurity created by cyberspace and the 
technical and non-technical practices to make it more secure [16]. Cybersecurity 
concerns the defensive and offensive uses of information systems that irrigate 
modern organizations [17]. 

2.1.3. Synthesis on Industry 4.0 for SMEs 
In light of recent events, it is important to consider building resilience to address 
the fragilities in productive interdependencies that have been revealed by the 
COVID-19 health crisis since 2019 [18] [19], and SMEs can adapt under any 
circumstances, while remaining flexible and innovative in their manufacturing 
practices. The last two years have indeed been marked by one of the largest and 
most severe disruptions in the history of the industrial world. The COVID-19 
pandemic revealed existing vulnerabilities in the production system [20]. The 
technological advances offered by I4.0 make it possible to effectively address 
some of these risks and companies can proactively manage them and continue 
their operations [21]. 

These new technologies described above are mainly deployed in big compa-
nies but need to be adapted to SMEs by finding solutions to the brakes of their 
managers for the industry 4.0 concepts implementation. In this article, a sus-
tainable framework including these technologies, but also social, societal, and 
environmental aspects will be developed for accelerating the levers of industry 
4.0 concepts implementation in SMEs.  

2.2. Information Systems 

The use of new technologies in companies involves to make them collaborating 
with different information systems, for increasing the level of communication 
between managers, and employees, thus improving the enterprise performance 
with more flexibility and configurability.  

2.2.1. Integration of the Company Production System 
Using IoT is all about networking the system and leveraging horizontal and ver-
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tical integrations to gain efficiencies [22]. Horizontal integration allows ma-
chines, IoT devices, and engineering processes to cooperate seamlessly by en-
suring the network between individual machines, equipment, and production 
units. Vertical integration concedes production data to be used to make deci-
sions about activity, personnel, and other criteria by enabling communication 
between the horizontally integrated network and other systems, such as ERP, 
MES, etc. by ensuring network beyond the classic production hierarchy levels, 
from the sensor level to the business level of the company.  

2.2.2. The Lean Information System  
The notion of a Lean Information System is found in the literature and characte-
rizes it as being agile to react to fluctuations and hazards, open to ensure a part-
nership with suppliers, customers, and partners and interoperable to facilitate 
communication between the different systems and reconcile the different busi-
ness facets. However, the company’s information system (IS) is made up of a 
multiplicity of software applications and each system aims to meet a given objec-
tive for a particular business facet, and is developed according to its own busi-
ness specifications, without any standardization. This leads to redundancy, he-
terogeneity, and an increase in the volume of information, resulting in risks of 
inconsistency, rigidity of the IS and great difficulty in communicating in the 
context of inter-company collaboration. The Industrial Internet of Things (IIoT) 
offers a solution to this problem. Indeed, one of its key advantages is that it can 
serve as the foundation for a wide range of smart manufacturing solutions. Ma-
chine learning (ML), artificial intelligence of things (AIoT), Big Data, analytics, 
manufacturing execution systems (MES), enterprise resource planning (ERP), dig-
ital twins and many other applications can all be built on or access an IIoT foun-
dation. It can also leverage and extend existing technologies. Machine-to-machine 
communications, sensors and their data, automation, and control systems have 
been around for a very long time [23]. 

IIoT functions as a kind of middleware that enables communication between 
devices, machines, controllers, databases, user-oriented applications such as 
HMI and information systems, and people. It also enables the collection, aggre-
gation, visualization, analysis, and transmission of large amounts of data and 
their context, in near-real time, to the systems and applications that need them. 
Herein lies the link between IIoT and information systems such as MES and ERP 
systems, which execute transactions, provide data, drive analytics, and support 
real-time visibility. With this capability, edge computing solutions become more 
convenient and easier to integrate with the cloud.  

2.2.3. Synthesis on the Information Systems for SMEs 
ERP is an operational system that manages production through dedicated IT ap-
plications. MES is a workshop supervision system. It includes various functio-
nalities, in particular product traceability and genealogy [24] [25]. Production 
management and control systems are necessary to provide the global context for 
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IIoT. The same is true for automation and control systems. All of them comple-
ment each other to provide the most complete view of what is happening in the 
smart factory. 

As presented above many information systems exist and could be exploited 
for increasing the company performance. But their use in SMEs and their impact 
have to be developed. In addition, the lack of operators’ knowledge on the use of 
these information systems and new technologies presented above corresponds to 
a problem to solve in these companies for improving their performance. In this 
paper, a solution to this problem will be proposed through the development of a 
human machine interface.  

2.3. Organizational Methodologies  

Manufacturing companies are usually inserted in a highly competitive environ-
ment, in which new challenges are constantly emerging, such as the advent of 
disruptive concepts and technologies [26]. In this context, manufacturers need 
to increase their quality and productivity levels, while reducing costs, in order to 
respond quickly to increasing market demands [27]. To help them achieve these 
goals, several approaches have been developed, such as Lean Manufacturing 
(LM) and, more recently, Industry 4.0 (I4.0). 

Industry 4.0 offers significant technological advances that enable real-time in-
tegration between all participants in the value chain, making them more produc-
tive, intelligent, and agile [26]. It is characterized by an increased level of auto-
mation and data exchange, through the exploitation of I4.0 technologies, which 
allow production systems to be modular and flexible. This results in mass pro-
duction of highly customized products [4] [28]. 

2.3.1. Lean Manufacturing Methodology 
Lean Manufacturing (LM) has been widely used and disseminated in different 
industries. It aims to eliminate waste in the value chain, improve quality and 
productivity, and produce in accordance with customer expectations [29] [30]. It 
can be conceptualized as a set of practices and principles that help companies 
organize and control their production [31], allowing them to reduce resource 
use and maximize revenue, thereby generating positive impacts on stakeholders 
[32]. 

LM is one of many approaches that help manufacturers address the challenges 
of implementing and integrating I4.0 technologies into SMEs production. Its 
role as well as its importance in the implementation of Industry 4.0 has been 
clearly demonstrated [33] [34]. LM and I4.0 complement each other at a con-
ceptual level and I4.0 tools support lean methods [34]. Some of the traditional 
barriers can be overcome, increasing the chances of successful implementation 
[35]. Even though the LM approach is structured to be simplistic, it could be, in 
addition to the integration of new technologies, more difficult for operators due 
to the cadence (takt time). Thus, the high level of automation owing to I4.0 con-
cepts involves managing operators reorganization and during the methodology 
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implementation, thinking about ergonomics and people quality of life in work-
ing stations. Indeed, both approaches seek to improve productivity, quality, fo-
cus on eliminating waste, and are customer-oriented [36]. LM practices (or Lean 
Practices—LP) are positively associated with I4.0 technologies, enabling perfor-
mance improvements [28] [37]. The implementation of these principles and 
practices is linked to improved operational performance [38] [39] [40]. 

LM is an approach that encompasses a variety of manufacturing practices, 
aimed at reducing process variation [41], identifying and eliminating waste 
along the value chain [29] [31] [38] [42]. Principles are the elements of the stra-
tegic level and represent the ideals and laws of the system. In [29], the author 
identifies five basic principles for maximizing value and eliminating waste: spe-
cifying value from the customer’s perspective; identifying the value stream; cir-
culating value; producing to customer demand; and striving for perfection. 
These principles are operationalized by Lean Practices [43] that seek to reduce 
waste and variability in manufacturing processes, resulting in improved business 
performance [41]. 

2.3.2. Lean Manufacturing Practices 
Many tools are integrated in lean manufacturing methodology and already show 
their effectiveness in the company improvement process. Some of them are Val-
ue Stream Mapping (VSM), Single Minute Exchange of Dies (SMED), 5S system, 
Visual Management, Kanban, Andon, etc. [44] [45] [46]. They are used to facili-
tate the development of better sustainable manufacturing strategies and ensure 
the activity of improving it [47]. 

Thereby, SMED represents one of the techniques of LM. It is a systematic 
method of analyzing and optimizing changeover times in order to improve the 
Synthetic Performance Time (SPT) of the equipment and to reduce the size of 
the batches. This method corresponds to an organization according to the logic 
of the flow drawn in response to the request of the customers and requires the 
installation of short and diversified series. Several people could work simulta-
neously in the same space and respect the production planning. Also known as 
rapid tooling change, it describes the entire process of converting a production 
machine from one product to another. The tooling changeover time is the time 
from the last good part produced in the previous run, at normal line speed, to 
the first good part in the next run, at maximum line speed. 

2.3.3. DMAIC Methodology 
In addition to the powerful lean approach that is primarily focused on eliminat-
ing waste (Muda), another equally powerful tool is used essentially for eliminat-
ing inconsistencies (Mura). This is Six Sigma, which contributes to the im-
provement of financial and operational performance as well as customer satis-
faction by reducing substandard products and services [48]. The implementation 
of Six Sigma process improvement projects is based on the DMAIC methodolo-
gy (Define, Measure, Analyze, Improve, and Control). This model provides a 
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sequence of problem management steps to follow using quality tools. The 
project process is realized step by step [49]. The effectiveness of Six Sigma is 
characterized by the structural rigor and discipline of DMAIC [50]. This tool is a 
learning model and manages how to collect, treat, and analyze data for solving 
problems. 

2.3.4. Synthesis on the SME Organizational Improvement Approach 
Each method presented above has advantages that could be exploited for trans-
forming digitally the SMEs. They could be combined for increasing their impact 
during the transformation. In this article a combination of lean manufacturing 
(and its tools) and DMAIC is proposed as an organizational solution for struc-
turing the SMEs. The following part will focus on the exploitation of the litera-
ture review for developing concepts and methodologies in order to digitally 
transform SMEs.  

3. Concepts and Methodology 

This part focuses on the concepts extracted from the previous literature review 
that could contribute to defining an adaptive methodology of SME digital trans-
formation. A general framework for sustainable industry 4.0 concepts imple-
mentation in these companies will be introduced. Then, the general process of a 
company’s digital transformation will be presented. Finally, the architecture of 
the human/machine interface being developed will be explained.  

3.1. The Generic Framework for the Digital Transformation of  
SMEs 

In the literature, many Industry 4.0 concepts focus on new technologies, and 
scientific or organizational theories, such as presented in [22] where Industry 4.0 
concepts implementation in a company, with a horizontal integration through 
the value creation process, an engineering throughout the product life cycle and 
a vertical integration through the entire production system. This idea integrating 
technological, scientific, and organizational dimensions could be combined with 
sustainability (social, societal, and environmental dimensions) to create a new 
conceptual framework of Industry 4.0 more adapted to SMEs. The digital trans-
formation of an SME goes through a progressive process in which people are at 
the center of the company’s evolution. Three kinds of transformations have been 
defined for the SME digital evolution as shown in Figure 1. These transforma-
tions are: 

1) The physical transformation through the integration of new technologies 
for improving the company physical processes with new technologies and me-
thods such as lean manufacturing and DMAIC. The Production manufacturing 
system of the company could be improved step by step with the exploitation of 
organizational tools for reducing lead time, increasing the level of quality 
(process, system, and product) and reducing the production manufacturing 
costs. This transformation includes the use of new technologies that could be 
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Figure 1. Generic framework for the digital transformation of SMEs. 
 

involved in the manufacturing process such as CNC machines, robots, cobots, 
mobile robots, IoTs, artificial intelligence (deep learning, multi-agent systems ad 
expert systems). A new criterion named sustainability and composed of carbon 
reduction, social, societal, and environmental aspects is added in the company’s 
physical transformation processes. This new technology integration has to be 
done with the objective to support operators in their tasks.  

2) The decisional transformation with the structuring of strategic, tactical, 
and operational decisions of the company for making the company decision 
more consistent. Decisions in the company must be structured and linked for 
increasing its competitiveness. At each decision level, the company structure will 
be optimized for giving the best response in terms of efficiency to its transfor-
mation. Decision aided tools and intelligent systems will be developed and im-
plemented at each level and contribute to the company performance improve-
ment. The operators will have tools available for realizing their tasks and to take 
the right decisions during the production process. The managers will transform 
themselves into manager 4.0. They will integrate new technologies and sustaina-
bility in their management such as robotics process automation (RPA) for rea-
lizing repetitive tasks and then they could focus their attention on the manage-
ment of their team.  

3) The informational transformation through the integration of information 
system tools in the company. Information tools (MES, ERP, decision aided tool, 
etc.) could be chosen and implemented in the company. Indeed, the company’s 
massive data have to be acquired with the IoTs in the production process, stored, 
analyzed, and treated through a data lake and a classical data warehouse for tak-
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ing convenient decisions in the company improvement process. A manager or 
an operator can easily ask and extract data from the data warehouse, but the data 
lake is required for storing and treating all non-structured data. Then, it is an 
advantage for taking with success real time decisions at each level. The company 
information system could manage data in relation with the production system 
and increase the efficiency of the company production process. The creation of 
an SME-HMI is required for integrating new technologies in the physical system 
thus linking the operators with machines and the information system. The ob-
jective is to facilitate the operator’s work. 

The use of organizational methods will also contribute to increasing the SME 
performance. Indeed, a hybrid methodology based on Lean manufacturing com-
bined with DMAIC has been elaborated to digitally transform the company 
production manufacturing. This methodology is applied with the integration of 
new technologies in the production system. The performance criteria used for 
improving the system are based on sustainability as the kernel of the transfor-
mation and the triptych (Quality, Cost and Delivery). A scorecard with all these 
criteria, in addition to modernization degree criterion has been developed to 
measure the state of an SME at a specific moment. An example of a criterion re-
sult in the decision aided system (dashboard) is given in Figure 2. Each sector of 
activity, the desirable transformations to make SMEs perform in the future have 
been predefined and can be exploited to improve an SME.  

3.2. The Process of the SME Digital Transformation 

A digital transformation process has thus been defined with successive steps in 
Figure 3. The first step corresponds to the acquisition of the company’s context, 
i.e., the recovery of all the information and data necessary for a precise under-
standing of its current functioning. Interviews are conducted for this purpose. 
The result of this phase allows us to carry out the second phase which corres-
ponds to the modeling of the existing situation. This is the current state of the 
company. Then, the existing model is measured thanks to the definition of per-
formance criteria integrating in addition to the triptych costs, quality and dead-
line, the social, societal, and environmental dimensions as well as the degree of 
modernization of the company. This measurement allows the decision aided 
system (dashboard) to identify dysfunctions, to highlight strengths and areas for 
improvement. This is the analysis stage of the existing situation. The results of 
the analysis phase make it possible to deduce the degree of modification of the 
company. This degree is directly calculated based on the results obtained from 
the analysis of an SME, using the criteria we have defined in the dashboard. If 
this degree (result of the measurement) is less than 0.25, minimal transforma-
tions are carried out on the basis of the organizational principles of lean manu-
facturing, through the elimination of non-value added and the conservation of 
value added. If the degree of change is greater than 0.25, then the reference 
model of the SME’s business sector will be used for defining the progressive 
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Figure 2. Example of results for modernization degree criterion. 

 

 
Figure 3. Sustainable and digital transformation process. 

 
transformations that have to be implemented for achieving the SME 4.0. The de-
sign phase corresponds to the sustainable and progressive digital transformation 
of the company by integrating its singularities. 

This design phase includes all digital transformations such as the decisional 
reorganization of the company with a campaign of change management and op-
erators training, the transformation of the production system with cobots and 
IoT integration, the choice and the implementation of information systems, the 
adaptation of the human-machine interface system, the elaboration of additional 
specific modules, etc. The global digital transformation is made by respecting the 
company objectives and financial capacity, but also what is necessary for attain-
ing the SME performance.  
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and external processes of the entire supply chain, the integration of new tech-
nologies such as robots, cobots, mobile robots, the internet of things, big data 
analytics, etc. These new technologies aim to help people to carry out their activ-
ities, either by replacing them for repetitive or ergonomically difficult tasks, or 
by supporting them for those that people can easily perform. For instance, dur-
ing a production phase, operators who do not have strong skills in the use and 
programming of robots and new technologies will find that it is difficult to di-
rectly manage the actions required for realizing production processes in colla-
boration with cobots. They normally had the habit of receiving their orders from 
the production managers (sometimes on paper). Then manufacturing orders will 
be sent by the information systems. The numerous information data are ma-
naged directly by the planning. In addition, all information obtained on the 
manufacturing system state through IoTs will be stored by using a data lake and 
treated for being available in a data warehouse for managers. For a better effi-
ciency of the production system and improving the production management 
process, it is necessary to have an operator interface tool facilitating the execu-
tion of the tasks by the operators and the management of all their operations in-
cluding the interactions with the robots and the new technologies and their re-
ports to the hierarchy. Figure 4 represents the general structure of this interface. 

Then, Industry 4.0 technologies are deployed in the SME, which allows the 
internal architecture to be interoperable at several levels: the equipment, the in-
frastructure that allows the interconnection of machines and equipment, and the 
reliability of information systems. A research and reflection work were carried 
out to determine the choice of the ERP and the MES to be used in order to flui-
dify the exchanges and to safeguard the important data in their context. 

 

 
Figure 4. Architecture of the intelligent Human-Machine Interface system. 
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The objective is to elaborate for operators a web application available on their 
smartphone, or tablet, that will give them facilities to realize their tasks and to 
manage their interactivity with new technology tools integrated into the produc-
tion process. The SME-HMI will not change their habits but give them more flex-
ibility and eliminate their fear of changes and their lack of experience with new 
technologies. This generic software as an open tool will be available for any SMEs 
but will require an adaptation for corresponding to the company expectations.  

The intelligent SME-HMI system is composed of: 
1) A visual interface which is nothing more than a web application allowing 

the operator to manage, without any prior knowledge in robotics or planning, 
the manufacturing orders, the missions of the mobile robots, the interactions 
with cobots and other technological tools of the production line as well as the 
relationship with the company’s information systems such as ERP and MES. The 
visual interface will also show the operator the report on his performance and 
the state of the production system.  

2) An Operator Instruction Manager—OIM module that directly links with 
these new technologies. This OIM can transfer information from the operator to 
the new technology tools such as cobots, mobile robots, or IoTs. It is the intelli-
gent module which will transform programming into simple information or 
simple information to program instructions. This module is linked with the new 
technology data converters which really make the transformation. They both 
exploit technologies of deep learning for detecting expectations of the operator 
and comparing them to reference data related to cobots or robots programing, 
or IoT instructions and vice versa. The intelligent module will learn from specif-
ic situations and be able to propose new solutions. 

3) An HMI manager and coordination module for coordinating and man-
aging the relationship with information systems and simulation software tools 
(simulation of potential changes). The interaction between the operator and in-
formation systems is managed through this module. For instance, the manufac-
turing orders will be extracted from the information system and presented to the 
operator. The results of the production and the general state of the system will 
be sent to the information system and communicated to the managers. The re-
ports and decisions will be presented to both managers and operators (decision 
aided tool). The information systems data converters module allows to adapt the 
data to the information systems and vice versa. The scenario builder module is 
used for simulating potential changes on the system and showing the operator 
the impact of his operational decision. For instance, information or orders from 
the operator could be integrated into the system digital twin for establishing the 
results expected with this decision. 

4) A Big data analytics module for managing all the required data for the 
production and use of new technologies. Structured and unstructured data will 
be stored in the module, then they will be extracted, transformed, and loaded for 
being exploited. It contains a data lake but also a data warehouse for transferring 
structured data into the information system or to the operators. This module, 
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after analysis, will contribute to define and suggest, to the operator, the right de-
cisions to take and their impacts. A knowledge capitalization module is linked 
to this module for recording and managing all the old decisions that had been 
taken previously. Artificial intelligence tools such as deep learning and expert 
systems will be used for treating and exploiting these old cases of decisions. The 
problem-solving method exploited in this frame is Case-Based Reasoning. The 
module will propose these suggestions to the operator as an aid. A problem 
solver module is destined to furnish these propositions directly and uses the da-
ta from the big data analytics module as well as the data from the capitalization 
module to solve the operator’s problems. 

The concepts and methodologies elaborated and supported by the SME-HMI 
intelligent system are destined to consider brakes from SMEs to Industry 4.0 im-
plementation and to propose to these companies’ adapted methodology and 
tools to their digital transformation. The following part presents the application 
that has been made for validating concepts and improving the intelligent system 
being developed.  

4. Illustration 

To illustrate the concepts presented above, a focus is made on the microelectronics 
sector. Indeed, one SME of this activity domain has been selected for being digi-
tally transformed. It was a win-win collaboration with the company’s effective dig-
ital transformation for increasing its performance and for the research team the 
opportunity to validate concepts, methodology and tools elaborated in this frame. 
This company was a subcontractor of a leader in the airplane engine sector.  

4.1. The Company Existing System 

This company has 75 employees and turnover for 2019 (before COVID pan-
demic) was about 6 million euros. The number of customer orders is increasing 
continuously and the company for respecting these orders needs to reorganize 
itself. The decision to change location to a new site had been taken and the 
company would like at this occasion to digitally transform its manufacturing 
process to be more competitive. In addition, constraints and rules imposed by 
the customer and use cases to solve for improving the company’s global perfor-
mance and customer expectations are numerous. The study was based on the 
definition of the physical, decisional, and informational transformations neces-
sary to make the company efficient and adapted to new technologies. 

The methodology presented above and based on lean manufacturing and 
DMAIC was used in this study to realize the company expectations. The context 
acquisition was carried out based on semi-directive interviews including the op-
erations required for the elimination of the non-added value (waste) in the 
company and the highlighting of the added values. The modeling stage of the 
existing situation allowed the whole organization of the company to be put into 
an analyzable format. The exploitation of performance criteria involving cost, 
quality, lead time, but also sustainability criteria (social, societal, and environ-
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mental) in addition to criteria measuring the degree of modernization (digital 
maturity) of the company could be achieved. The result of the modeling phase is 
summarized in the following dashboard (Table 1).  

 
Table 1. The company actual performance measure. 

Dashboard 

SOCIAL Ideal Evaluation Actual Evaluation Future Evaluation 

Career evolution 8 6.5 7.5 

Autonomy (decision) 7 5.5 7 

Quality of life at work 9 8 9 

CSR norm ISO 26000 9 9 9 

ENVIRONNEMENT    

Carbon footprint 5 1.5 4 

Recycling 5 2.5 3 

Environmental approach 6 4 5 

Respect of ISO 14001 norm 5 5 5 

Respect of ISO 50001 norm 5 4 5 

TOTAL 26 17 22 

QUALITY    

Respect of ISF norm 6 6 6 

Validation of a product 5 5 5 

Validation of process 6 4.5 6 

Traceability 8 7 8 

TOTAL 25 22.5 25 

COST    

Transport cost 4 0 0 

Delivery cost 6 0 0 

Manufacturing cost 4 0 0 

Export cost 4 0 0 

TOTAL 18 0 0 

Lead time    

Manufacturing time 4 3 9 

Storage time 6 0 8 

Delivery time 4 0 7 

Procurement time 2 0 8 

TOTAL 16 3 32 

MODERNISATION    

Supply chain 4.0 6 1 5 

Information system 4 1.75 3 

Ergonomics 4 2.5 4 

New technologies 6 1 3 

TOTAL 20 6.25 15 
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4.2. The Analysis of the Existing System 

The analysis of the existing situation included not only the measurement of the 
company performance as shown in the previous table but also the detection of 
dysfunctions in the company, as well as the strengths and points to be improved, 
based on the operating rules (physical, decisional, and informational transfor-
mations). The strengths detected in the company are: the know-how of the em-
ployees, the family and artisanal dimension of the company, the good opinion of 
the customers, the satisfaction of the customers in terms of costs and quality. 
These points have to be preserved even if the global organization could be 
changed. The points to be improved are the reduction of delays and the elimi-
nation of non-added value (waste), the low degree of modernization of the 
company (no robots, no cobots, no mobile robots, old information system, no 
IoT system, etc.), poor decision-making structure with most decisions directly 
taken by the CEO, poor optimization of the company’s processes. The concepts 
developed above have been used for transforming digitally the company such as 
the sustainable Industry 4.0 framework exploited for transforming the physical, 
decisional, and informational systems of the company and the transformation 
process for realizing step by step the changes in the company. The intelligent 
system being developed has been used for defining solutions to use cases 
oriented to the company modernization. 

4.3. The Digital Transformation of the Company 

As the company had a strong desire of digital transformation, some use cases 
were solved to help the SME in its restructuring. Thus, the use of a factory 4.0 
demonstrator allowed to test and optimize the introduction of cobots on a pro-
duction line of the company. For instance, a cobot has been introduced as the 
operator’s partner for the integration of exotic components that are difficult to 
place on a circuit board by humans. This allows the operator to focus on easier 
and more value-added tasks. It has also been tested and validated the integration 
of a cobot in a production line for certain tasks, and its automated transfer 
thanks to a mobile robot to a second production line in less than 6 minutes as 
shown in Figure 5. The idea here is the complete automation of the cobot’s 
movements and displacements in order to free up time for the operator. The 
cobots, mobile robots, sensors installed for IoT, massive data to be processed, 
must all remain controlled by the operator. This implies, on the one hand, the 
training of the latter and, as a result, an increase in salary, but also the simplifi-
cation of the numerous software programs allowing this control (MobilePlan-
ner—for the Omron mobile robot, RobotStudio—for the ABB cobot, etc.). In-
deed, the operator does not have the required knowledge to program the new 
technology tools. It is therefore necessary to develop an interface tool to allow 
the operator to manage his interactions with the new technology tools.  

Similarly, the operator currently receives his manufacturing orders through 
the company’s old ERP tool. His manufacturing orders are not usable by the co-
bots, so unless an engineer is involved every time, the operator must be given the  
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Figure 5. Development of a cobot automated transfer cart for flexibility. 

 
possibility to easily retrieve this data and interact with the technological tools. 
This observation at the level of the communication between robots, operators, 
and information system, comforted us in the development of the intelligent sys-
tem of management of the man-machine interaction presented above. 

Thus, the use of intuitive user interfaces adapted to the collaboration of the 
operator with the machines (machine control), as well as with his exploitation of 
the various software is essential. Different roles (operators, supervisor/team 
leader, workshop manager, etc.) are considered in the design and emerging de-
velopment of this ergonomic tool. Digital assistance systems should facilitate the 
work of operators, the communication of needs to R&D and the communication 
of work measurements to supervisors. 

In addition, a complete simulation of the company’s production processes is 
being developed using FlexSim software. This simulation will represent the digi-
tal twin of the company’s production system and will allow the company’s oper-
ators and managers to test their suggestions before a real implementation. E.g., 
Figure 6 shows the packaging area for the electronic boards before they are 
shipped to customers. 

4.4. The Results and Expectations of the Company 

The use cases have been validated for the company. The specific virtual digital 
twin of the company production system shows the potential positive impact of 
new technologies on the company performance. The organizational improvements 
have already been implemented and allow to increase the SME performance. 
Even if the measure of the future system has not been realized, the tendency after  
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Figure 6. Virtual digital twin of packaging process. 
 

organizational changes shows the reduction of the production cycle because of 
the use of Kanban, SMED and Poka-yoke (lean manufacturing tools). The use of 
small mobile robots allows to bring to the operators (for manual tasks) raw ma-
terials (components and cards) for their production. This organization increases 
the working time by reducing the operators moving. The proximity of cobots 
and humans at a working post has been validated through the risk analysis study 
that has been realized. The cobot transfer from one post to another in less than 6 
minutes has been validated. The advantage is that the use of the cobot could be 
optimized by combining its work on two or more production lines. Then, the 
company global performance is increased. The company is actually preparing its 
manufacturing transfer to a bigger site and the implementation of all use cases 
solutions validated during the study.  

5. The Definition of the Reference Model for Electronics  
Domain Companies 

The study of this company allows the research team to obtain real data for de-
fining a generic model for the electronics domain. The intelligent system is being 
developed and the reference model issued from this study has to be finished. The 
first version of this model has been done but as any generalization model, it 
needs to be improved by acquiring new knowledge. The study of another com-
pany of this sector is being realized and the results will contribute to refine the 
reference model and definitively validate the efficiency of the intelligent system 
being developed.  
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6. Conclusions 

Industry 4.0 concepts and formalisms are often used in large companies but 
their implementation in SMEs is in progress. Many reasons correspond to reluc-
tance for these concepts’ implementations in SMEs such as cost, human aspects, 
maturity of the company for new technologies implementation. In this paper, a 
new framework, and an intelligent support system for the digital transformation 
of the company have been presented. These concepts combine classical Industry 
4.0 criteria (cost, lead time, quality) with sustainability as the kernel of the 
transformation and modernization through tools to be integrated into the com-
pany processes.  

Then, for elaborating this framework, formalisms developed in the literature 
on Industry 4.0 concepts, information systems and organizational methods have 
been combined. The global structure for aiding operators in the management of 
their orders through data from information systems and the new technologies 
able to help them during the production processes has been presented. The 
framework and the new concepts are being implemented in an electronic manu-
facturing SME. Within this frame, a reference model for the electronics activity 
sector has been developed for being used as an aided tool to support the sus-
tainable digital transformation of the company.  

The software tool for supporting operators as a web application, for managing 
relationships between the information systems and new technologies, data and 
tools is being developed. Results of its application to the electronics company 
will be presented as soon as possible. Key performance indicators that have been 
defined for measuring the company’s existing system and the future transforma-
tion have been used on the actual company organization but not yet on the fu-
ture system. The future performance will be measured as soon as possible when 
the company will implement the new organization in its new factory. 

Virtual reality tools are being developed and will be associated to this digital 
twin for better efficiency. The digital transformation of the company is being 
carried out according to the steps presented above. The final results (in the new 
factory) are not presented in this paper but the positive impact of new technolo-
gies introduction and the quality of the sustainable (social aspects) organization 
in the company let us think that the company global performance will be in-
creased with the digital transformation according to SMEs expectations. 
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