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Abstract

Aiming at the issue of the selectivity of routing protocols between UAV
groups, a comprehensive weighting evaluation system based on game theory
is proposed. Taking network simulation data as an example, three protocols,
AODV, DSDV, and OLSR, are selected as the research objects. The results
show that the DSDV protocol is suitable for the simple communication envi-
ronment between UAV groups, the AODV protocol is suitable for the com-
plex communication environment between UAV groups. In addition, the
evaluation system is compared with the two evaluation systems of the Cova-
riance Analytic Hierarchy Process (Cov-AHP) and the entropy method to
calculate the relative deviation. The comparison results show that the new
evaluation system is more reasonable than the other two evaluation systems.

Keywords
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1. Introduction

UAVs are widely used in many fields. Taking the vertical lift drone as an example,
many countries are striving to seek new breakthroughs in structure and use,
which also makes the application prospects of drones broader [1] [2]. However,
due to the complexity of the work environment and cumbersome tasks, a single
UAV meets the task requirements due to its own conditions [3]. By adopting the
form of drone group, the information fusion and communication cooperation

between drones can be completed efficiently and quickly.
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When the UAV group is working, due to the limitation of the regional envi-
ronment, the communication status between the UAVs will be affected, accom-
panied by delayed information reception and signal quality [4]. When the UAV
group is working, it is affected by the regional environment. Due to restrictions,
the communication status between drones will be affected, and there will be situ-
ations where information is not received in time and the signal quality is weak. At
this time, choosing the right routing protocol will help solve this problem.

In the evaluation and selection process for a certain thing, people usually adopt
a single evaluation system. Take AHP as an example. AHP mainly relies on expert
scoring, which is too subjective and can easily lead to deviations in results. At this
stage, many scholars combine AHP or improved AHP with other evaluation me-
thods so as to a new evaluation system. Based on AHP and entropy method,
Chunsheng Cui [5] puts forward a comprehensive system of logistics evaluation
that is used as a reference for logistics service performance evaluation; Jing Chen
[6] proposes a fuzzy water quality evaluation method combining FAHP with
CRITIC, which can make the water quality evaluation index of weir area more
reasonable; Mengdi Qian [7] argues a combination of AHP and factor analysis for
evaluating and analyzing power equipment vendors, which can be taken as a ref-
erence for the selection of power equipment vendors; Veera P. Darji [8] applies
the evaluation methods of AHP and EVAMIX to promote the decision-making of
the industrial environment. It can be seen that the comprehensive evaluation
weighting system, as an effective evaluation method [9]-[15], has been widely
used in many fields.

In order to select a suitable routing protocol between UAV groups, this paper
combines Cov-AHP and entropy weight method to propose an evaluation model
based on game theory for comprehensive weighting. According to the characte-
ristics of the UAV group, the pros and cons of the routing protocol and the suita-
ble environment of the UAV group can be comprehensively judged, and the
routing protocols suitable for the UAV group in different environments can be
screened out.

In the choice of routing protocol, this article selects the common AODV pro-
tocol in the on-demand routing protocol and the DSDV protocol and OLSR pro-

tocol in the active routing protocol as the research objects for analysis.

2. UAV Routing Protocol and Index Analysis
2.1. Analysis of UAV Routing Protocol

As this article selects on-demand routing protocol and active routing protocol,
the two protocols will be briefly introduced below.

On-demand routing protocol: This type of protocol does not need to create a
routing table in advance. It will only generate a routing table when the source
node needs to send a data packet. Therefore, the routing table does not contain all
the routing information in the network topology. Part of the node routing infor-

mation. The information of this type of routing protocol is updated in a timely
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manner, the energy consumption is low, but the time delay is large.

Active routing protocol: This type of protocol actively sends routes, performs
packet switching, and updates the routing table. Therefore, when the source node
sends a message to the destination node, once the routing path is established, the
source node can immediately know the routing information in the routing path.
Compared with the on-demand routing protocol, the delay of this type of routing
protocol is more minor, but the energy consumption is larger. And because all
the routing tables need to be maintained when the topology is updated, it is
usually not in a stable state.

Compared with the on-demand routing protocol, the active routing protocol
has a smaller delay and relatively large control overhead. In contrast, the
on-demand routing protocol has low energy consumption and large delay.
Therefore, the network topology scenarios applicable to the two protocols are also
different.

2.2. Performance Index Analysis

In the UAV communication routing protocol, the performance indicators of the
routing protocol are:

1) Packet delivery rate: In the transmission process, the ratio of the data packet
successfully received by the destination node to the data packet sent by the source
node [16]. The larger the ratio, the stronger the reliability of the protocol.

2) Average end-to-end delay: This indicator can be expressed as the ratio of the
difference between the time of successfully receiving a data packet and the time of
sending a data packet to the data packet received by the system [17]. The smaller
the delay, the better the routing quality.

3) Average number of hops: It is calculated based on the ratio of the sum of
successfully received data packets and forwarded data packets to the received data
packets by the source node. In different environments, the UAV group flight dis-
tribution form is different, and this article considers the densely distributed UAV
group. The smaller the average number of hops between the dense drone groups,
the higher the packet delivery rate, the better the received signal, and the lower

the cost.

3. Empowerment System Establishment
3.1. Performance Index Analysis

This article establishes an index hierarchical evaluation system by adopting the
Cov-AHP proposed by scholar Zhonggqiu Xie [18], which is divided into two si-
mulation models: one is the number of drones, which are 20, 30, 40, and 50, re-
spectively, and the moving speed Take a selected value of 20 m/s; the second is
the moving speed of the drone, which are 20 m/s, 30 m/s, 40 m/s, 50 m/s, and
the fixed number of drones is 20; the experiment uses NS3 for network simula-
tion, The node in the network simulation replaces the UAV, the area is a rec-
tangular area of 4 km x 4 km, and the communication distance is 1 km. The in-
dex hierarchy system is shown in Figure 1.
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Choose the right route

Packet delivery Average end-to-— Average number
rate end delay of hops
AODV DSDV OLSR

Figure 1. Routing protocol selection hierarchical structure.

After constructing the index hierarchy shown in Figure 1, the weights must be
calculated according to Cov-AHP. The calculation steps [19] are as follows:

1) According to different quantitative indicators, establish a covariance matrix.
The covariance matrix is shown in Table 1.

2) Construct the judgment matrix according to the covariance matrix in Table
1. According to the formula (1) and formula (2), the judgment matrix can be cal-

culated. The judgment matrix is shown in Table 2.

a..
o= 0
Loa.
ij Ji
aiix —
@ ay
1
c. =— (2)

3) Determine the subjective weight, that is, find the eigenvector of the judg-
ment matrix, and obtain the eigenvector according to the square root method.

W =—! (3)

S.ZmHCij (i:1,2,-~~,m) (4)

In formula (3), is the weight to be obtained, and formula (3) and formula (4)
are the square root method. The obtained weights are tested for consistency.

When the consistency test standard is passed, the weight value is considered to be

valid.
Cr = o (5)
m—1
CR = = (6)
RI
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Table 1. Covariance matrix.

A X X X
X ap a e Am
X app ay e Am
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B X X X,
X SH <1 Cim
X 53} =) Gm
Xm le CmZ Cmm

In formula (5), is the maximum characteristic vector obtained by the judgment
matrix, and is the consistency deviation standard of the matrix. In formula (6), is
the random consistency ratio, which is the random consistency standard of the
matrix.

After the weights pass the consistency check, the program selection can be pri-

oritized, and the weights need to be normalized when necessary.

3.2. Entropy Method for Weight

According to the related interpretation of the definition of information entropy,
information entropy can be understood as the size of the discrete value of the in-
dex. The smaller the information entropy, the larger the discrete value of the in-
dex. Then the weight calculated by this indicator has a greater impact on the
evaluation of things. Therefore, the information entropy value can be used to
calculate the entropy weight of each index for comprehensive system evaluation.

The average end-to-end delay and average number of hops are negative indi-
cators and need to be standardized. Suppose n indicators are given
(AI,AZ,---,A,,), the standardized indicators are (B,,B,, -, B,), the calculation
formulas for positive and negative indicators are [20] as follows:

Positive indicators:

B, - 4; —min(.Ag) -
max(Al.)—mln(Ai)
Negative indicators:
in(A4)—A.
B, - min(4) -4, ®

max (4,)—min(4,)
After the data is standardized, the next step is to obtain the entropy value based
on the standardized data:

n B, B.
Hyme b 3 20 gy )

n
i=1 i=1
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Through this formula, the entropy value of other indicators can be obtained

(H,,H,,~-,H,), Then calculate the entropy weight through information entro-

PY-
1-H,

n—iHj
Jj=1

The weight can be obtained by formula (10), the same as the weight obtained

= (10)

by Cov-AHP, and can be normalized when necessary.

3.3. Game Theory Comprehensive Empowerment

This article adopts the game theory method of total weighting, and uses Nash
equilibrium as the coordination index to balance the weights. Game theory com-
prehensive weighting can effectively combine the weights obtained by Cov-AHP
and entropy weight method to obtain the optimal weight. Nash equilibrium can
reasonably solve the conflict between the combined weights and achieve aoptimal
coordination. The specific calculation steps of this method [21] are as follows:

1) First use Cov-AHP and entropy method to obtain weights, assign weights to
attributes, and use different methods to get many different weights
sz(;l,;z,---,w_n), (k=1,2,---,m), Among them, m is 2 in this paper. After
different weights are obtained, the different weights are combined linearly. Sup-
pose the combination coefficient is, then the combination formula is as shown in

formula (11):
w=k,w, +ky w, (11)

2) Optimize the linear combination coefficient, optimize the linear combina-
tion coefficient according to the data, and minimize the dispersion between and.

Here we use the optimization strategy model proposed in the literature [6]:

S akw! ~w| (k=12,+,m) (12)

k=1 2

min

3) Find the first derivative of Equation (12) and transform it into matrix form:
— T T — T
ww MW, kljz W1W_1 (13)

- — — &,

T T
WW W W,

T
Wo W,

Through this matrix equation, the combination coefficient, can be calculated,
and the combination coefficient can be put into Equation (11) to calculate the op-

timal weight.

4. Model Application Results and Analysis
4.1. Simulation Model Raw Data

Run the simulation data code through the NS3 software in the virtual machine,
and obtain the data of three evaluation indicators: packet delivery rate, average
end-to-end delay, and average number of hops through code result analysis. The

original data of the two simulation models are listed as follows (Table 3, Table 4).
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Table 3. UAV quantity simulation model data.

Evaluation index Number of drones AODV  DSDV OLSR
20 0.873 0.8361 0.8299
30 0.9657  0.7188 0.8888
Packet delivery rate

40 0.8313  0.8476 0.8991
50 0.8291 0.6858 0.8421
20 0.0249  0.0167 0.0018
30 0.0017  0.0231 0.0025

Average end-to-end delay
40 0.0133  0.0169 0.0035
50 0.0131 0.0357 0.0055
20 2.0011 2.3667 1.9966
30 2.8219  3.1969 2.7126

Average number of hops
40 2.4531 2.7381 2.8504
50 2.6958  2.7271 2.5087

Table 4. UAV moving speed simulation model data.

Evaluation index UAV moving speed AODV DSDV OLSR
20 0.873 0.8361 0.5917
30 0.8399 0.8617 0.9458
Packet delivery rate

40 0.9368 0.84 0.8305
50 0.8399 0.7573 0.8299
20 0.005 0.0107 0.0014
30 0.0146 0.0055 0.002

Average end-to-end delay
40 0.0037 0.0113 0.0114
50 0.0146 0.0166 0.0018
20 2.0011 2.3667 2.1543
30 2.1132 2.1714 2.0095

Average number of hops
40 1.9637 2.0073 2.0454
50 2.1132 1.9469 1.9966

4.2. Comprehensive Evaluation System Calculation Weight

1) Taking the model of the number of drones as an example, first use
Cov-AHP to calculate the weights, and take the criterion layer to the target layer
as an example to establish the covariance matrix of the criterion layer to the tar-
get layer:

In Table 5, X; to X; refers to the three protocols to be selected. Since some of
the calculated indicators are negative, negative numbers are not allowed when
computering the weights. Therefore, when calculating the judgment matrix, it is
necessary to take the absolute value of these negative indicators, and substitute
the covariance matrix into Equations (1) and (2) to obtain the judgment matrix
of the criterion layer to the target layer: Table 6.

Substituting the judgment matrix into Equations (3) and (4), the weight vector
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of the judgment matrix is @, =(0.332850926,0.031128045,0.636021029). Then
calculated by formulas (5) and (6) C/= -1, CR=1.7241 < 0.1, passing the consis-
tency test, indicating that the weight is valid. In the same way, using this method
to obtain the weights of other indicators, and all have passed the consistency test.
The weights of other indicators are shown in Table 7:

According to the obtained layer weights, the set weights of the overall elements
are calculated. Here, the calculation idea of literature [12] is adopted: the weight
matrix corresponding to each indicator is multiplied by the weight column vector
of the criterion-level target and then normalized. The set weight is obtained, and
the obtained set weight is (0.248661, 0.473024, 0.278315).

2) The entropy method determines the objective weight. In this paper, the
larger the group delivery rate evaluation index, the more beneficial the result, and
the smaller the average end-to-end delay and the average number of hops, the
more beneficial the result. Therefore, when the data is standardized, the group
delivery rate is suitable for formula (7), the average end-to-end delay and average
number of hops are applicable to Equation (8), taking the packet delivery rate as
an example. The standardized data is shown in Table 8:

Table 5. Criterion-to-target covariance matrix.

A X, X, X,
X, 0.00670889 —0.00055915 —0.00464847
X, —0.00055915 0.000108099 0.000235966
X, —0.00464847 0.000235965 0.11091656

Table 6. Judgment matrix of criterion level to target level.

B X, X, X,
X, 1 5.17258173 0.04191
X, 0.083344378 1 0.002127
X, 0.692880979 2.182865557 1

Table 7. The weight of each indicator.

Packet delivery ~ Average end-to-end  Average number of

“ rate delay hops
AODV 0.375458932 1.764160631 0.356744572
DSDV 0.349038799 0.035594294 0.297041081
OLSR 0.275502268 0.005472842 0.346214348

Table 8. Standardized data on packet delivery rate.

Packet delivery rate AODV DSDV OLSR
20 0.321376 0.928925 0
30 1 0.203956 0.851156
40 0.016105 1 0.001767
50 0 0 0.176301
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Substituting the solved index standardized data into Equations (9) and (10) to
obtain the entropy weight. The calculated entropy weight is
@ =(0.413433,0.389562,0.197006) .

3) Game theory obtains total weights. Substituting the calculated Cov-AHP
weight and entropy weight into Equation (13), the matrix equation is obtained,
and then the linear coefficients are obtained according to the matrix equation.
The matrix equation is as follows:

0.3630 0.3419)( k) (0.3630
[0.3419 0.3615]{@) - (0.3615]

The matrix expression equal sign is multiplied by the inverse matrix of the
two-dimensional matrix. Only the coefficient matrix is left on the left, and the
two matrices on the right are multiplied to obtain the combined coefficient. Ac-
cording to the matrix equation, the combination coefficients 4, = 0.0069 and &, =
0.9937 are obtained. Substituting Equation (11) can get the optimal weights in
Table 3 W= (0.3376, 0.4452, 0.2460). According to the calculation method of the
model of the number of drones, in the same way, the optimal weight W= (0.4063,
0.3853, 0.3772) of the moving speed of the drone can be obtained in Table 4.

Through the weight analysis, it can be seen that when the moving speed of
drones is stable and the number of drones is gradually increasing, the weight of
the DSDV protocol accounts for the largest proportion, and the stable moving
speed of drones means that the network topology changes are steady and not
drastic. It shows that the DSDV protocol is more steady for a simple communica-
tion network environment between drone groups; and when the number of
drones is steady and the moving speed is gradually increasing, the weight of
AODYV accounts for the largest proportion, which shows that in the case of dras-

tic changes in the network topology, the AODV protocol is more suitable for

more complex communication environments between drones.

4.3. Evaluation and Comparison Analysis of Calculation Results

According to two different simulation models, the relative deviation between the
weight calculated by Cov-AHP and entropy weight method and the weight esti-
mated by the new method in this article is selected to calculate the relative devia-
tion. The weight calculated by Cov-AHP, entropy weight method, and the me-
thod in this article is as follows Table 9 and Table 10 show:

Table 9. Weight of UAV number simulation model.

Game Theory Combination

Weights Cov-AHP Entropy method Weighting Method
AODV 0.248661 0.413433 0.3376
DSDV 0.473024 0.389562 0.4452

OLSR 0.278315 0.197006 0.2460
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Table 10. UAV moving speed simulation model weight.

Game Theory Combination

Weight Cov-AHP Ent thod
c1gnts v rropy metho Weighting Method
AODV 0.344828 0.347726 0.4063
DSDV 0.452974 0.325238 0.3853
OLSR 0.202198 0.327536 0.3772
30%
0 —]
25% — OAODV relative
20% —— deviation
150 = EDSDV relative
—] deviation
10% — EOLSR relative
50— deviation
—

0%
Cov—-AHP Entropy method

Figure 2. Relative deviation of drone quantity simulation model.

50%
40%
30% — O AODV relative deviation
— B DSDV relative deviation
20% — EOLSR relative deviation
10% —
—

0%
Cov—AHP Entropy method

Figure 3. Relative deviation of UAV moving speed simulation model.

According to the weights listed in Table 9 and Table 10, the relative deviation
between Cov-AHP, entropy weight method, and game theory combination weight-
ing method is calculated. To make the relative deviation distribution visible, the
establishment is shown in Figure 2 and Figure 3. The histogram of the distribu-
tion, the histogram is as follows:

Through the analysis of Figure 2 and Figure 3, the relative deviation of DSDV
in Cov-AHP and game theory combination weighting method in Figure 2 is 6%,
the relative deviation of entropy weight method and game theory DSDV is 12%,
and the deviation between the two is 6%. Which shows that DSDV has the most
minor deviation in the weight analysis of the number of UAVs. The AODV devi-
ation between the two in Figure 3 is 23%, indicating that AODV has the most
minor deviation in the UAV moving speed weight analysis. It further verifies the
rationality of the analysis weights of the new method in this article. Compared
with the other two methods, this article can select protocols with more minor
deviations based on indicator analysis, and integrate the objectivity of the two

methods to make data analysis more accurate.
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5. Conclusion

This paper adopts the game theory method of total weighting, respectively using
Cov-AHP and entropy weight method to calculate their respective weights, and
then using Nash equilibrium as the indicator to objectively combine the weights
to calculate the optimal weights, and according to the relative deviations, analyze
the suitable weights. Aiming at the issue of the selection of communication pro-
tocols between UAV groups, this method is scientific, and the results are more
convincing and have good reference significance. Data analysis proves that this
method provides a new reference method for the selection and evaluation of

routing protocols between UAVs.
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