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Abstract

In this paper, security issue in multiple input multiple output (MIMO) mul-
ticasting system has been analyzed in the presence of a group of eavesdrop-
pers in cognitive radio networks (CRNs). Primary base station (PBS) and
secondary base station (SBS) communicate with multiple primary and sec-
ondary receivers, respectively via a precoding relay having multiple antennas.
At first, considering interference the secrecy multicast capacity at the primary
receivers (PRs) and the secondary receivers (SRs) has been calculated and in-
vestigated the impact of interferences on it. Then, the zero-forcing (ZF) pre-
coding technique at the relay has been employed which enhances the secrecy
multicast capacity at the PRs and SRs by zeroing the impact of interference on
each other. Secondly, the existing constructive interference energy of the
communication medium employing selective precoding (SP) technique at the
relay has been used to improve the secrecy multicast capacity of the PRs and
SRs. Finally, phase alignment precoding (PAP) technique at the relay has
been introduced which uses the destructive part of interference for further
increase in the secrecy multicast capacity at the PRs and SRs. It is observed
that among the three precoding techniques, the best performance is achieved
by using the PAP at the relay in terms of secrecy multicast capacity and se-
cure outage probability analysis. This is due to the fact that PAP technique at
the relay not only uses the constructive interference part but also it rotates the
destructive interference part in such a way that the resulting interference is
always instantaneously constructive. So using these precoding relays interfe-
rence power can be used to enhance system performance without increasing
base station power.
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1. Introduction

In modern communication world, researchers have shown their great interest on
the study of CRNs due to its dynamic spectrum management technique. Multi-
casting is a group oriented communication technique where the capacity of the
system degrades with the addition of new user. To overcome the problem of ca-
pacity degradation in wireless multicasting with the addition of new users to the
system can be resolved efficiently by utilizing CRNs. The use of precoding tech-
niques plays an important role in interference cancelation which is a considera-
ble issue in CRNs. Christos ef al. in [1] used ZF precoding, SP and PAP for ana-
lysing the performance of cognitive relay assisted MIMO downlink channels in
the absence of eavesdropper. In [2] authors used ZF and SP linear precoding
techniques in enhancing multicast capacity of Heterogeneous networks. Authors
used ZF and SP precoding relay to enhance secrecy multicast capacity consider-
ing one user in [3]. Relay selection in CRNs has been studied in [4] for secured
transmission in the presence of eavesdropper. In [5] authors deal with cheat
proof cooperative relay in CRNs. In [6] an achievable secrecy rate of communi-
cation for PUs as well as SUs has been studied. Action recognition techniques in
the frequency domain have been studied in [7] for detecting PU emulation. In
[8] authors maximize the secrecy throughput of the primary user by designing
and optimizing the beamforming techniques. In order to improve security, in [9]
authors propose a user scheduling scheme to achieve multiuser diversity. In [10],
capacity bounds have been investigated for two sources which simultaneously
transmit signals to two destinations with the help of a full-duplex relay node. In
[11], authors proposed Block Diagonalization based precoding scheme which
removes the inter-user interference and then they combined their proposed me-
thod with maximal signal to jamming plus noise ratio (SJNR) precoding method
to minimize the inter-user interference. In [12], authors propose full-projection
(FP) and partial-projection (PP) based precoding for mitigating interference ef-
fect in Cognitive radio MIMO network and observed that FP-based precoding
scheme avoids of the primary system and PP-based scheme improver the cogni-
tive radio throughput. Ahthors applied IC techniques in cognitive radio network
to mitigate the inter network interference and observed that the receivers as-
sisted by proper IC techniques server the purpose provided that the secondary
signals have dissimilar characteristics to those of primary signals in [3].

In [2] authors used two precoding techniques (ZF and SP linear precoding
techniques) but they did not consider security issue as well as the concept of
PAP technique. Again in [1] authors worked with ZF, SP and PAP precoding
techniques but the multicasting scenario and security issue are not considered.
So considering the importance of secured wireless multicasting, in this paper,
the secrecy multicast capacity (SMC) and Secure Outage Probability (SOP) of
CRNs for compensating the effect of interferences using ZF precoding at the re-
lay have been characterized. Then, in order to improve the SMC and SOP, we

employ SP at the relay. Finally, the PAP technique is used to further enhance the
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SMC and SOP by accommodating the destructive part of interference.

The rest of the paper is organized as follows. The system model and the for-
mulation of problem are discussed in Section 2. In Section 3, we describe the ef-
fect of interferences on the SMC without precoding relay. In Section 4, we show,
how the enhancement of secrecy capacity can be achieved using ZF precoding,
SP and PAP at the relay. SOP and numerical results are analyzed in Section 5
and 6, respectively. Finally, Section 7 describes the concluding remarks of this

work.

2. System Model and Problem Formulation

We consider a MIMO CRN as shown in Figure 1 in which a PBS and a SBS are
communicating with P PRs and S SRs, respectively in the presence of K eave-
sdroppers. PBS and SBS are equipped with n, and n, antennas, respectively
while each eavesdroppers is equipped with n. antennas. Each PRs and SRs are
equipped with n, and ng antennas, respectively. To limit the joint average
transmit power of the network, each PRs and SRs receives a predetermined scal-
ing factor from the precoding relay. The precoding relay is assumed to be
equipped with ng +ng, receive antennas and n; transmit antennas. Using
high speed connection between the PRs and SRs and the relay via a backhaul
network as described in [13], the receiving antennas of the relay receive channel
state information and information about instantaneous data symbols [14].

The direct channel coefficients between PBS and PRs are H, € C*™ where
a=1---,P and that between SBS and SRs are B e C™™ where b=1---,S.

The cross-over channel coefficients between PBS and SRs are D, e C*™™ and

PBS = Primary Base Station
SBS = Secondary Base Station
PR = Primary Receiver

SR = Secondary Receiver

R = Relay

E = Eavesdropper

Figure 1. System model.
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that between SBS and PRs are G, € C"™ ", The channel coefficients between
PBS and eavesdroppers are |, € C™™ , where e=1,--,K and that between

"e%: _All the channels are assumed to be

SBS and eavesdroppers are J, € C
Rayleigh fading and the powers assigned to the PBS, SBS and the relay are de-
notedby P,, P, and P, respectively.

In the following sections, at first, we describe direct transmission scheme
without relay to quantify the impact of interference on the SMC at the PRs and
SRs. Then, we nullify the effect of interferences employing ZF precoding at the
relay. After that, to use the existing constructive part of interference as an addi-
tional source of green energy, SP at the relay has been introduced which en-
hances the SMC and SOP. Finally, by rotating the correlation angle of the inter-

ference, we enhance the SMC and SOP employing PAP at the relay.

3. Transmission without Precoding Relay

The transmitted signals of SBS act as interference at the PRs and eavesdroppers
in the absence of the precoding relay. Similar situation is considered for SRs.
Hence, the received signals at the ath PRs, bth SRs and eth eavesdroppers are
respectively given by
Ve, =H X +G X, +np (1)
|
Wa
Ys, = ByX, + DpX, +ng 2)
|
Wh
Ve, :Iex1+Jex2+nEe, 3)
| N

We

where x, e C"™™ and x, eC"™™ denote the transmitted signal of PBS and
SBS, respectively. n, ~ C./\/(O, Nel,, ), ng, ~ CN(O, Ngl ) and
z, ~CN (0, NEIHE) denote the Gaussian noises imposed on the ath PRs, bth
SRs and eth eavesdroppers, respectively. w,, w, and w, denote interference
plus noise at the ath PRs, bth SRs and eth eavesdropper, respectively.

The mutual information at the ath PRs is given by

1(X4;¥e, 1©.)=h(Ye, 1©,)-h(w,]G,), (4)
where, ©, =[H, G,]. h(-) denotes entropy of a function. Defining
Q, :IE;{XlXI}:rl]:)TZInBl as covariance of X, and Q, ZE{szg}z:TslnBZ as
2

covariance of X,, the covariance of received signal at the ath PRs, y, is ex-

pressed as
QyF’a = E(yPayLa ) = NP [Inp +®aAl®;:|'

where E{} and ()T denote the expectation and conjugate transpose opera-
1 R ® P

N_pQX2 N ng Np  ng Np

1
tions, respectively and Al:N—QX1 S) . Hence, the
P
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entropy of y, is given by
h(ypa |®a)= log, det[;reNp (Inp +®aA1®;)].

Similarly, the entropy of w, is expressed as

P
h(wa|Ga)=IogzdetlzzeN,,Bs(lnP+n ;\I @ﬂ
B, P

where ®=G,G] . Therefore, substituting the values of h (y p, | G)a) and
h(w, |G,) in Equation (4), the mutual information at the ath PRs can be writ-

ten as

I +0,A0!
|(X;YPa |®a)=|092 P—;la . (5)
o t——0
" Ng, Np
Hence, the capacity at the ath PRs with interference is given by
I, +©,A,0]
C, =maxlog,| ————|. (6)
a P
et (65)
Ng, Np
Now multicast capacity at the PPRs is expressed as
I +min,_,_, © A0B!
. — max |ng np l<a<P “a‘‘“a . (7)
mcast A .
' e min,_, , &
p <a<
nBZ P
Similarly, capacity at the eth eavesdropper is given by
L, +Q,A,Q]
CEe = mAax log, — 5 | (8)
’ ng + > ‘]e‘]z
N, Np
P, Py ) )
where A, = @ and Q, =[l, J.]. Hence, multicast capacity at
ng N ng, N¢

the K eavesdroppers can be written as

+
I E + maxléesK QeAZQe

n,

Ce e = max log, 9)
’ ng + > maXlsesK ‘]er
Ng, Np
Therefore, the SMC at the PRs is given by
Sec _
Copea =Max log, [(Cpmm Cepens )] (10)

Using (7) and (9) into (10), the SMC at the PRs is found which is shown in equ-
ation (11) at the bottom of first page. Following the similar procedure of deriv-
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ing Equation (11), the SMC at the SRs with interference can be derived which is
given at the bottom of next page in Equation (12), where «, =[B, D,],

P P P P
,Be:[le Je], Aj=—>-®—— and A,=—>—0—"—.
Ng,Ns  ng N; ng,Ng  ng N¢
. P
(InP +min,_,_p ®aA1®;)[InE + 8 max,_,., JeJl]
<a< n <e<
cxe = rrgaxlog2 B, PBS bits/sec/Hz (11)
mcasf M P .
(Inp + B miNy,.p Qj](lnE +MaX; ..k QeAZQZ)
ns2 PBS
H T PS T
(Ins +mm1sbss abA3ab) InE + n maxlsesK Iele
c . = max log, 2 P bits/sec/Hz (12)
'mcas s P ]
[Ins + n ?\l mlnlsbss DbD;j“nE + maxlsesK ﬂeAAﬂeT)
B, VP

4. Transmission with Precoding Relay

In this section, the SMC has been derived with different precoding relays. For
this purpose, it is considered that, the PBS, SBS and precoding relay transmit
simultaneously to the PRs and SRs. Received signals at the ath PRs, bth SRs and
eth eavesdroppers with the precoding relay are given by

Ye, =H X +G X, +U,s+n, . (13)
Ys, =BpX, +DpX; +V,s+ng . (14)
Yi, =X +deX, + Ws+ng . (15)

Let, se C™* denotes the transmitted precoded signal of the relay. The channel
coefficients between precoding relay and PRs are U, e C"™*™ and that be-
tween precoding relay and SRs are V, € C™"™® . The channel coefficient between
precoding relay and eavesdroppers are W, e C™"® .

In order to transmit estimated channel information and data, PBS and SBS
communicate via precoding relay and receive a power scaling factor determined
by the linear precoding relay. Power scaling factor is required to normalize the
power at the receiving end of the antennas as the precoding matrices tend to in-
crease the power of the transmitted signals of PBS and MBS. The precoded sig-
nals at the PBS and SBS are given by x, = fr,d;, and X, = fr,d,, respectively
Where, d, e C*®" and d, e C" denote the data vectors of PBS and MBS,
respectively. 7, e C"™™™ and 7, e C"™™ represent the precoding matrices of
PBS and SBS respectively, and fdenotes the power scaling factor provided by the
precoding relay. Let H=[H, H, -- HP]T, G=[G, G, - G,,]T ,

B=[B, B, - B;]', G=[D, D, -- D, u=[u, U, - U], ]
V=V, V, V], Zy=[ng ny - np | and Zg=[ng ng - ng |
The total received signals at the PRs and SRs can be written as

Yo =HX, +GX, +Us+Z,. (16)

ys =Bx, +Dx, +Vs+Z,. (17)
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Hz, Gz,

Let, ¥ =
Bz, Drg,

} is the channel cross-correlation matrix which includes the

correlation elements between the antennas in PRs and SRs as well as the correlation
between the cross channels, Y =[y, y;]', Q=[U V] and Z=[Z, Z] .
Then Equation (16) and Equation (17) can be rewrite as

Y=f¥Pd+Qs+Z (18)

4.1. SMC with ZF Precoding Relay

The aim of the ZF precoding relay is zeroing the cross interference between the
two systems (MBS and PBS) and to fulfill this aim a precoder has been designed
at the ZF precoding relay according to the ZF criterion to cancel the mean
square error (MSE) [15]. Assuming a restriction to the total average transmit
power to unity and based on the precoded symbols with transmitted powers
P, :tr[rlrf] , P :tr[rzrﬂ and P =tl’[(| —‘P)f g1 —‘I’)] where
9=QQ", the power scaling factor for ZF precoding relay, f, employing
Maximul Ratio Combining (MRC) diversity can be calculated as [1].

f={or[ ey |t +tr] y]}’% , (19)

where Y=(I-¥), x= H.H! and x=B,B]. Nullifying interferences using
ZF precoding at the relay, the average received SNR per symbol at the PRs and

2 f 2 P
SRs are given by 7, = flz\lpp and y, =—=—>, respectively. Therefore, the SMC
P S
at the PRs and SRs can be derived as
2
Creston, = 109, = : (20)
z P
2
NE + maXlsaSP "‘]e" PS
2
" flz\lpS
Crreaster = 100, fzé , (21)
z'S
2
NE + maxlsesK "Ie” PP

f2P,
Ng +max,..«

where

| "2 denotes the received signal-to-interference plus
Je PS

noise ratio (SINR) at the eavesdroppers due the transmit signal of PBS. Similarly,
f 2P
2
Ne +maxX,o. L[ P
signal of SBS.

denotes SINR at the eavesdroppers due the transmit

4.2. SMC with SP Relay

For some specific symbol combinations which are known as green signal energy,

interference existing in the communication system can be added to the desired
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symbols which improves the SNR at the receiver. Let the generic interference
caused to jth receive antenna from the jth transmit antenna be 4 ;=d,p,;,
where d; denotes the interfering signal and p, ; is the 4 jth correlation ele-
ment in matrix ¥. p,; is said to be constructive interference if the real and
imaginary parts of p,; have the same sign as the real and imaginary parts of
the desired symbol, respectively. Let &, and & respectively denote the real

and imaginary parts of the constructive interference. Then, we have
& =Re(4;)Re(d;)>0and & =Im(4;)Im(d;)>0, (22)

where Re(x) and Im(x) denote the real and imaginary parts of the complex
number x. The correlation elements are beneficial to the received symbols?
energy, when Equation (22) is satisfied. This positive interference power can be
predicted and characterized using the knowledge of data and channels at the re-
lay transmitter. Hence, as discussed in [1], precoder at the SP relay first forms a
constructive correlation matrix f as follows that contains the elements in ¥
which fulfills the condition of constructive interference and removes the ele-
ments that creates destructive interference.

pi if&>0and & >0

21, ={5"

. (23)
0 if & <0and ¢, <0

Following the similar procedure of previous section, the transmission power of
relay can be formulated as P, =tr [( B —‘{’)T I (B —‘P)J , and the correspond-

ing scaling factor for SP is given by

f,~fr[e's 0| (n )|+ (st )1]}; , (24)

where © =(f—¥). Using the scaling factor of (24), the SMC at the PRs and
SRs are respectively given by

14 [P BB
Npn;

fs2 PPdTﬁ;ﬂPd
3. R )

CrizastpR =log, ) (25)

(Ne + max]sesK

1+ fSZPSbTﬂgﬂSb
Ngn;
12R.d' gl f;d
2
(Ne +maxl§e£K |Ie|| l:)P)nT

: (26)

SP _
Cmcast5R - Ing

where n, =n, +n, .

4.3. SMC with PAP Relay

Instead of zeroing the elements of channel cross correlation matrix W, which
create destructive interference, the resulting interference can be converted to

constructive interference by correcting the phase of transmitted symbols and
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equivalently rotating the angle of correlation between them. The relative phase
conj (dipi,j )

6,; canbeexpressedas 6 ;=d | |
Pi,j

L , where conj(x) and [X|

j
represent the conjugate and magnitude of complex number x. the amplitude of
the rotated correlation remains unaltered due to the assumption that |di|:1
and hence |49I J-| =1. The precoder at the relay is designed considering the phase
alignment criterion to null the mean square error. Therefore, the precoder at the

relay at first forms a modified correlation matrix « as follows stated in [1],

[a] ;= P05 (27)

The transmission power of the relay is formulated as
P, =tr [(6’ - ‘P)T g (6- ‘I’)J , and the corresponding power scaling factor is
given by

f, = {tr [T'97T | +tr [(rlrf )1} +1r [(rzr; )1}}; : (28)

where I'=(a—Y¥). Using the power scaling factor of (28), the SMC at the PRs

and SRs are respectively derived as

L f2P.d'g16,d
Npn
PAP _ plk
CmcastpR - Iogz fpzppdT(DLq)Pd (29)
1+ 5
(Ne +maX1§esK |‘]e|| F)ZS)nT
. frPd'dldd
N,
PAP _ 2
CmcastSR - Iogz prPSdTCDZ(DSd ' (30)
1+ 5
(Ne + maxlsesK "Ie" PP )nT
5.S0P
The SOP is defined as P, (R)=P, (C,f:;st < RS) . where C3* s the SMC at

the PRs and R, is a target threshold. The SMC at the PRs with ZF precoding,
SP and PAP has been derived in section IV and using those equations SOP for
ZF precoding, SP and PAP relays can be analyzed.

6. Numerical Results

In this section, the effect of interference on the SMC at the PRs and SRs has been
investigated by simulating the equations which was derived in Section III, IV
and V. In order to obtain the simulation results for the SMC and the SOP for
multicasting the simulation environments have been developed in MATLAB by
generating and averaging the Rayleigh fading channels with 110,000 realizations.
Figure 2 and Figure 3 show the effect of interference on the SMC of PRs and
SRs, respectively as a function of transmit power of base stations. It is noticed
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50 —I—=======Pp=5dBm =]
2 40 | :
&z ._,j,...-o-.....-o...PP=3dBm....
< | |
g ; ‘
LE) 30l SMCatITRs | |
172} J | ‘
p ' Ps=2 dBm =
2 II /rE—f;t of Interference |
£ 20 4 - Ve 4 st s = P =2 dBm * o
&) ) - |
'«_2 SMC at SRs
= |
Py a
S 1
g ‘ | ‘ |
0 10 20 30 40 50 60

Transmit power of PBS

Figure 2. Effect of interference on the SMC at SRs for selected values of transmitted
power of PBS.

w»
)]

SMC at PRs et

(%)
<

N
wn

—
)]

o
=]

Secrecy Multicast Capacity (SMC) (nats/sec/Hz)
[)
S

SMC at SRs

wn
~

| | |
0 10 20 30 40 50 60
Transmit Power of SBS (dBm)

Figure 3. Effect of interference on the SMC at PRs for selected values transmitted power
of SBS.

that if the transmit power of PBS is increased (in Figure 2) the SMC at the PRs
increases but the SMC at the SRs decreases due to the effect of interferences
caused by the transmitted signals of PBS. Similar scenario is observed in the case
of SMC at the PRs. If the transmit power of SBS increases (in Figure 3) the SMC
at the SRs increases but the SMC at the PRs decreases due to the effect of inter-
ferences caused by the transmitted signals of SBS.

Then the effect of using different types of precoding relays (ZF, SP and PAP)
on the SMC at the PRs has been investigated to nullify the interference power as
well as to use the constructive and destructive interference power. Figure 4 de-
picts the simulation result of SMC at the PRs as a function of SNR in (dB) which
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is obtained from the derived equations (equation no 20, 25 and 29) to compare
the performance of employing ZF, SP and PAP at the relay. It is observed from
Figure 4, that using PAP at the relay enhances the SMC in a larger scale com-
pared to SP and ZF. This is because, ZF precoding relay only cancels out the in-
terference while SP uses the constructive interference energy as an additional
source of energy which increases the SNR at the PRs whereas PAP uses both
constructive and destructive interference power by rotating the phase angle of
destructive interference.

Figure 5 describes the effect of using ZF precoding, SP and PAP at the relay
on the SOP as a function of target rate in nats/Hz. It is observed from Figure 5
that SOP at the PRs is better for PAP than that of other two precoding relays (ZF
precoding and SP).

(%
=

—PAP
--- §P
[0 ZF

— - Without Precoding Relay

[ S
=
i

—_—
=

Secrecy multicast capacity (SMC) (nats/sec/Hz)

SNR (dB)

Figure 4. Comparison of SMC at the PRs employing ZF precoding, SP and PAP at the
relay.

! 1 P |
& S
8 08 | // . /
§ 0.6 l ’I/
e ¢
: | 'y
4
gﬁ W , t / —— PAP
F J
° M z/ === SP
E b i _-: // o . 7F
% 0 —’_/-;.f‘:."" | Ik Without Precodin% Relay
0 2 4 6 8§ 10 12 14 16 18 2 22

Rate (nats/Hz)

Figure 5. Comparison of SOP at the PRs employing ZF precoding, SP and PAP at the re-
lay.
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7. Conclusion

In this paper, a scheme has been proposed to use the destructive interference
power in enhancing the SMC for MIMO CRN . Based on our formulation and
observation of numerical results, it is concluded that, although interference re-
duces the SMC, it is possible to enhance the system performance employing
precoding technique at the relay. In the case of ZF precoding at the relay, the ef-
fect of interference is canceled while in the case of SP at the relay, constructive
interference power can be used as an additional source of energy to enhance the
SMC and SOP without increasing transmit signal power. In the case of PAP at
the relay, the destructive part of interference advances the SMC and SOP one

step ahead than the former two precoding techniques (ZF precoding and SP).

Acknowledgements

This work was supported by the Research Support and Publication Division of
University Grant Commission, Bangladesh.

Conflicts of Interest

The authors declare no conflicts of interest regarding the publication of this pa-

per.

References

[1] Masouros, C. and Ratnarajah, T. (2012) Interference as a Source of Green Signal
Power in Cognitive Relay-Assisted Co-Existing MIMO Wireless Transmissions.
IEEE Transactions on Communications, 60, 525-536.
https://doi.org/10.1109/TCOMM.2011.112811.100734

[2] Sultana, R., Sarkar, M.Z.I., Faisal, K.N., Giti, J.E. and Ahmed, F.R.S. (2014) En-
hancing Wireless Capacity in Heterogeneous Networks with Interference Power.

2014 17th International Conference on Computer and Information Technology,
Dhaka, Bangladesh, 22-23 December 2014, 458-461.
https://doi.org/10.1109/ICCITechn.2014.7073076

[3] Hong, X., Chen, Z., Wang, C.-X. Vorobyov, S.A. and Thompson, J.S. (2009) Inter-
ference Cancelation and Management Techniques. [EEE Vehicular Technology
Magazine, 4, 76-84. https://doi.org/10.1109/MVT.2009.934672

[4] Zou, Y., Champagne, B., Zhu, W.-P. and Hanzo, L. (2014) Relay-Selection Improves
the Security-Reliability Trade-off in Cognitive Radio Systems. /EEE Transactions on
Communication, 63, 215-228. https://doi.org/10.1109/TCOMM.2014.2377239

[5] Zhong, S. and Yao, H. (2013) Towards Cheat-Proof Cooperative Relay for Cognitive
Radio Networks. [EEE Transactions on Parallel and Distributed Systems, 25, 2442-2451.
https://doi.org/10.1109/TPDS.2013.151

(6] Jeon, H., McLaughlin, S.W., Kim, I.-M. and Ha, J. (2015) Secure Communications
with Untrusted Secondary Nodes in Cognitive Radio Networks. /EEE Transactions
on Wireless Communications, 13, 1790-1805.
https://doi.org/10.1109/TWC.2013.021214.130089

[7] Pu, D. and Wyglinski, A.M. (2014) Primary-User Emulation Detection Using Da-
tabase-Assisted Frequency-Domain Action Recognition. /EEE Transactions on Ve-
hicular Technology, 63, 4372-4382. https://doi.org/10.1109/TVT.2014.2316831

DOI: 10.4236/jcc.2019.712007

77 Journal of Computer and Communications


https://doi.org/10.4236/jcc.2019.712007
https://doi.org/10.1109/TCOMM.2011.112811.100734
https://doi.org/10.1109/ICCITechn.2014.7073076
https://doi.org/10.1109/MVT.2009.934672
https://doi.org/10.1109/TCOMM.2014.2377239
https://doi.org/10.1109/TPDS.2013.151
https://doi.org/10.1109/TWC.2013.021214.130089
https://doi.org/10.1109/TVT.2014.2316831

R. Sultana et al.

(8]

(10]

(11]

[12]

(13]

[15]

Wang, C. and Wang, H.-M. (2014) Primary-User Emulation Detection Using Da-
tabase-Assisted Frequency-Domain Action Recognition. JEEE Transactions on In-
formation Forensics and Security, 9, 1814-1827.
https://doi.org/10.1109/TIFS.2014.2356339

Zou, Y., Wang, X. and Sen, W. (2013) Physical-Layer Security with Multiuser
Scheduling in Cognitive Radio Networks. /JEEE Transactions on Wireless Commu-
nications, 13, 5103-5113. https://doi.org/10.1109/TCOMM.2013.111213.130235

Du, J., Xiao, M., Skoglund, M. and Medard, M. (2013) Wireless Multicast Relay
Networks with Limited-Rate Source-Conferencing. /EEE Journal on Selected Areas
in Communications, 31, 1390-1401. https://doi.org/10.1109/JSAC.2013.130804

Ghaznavi, A. and Razavizadeh, S.M. (2009) A Precoding Technique for Joint Relay-
ing and Broadcasting in Cognitive Radio Networks. 2009 /EEE Pacific Rim Confe-
rence on Communications, Computers and Signal Processing, Victoria, 23-26 Au-
gust 2009, 383-387. https://doi.org/10.1109/PACRIM.2009.5291340

Chen, Z., Wang, C.-X., Hong, X., Thompson, J., Vorobyov, S.A., Zhao, F., Xiao, H.
and Ge, X. (2011) Interference Mitigation for Cognitive Radio MIMO Systems Based
on Practical Precoding. Physical Communication, 9, 308-315.

Ghebretensae, Z., Harmatos, J. and Gustafsson, K. (2010) Mobile Broadband Back-
haul Network Migration from TDM to Carrier Ethernet. JEEE Communications
Magazine, 48, 102-109. https://doi.org/10.1109/MCOM.2010.5594684

Sridharan, S., Vishwanath, S., Jafar, S.A. and Shamai, S. (2008) On the Capacity of
Cognitive Relay Assisted Gaussian Interference Channel. 2008 [EEE International

Symposium on Information Theory, Toronto, Canada, 6-11 July 2008, 549-553.
https://doi.org/10.1109/ISIT.2008.4595046

Vojeie, B.R. and Jang, W.M. (1998) Transmitter Precoding in Synchronous Mul-
tiuser Communications. JEEE Transactions on Communication, 46, 1346-1355.
https://doi.org/10.1109/26.725312

DOI: 10.4236/jcc.2019.712007

78 Journal of Computer and Communications


https://doi.org/10.4236/jcc.2019.712007
https://doi.org/10.1109/TIFS.2014.2356339
https://doi.org/10.1109/TCOMM.2013.111213.130235
https://doi.org/10.1109/JSAC.2013.130804
https://doi.org/10.1109/PACRIM.2009.5291340
https://doi.org/10.1109/MCOM.2010.5594684
https://doi.org/10.1109/ISIT.2008.4595046
https://doi.org/10.1109/26.725312

	Enhancing Security in Cognitive Radio Multicast Networks Using Interference Power
	Abstract
	Keywords
	1. Introduction
	2. System Model and Problem Formulation
	3. Transmission without Precoding Relay
	4. Transmission with Precoding Relay
	4.1. SMC with ZF Precoding Relay
	4.2. SMC with SP Relay
	4.3. SMC with PAP Relay

	5. SOP
	6. Numerical Results
	7. Conclusion
	Acknowledgements
	Conflicts of Interest
	References

