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Abstract

This paper analyzes the problems in image encryption and decryption based
on chaos theory. This article introduces the application of the two-stage Lo-
gistic algorithm in image encryption and decryption, then by information en-
tropy analysis it is concluded that the security of this algorithm is higher
compared with the original image; And a new image encryption and decryp-
tion algorithm based on the combination of two-stage Logistic mapping and
M sequence is proposed. This new algorithm is very sensitive to keys; the key
space is large and its security is higher than two-stage Logistic mapping of
image encryption and decryption technology.
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1. Introduction

The issue of how to protect the security of private information has aroused
widespread concern. In April 2016, the European Union promulgated the “Gen-
eral Data Protection Regulation”, which provides reference application stan-
dards for people’s privacy protection [1] [2] [3]. First, Fridrich explored the
two-dimensional standard Baker symmetric image encryption algorithm based
on chaotic mapping and proposed [4], and has become a key research object of
data encryption technology. In 2000, YIT used a chaotic sequence in the DCT
domain to generate a key for encrypting [5]. Based on the research of chaos
theory and chaotic cryptography, many image encryption algorithms based on
one-dimensional chaos, coupled chaos and multi-dimensional chaos have been
proposed [6] [7] [8] [9] [10]. In 2015, Fengming Guo and Li Tu used chaotic
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sequences as the key to secure communication. It has the advantages of large
randomness, good confidentiality, and large key space. In 2016, Dan Cai put the
Logistic chaotic mapping into three segments, proposed a piecewise tangent
method and performance analysis about it, but did not make it applied in image
encryption [11].

Logistic chaotic map has a simple structure and good performance. It is cur-
rently a widely used chaotic map. In order to better improve the performance of
Logistic mapping, some scholars have proposed an improved Logistic mapping
on this basis [12]. Compared with the original map, this improved map can en-
ter the chaotic state earlier, and the correlation characteristics are more ideal.

However, this improved Logistic mapping still has some shortcomings in se-
quence ergodicity and randomness. We hope that this method can be improved

to find a safer and faster encryption algorithm.

2. Related Basic Theories
2.1. Lyapunov Exponent

The Lyapunov exponent represents the numerical characteristics of the average
exponential divergence rate of adjacent trajectories in phase space. It is one of
the features used to identify several numerical values of chaotic motion. The

Lyapunov index calculation formula in the form of

AN (df (x,,u)
A=lim=> In|————~= 2.1
nmng A dx 1)

When A >0, the system motion will enter a chaotic state, the corresponding
map is called a chaotic map, and the system diverges along the trajectory;

When A <0, the movement state of the system will tend to be stable and in-
sensitive to the initial state of the system at this time, the system converges along
the direction of the trajectory;

When 4 =0, the system is in a stable state, neither converging nor diverging.

Whether the system is a chaotic system can be judged by the value of Lyapu-

nov exponent in the dynamic system and the state of the system trajecto.

2.2. Cryptography Theory

Shannon’s information theory has proved that only the “one word, one pass-
word” cryptosystem is a completely secure secret system. Only by processing the
plain text of the encrypted message through this key can each bit after encryp-
tion be made. The ciphertext is not regular. It is precisely because of this cipher-
text that there is no law to follow that will prevent the attacker or the decipherer
from finding the law from all kinds of information they already know, so that
they have no way to decrypt the encrypted ciphertext, so as to ensure the securi-
ty of the password system.

But the above statement only exists in theory, and the keys we use in actual

encryption systems are pseudo-random sequences generated by software or hard-
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ware. This generated pseudo-random sequence is always no matter how long it
is. It is periodic, not really random. Periodicity means that it has certain rules to
follow, but since the period of chaotic systems is infinite, we can study crypto-

graphy based on chaotic algorithms.

2.3. The Application of the Chaos Theory in Cryptography

Existing research shows that the chaotic sequence generated by the chaos system
is a nonlinear sequence, its structure is complex and difficult to analysis and
forecast, it also has good randomness, correlation and complexity, so it can be as
a chaotic encryption key sequence. For “a word a secret” encryption algorithm,
chaotic sequence is a good key sequence, it can serve as a kind of practical pass-
word system.

Chaos is a complex dynamic behavior produced by a nonlinear system. Due to
its extreme sensitivity to initial conditions, chaotic systems can generate a large
number of uncorrelated chaotic sequences with pseudo-random characteristics.
The basic principle of chaotic encryption is to use the chaotic sequence generat-
ed by the chaotic system to encrypt the plaintext to obtain the ciphertext. After
transmission, the receiver constructs the same chaotic system as the sender
through chaotic synchronization, and finally extracts the plaintext from it to de-
crypt it. It is this extremely sensitive dependence on initial value conditions and
parameters that make chaos occupy an extremely important position in secure
communication systems. Compared with traditional ciphers, chaotic sequences
have many excellent cryptographic features, such as being difficult to be attacked
and extremely difficult to crack. These characteristics have greatly improved the

security performance of encryption and decryption work.

2.4. Chaos Encryption Principle

Chaotic encryption with traditional cryptography have a lot in common, the chaos
encryption password can be divided into chaos sequence and chaotic block cipher.

After dealing with the chaos system formed by the sequence of code with high
efficiency, can make clear statistical characteristics were disrupted and transmis-
sion error is zero, so for now using the password in the form, sequence password
has a very important position [13].

Chaotic block ciphers are more widely used in real life. Because block ciphers
are easier to standardize, in ordinary digital communication systems, informa-
tion is first divided into blocks before being transmitted, and block ciphers are
easier to synchronize, so this style of cipher is more widely used than chaotic
sequence ciphers. Chaotic packet encryption is a kind of encryption method that
uses plain text or key as the initial condition or parameter, and forms cipher text
after many iterations or reverse iterations.

Chaotic mapping in the application of the block cipher is by using the iterative
nature of chaos for rapid scrambling image data [14]. In general, when designing

block ciphers, it is mainly to iterate the plaintext information that needs to be
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encrypted many times, so as to achieve the effect of completely scrambling the
plaintext messages. The following will introduce two types of chaotic block ci-
phers: image encryption and decryption based on two-stage logistic mapping
and a new image encryption and decryption algorithm based on the combina-

tion of two-stage Logistic mapping and M sequence.

3.Image Encryption Technology

3.1.Image Encryption and Decryption Algorithm
Based on Two Sections of Logistic Mapping

3.1.1. Overview of the Logistic Mapping

Chaos theory is widely used in data encryption. Among them, Logistic chaotic
mapping is one of the most commonly used models. The Logistic equation, also
known as the wormhole model [14], is an American ecologist May R. It was
proposed in 1976. At that time, the Logistic equation was used to analyze the re-
lationship between the number of individual insect populations and environ-
mental factors. It was a particularly simple but important one-dimensional non-

linear equation. The Logistic equation is shown in 3.1.
X = 7% (1=X%,) (3.1)

Among them X, € [0,1], k=0,1---,n, y isthebranch parameter, y e (0,4] .

If the branch parameter y take different values, the system 3.1 will show dif-
ferent characteristics. In the ever-increasing branch parameters y, the system
will continue to experience period-doubling bifurcations and eventually reach
the state of chaos [15].

Logistic mapping Lyapunov index spectrum has obtained by simulation, as

shown in Figure 1.
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Lyapunov index A
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r

Figure 1. Logistic mapping Lyapunov index spectrum.
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From Figure 1 we can see, when the parameters y >3.56, Lyapunov index
started to be positive, system started to cycle times. along with the continuously
raised large parameter y, positive Lyapunov index increased gradually, system
in the phase space trajectory for the dispersion, system gradually into chaotic
state.

Logistic chaotic map has simple expression and excellent performance, and is
one of the most commonly used chaotic maps. In most of the related algorithms,
People take advantage of the simple structure and convenient implementation of
one-dimensional Logistic chaotic mapping. Although Logistic maps have the
advantages of cryptography such as randomness, due to their small key space
and low sequence complexity coefficient, the encrypted cryptosystem is less se-
cure. Although high-dimensional chaotic mapping can make up for these defects
to a certain extent, the amount of calculation is particularly complicated. There-
fore, many scholars are looking for ways to improve the small key space and low

sequence complexity of Logistic mapping [16].

3.1.2. Overview of Two-Stage Logistic Mapping
In this paper, the two-stage Logistic chaotic map proposed by Xuefeng Zhang
and Jiulun Fan is adopted [12] and applied to image encryption.
Two-stage Logistic mapping is defined as:
§ _{4ka (05-%)  0<x <05,
“1 T 1-4yx (% —0.5) 05<x <1

Among them, the initial value Xx; € (O,l) , V€ [0, 4] .
The Lyapunov exponent spectrum of two-stage Logistic map was obtained
through simulation, as shown in Figure 2.

It can be clearly seen from Figure 2 that Lyapunov exponent appeared positive
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Figure 2. Two-stage Logistic map.
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value before y =3.5, and with the continuous increase of parameters, the posi-
tive Lyapunov exponent became more and more, so the system soon entered a
chaotic state.

By analyzing Figure 1 and Figure 2 and comparing the Lyapunov index spec-
trum of the original Logistic map and the improved two-stage Logistic map, it
can be concluded that the improved mapping has better ergodicity, larger key
space, and enters into chaotic state earlier than the original mapping. Therefore,

the two-stage Logistic map is more suitable for image encryption.

3.1.3. Image Encryption and Decryption Technology
of Two-Stage Logistic Map

A. Solving steps
1) Matlab pretreatment
First, reading the color image data stored on the PC’s hard drive, so in Matlab
it enters the system as a matrix. Then, the original image will be converted into
gray image (this paper only researches gray image encryption algorithm). And
display the image and image histogram (the purpose is to be able to observe
change of image histogram before encryption and after decryption, it can be easy
to clear and intuitive analysis of the image encryption and decryption processing
effect).
2) Display the image and histogram of the image before encryption
3) Image encryption
i) Selecting two-stage Logistic mapping and making it chaotic, using it as
the key for image encryption processing algorithm. Setting the parame-
ters of the selected chaotic map: taking y =3.99,x, = 0.41.
ii) Cutting the image into N whole pieces (the parts that do not satisfy the
whole piece are filled with zero elements).
iii) Scrambling the pixel position of the image.
iv) One diffusion transformation after one scrambling transformation.
v) Skipping to Step iii) and looping through Steps iii) and iv).
4) Displaying the encrypted image and image histogram
5) Image decryption
This step is the exactly opposite of the encryption process, but the keys (that is
the mixed and scrambled parameters) must be exactly the same.
B. Experimental simulation
In Matlab, the image encryption and decryption technology of two-stage Lo-
gistic mapping is used to encrypt and decrypt a digital image. To make it chao-
tic, we take y =3.99, x, = 0.41. The experimental results are shown in Figure 3.
C. Information entropy analysis
For image encryption, if the information entropy is higher, the grayscale dis-
tribution in the image will be more symmetrical, the attacker will get less rele-
vant image information from the grayscale distribution, and the image encryp-
tion technology will be more secure.

According to the experimental results in Figure 4, it can be clearly seen that
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The original image Grayscale image

Y

Encrypted image

Figure 3. Results of two-stage Logistic algorithm.
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Figure 4. Histogram analysis.

compared with the original image histogram, the image histogram after encryp-
tion processing is more symmetrical. Therefore, the image encrypted by two-stage
Logistic mapping encryption technology has better concealment in the transmis-

sion process.

3.2.Image Encryption and Decryption Algorithm Based on the
Combination of Two-Stage Logistic Map and M Sequence

3.2.1. Overview of M Sequence

In this paper, the M sequence transformation in [17] is adopted, which can be

used to effectively shuffle the position of the image. The M sequence transfor-

mation in this paper is very different from the M sequence used in other litera-

tures for image encryption. It uses the ergodic property of shift register state in

the M sequence generator for position displacement. At the same time, the pseudo
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random property of M sequence is used to realize image position scrambling.
Image replacement is to change the value of each pixel in the image so that the
image histogram of the replaced image is similar to that of the image composed
of random sequences. This method can effectively disorganize the image, and fur-
ther reduces the correlation of the image after the replacement processing, thus
better protect the image data.

Although A sequence transformation has many excellent encryption features,
from the perspective of security analysis, this sequence cipher is easy to be
cracked under known plaintext attack, resulting in information leakage, so M
sequence transformation cannot be used as a key directly. Therefore, on the basis
of the encryption algorithm of A/ sequence transformation, combined with the
nonlinear method that is the two-stage Logistic mapping algorithm mentioned
above, they can give full play to the superiority of the key. On the premise of
improving security, this paper proposes a new image encryption and decryption

algorithm based on the combination of two-stage Logistic map and M sequence.

3.2.2. Image Encryption and Decryption Technology Combining
Two-Stage Logistic Map with M Sequence

A. Solving steps

Encryption process:

1) Enterring the image to be encrypted. Matrix f (i, j) is used to represent
the image, where 1=0,1,---,M -1, j=0,1,---,N —1. Let the number of iterations
be a.

2) Input the initial value X,X, and branch parameter y,,7, of the two-stage
Logistic chaotic map, and use Formula (2) to iterate the two-stage Logistic chao-
tic map MN +1 times, so as to generate Two different matrices g, (i, j) and
9,(i, j),among them 0<i<M -1, 0<j<N-1.

3) Replacing the gray value of the image; The image f (i, j) is replaced with
the gray value of the image point by point according to formula (3), another im-
age matrix can be obtained, denoted as f, (i, ), where L is the gray level of the

image.
f, (i, j):(f (i, i)+ig (i, j)+ jgz(i, j))mod(L)

4) Randomly selecting a pair of parameters X, Y,, and imaging displacement
position processing: according to the chapters mentioned before m transforma-
tion of image matrix f,(i,j) for replacement operation processing, so acquir-
ing another image matrix f, (i, j).

5) Carrying out a iteration for 3) and 4), and finally obtaining the encrypted
image.

Image decryption is the reverse operation of the encryption process, and the
same key is used, so this article will not be described too much.

B. Experimental simulation

In MATLAB, a digital image is encrypted and decrypted using the image en-

cryption and decryption technology combining two-stage Logistic mapping and
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M sequence. Among them x =041, x,=087, 4=399, 4,=38,
Xy =10, Yy, =2, y =1.The experimental results are shown in Figure 5.

C. Performance analysis

1) Sensitivity analysis

In the experiment in Figure 6 and Figure 7, on the premise that all other pa-
rameters and initial values are the same, an initial value or parameter of the
chaotic system is changed, and the simulation results cannot restore the original
encrypted image correctly. This indicates that the algorithm combining two-stage
Logistic map with M sequence is particularly sensitive to the initial value and
system parameters. Therefore, even if the attacker knows some of the initial val-
ues and parameters, the image cannot be decrypted and restored correctly when
the exact key used for encryption is not known.

2) Information entropy analysis

According to the experimental results in Figure 8, it can be clearly seen that

compared with the histogram of the original image, the image histogram after

The original image  Grayscale image

Image encryption

Figure 5. Image encryption and decryption results.

Decrypt image

Figure 6. 4, =3.9900001.
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Decrypt image

Figure 7. X, =0.4100001.
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Figure 8. Histogram comparison.

encryption processing is more symmetrical. Compared with the previous two-stage
Logistic algorithm encryption and decryption technology is also more secure.
Therefore, the image encryption and decryption technology combined with
two-stage Logistic mapping and M sequence has better concealment in the trans-

mission process.

4. Conclusions

This paper introduces the application of two-stage Logistic algorithm in image
encryption and decryption and verifies that it is securer than the original image
through information entropy. This paper proposes a new image encryption and
decryption algorithm based on the combination of two-stage Logistic map and

M sequence. In summary, this algorithm has the following advantages:
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1) The state of the shift register in the A/ sequence generator is ergodic (except
the zero state), and the M sequence transformation used in image position dis-
placement can achieve very good effect quickly.

2) This algorithm is highly sensitive to the key, and is securer than the image
encryption and decryption technology of two-stage Logistic mapping.

3) Due to the introduction of positional parameters in the replacement of im-
age pixel values, making the initial values have parameter sensitivity, overcom-
ing the shortcomings of M sequence transformation, and the image encryption
algorithm designed in this paper meets the requirements of modern cryptosys-
tems.

4) The speed of two-stage Logistic mapping into chaos is relatively fast, which
makes the key space huge.
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