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Abstract 
After the digital marketing concept became popular with the spread of the 
internet in the 1990s, marketing on electronic platforms has developed through 
the use of all kinds of technological devices. In the last two decades, social 
media, television, radio channels, SMS, e-mail, search engines, websites, mo-
bile applications, electronic billboards and social networks have brought 
greater convenience, wider reach, cost-effectiveness and time and distance in 
digital marketing and provided the ability to transcend boundaries. However, 
recently artificial intelligence technology has been used in the field of digital 
marketing. Just as digital products, which are a channel of marketing, offer a 
wide range of offerings, from software applications and online platforms to 
multimedia content and digital services, digital consumers have also re-
searched the features and advantages of digital products to understand their 
nature. With the change of living, economic and climatic conditions, devel-
opment with the development of time and technological technology, and the 
increasing uncertainty regarding the future growth of the world economy, the 
expectations become bleaker. To be able to follow all the life cycle stages of a 
product, digitalization and modernization of the data related to the product 
from the four p’s of marketing is possible. A new digital format has been 
created with the concept of passport. Product-related information included in 
marketing in the Digital Product Passport can be made accessible online via 
the internet and offline through physical product labels such as QR codes. 
Innovators are exploring circular business models for sustainable develop-
ment, focusing on product life cycle extension, design improvement and the 
development of new models in line with circular economy values. Due to 
changing living conditions, the impact of materials and products used in all 
areas, from digital products to digital products, on our lives and environment, 
monitoring the product from its birth to its introduction to the market, to its 
disposal after the end of its useful life without harming the environment is 
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important in preventing waste that will harm the environment. The aim of 
this study is to provide information that will be useful in knowing the new 
concepts emerging in the developing world and reducing the impact on the 
environment by recording the life cycle of the product. In this direction, the 
study was carried out by conducting research on the necessary skis. With this 
oriented work, it has become easier for the consumer to access the products. 
Measures regarding the environmental impact of a product after purchase 
vary by country. As a result of this study, it is seen as a necessary process be-
cause digital tracking of products is mandatory as conscious and environ-
mentally conscious consumers, suppliers or producers affect each other in a 
chain manner in the digital age. The issue of sustainability is now high on the 
agenda of the EU Commission. European Green Deal and Circular Economy 
Action Plan; It paved the way for the development of the Digital Product 
Passport. The United Nations has set 17 sustainable development goals in the 
2030 Agenda. 
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1. Introduction 

According to Panza et al. (2023), humans’ unsustainable consumption of re-
sources in our world causes various ecological crises. Adopting an absolute en-
vironmental sustainability perspective, wherein economies and societies evolve 
within the world’s carrying capacity, is stated as a mandatory requirement for 
attaining sustainable development. According to Johnson (2023), customers now 
expect brands to understand their specific preferences, interests, and needs, with 
tailored recommendations, customized content, and personalized interactions 
throughout their buying journey. Stratmann et al. (2023) suggest that the Digital 
Product Passport could be a solution to this problem in marketing, as the neces-
sary product information for creating a circular economy is almost non-existent 
and even inaccessible. Good governance is crucial for the efficient management 
of all types of resources, including natural resources, for the well-being of cur-
rent and future generations. Castro (2022) considers that digital transformation 
can be a key driver of changes in governments seeking to increase transparency, 
accountability, and efficiency. The Products Regulation, proposed in the Euro-
pean Commission in March 2022, was the first legislation to establish the Euro-
pean framework for Digital Product Passports. Following digital product pass-
ports to make the European Union’s production systems sustainable, multiple 
perspectives need to be taken into account when designing and implementing 
digital product passports to achieve the overarching goal of sustainable material 
flows, energy use and reduced emissions. The European Commission proposes 
the integration of Digital Product Passports to overcome these challenges. This 
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has facilitated the processes of reuse, repair and recycling. According to Hestad 
(2023), the European Commission is alarmed that “5 million tons of clothing are 
thrown away every year in the EU—about 12 kg per person”. Fast fashion is a 
big problem, just like the extent of misleading assertions regarding the green ac-
tion, known as greenwashing. In fact, “53% of green claims contain vague, mis-
leading, or unverified information”. In recent years, the issue of sustainability 
has been high on the agenda of the EU Commission. The development of the 
Digital Product Passport has been made possible with two major initiatives—the 
European Green Deal and the Circular Economy Action Plan. The digital prod-
uct passport allows for monitoring the entire process from product creation to 
their disposal and even recycling. In this regard, Psarommatis (2024) divided 
the product life cycle steps into three main groups: the production phase, the 
product operation phase, and the product circularity phase. The production 
phase includes all the different production steps until the product reaches the 
end user and starts running. The operation phase refers to the period during 
which the product is in operation. In this study, the product circularity phase 
refers to all stages after the use of the product and includes actions such as 
reusing or repurposing the product to take full advantage of the remaining li-
fespan of the products or some of its components, but also the recycling 
process. 

2. Digital Marketing 
2.1. The Emergence and Development of Digital Marketing 

Digital marketing is the use of websites, apps, mobile devices, social media, 
search engines, and other digital tools to promote and sell products and services. 
Digital marketing incorporates many of the same principles as traditional mar-
keting and is often considered an additional way for companies to approach 
consumers and understand their behavior. Companies often combine traditional 
and digital marketing techniques in their strategies (Priewe, 2015). However dig-
ital marketing also comes with its own set of challenges. Digital marketing 
started to become popular in the 1990s with the spread of the internet (Barone, 
2024). Digital marketing (DM) conceptualizes marketing on electronic platforms 
through the use of all kinds of technological devices (American Marketing Asso-
ciation, 2021). Over the past two decades, DM has been transforming global 
marketing through the deployment of electronic media and tools to implement 
metrics-based, objective, relational, and interactive marketing: Social media, tel-
evision, radio channels, SMS, e-mail, search engines, websites, mobile applica-
tions, electronic billboards and social networks. The adoption of innovative de-
vices and techniques in digital advertising and marketing has provided greater 
convenience, a wider reach, cost-effectiveness, and the ability to transcend dis-
tance and time limits (Gibbons, 2024). Digital marketing uses all types of tech-
nologies, including artificial intelligence (AI) and the Internet of Things (IoT), 
to fulfill marketing goals in both consumer-to-consumer and business-to-consumer 
settings (Buhalis and Volchek, 2021). 
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Digital marketing is interactive marketing with customers and business part-
ners using digital information and communication technology and electronic 
devices; In a broader sense, these are marketing activities that use information 
technology and digital communications (Gedik, 2020a). Digital marketing or 
digital promotion has come in handy, and marketers are able to capture con-
sumers’ attention more easily. Also, we have automation on a boom, and digital 
marketing is a highly automated process that reduces a lot of manual processes 
for both consumers and marketers. Although both traditional marketing and 
digital marketing are effective in their own way, according to marketing trends, 
digital marketing is slightly ahead of the traditional method (Thakur, 2023). 

Digital Marketing in Small Scale Enterprises 
In today’s scenario, digital marketing or online marketing is to encourage brands 
to connect with potential customers using the internet and other forms of digital 
communication. This includes not only email, social media, and web-based ad-
vertising, but also text and multimedia messaging as a marketing channel. Digi-
tal marketing and inbound marketing are easily confused, and for good reason. 
Digital marketing uses many of the same tools as inbound marketing such as 
email and online content. Both exist to capture the attention of prospects through-
out the buyer’s journey and convert them into customers. However, the two ap-
proaches have different views on the relationship between the means and the 
goal. Digital marketing considers how individual tools or digital channels can 
convert leads. A brand’s digital marketing strategy can use multiple platforms or 
focus all their efforts on a single platform. For example, a company may primar-
ily create content for social media platforms and email marketing, while cam-
paigns are being run ignoring other digital marketing avenues. 

1) Suggestions 
Since social media is the marketing tool of choice, businesses should invest 

time and resources in building a strong social media presence and engaging with 
their followers regularly. 

Content marketing and brand awareness are popular strategies, businesses can 
focus on creating engaging and informative content to reach their target au-
dience. 

Since the challenge faced by participants is technical issues, it is important to 
address these issues in order to ensure smooth and effective digital marketing 
campaigns. 

2) Solution 
Digital marketing is important as it is in line with how consumers decide on 

their purchases. An increasing number of consumers are using internet services 
and research to conduct preliminary studies on the impact of digital marketing 
on small businesses. People agree that online/digital marketing highly impacts 
various functions of the business (Vanaja and Kumar, 2023). 

2.2. Digital Product and Its Features 

A digital product refers to a product or service that exists in a non-physical or 
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abstract form, mainly based on digital technology. Unlike traditional physical 
products, which are tangible and take up physical space, digital products are 
created, distributed, and consumed in a digital environment. This category cov-
ers a wide range of offerings, from software applications and online platforms to 
multimedia content and digital services. To understand the nature of digital 
products, it’s essential to research their features, advantages, and how they com-
pare to traditional physical products. Google Search, Facebook, the Uber app, 
and the Sonos speaker app are all good examples of digital products. Some exist 
independently, while others are a digitized form or part of a physical product or 
business. 

Digital products are intangible. However, almost everyone nowadays owns an 
item that is considered digital products/property, be it music, e-books, or online 
courses. Due to their widespread appeal and simplicity of distribution, digital 
objects are becoming the foundation of many entrepreneurs’ entire businesses. 
Other businesses promote them to go along with tangible goods and services 
(Pimberly.com, 2023). 

Digital products have many advantages over their physical counterparts, espe-
cially for the entrepreneur who sells them. These are as follows; 

1) Inventory never becomes a problem (redundancy or deficit). 
2) You don’t have to find a place to store your products. 
3) Customers can get the product as soon as they buy it in most cases. 
4) There are no costs associated with materials or assembly (kajabi.com. 

2018). 
Digital product innovations and digital marketing innovations (i.e., innova-

tions in the distribution, promotion, and price elements of the marketing mix) 
have enabled firms to compete in fundamentally new ways. Digital product in-
novations have led to the emergence of many highly successful innate digital or 
digital-native firms and the reinvention of old firms around the world. Because 
of near-zero costs of remanufacturing and distributing information products in 
digital form, innate digital firms in information products industries also tend to 
be born globally—that is, they become global in a relatively short period of time 
following the rapid spread and adoption of innovation—and are born inclu-
sive—that is, they serve a large customer base that spans high, middle, and low- 
income market segments globally (Varadarajan et al., 2022). 

2.2.1. Types of Digital Products 
Software Applications: This category includes a wide range of applications, 

from productivity tools such as word processors and design software to enter-
tainment applications such as games and streaming services. 

Digital Content: Digital content encompasses a variety of formats, including 
ebooks, music, videos, and podcasts. Users can access and consume these con-
tents on digital platforms. 

Online Platforms: Social media platforms, e-commerce websites, and online 
marketplaces are examples of digital platforms that facilitate interaction, trans-
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actions, and content sharing. 
SaaS (Software as a Service): SaaS products offer software solutions over the 

internet, eliminating the need for users to install, maintain, and update software 
locally. Examples include cloud-based collaboration tools and customer rela-
tionship management (CRM) systems. 

Digital Services: Services provided over the internet, such as online educa-
tion, telemedicine, and digital marketing services, fall into this category. 

2.2.2. Features of Digital Products 
Intangibility: Perhaps the most defining feature of digital products is their 

intangibility. They lack a physical presence and are experienced through elec-
tronic devices such as computers, smartphones, or other digital interfaces. 

Interactivity: Digital products often provide a high degree of interaction. Us-
ers can interact with the product, customize settings, and get real-time feedback. 
This interactive structure sets them apart from many traditional products. 

Instant Distribution: Digital products can be distributed instantly over the 
internet. Users can download software, access digital content, or subscribe to 
services without the constraints of physical distribution channels. 

Scalability: Digital products can be easily scaled to accommodate a growing 
user base. Once developed, additional users often incur minimal incremental 
costs, making scalability a notable advantage. 

Upgradability: Updates and improvements in digital products can be deli-
vered to users seamlessly. This contrasts with physical products where updates 
may require replacement or additional components (Productfolio). 

While many e-commerce platforms are well-suited for selling physical prod-
ucts and services, there is a big difference between selling physical and digital 
products online. Some of the key features of an ideal platform are: 

1) Digital storage 
2) Shopping cart 
3) Integrations with the best payment gateways 
4) No hidden transaction fees (Bigcommerce, 2024). 

2.3. Digital Consumer 

In the present era, the advancement of technology and the prevalence of social 
media have increasingly facilitated people in carrying out their various activities, 
whereas technology has significantly influenced its users in recent times. How-
ever, technology has now made its way into education. The learning process is 
greatly influenced by the use of technology and media by educators in this mod-
ern era. The creation of enjoyable learning conditions and a stimulating creativ-
ity and learning process for educators can be achieved by specializing in various 
sciences. At first, learning technology is perceived as a technology that employs 
equipment, media, and tools in facilities. But learning technology is now both 
theoretical and practical. YouTube and WhatsApp are two digital products that 
students frequently use during the learning process. YouTube can make it easier 
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for students to find video or audio based on the material they desire to learn. 
YouTube’s “Recommendation” feature can make it easier for them because it 
always provides similar videos or audio recommendations. Students were taught 
not just how to use digital products, but also about their families and friends by 
teachers. Students can easily run digital products. Students are greatly benefited 
by the digital product as it enables them to meet all their learning needs. Teach-
ers and their colleagues can also use digital products to conduct learning activi-
ties. “Social Impact” is also one of the factors that make the use of digital prod-
ucts dominant in student learning. The main purpose of students using digital 
products is to support their academic activities. In addition, students can find 
new friends and colleagues who work in the same field as them and have a dis-
cussion about lessons using digital products (Chairunnisa & Kasriyati, 2021). 

Companies can effectively target a large number of potential consumers at the 
same time through digital marketing. Targeting potential consumers and cus-
tomers worldwide at once can be accomplished quickly by using the internet 
channel for marketing. Social Media Marketing has also revolutionized these 
marketing activities on different social media platforms such as Facebook, Twit-
ter, LinkedIn, Pinterest, etc. (Learn in Digital, 2023). On March 11, 2020, when 
Minister of Health Dr. FahrettinKoca announced the detection of the first case 
of the new coronavirus infection in Türkiye, there was a significant shift in digi-
tal content consumption habits. As the epidemic became a national issue, wor-
ries about public health grew and social mobility also increased (Gedik & Pirol, 
2022). Consumers can access detailed information about which products, where 
and at what prices they can buy in the digital realm. This allows them to make 
purchases without physically visiting stores or engaging in negotiations with sel-
lers. Nevertheless, consumers who are enticed by the convenience of online 
shopping and the simplicity of payment methods often fall into consumer traps, 
as they are influenced to buy more products than necessary (Şen, 2020). Digita-
lization is considered to be one of the most significant elements of our time. The 
effectiveness of digitalization lies in its ability to permeate many areas of our 
lives. In recent years, the concept of consumer has been replaced by a new term, 
which is “digital consumer” (Mesci & Sağlık, 2020). 

2.3.1. Features of Digital Consumers 
Consumers today carry their internet-connected devices with them wherever 
they go. It’s time to stop relying on TV commercials, billboards, or salespeople 
for advice on the best products and services. In reality, digital consumers often 
prefer to do their own product research online. These are respectively as follows; 

1) Consumers today spend a significant amount of time researching different 
product categories, brands and services before making a purchase decision. 

2) A simple interface error, a double-check request via email, or even an 
out-of-stock product can be enough to lead customers to your competitors. 

3) Consumers expect high-quality products and services at affordable prices. 
4) Customers always expect access to products and services, and if it is not 
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possible, a more capable competitor will always be available to meet their re-
quirements. 

5) Technology and social media enable consumers to share their honest opi-
nions and experiences with a broad audience. 

6) A gesture of action is often triggered by the emotional state of a buyer. 
7) As the urgency of tackling climate change increases, this shift in consumer 

habits brings environmental concerns to the forefront. 
8) Compared to previous generations, consumers today are more informed 

and use the latest technologies to stay up-to-date on products, services, prices, 
and competition. 

9) If fraud or manipulation is detected in a brand’s message, people’s trust will 
be shaken, leading them to easily gravitate towards similar offerings from com-
petitors. 

10) Adding new dimensions to the online experience, these new technologies 
have the ability to recreate elements of the physical world (Juillet, 2023). 

In a recent study by Gapingvoid, a consulting and visual communications 
company, 63% of consumers reported that they may leave brands due to irrele-
vant content. Successful DPXs guide the customer through the Customer Deci-
sion Journey with a story about the product and its unique features. This is sup-
ported by relevant messaging and visualizations that are customized for the 
consumer’s current stage of engagement. This messaging can vary in format, 
ranging from a single product image to interactive applications. An effective 
digital product experience guides the consumer from identification to becoming 
a brand advocate (Indg, 2024). For instance, the internet has introduced a new 
way of doing business and has made it possible to digitize a bunch of old-world 
products as well as new types of products. Today, if you go to the bookstore to 
buy the latest Harry Potter, you can only do so on an e-reader or phone (Mighty, 
2023). 

2.3.2. Understanding Customers in Digital Marketing 
The effectiveness of digital marketing strategy cannot be achieved without a 
clear understanding of who is purchasing the product, and why or where they 
are purchasing it. To obtain tactical information, data and demographic infor-
mation are used to create a solid profile of the target audience and follow these 
steps. 

1) Define the channels suitable for basic demographic information 
2) Speak your customer’s language  
3) Understand their pain points and how to open up emotions  
4) Create buyer personas to help customize content and predict buying pat-

terns 
5) Be culturally aware 
6) Consider partnerships as is the case with influencers 
7) Focus on action-oriented experiences and outcomes rather than the product 
8) Use automation tools for segmentation and targeting (O’Brien, 2023). 
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2.3.3. European Commission 3rd Annual Digital Consumer Activity  
Report 

It is emphasized here that a digital asymmetry exists between businesses and 
consumers, with consumers being nearly powerless against digital service pro-
viders due to their dependence on digital services. Consumers often find them-
selves entangled in digital services that mislead them about how services operate 
and give the false impression that services are free, even if they are not. When 
consumers offer value to service providers, it can potentially be considered a 
transactional decision. It is important to note that consumers should have the 
right not to be subjected to personalization, or at the very least, to know how the 
content is personalized (European Commission, 2022). 

2.4. Features of Products in Digital Product Perception 

A product attribute is a distinct feature or quality of a product that adds value to 
customers. This may encompass capabilities, design components, or perfor-
mance enhancements. For product managers, defining and prioritizing the fea-
tures to be developed is a crucial aspect of their role (Haaff, 2024). 

2.5. Digital Product Passport 

Product Passports are often used to measure material, energy and resource 
cycles, making the sustainability aspects of a product lifecycle visible. Product 
Passports are often framed as a solution to the lack of a consistent and precise 
flow of information about resources, products, and processes, and lifecycle as-
sessments that act as track and trace tools for unique and pooled product infor-
mation (King et al., 2023). According to the German Federal Ministry of Envi-
ronment, Nature Conservation, Nuclear Safety and Consumer Protection and 
the “Proposal for a New Ecodesign Regulation for Sustainable Products” (ESPR), 
a DPP contains information about the components and origins of a product, but 
it should also carry information for environmental and social impact assessment 
throughout the product’s production, use, and conversion stages. The informa-
tion can then be used to build circular economy business models (Jansen et al., 
2023). The European Commission has set the goal of carbon neutrality by 2050, 
this will be accomplished by promoting the dual transition to sustainability 
through digitalization. The cornerstone of this transition is the implementation 
of a successful Circular Economy (CE). However, the product information needed 
to create an evolving CE is almost non-existent or even accessible. The Digital 
Product Passport (DPP) offers a solution to this problem (Stratmann et al., 2023). 
Digital product passports (DPPs) are an emerging technology and are consi-
dered enablers of sustainable and circular value chains because they support 
sustainable product management (SPM) by collecting and incorporating product 
lifecycle data (Berger et al., 2023). The term of a Digital Product Passport has 
been defined as a container that combines various data sets from all lifecycle 
stages of a product. It creates a new digital format for digitizing and moderniz-
ing product data, including statutory and/or voluntary data, to support industry 
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transformation towards circularity and carbon neutrality. In addition to tracking 
the lifecycle history of a product, the features of a Digital Product Passport may 
also include the ability to track it as it moves from one place to another. The in-
formation contained in the Digital Product Passport can be made accessible on-
line over the internet and offline through physical product labels such as QR 
codes (Koppelaar et al., 2023). The Digital Product Passport, as we have defined 
it, is a container for datasets that can be accessed online or offline through both 
online and offline access points. The digital product passport is based on a uni-
versal product identifier that is linked to a unique internet identity. Various 
product identification systems, such as legally required product serial numbers 
and Global Trade Identification Numbers (GTINs), are already common (Nissi-
nen, 2022). In order for Digital Product Passports to be operative, they must be 
created to uniquely identify products on the internet through a web link or ad-
dress, utilizing the Uniform Resource Identifier (URI) that underpins the Uni-
versal Resource Location (URL). When the product is available on the internet, 
information about the product can be listed and made accessible in the format of 
a Digital Product Passport. This opens up opportunities for technical, environ-
mental and circular product information to be available from one central loca-
tion on the internet. The last consideration is physically tagging the product with 
linked product identification codes and URIs using a QR code or similar physi-
cal data label that contains readable information that a user, such as a collector 
or recycler, can access through a mobile device (Koppelaar et al., 2023). Based on 
the life cycle information stored in the DPP, designers and engineers can im-
prove the eco-design features of products such as durability, reliability, reusabil-
ity, repairability, reproducibility, recyclability, energy use, and waste generated. 
Manufacturers can provide traceability for warranty claims and recalls, repairers 
and maintenance services can provide better services through the technical and 
historical data stored in the DPP, remanufacturers can gain advantages by ac-
cessing to information on the dismantling and health status of components, and 
recyclers will benefit from information on hazardous or valuable substances. The 
presence of the DPP will benefit end users as it will enable them to make more 
responsible purchasing choices by visualizing the environmental performance of 
the product (Panza et al., 2023). 

As a DPP system, it connects the product-related information of various ac-
tors throughout the life cycle of the product shown in Figure 1 below. To man-
age circular product lifecycles, information must be collected from appropriate 
lifecycle stakeholders (internal or external), managed, and properly transferred 
to the relevant party for decision-making. The creation and use of prod-
uct-related information throughout the product lifecycle involves a wide range 
of actors such as product manufacturers, subcontractors, material suppliers, lo-
gistics companies, vendors, end-product users, spare parts and service vendors 
(Saari et al., 2022). We can divide the product life cycle steps into three main 
groups: the production phase, the product operation phase, and the product 
circularity phase. The production phase encompasses all the different steps in 
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Figure 1. The DPP connects the product-related information of var-
ious actors throughout the product’s lifecycle.  
https://www.researchgate.net/publication/364209085_Digital_Produc
t_Passport_promotes_sustainable_manufacturing  

 
the process until the product is delivered to the end user and begins functioning. 
The operating phase refers to the period of time during which the product is in 
operation. The product circularity phase refers to all the stages after the use of 
the product and includes actions such as reuse or repurposing the product to 
take full advantage of the remaining useful life of the products or some of their 
components. This step also includes the recycling process (Psarommatis, 2024). 
DPP bir while it is EU regulation, its reach will extend far beyond Europe. For 
example, a global electronics manufacturer headquartered in North America 
that manufactures laptops in Asia and then sells them in Europe will still need to 
comply with all relevant DPP regulations. Therefore, it applies to any product 
bought or sold on the European market. The digital product passport will be-
come a globally valid standard regardless of the product’s manufacturing or 
manufacturer location (Inriver, 2024). On March 30, 2022, the European Com-
mission proposed a Sustainable Products Initiative that would repeal the current 
eco-design rules, which usually focus on energy-related products. The Sustaina-
ble Products Initiative, which introduces more comprehensive rules within the 
scope of the Circular Economy Action Plan, aims to establish circular economy 
principles at all stages of production in the EU market and to create sustainable 
ecosystems within this framework (Yeşilbüyüme.org, 2024). 

Features of a Secure Digital Product Identity 
A secure Digital ID and associated Product Passport must be able to be checked 
by everyone in the value chain, including the consumer, to prove the true au-
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thenticity of a product. However, this alone is not enough, and security requires 
considering a wide range of factors. While an app can secure a single product, 
security involves ensuring the safety of the brand’s entire circular ecosystem. In 
order to guarantee the authentication of only genuine products, it is necessary to 
issue secure IDs and link them to the products in a carefully controlled manner, 
and systems must be put in place to ensure that only genuine products are al-
lowed access to a brand’s content and services. Still, security is not only in the 
ability to build a garden with impenetrable walls that guarantee access to original 
products. 

A secure identity application must detect and manage all use cases that the 
consumer may encounter in the real world. This includes cases of cloned identi-
ty, as well as counterfeit marks where counterfeiters will link to the brand’s web-
site to deceive consumers that the product is genuine. If Digital Identity lacks the 
ability to block illegal products and manage the consumer experience at this 
highly sensitive moment, it puts the brand at risk of losing consumer trust. In 
fact, a secure identity is designed not only to recognize counterfeit products and 
clones, but also to increase the rate of seizures of these illegal products, recover 
stolen sales, and provide data and insights for investigations so that brands can 
understand the problem and take action against its root cause. 

Secure identities prevent illegal products from accessing a brand’s services, 
but more importantly, they are designed to protect and prevent illegal products 
from polluting the circular ecosystem. Circularity is not only brand-dependent, 
but also involves a complex network of dealer markets and refurbishment ser-
vices. Only a secure Digital ID implementation can build trust with the consum-
er and the marketplace. This will no longer be an optional approach, but it will 
be one that brands should take, given that US and EU regulations on expanded 
producer responsibility are coming soon, demanding that brands take measures 
to protect consumers from fraud. 

Securing Digital Product IDs and providing robust product authentication 
does not depend on a single tagging technology such as NFC, OTP, or underly-
ing identity management technology such as blockchain. In fact, misconceptions 
about such secure technologies can often lead to unintended consequences. 
Blockchain can secure a product’s digital data in the cloud, but it’s not a silver 
bullet that can secure an authentication app on its own. Its perception as an un-
hackable technology can lead brands to implicitly trust blockchain and assume 
that their applications are intrinsically secure when adopting it. Blockchain is 
not infallible in verifying physical products. Cloned insecure physical identities 
can be compared to their records on the blockchain, leading to a false sense of 
authenticity. Therefore, it is crucial to complement the blockchain with other 
forms of identity security to secure physical identity in the product itself. NFCs 
with a One Time Password are generally considered non-clonable in the tradi-
tional sense, allowing brands to build a walled garden around their connected 
services that only provide access to genuine products. While improving security 
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for one area, this approach prevents brands from seizing, monitoring, and con-
trolling the inevitable market for counterfeit products in the market, resulting in 
blocking it in another. As mentioned earlier, products will circulate with fake 
NFCs that simulate the brand’s own indecipherable version, and when illicit 
products can roam untracked, they will inevitably enter the brand’s circularity 
ecosystem.  

To summarize, a secure Digital ID or Digital Product Passport is a passport 
that must be able to prove the authenticity of a product; it is regulated in a con-
trolled manner and associated with the product; it can detect clones and fakes; it 
manages all consumer use cases; and it protects the circular ecosystem of the 
brand. Only secure authentication will demonstrate to the consumer and the 
market that the brand is serious about consumer protection and sustainability 
(Certilogo, 2023). 

3. Development 

The concept of development is a difficult one to agree on, not only among 
theorists working in the field, but also among practitioners working in the field 
(Turhan, 2020). Development is defined as a dynamic process by which a society 
moves economically and socially from one state to another. Traditional devel-
opment was initially defined as Western-style modernization achieved through 
economic growth under the influence of mainstream economics. In much of the 
literature, economic growth and development are widely regarded as synonym-
ous. However, the need to redefine the concept of development in a more com-
prehensive manner has arisen due to the failure of national economic growth 
policies, which are aimed at increasing production, to solve social and political 
problems (Akın, 2022). 

Due to shifts in life, economic and climatic conditions, the passage of time, 
and advancements in technology, the notion of development and its level of im-
portance have also evolved, so it is considered as a concept that progresses over 
time (BemYacoub, 2022). 

The literature on development economics has been aware of theorizing cul-
tural and social arrangements since the 1950s, and it can be stated that it has a 
different position from mainstream economics. Over time, development eco-
nomics has become one of the areas most affected by this trend, and topics that 
were previously considered non-economic have increasingly been included in 
this field (Derici, 2020). 

A development strategy is an economic understanding that outlines priority 
objectives, explains how the set goals can be achieved in a coherent manner, 
identifies policy instruments, and considers trade-offs and timeframe. It can be 
described as a vision with normative goals, taking into account what is feasible 
and balanced. Such a strategy doesn’t necessarily have to be explicit; rather, it 
may be implicit in the mindset of policymakers or the implicit agenda of gov-
ernments. In addition, it does not have to be comprehensive, but it should ad-
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dress the main problems in the medium and long term. Overall, the positive de-
velopments in the economic and social indicators of developing regions necessi-
tate two fundamental qualities. Firstly, following the financial crisis, there has 
been a more uneven growth in emerging and transition economies, resulting in 
bleaker prospects due to increased uncertainty regarding the future growth of 
the global economy (Calcagno, 2015). 

Development can be divided into seven categories: 
1) Human development 
2) Social development 
3) Cultural development 
4) Economic development 
5) Physical development 
6) Political development 
7) Regional development (Özhan & Keser, 2021). 
In Türkiye, the 1961 Constitution deemed it necessary to create a develop-

ment plan to ensure the economic, social and cultural development of the coun-
try. The National Planning Institution, which is responsible for the preparation 
of development plans, was established on September 30, 1960 as an institution 
affiliated to the Prime Ministry (Batuhan & Kodaz, 2020). 

3.1. Sustainable Development 

The term sustainable development was adopted in the report “Our Common 
Future” (known as the Brundtland Report) of the United Nations Commission 
on Environment and Development (WCED), chaired by Groharem Brundtland, 
Norway. Improvements aim to develop the present without jeopardizing the 
ability of future generations to meet their own needs (Gedik, 2020b). 

The concept of sustainable development has become a reference for scientific 
research on the environment and has acquired the character of a paradigm for 
development. Since the Rio de Janeiro Earth Summit, as mentioned in the 
Brundtland Report in 1987, the concept has become hegemonic and has been 
incorporated into international treaties and national constitutions and laws of 
many countries around the world. It has also been used in business-related is-
sues, agricultural production, industry and urban development have become the 
conceptual basis of theoretical approaches such as the green economy. It has 
even become part of the common sense of a large part of the world’s population 
and the political slogans of environmental defense (Ruggerio, 2021). 

Sustainable development is a concern and challenge of modern societies in 
developing and developed countries. Good governance is crucial for the efficient 
management of all types of resources, including natural resources, for the 
well-being of current and future generations. Digital transformation can be a key 
driver of changes in governments looking to improve transparency, accountabil-
ity, and efficiency (Castro, 2022). 

Human activities are causing various ecological crises, mainly due to the un-
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sustainable use of the planet’s resources. To achieve sustainable development, it 
is necessary to adopt an absolute perspective of environmental sustainability, 
where economies and societies thrive within the earth’s carrying capacity (Hau-
schild et al., 2020). EU Ecological Design for Sustainability The Products Regu-
lation legislation, proposed by the European Commission in March 2022, is the 
first legislation to establish the European framework for Digital Product Pass-
ports (European Commission, 2022). Following DPPs as the most promising 
approach to make the European Union’s production systems sustainable, mul-
tiple perspectives need to be taken into account when designing and imple-
menting DPPs to achieve the overarching goal of sustainable material flows, 
energy use, and reduced emissions. There is a global imperative to transform our 
economies away from their damaging past and into a regenerative future, and 
DPPs are likely to be the cornerstone of this transformation (Langley et al., 
2023). The fashion industry plays a significant role in contributing to global 
carbon emissions and environmental degradation. However, a problem arises 
when basic information about the product is lost after consumers acquire cloth-
ing, hindering progress towards a circular economy. To overcome these chal-
lenges, the European Commission is proposing the integration of Digital Prod-
uct Passports (DPPs). This facilitates reuse, repair and recycling processes (Her-
zele et al., 2023). The European Commission is alarmed that 5 million tons of 
clothing are thrown away every year in the EU, averaging 12 kg per person. Fast 
fashion is a big problem, as is the scope of false claims about the green act, 
known as greenwashing. In recent years, the issue of sustainability has been high 
on the agenda of the EU Commission. The European Green Deal and the Circu-
lar Economy Action Plan have laid the foundation for the development of the 
Digital Product Passport (Hestad, 2023). The integration of circular economy 
principles into mainstream business strategies is gradual. Innovators are explor-
ing circular business models. The focus is on extending the product life cycle, 
improving design, and developing new models in line with circular economy 
values. While some quality characteristics, such as longevity, have been identi-
fied, other important considerations, such as repairability and maintenance, re-
quire a broader industry focus to fully realize a circular economy (Pimvendors, 
2024). The introduction of the Digital Product Passport offers companies the 
opportunity to produce, use and recycle their products in a more sustainable 
way. A high degree of data transparency allows for efficient use of valuable re-
sources, resulting in significant cost savings. Based on this, innovative business 
models can be developed that ensure a good position in the competitive market. 
Finally, by using DPP, companies reduce CO2 emissions and thus make a signif-
icant contribution to climate protection (Dangl, 2023). Sustainable development 
is a fundamental principle of the Treaty on European Union and a priority ob-
jective for the EU’s domestic and foreign policies. The United Nations 2030 
Agenda includes 17 Sustainable Development Goals (SDGs): 

Sustainable Development Goal 1: No poverty 
Sustainable Development Objective 2: Zero hunger 
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Sustainable Development Goal 3: Health and well-being 
Sustainable Development Goal 4: Quality education 
Sustainable Development Goal 5: Gender equality 
Sustainable Development Goal 6: Clean water and sanitation 
Sustainable Development Goal 7: Affordable and clean energy 
Sustainable Development Objective 8: Decent work and economic growth 
Sustainable Development Goal 9: Industry, innovation and infrastructure 
Sustainable Development Objective 10: Reduced inequalities 
Sustainable Development Goal 11: Sustainable cities and communities 
Sustainable Development Objective 12: Responsible consumption and pro-

duction 
Sustainable Development Goal 13: Climate action 
Sustainable Development Objective 14: Life below water 
Sustainable Development Objective 15: Life on land 
Sustainable Development Objective 16: Peace, justice, and strong institutions  
Sustainable Development Goal 17: Partnerships for the goals (Sustainable De-

velopment Goals, 2024). 

3.2. Some Country Profiles Regarding the Sustainable  
Development Goals 

• Germany: Germany focuses on promoting responsible supply chains (SDG 
12), optimal social and environmental standards (SDG 3), climate change 
mitigation and adaptation (SDG 13), and conservation of natural resources 
(SDG 15) (Federal Republic of Germany, 2016). Life below water (SDG 14) is 
another priority area for the country (SDG Germany, 2020). 

• Albania: EU accession is Albania’s top priority and most important strategic 
goal. By developing the European integration process as a driving political 
and development objective, the Republic of Albania is well on its way to 
achieving the SDGs (SDG Albania, 2020). 

• Austria: In May 2020, Austria submitted an SDG VNR to the UN. Climate 
action is one of the top five topics featured in the main messages of Austria’s 
VNR. While addressing the SDGs in their environmental dimension, Austria 
also focuses on water management (SDG 6), energy efficiency (SDG 7), sus-
tainable agriculture (SDG 2) and forestry (SDG 15) (SDG Austria, 2020). 

• Belgium: Belgium focuses on all the SDGs, working on inclusive strategies 
and initiatives to address linkages and improve cooperation within and be-
tween various governments. SDG actions in Belgium are a shared responsi-
bility between the federal state, communities (Flemish, French and German 
speaking) and regions (Wallonia, Flanders and the Brussels Capital) (SDG 
Belgium, 2020). 

• Bulgaria: Bulgaria has adopted an approach that considers the interconnec-
tedness of the SDGs across the entire government. By concentrating on the 
10 SDGs that encompass environmental aspects, Bulgaria is making progress 
in promoting SDG initiatives (SDG 2, 3, 6, 7, 8, 11, 12, 13, 14 and 15) (SDG 
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Bulgaria, 2020). 
• Denmark: Denmark’s action on the SDGs, which has an environmental di-

mension, focuses on SDGs 2, 3, 6, 7, 8, 9, 12, 13, 14 and 15 (SDG Denmark, 
2020). 

• France: France acknowledges that social inequalities go hand in hand with 
environmental inequalities. Therefore, public policies in France are designed 
to reduce exposure to risks and hazards such as pollution, extreme weather 
events and natural disasters (SDG 3, 13), tackle fuel poverty (SDG 7) and fa-
cilitate access to nature for all (SDGs 3, 14 and 15). With regard to environ-
mental protection, other areas of action include combating climate change 
(SDG 13), ensuring the green energy transition (SDG 7) and sustainable ur-
banization (SDG 11) (SDG France, 2020). 

• Ireland: Ireland’s actions on the SDGs, which have an environmental dimen-
sion, focus primarily on SDGs 3, 7, 12, 13 and 14 (SDG Ireland, 2020). 

• Italy: Organised in five key areas (people, planet, prosperity, peace and part-
nership), Italy has set priorities in each to achieve the SDGs. Italy’s actions 
towards the SDGs, which have an environmental dimension, prioritize SDGs 
2, 6, 9, 11, 12, 13, 14 and 15 (SDG Italy, 2020). 

• Liechtenstein: Liechtenstein highlights areas that require further action in its 
VNR in 2019. These include reversing the high reliance on fossil fuels (SDG 
7), reducing the resource intensity of consumption and production (SDG 12), 
meeting the greenhouse gas emissions reduction targets (SDG 13), address-
ing high-level motorized private transport (SDGs 9 and 11) and reversing 
endangered biodiversity (SDG 15) (SDG Liechtenstein, 2020). 

• Norway: Sustainable natural resource management and climate change mi-
tigation and adaptation are priority areas for Norway. It has set several tar-
gets that pose challenges, including sustainable consumption and production, 
improving urban air quality (SDG 11), halving food waste and reducing 
waste generation (SDGs 12, 3), and mitigation of invasive alien species (SDG 
15) (SDG Norway, 2020). 

• United Kingdom: The UK takes a holistic approach to all 17 SDGs. The 
country’s actions towards the SDGs, which have an environmental dimen-
sion, mainly focus on SDGs 2, 6, 7, 11, 12, 13, 14 and 15 (SDG United King-
dom, 2020). 

• Türkiye: Türkiye takes a holistic approach to the SDG actions and integrates 
them into NDPs and sectoral strategies. Therefore, the country takes care to 
consider the linkages between the SDGs, as well as prioritize action and allo-
cate appropriate resources for faster progress. Türkiye’s actions towards the 
SDGs, which have an environmental dimension, primarily focus on SDGs 2, 
7, 9, 11, 12, 13, 14 and 15 (SDG Türkiye, 2020). 

Environmental economic problems such as the recent economic crisis and 
climate change highlight the importance of concepts like green growth, green 
economy, low-carbon economy, sustainable production, and sustainable con-
sumption within the framework of sustainable development. International or-
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ganizations such as the OECD and UNEP define the concept of “green growth” 
or “green economy” as an approach that emphasizes the investment and con-
sumption of goods and services that contribute to environmental improvement. 
From this point of view, it contributes not only to environmental sustainability, 
but also to economic development, income growth, employment and poverty 
reduction (Republic of Türkiye, Presidency of Strategy and Budget). 

4. Discussion and Conclusion 

As the number of digital marketing platforms has grown, so too have the de-
mands and requirements to satisfy customer expectations. The store in physical 
shopping is comprised of products and a customer representative, while in digi-
tal marketing, a website should have a user-friendly interface, have strong prod-
uct management, use secure payment gateways for payment in shopping, allow 
ratings and reviews after the purchase of the product, score the seller profiles 
and their success be monitored by the customer, have licensing options for the 
website, allow wish list and the creation of favorite lists for customers, create 
searches and filters, and provide after-sales customer support, and these are 
among the important functions. 

The Sustainable Products Initiative, which introduces more comprehensive 
rules within the scope of the Circular Economy Action Plan, aims to establish 
circular economy principles at all stages of production in the EU market and to 
create sustainable ecosystems within this framework. Saari et al. (2022) argue 
that in order to effectively manage the circular product lifecycle, it is necessary 
to collect the information from the right lifecycle stakeholder (internal or exter-
nal), manage and transfer the information to the appropriate party for deci-
sion-making, create and use product-related information throughout the prod-
uct lifecycle, and involve a wide range of actors such as product manufacturers, 
subcontractors, material suppliers, logistics companies, vendors, end-product 
users, spare parts and service vendors. For example, a global electronics manu-
facturer headquartered in North America that manufactures laptops in Asia and 
then sells them in Europe will need to comply with all regulations regarding the 
digital product passport. Therefore, regardless of the product’s origin or manu-
facturer’s location, the digital product passport should become a globally ac-
cepted standard. 

Throughout the product life cycle, it is evident that issues related to data secu-
rity in the digital product passport will arise, including hacking, cloning, and the 
vulnerability of physical identities. In addition, there are problems that may oc-
cur in cases such as mixing records in the loop. As a result, strong forms of iden-
tity security should be used to protect the physical identity within the product 
and prevent it from being modified, hacked, or cloned by third parties. 

NFCs with a One Time Passcode, as an example, are generally considered 
non-clonable, allowing brands to build a walled garden around their connected 
services that only provide access to genuine products. 
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When we look at similar studies in this field; 
According to the study of Singh (2023), digital consumers have increased in 

the field of digital marketing, but website interfaces must be user-friendly 
enough and personal lists must be created. On digital platforms, educators use 
technology and media in a very important way in the learning process. There is 
no need for TV commercials, billboards or salespeople for products and services. 
Digital consumers often prefer to do their own product research online. In this 
process, digital platforms should be interfaced for easy use for users, a licensed 
and secure web service should be provided, and customers’ expectations and 
needs should be met. Customers can easily obtain information about products, 
services, prices and competition, but in terms of reliability against fake and false 
information regarding the specified product information, having approved or 
licensed sellers will be reliable for the customers receiving the service. 

For Digital Product Passports to be used actively, there is a need to develop 
products in a way that makes them uniquely identifiable on the internet through 
a web link or web address. According to Saari et al. (2022), more comprehensive 
rules need to be introduced in the marketing of sustainable products. In cyclical 
product lifecycle management, all stakeholders such as product manufacturers, 
subcontractors, material suppliers, logistics companies, vendors, end product 
users, spare parts and service vendors should be included in the process. Various 
security vulnerabilities will arise when using a digital product passport, such as 
changing and copying data. According to Certilogo (2023), products can be rec-
orded and tracked with a digital product passport, but it would be useful to use 
NFC tags to prevent security vulnerabilities such as changing or cloning of this 
data by third parties. 

In order to ensure a sustainable environment in which economies and socie-
ties develop, sustainable development must be adopted. According to Castro 
(2022), Sustainable development is a concern and challenge for modern societies 
in developing countries. Good governance requires efficient management of all 
resources, including natural resources, for the well-being of current and future 
generations. According to Dangl (2023), companies reduce CO₂ emissions with 
the Digital Product Passport and thus make a significant contribution to climate 
protection. 

Recently, issues such as economic crisis, climate change and environmental 
problems have been on the agenda in the world. For this reason, concepts such 
as green growth, green economy, low carbon economy, sustainable production 
and sustainable consumption are discussed within the framework of sustainable 
development. The United Nations 2030 Agenda, 17 Sustainable Development 
Goals have different focuses according to countries. 

For example: 
The UK takes a holistic approach to all 17 SDGs. The country’s actions to-

wards SDGs, which are the environmental dimension, are mainly SDG 2 (No 
hunger), 6 (Clean water and sanitation), 7 (Accessible and clean energy), 11 
(Sustainable cities and communities), 12 (Responsible consumption and produc-
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tion), While focusing on 13 (Climate action), 14 (Aquatic life), 15 (Life on land), 
smaller countries such as the Republic of Albania have moved towards achieving 
the SDGs, developing the European integration process as a driving political and 
development goal. 
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