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Abstract 
Organizational computing devices are increasingly becoming targets of cy-
ber-attacks, and organizations have become dependent on the safety and se-
curity of their computer networks and their organizational computing devic-
es. Business and government often use defense in-depth information assur-
ance measures such as firewalls, intrusion detection systems, and password 
procedures across their enterprises to plan strategically and manage IT secu-
rity risks. This quantitative study explores whether the analytical hierarchy 
process (AHP) model can be effectively applied to the prioritization of infor-
mation assurance defense in-depth measures. In response to these threats, the 
President, legislators, experts, and others have characterized cyber security as 
a pressing national security issue. The methods used in this study consisted of 
emailing study participants a survey requesting that they prioritize five de-
fense in-depth information assurance measures, anti-virus, intrusion detec-
tion, password, smart-cards, and encryption, with a range of responses from 1 
- 5 using a Likert scale to consider standard cost, effectiveness, and perceived 
ease of use in terms of protection of organizational computing devices. The 
measures were then weighted, based on ranking. A pair-wise comparison of 
each of the five measures is then made using AHP to determine whether the 
Likert scale and the AHP model could be effectively applied to the prioritiza-
tion of information assurance measures to protect organizational computing 
devices. The findings of the research reject the H0 null hypothesis that AHP 
does not affect the relationship between the information technology analysts’ 
prioritization of five defense in-depth dependent variables and the indepen-
dent variables of cost, ease of use, and effectiveness in protecting organiza-
tional devices against cyber-attacks. 
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1. Introduction 

Organizations have become dependent on the safety and security of their com-
puter networks and their organizational computing devices. However, organiza-
tional computing devices such as desktops, notebooks, and smart phones are in-
creasingly becoming targets of cyber-attacks. Information technology (IT) has 
evolved into its own industry with global networks of interconnectivity, such as 
the internet.  

The field of information security has developed, along with security devices 
such as firewalls, intrusion detection systems, and password procedures. These 
devices and procedures are designed to help protect organizations from the mi-
suse and abuse that have developed along with interconnectivity and the inter-
net. As such, business and government often use defense in-depth information 
assurance measures across their enterprises to plan strategically and manage IT 
security risks. This research study explores whether the analytical hierarchy 
process (AHP) model can be effectively applied to the prioritization of informa-
tion assurance defense in-depth measures.  

Scholar-practitioners may be interested in this research because, according to 
[1], cyber threats pose a significant risk to economic and national security. In 
response to these threats, the President, legislators, experts, and others have 
characterized cyber security, or measures taken to protect a computer or com-
puter system against unauthorized access or attack, as a pressing national secu-
rity issue. There is a question of whether conventional information assurance 
(IA) process guidance and practice, even if substantially reformed, can ade-
quately respond to the recurrent problems and contemporary challenges of cy-
ber-attacks [2]. 

Organizational computing devices are increasingly becoming targets of cyber- 
attacks. The organizational computing device security topic is of interest to 
practitioners since reporting useful findings is an important part of IT security 
research. Integrating relevant theory and research into IT security is also critical. 
According to [3], one of the most dominant applications used by organizational 
computing devices is the e-mail delivery service. 

Theoretical/Conceptual Framework 

The best method to describe the theoretical/conceptual framework is to picture 
the variable interaction through the use of visualization. The framework for this 
study is the analytical hierarchy process (AHP) theory (Figure 1). Figure 1 also 
presents the interaction between AHP theory, information assurance, and re-
source inputs and outcomes. AHP is a decision-aiding method developed by [4].  
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Figure 1. Hierarchy of five defense measures. 

 
The study’s theoretical/conceptual framework, shown in Figure 1, identifies how 
information assurance variables interact with cost, ease of use, and effectiveness 
variables.  

According to an [5] article, “the goal is to quantify relative priorities for a 
given set of alternatives on a ratio scale, based on the judgment of the deci-
sion-maker, and stresses the importance of the intuitive judgments of a deci-
sion-maker, as well as the consistency of the comparison of alternatives in the de-
cision-making process”, using AHP methodology, a list of five information securi-
ty elements was identified and their relative importance was evaluated for this re-
search. Often, new models or theories are built by conducting scholarly research.  

2. Results 

The purpose of this chapter is to present the analysis which rejects the H0 null 
hypothesis that AHP does not affect the relationship between the information 
technology analysts’ prioritization of five defense in-depth dependent variables 
(anti-virus; firewalls; intrusion detection systems; passwords; and encryptions) 
and the independent variables of cost, ease of use, and effectiveness in protecting 
organizational devices against cyber-attacks. The data capture (recording) and 
coding methodology employed in this study was used to determine the best de-
fense in-depth choices from a list of decision alternatives. Finally, a summary of 
the results are included in this chapter. 

Investigative Questions 

The study design included nine investigative questions which provided founda-
tion for the main research questions. This section lists each investigative ques-
tion and includes the statistical analysis to explore each sub question. 

Investigative Question 1 
Of the five most common information assurance measures (firewalls, intrusion  
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Table 1. Implementation cost pair-wise comparison. 

Pair-wise Comparison 
Implementation Cost 

Passwords Antivirus Firewalls Smartcards IDS 

A. Passwords (3.76) 1.00 1.21 1.25 1.42 1.51 

B. Antivirus (3.10) 3.10 1.00 1.03 1.17 1.24 

C. Firewalls (3.00) 3.00 0.97 1.00 1.13 1.20 

D. Smartcards (2.65) 2.65 0.85 0.88 1.00 1.06 

E. IDS (2.49) 2.49 0.80 0.83 0.94 1.00 

Sum 12.24 4.84 5.00 5.66 6.02 

 
Table 2. Implementation cost standardized matrix. 

Standardized Matrix 
Implementation Cost 

Passwords Antivirus Firewalls Smartcards IDS W-Vector (Weight) 

A. Passwords (3.76) 0.31 0.25 0.25 0.25 0.25 26.20% 

B. Antivirus (3.10) 0.25 0.21 0.21 0.21 0.21 21.60% 

C. Firewalls (3.00) 0.25 0.20 0.20 0.20 0.20 20.90% 

D. Smartcards 2.65) 0.22 0.18 0.18 0.18 0.18 18.46% 

E. IDS (2.49) 0.20 0.17 0.17 0.17 0.17 17.35% 

Sum 1.2254902 1 1 1 1 
 

 
detection systems, passwords, and smartcards); rank them in terms of cost of 
implementation with 1 being the least costly and 5 being the most costly. A 
pair-wise comparison is shown in Table 1, and a hierarchical synthesis used to 
weight the eigenvectors is shown in Table 2. 

The consistency index (CI) (Λmax − n)/(n − 1), gives information about logi-
cal consistency among pair-wise comparison judgments in a perfect pair-wise 
comparison case. When CI = 0.0, there is no logical inconsistency among the 
pair-wise comparison judgments, or the judgment is considered 100% consistent 
[6]. The consistency ratio (CR) is a measure of how consistent the judgments 
have been relative to large samples of purely random judgements. If the CR is 
much in excess of 0.1, the judgments are untrustworthy [7]. 

In Table 3, the consistency ratio is provided. The consistency ratio of 0.01 
shows that the pair-wise comparison does not exceed 0.10 and is considered ac-
ceptable. The results of the information technology analyst survey and the AHP 
consistency index table (Table 3) show that passwords have moderately (6.55) 
less implementation cost than the other four information assurance measures. 

3. Discussion 

The knowledge gained from this investigation can help in the prioritization of 
information assurance defense in-depth and in the evolution of the existing 
frameworks. The results show that passwords are moderately (6.26) easier for 
management to use in comparison to the other four information assurance  
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Table 3. Implementation cost consistency index. 

Consistency Index 
Implementation Cost 

Passwords Antivirus Firewalls Smartcards IDS Sum W-Vector (Weight) 

A. Passwords (3.76) 0.31 0.25 0.25 0.25 0.25 1.31 6.55 

B. Antivirus (3.10) 0.25 0.21 0.21 0.21 0.21 1.08 5.40 

C. Firewalls (3.00) 0.25 0.20 0.20 0.20 0.20 1.05 5.23 

D. Smartcards (2.65) 0.22 0.18 0.18 0.18 0.18 0.92 4.62 

E. IDS (2.49) 0.20 0.17 0.17 0.17 0.17 0.87 4.34 

      
Lambda 5.23 

    
Consistency  

Index 
CI 0.05 

    
Consistency Ratio CR 0.01 

Note. p = cr < 0.10. 
 

measures and can be used by managers who have less information assurance 
training. Passwords also have moderately (6.38) less maintenance cost than the 
other four information assurance measures and can be used by organizations 
that operate on a limited budget. Additionally, firewalls are slightly (5.70) easier 
for employees to use in comparison to the other four information assurance 
measures. This can make it easier for personnel intensive organizations to pri-
oritize defense in-depth measures. The results show that firewalls are signifi-
cantly (7.88) more effective at stopping DoS attacks in comparison to the other 
four information assurance measures can be used to lower the number of attacks 
that organizations face. 

4. Conclusions 

The research concluded that the AHP process can play a role in the IT security 
of organizations. Further research of the current use of defense in-depth and 
potential weaknesses of current information assurance procedures may help ad-
vance IT security overall.  

The research conclusion that the AHP process can be used to prioritize de-
fense in-depth measures is affirmed, given the significant amount of AHP know- 
ledge that is published. The integration of the AHP process in defense in-depth 
decision-making can help to improve IT security. The use and implementation 
of AHP to prioritize defense in-depth measures could be an added asset in many 
organizations.  

Future research into the AHP, especially related to IT security may help im-
prove the understanding of how to design and deploy defense in-depth meas-
ures. This study also proposed an AHP structural and measurement model to 
help determine important factors in better understanding and implementing 
AHP in IT security solutions. The future of IT security should include additional 
exploratory models to advance understanding of why the current models are not 
substantially improving IT security. 
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5. Methodology 
5.1. Research Design 

This non-experimental survey research design was used to survey a simple ran-
dom sample frame of 954 active Survey Monkey registered information tech-
nology analysts. A link to the survey was emailed to Survey Monkey registered 
information technology analysts, asking them to prioritize five defense in-depth 
measures based on standard cost, perceived ease of use, and effectiveness. The 
prioritization was done using a Likert scale instrument with a (1 - 5) prioritiza-
tion of the five measures. 

5.2. Data Analysis 

The data analysis was conducted using a Likert Scale, with a (1 - 5) prioritization 
of the five defense in-depth measures and the AHP model to conduct a pair-wise 
comparison of each of the five measures. The research methods used in the study 
provided the advantage of using statistics to make inferences about larger 
groups, using very small samples, referred to as generalizability [8]. The findings 
are presented in the results section. 
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List of Abbreviations 

Consistency index (CI). (Λmax − n)/(n − 1) gives information about logical 
consistency among pairwise comparison judgments in a perfect pairwise com-
parison case. When CI = 0.0, there is no logical inconsistency among the pair-
wise comparison judgments, or the judgment is considered 100% consistent [6]. 

Consistency Ratio (CR). A measure of how consistent the judgments have 
been, relative to large samples of purely random judgements. If the CR is in 
excess of 0.1, the judgements are untrustworthy [7]. 

Defense in-depth. 
“Defense in-depth is the coordinated use of multiple security countermeasures 

to protect the integrity of the information assets in an enterprise. The strategy is 
based on the military principle that it is more difficult for an enemy to defeat a 
complex and multi-layered defense system than to penetrate a single barrier” 
[10]. 

Effectiveness. “The degrees to which objectives are achieved and the extent to 
which targeted problems are solved” [11]. 

Firewall. “A firewall is a network security system, either hardware- or soft-
ware-based, that controls incoming and outgoing network traffic based on a set 
of rules” [12]. 

Intrusion detection system. Host intrusion detection systems and network 
intrusion detection systems are methods of security management for computers 
and networks [13]. 

Lambda. The value equal to the number of factors in the comparison (n=4) 
for total consistency [14]. 

Password. “A password is an un-spaced sequence of characters used to de-
termine that a computer user requesting access to a computer system is really 
that particular user” [15]. 

Perceived ease of use. Perceived ease of use is the degree to which an indi-
vidual believes that using a particular system would be free of physical and men-
tal efforts [16]. 

Smart card. A smart card is a plastic card about the size of a credit card with 
an embedded microchip that can be loaded with data, used for telephone calling, 
electronic cash payments, and other applications, and then periodically refreshed 
for additional use [17]. 

Standard cost. “An estimated or predetermined cost of performing an opera-
tion or producing a good or service, under normal conditions” [18]. 

W-vector (Eigenvectors). Eigenvectors are derived from the eigenvalues of 
normalized measures, i.e., the proportion of the row/column factors divided the 
row/column sum [14]. 

 



 
 

 

 
Submit or recommend next manuscript to SCIRP and we will provide best 
service for you:  

Accepting pre-submission inquiries through Email, Facebook, LinkedIn, Twitter, etc.  
A wide selection of journals (inclusive of 9 subjects, more than 200 journals) 
Providing 24-hour high-quality service 
User-friendly online submission system  
Fair and swift peer-review system  
Efficient typesetting and proofreading procedure 
Display of the result of downloads and visits, as well as the number of cited articles   
Maximum dissemination of your research work 

Submit your manuscript at: http://papersubmission.scirp.org/ 
Or contact jis@scirp.org  

http://papersubmission.scirp.org/
mailto:jis@scirp.org

	Using the Analytical Hierarchy Process Model in the Prioritization of Information Assurance Defense In-Depth Measures?—A Quantitative Study
	Abstract
	Keywords
	1. Introduction
	Theoretical/Conceptual Framework

	2. Results
	Investigative Questions
	Investigative Question 1


	3. Discussion
	4. Conclusions
	5. Methodology
	5.1. Research Design
	5.2. Data Analysis

	Acknowledgements
	Declarations
	Ethical Considerations
	Consent for Publication

	Availability of Data and Material
	Competing Interests
	Authors’ Contributions
	References
	List of Abbreviations

