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Abstract 
A compound relay protection operation criterion is proposed based on Kir-
chhoff’s Current Law and abnormal data detecting algorithm. The abnormal 
data detecting algorithm are proposed after deep research on the abnormal 
data properties. The current transformer status monitoring system and cur-
rent phase angle detecting system is introduced. A simulation model contain-
ing different power sources and loads is established in Matlab. The simulation 
results show that this compound criterion can work quickly and reliably in all 
conditions. 
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1. Introduction 

The abnormal data is one of the most serious problems threating the safety op-
eration of smart substation. It is the data much bigger than the actual value and 
will influence the work of the relay protection system, make the protection start 
by error. There are many reports of the accident due to the influence of the ab-
normal data. How to decrease the influence of the abnormal data is a very urgent 
task. 

After deeply studying the properties of the abnormal data and the characters 
of the smart substations, this paper proposes a new protection operation crite-
rion by applying KCL (Kirchhoff's Current Law) and abnormal data detecting 
algorithm. The simulation result shows that this operation criterion works well. 
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2. Compound Criterion 
2.1. Flow Chart of the Compound Criterion 

The flow chart of the compound criterion is shown in Figure 1. In the power 
system, no matter the system is working normally or in fault status, KCL is always 
satisfied. Besides the occurrence of abnormal data, there are two other conditions 
where KCL may not be satisfied: 

1) When there is a fault on the busbar, KCL is not satisfied. The sum of the 
current phasors equals to the short-circuit current. 

2) When the current transformer breaks down, KCL may not be satisfied. 
In order to use KCL to detect the existence of abnormal data, it is necessary 

to overcome the influence of the two conditions above. 
In the compound criterion, the status of current transformers and busbar 

protection status are firstly inspected. If the current transformers work well  
 

 
Figure 1. Flow chart of the compound criterion. 
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and the busbar protection doesn’t start, then the satisfaction of KCL is veri-
fied. If the sum of current phasors satisfies KCL, the system unlocks all the 
protection; if KCL isn’t satisfied, the abnormal data detection algorithm is 
processed in each line. The system will lock the protection of the line detected 
with abnormal and unlock the protection of the line without abnormal data.  

By this criterion, only the protection on the line with abnormal data is 
locked. The protection safety and reliability is improved. The abnormal data 
occurs in a relatively low frequency, so in most cases the judgment system 
only spends time on verifying KCL. The calculation time spent on verifying 
KCL is very short, so this criterion works much faster than the traditional 
criterions which only use abnormal data detecting algorithm, as the criterion 
in [1] [2] [3]. This is a very big advantage of this compound criterion. 

2.2. Abnormal Data Detecting Algorithm  

According to the power system theory, no matter the system is in normal op-
eration or fault, the waveform of the current is always continuous. When an 
abnormal data occurs, there is a mutation on that point and the waveform is 
not continuous. Using this character, the abnormal data can be distinguished. 

Supposing f(x) is the sampled signal, the abnormal data occurs in the nth 
point. 

( ) ( ) ( 1)f n f n f n∆ = − −                         (1) 

( 1) ( 1) ( )f n f n f n∆ + = + −                        (2) 

1) There is a mutation in the abnormal data, so we have: 

1

1

( )

( 1)

f n

f n

ε

ε

 ∆ >

∆ + >

                           (3) 

2) The waveform is not continuous at the abnormal point, so we have: 

2( ) ( 1)f n f n ε∆ − ∆ + >                         (4) 

1ε  and 2ε  are two threshold values and could be calculated as following: 
For a sinuous signal ( ) sin( )f t A tω φ= + , 

' ( ) cos( )f t A tω ω φ= +                         (5) 

'' 2( ) sin( )f t A tω ω φ= − +                       (6) 

So ' ( )f t Aω≤  and 2''( )f t Aω≤ .We can choose 1 1K Adtε ω= , 
2

2 2K Adtε ω= . dt  is the sample time interval, K1 and K2 are two safety fac-
tors. 

2'
2 ( )( ) f tA f t

ω
 

= +  
 

                        (7) 

In order to increase the speed of the detection algorithm, for the nth point, we 
can use the average amplitude calculated by point n − 1, n − 2 and n − 3 directly 
instead of calculating the amplitude at the nth point. 
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2.3. Current Transformer Status Real-Time Monitoring 

It is very important to know whether the CT (current transformer) is func-
tioning normally in this algorithm. According to the real engineering expe-
rience, the CT status can be classified to short-circuit, open-circuit and nor-
mal operation and the status is related to the CT current loop impedance. 
Reference [4] proposes a CT status monitoring method, as shown in Figure 2. 

The current loop consists of CT0 and CT1. CT0 is a double-output current 
transformer. The status of CT0 can be obtained by measuring the impedance 
value of CT1. When CT0 is in short-circuiting, normal operation and 
open-circuit status, the impedance of CT1 changes much, which leads to the 
output voltage in the secondary side varies differently. The experimental re-
sults by [4] is shown in Table 1. 

From the experimental result, we can find that there is a big gap of the output 
voltage among the three statuses. By observing the output voltage, we can moni-
tor the current transformer’s real time status. 

2.4. Current Phase Real-Time Measurement 

In order to sum up the current phasor, it is necessary to measure the current 
phase. In this paper, the soft phase lock loop (Figure 3) is chosen to obtain the 
real-time phase as shown in [5]. 

 

 
Figure 2. Structure of CT status monitoring facility. 

 
Table 1. Output voltage in different status. 

CT Status Output voltage (V) 

Short-circuit 0.2 

Normal operation 0.4 - 1.4 

Open-circuit 1.8 
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Figure 3. Frame of soft phase lock loop. 

 
The three-phase current vector is, 

cos( )
cos( )
cos( )

a

b

c

i I t
i i I t

i I t

ω
ω θ
ω θ

   
   = = −   
   +   

                      (8) 

I is the phase-to-ground amplitude of the current, 120θ °= . The phase angle 
of phase A is tφ ω= , the estimated phase angle of phase A is 'φ φ φ= − ∆ , φ∆  
is the error of the estimated phase.  

After exhausting the synchronous reference frame transformation with 'φ  
chosen as the rotating phase, we can get 

( ) cos( ') cos( )2 2
( ) sin( ') sin( )3 3

d

q

i t t
I I

i t t
ω φ φ
ω φ φ

− ∆     
= =     − ∆     

             (9) 

( )di t  and ( )qi t  are the components on axis d and axis q. 
We can find from Equation (9): if there is no error in the estimated phase 'φ ,

0φ∆ = , ( )t 0qi = ; if 0φ∆ ≠ , the value of φ∆  is related to the value of ( )tqi . 
After the lead/leg adjustment component, the error of estimated angular fre-
quency is obtained. By the adjustment of angular frequency, the accurate phase 
and angular frequency of the current is obtained. 

3. Simulation 

In order to test the effectiveness of the criterion, a simulation model is estab-
lished as shown in Figure 4. 

In the simulation system, G1, G2, G3, G4 are four three-phase sources; M1, M2, 
M3 and M4 are four three-phase loads; I is the bus bar of the system. The para-
meters of the four sources and four loads are chosen differently in order to test 
the effectiveness of the criterion in all possible conditions. The parameters of the 
sources and charges are shown in Table 2 and Table 3. 

The simulation result of the protection of transmission line L1is shown in Ta-
ble 4. 

Case 1: There are no abnormal data in the system. 
Case 2: The abnormal data occurs only in L1. 
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Figure 4. Simulation model. 

 
Table 2. Source parameters. 

Source name 
Phase-to-phase rms 

voltage (kV) Power factor Initial angle of phase A (˚) 

G1 35 0.8 0 

G2 50 0.9 90 

G3 50 0.9 180 

G4 35 0.8 270 

 
Table 3. Load parameters. 

Load name Active power (kW) Power factor Load character 

M1 4000 0.9 Inductive 

M2 4000 0.9 Capacitive 

M3 8000 0.6 Inductive 

M4 8000 0.6 Capacitive 

 
Case 3: The abnormal data occurs in at least one line among L2, L3 and L4. 
Case 4: The abnormal data occurs in L1 and at least one line among L2, L3 and 

L4. 

4. Analysis of Simulation Results and Conclusion 

It can be concluded from the simulation results that regardless of the character 
of the sources and charges, by this operation criterion, the influence of abnormal 
data can always be avoided. This criterion can improve the reliability of the pro-
tection. 

The electronic transformers are being more and more widely used, the re-
search on how to detect the abnormal data and how to avoid the influence of 
abnormal data is becoming more and more important. How to make the protec-
tions keep working normally instead of unlocking them when the abnormal data  
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Table 4. Simulation results. 

Fault position 
Abnormal 

data 
Theoretical command on 

the protection on L1 
Real command on  

the protection on L1 

KI1 
Case 1, 2, 

3, 4 
Unlock the protection Unlock the protection 

KL1 Case 1 Unlock the protection Unlock the protection 

KL1 Case 2 Lock the protection Lock the protection 

KL1 Case 3 Unlock the protection Unlock the protection 

KL1 Case 4 Lock the protection Lock the protection 

KL2 or KL3 or KL4 Case 1 Unlock the protection Unlock the protection 

KL2 or KL3 or KL4 Case 2 Lock the protection Lock the protection 

KL2 or KL3 or KL4 Case 3 Unlock the protection Unlock the protection 

KL2 or KL3 or KL4 Case 4 Lock the protection Lock the protection 

KM1 Case 1 Unlock the protection Unlock the protection 

KM1 Case 2 Lock the protection Lock the protection 

KM1 Case 3 Unlock the protection Unlock the protection 

KM1 Case 4 Lock the protection Lock the protection 

KM2 or KM3 or KM4 Case 1 Unlock the protection Unlock the protection 

KM2 or KM3 or KM4 Case 2 Lock the protection Lock the protection 

KM2 or KM3 or KM4 Case 3 Unlock the protection Unlock the protection 

KM2 or KM3 or KM4 Case 4 Lock the protection Lock the protection 

 
occurs should be the research direction in the future. 
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