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Abstract

Nowadays, the major part and most standard networks usually used in several applications are
Wireless Sensor Networks (WSNs). It consists of different nodes which communicate each other
for data transmission. There is no access point to control the nodes in the network. This makes the
network to undergo severe attacks from both passive and active devices. Due to this attack, the
network undergoes downgrade performance. To overcome these attacks, security based routing
protocol is proposed with the security based wormhole detection scheme. This scheme comprises
of two phases. In this approach, the detection of wormhole attacks is deployed for having correct
balance between safe route and stability. Also, to ensure packets integrity cryptographic scheme is
used as well as authenticity while travelling from source to destination nodes. By extensive simu-
lation, the proposed scheme achieves enhanced performance of packet delivery ratio, end to end
delay, throughput and overhead than the existing schemes.
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1. Introduction
1.1. Wireless Sensor Networks (WSNs)

The Wireless Sensor Networks contain several mobile nodes which form communication among themselves
without a fixed infrastructure. It is frequently used in special situations such as in emergency operations on nat-
ural or manmade disasters, rescue activities, battle fields or seminar halls particularly in areas where no infra-
structure fixed or destroyed such infrastructure. A node may either function as an end node or between source
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and destination nodes as a router forwarding the data packets. So there is a need of effective routing mechanism
which needs to maintain acceptable service quality during communication between nodes.

As discussed in [1], recently chip technology development makes the handheld devices have faster processing
power and consume less energy. There are wired and wireless significant differences in the network. The wired
networks have relatively high topology and bandwidth which varieties irregularly. In dissimilarity, wireless net-
works have limited bandwidth resource, and their nodes have high mobility. Furthermore, it have high rate of link
breakage, which leads to high partitioning rate of the network. So, the classic Bellman-Ford based routing protocols
incur too much overhead and take long time to converge and not suitable for ad hoc network. In WSNs, the mes-
sages may be forwarded through multiple hops due to the range limitation of radio transmission in each mobile
computer. Discovery paths, i.e., routing is an essential mechanism to support the multiple hop radio transmissions.

Also, the node mobility and limited communication resources make routing very difficult in WSNs. The ex-
isting path can break by the causes of regular topology changes by the mobility. The frequent changes of topol-
ogy have to be adapted by the routing protocol quickly and need to find out new paths efficiently. On the other
hand, in WSNs, the limited resources of bandwidth and the power are very challenging for rapid reworking.
More importantly, resource constraints in WSNs require a routing protocol to fairly distribute routing tasks
among the mobile hosts. As a result, power energy quickly may reduce by the heavily loaded hosts, which will
lead to the failure and networks partitions of the application sessions. Obviously, here is a claim for a new
routing strategy to solve these issues.

As an alternative to single shortest path routing, the multipath routing is proposed in the network to distribute
load and alleviate congestion. In multipath routing, traffic certain to a destination is split across multiple paths to
that destination. In other words, multiple “good” paths instead of a single “best” path for routing is consider in
the multipath routing. It establishes multiple paths between pairs of begin and end of the communication net-
work and thus requires more hosts to be responsible for the routing tasks.

1.2. Wormbhole Attacks in WSNs

In the network, the attacker obtains the packets at one location and passageways packets to another location.
This is carried out between two colluding attackers as a wormhole. This process is established through a wired
or single long-range wireless link between the two colluding attackers. As well as, the attacker can even create
packet with wormhole by the nature of radio channel broadcast for not to addressed to them.

In Figure 1, the malicious nodes (P and Q) are encapsulating the packet data’s and the lengths of rout are fal-
sified. The route discovery is initiates the route to form from source to destination as new route.

In this case of {P - P - Q — R — Q}, through the existing route the Q will pass and encapsulates the re-
quest of route, if P receives a Route Request from S. When Q receives request for D then it show the travel {S
— P — Q — D} and the packet header will update by neither P nor Q. After route discovery, the unequal route
length from s is defined in the destination that it has two routes i.e. one is 4 and another is 3.

If the route reply is back to P from Q tunnels then, S would incorrectly deliberate the path to D through P and
it is well than the path from R to D. Thus, the intermediate nodes are prevented from appropriate increment of
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Figure 1. Wormhole attack.
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the metric used to measure path lengths by using tunneling. As well as, if the wormhole is properly used for ef-
ficient packets relaying then no harm will be. In the network, the attacker is placed in an influential position
when associated with the other nodes for the network security purposes.

The wormhole attack is particularly dangerous against many ad hoc network routing protocols in which the
packet transmission of the nodes hear directly from some node consider themselves to be in range of that node.
Figure 2 shows the wormhole attack process. In network, an attacker obtains packets at one point, tunnels and
replays in another point.

Due to the nature of wireless transmission, the attacker can generate a wormhole for not to address them,
since it eavesdrops to the attacker plotting at the opposite end of the wormhole. The communication link of pri-
vate is shared between the two malicious nodes. The wormhole can eaves drop the traffic, unkindly packets drop,
and attain man-in-the-middle attacks against the network protocols.

The paper is organized as follows. The section 1 describes with overview of WSNs and Wormhole attacks.
The section 2 deals with the literature survey. The section 3 is devoted for the implementation of proposed algo-
rithm. The section 4 describes the performance analysis and the last section 5 concludes the work.

2. Related Work

In this section, the survey related to the secure routing in the wireless network is discussed. T. Sakthivel and R.
M. Chandrasekaran [2] proposed Path Tracing (PT) algorithm is used to detect and prevent the wormhole attack
as an extension of DSR protocol. The discovery of DSR route process is carried out with the process of PT algo-
rithm in a path on each node. It computes per hop distance based on the value of RTT and using frequency ap-
pearance count the wormhole link is estimated. The normal link participates lesser than the wormhole link dur-
ing the process of routing. By using link frequent appearance count the link of wormhole is detected.

Shalini Jain and Dr. Sathir Jain [3] presented the novel trust-based scheme for identifying and isolating nodes
which produce a wormhole without engaging any cryptographic in the network. It is derived that trust levels in
neighbouring nodes is based on their authenticity of the routing protocol execution. This is used for the routing
decisions for the avoidances of communication through wormholes.

S. Madhavi and K. Duraiswamy [4] proposed a new methodology to detect and prevent the wormhole attack
during the route discovery process. In a reactive routing protocol, whenever the node initiates the communica-

Figure 2. A wormhole attack performed by malicious nodes A and B.
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tion process it checks the table of routing. It will send the packet only if the entry is available for the node of
destination otherwise it finds the path through Route Request (RREQ) and Route Reply (RREP) control packets.
Source sends the selection packet to the participants to inform valid path for this session. The proposed work has been
designed to use hello packets to the calculate decision count at every intermediate node to identify the malicious.

Revathi et al. [5] addressed few related works concerned with wormhole attacks. For the detection of worm-
holes the graph theoretic approach based on adjacency matrix is proposed in mobile ad hoc network. Until, the com-
plexity of computation in a mobile node not increasing which is resource constrained, this approach is beneficial.

Xu Su and Rajendra V. Boppana [6] proposed NEighbor Verification by Overhearing (NEVO), in which
nodes passively monitor (overhear) the broadcast type packets forwarding by their neighbours and use the send
and overhear times of transmissions of these packets for the moderate of the wormhole attacks. The synchro-
nized clocks, special hardware support, or any special capability are not required in NEVO. It can detect almost
all instances of wormhole attacks and is virtually liberated of the routing protocol used.

Issa Khalil et al. [7] proposed a protocol called MOBIWORP in mobile networks of multi-hop ad hoc and
sensor for mitigating the wormhole attack. It incorporates two protocols SMP and CAP-CV for differing degrees
of functionality afforded to a mobile node. They also proposed local and global isolation protocols that will
deactivate the ability of the malicious nodes from initiation of further attacks after detection, either in new or
current location. The MOBIWORP effects are demonstrated under various network conditions and mobility pat-
terns using simulations.

S. Sharmila and G. Umamaheswari [8] explored the transmission time based scheme to detect the wormhole
attack using AODV routing protocol. The transmission time of the route request and reply in the routing path
is calculated between all successive nodes. The additional control packet is transmitted between the suspected worm-
holes for further confirmation. The proposed work is able to detect the both the hidden attack and exposed attack.

Pallavi Sharma et al. [9] presented a mechanism which is helpful for detection and defend against the worm-
hole attack in ad hoc network is "multipath hop counting analysis” (MHA) which tolerant all route request at
destination node with in a fixed time period called time to live (TTL) period. In proposed solution, if sender
wants to send the data to destination, then secure path is required to create between sender and receiver with the
help of multipath hop count analysis and verification of digital signature. The malicious node presence in be-
tween the path will be identified because of the malicious node does not have its own legal digital signature.

Amol A. Bhosle et al. [10] presented a watchdog mechanism and time of flight to identify and overcome the
attacks of wormhole and black hole attack. Also, it improves the data security in mobile ad-hoc network. This
method is used in the network for the detection of black hole attack and then provides a new route to this node.
In a wormhole attack, intruders tunnel the data from end to end of the network. The leading distant network
nodes are make to trust that they are neighbours and making them communicate through the wormhole link.

Rakesh et al. [11] proposed a novel cross layer intrusion detection architecture towards determining the mali-
cious nodes and different types of DoS attacks by manipulating the available data across dissimilar layers of
protocol stack in order to improve the accuracy of detection. They have used cooperative anomaly intrusion de-
tection with data mining technique to enhance the proposed architecture. It is implemented fixed width cluster-
ing algorithm for efficient detection of the anomalies in the WSNS traffic and also generated different types of
attacks in the network.

Sandeep et al. [12] reviewed the literature available on cross-layer design, and categorized the survey on dif-
ferent features like definition, motivation, various cross layer proposals and their categories, evaluating factor
and various open challenges in this domain. When the channel is wireless then authentication of the wireless
terminal is a serious issue which can be solved by proper authentication of the wireless terminal. Physical layer
authentication in which the channel probing or channel estimation is used when integrated with the cross-layer
design can enhance the security of the network.

Ravneet Kaur [13] dealt with cross layer based miss detection ratio under variable rate for intrusion detection
in WLAN. Based on the decision of the combination of weighted value layer, cross layer based intrusions de-
tected. The decision on multilayer will reduce false positive rate. The obtained results from using physical and
MAC layer is being compared with the traditional techniques.

K. Srinivas, A. A. Chari [14] proposed the cross layered model of congestion detection of a control mechan-
ism which contains Zone level Egress Regularization Algorithm [ZERA], energy efficient congestion detection
and Zone level Congestion Evaluation Algorithm [ZCEA], which is a hierarchical cross layer based control
model and congestion detection approach. By experimental results the proposed approach achieved the better
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resource consumption and energy efficiency in congestion control and detection.

V. Thilagavathe and Dr. K. Duraiswamy [15] proposed the cross-layer based technique to overcome conges-
tion that occurs in MAC and transport layer in WSNS. The proposed system was functional over an Ad hoc on
demand Multipath Reliable and Energy Aware QoS Routing Protocol (AOMP-REQR). The procedure of addi-
tive increase and multiplicative decrease (AIMD) was applied for rate based congestion control of transport
layer protocol. The transmission is established by the congestion free route without execution of rate control
only if source receives the status of congestion information from both MAC and transport layer simultaneously
for the same route.

Shitalkumar Jain et al. [16] reviewed that signal strength based measurements used to improve such packet
losses and not necessary to retransmit the packets. So, the node and link based signal strength can be measured.
A node avoids congestion by choosing alternate path when there is weak signal strength.

Rajkumar, G. et al. [17] proposed congestion aware multi path routing protocol for the losses reduction of
congestion detection. The congestion control technique is followed which proactively notices the congestion
level of link and node and also performs congestion control using the fault-tolerant multiple paths. The approach
of congestion detection is based on buffer. On reception of a data packet, each intermediate node observers its
current size of buffer and estimates the running average value using the expression of exponential weighted
moving average. If the predefined threshold is lesser than the average value, then the congestion is detected.
Whenever the source node obtains the packet of the congestion control sent by the congested node, it executes
the congestion control approach. This proposed scheme permits more nodes to recover a dropped packet.

Kazuya et al. [18] analysed a routing protocol that reduces the network congestion by using multi-agents for a
Mobile Ad hoc NETwork (MANET). MANET is a multi-hop wireless network with the components such as
PDA, PC and mobile phones are mobile. The components can communicate without going over and done with a
server with each other. The two kinds of agents are engaged in routing. One is Routing Agent gathers informa-
tion about network congestion with the link failure. The other is a Message Agent which uses the data to get to
their destination nodes.

3. Proposed Work—Security Based Routing Protocol (SRP)

The future wormhole attack detection mechanism is includes with the security based routing protocol in two

phases. In this approach, the worm hole attack is detected is inaccessible using alternate path discovery. It is

based on mobility and the design is carried out in protocol layers. The data integrity and authenticity can be pro-

vided using IRSA algorithm. By this reliable protocol of routing is implemented for defending against the at-

tacks of wormhole.

Reliable Routing Protocol for Defending Against Wormhole Attacks

1) Source node S sends a message to Destination node D in order to create a shared secret session key for the
communication link using IRSA algorithm.

2) If Source node receives a reply message from Destination node within the Network Cross Time (Ncr).

3) Then, it is the maximum expected time in milliseconds waiting for receiving of a Route Reply (RREP) after
sending of Route Request (RREQ). Then

4) Source and Destination node D implements the Improved Reverse Shamir Adleman (IRSA) algorithm.

5) S sends an encrypted with the secure session key message SSK-ERP to the destination using the Advance
Encryption Standard (AES) and records the current time tery,.

6) D decrypts the SSK-ERP and includes its destination ID number. It encrypts the SSK-ERP using AES and
send back to the Source node.

7) If Source node S does not receive the SSK-ERP within the Network Cross Time. Then,

8) S considers the route R is attacked by wormhole attack.

9) S deletes the route R from its routing table.

10) Source node S informs the misbeh-ward with the next hop node and exit.

11) Else, stores the receiving time tey,

12) S determines the Original Traversal Time (O+7). The time from sending of RREQ until the receiving of a
RREP.

13) If the O+t is less than or equal to Original Threshold Traversal Time (Torr). Then estimate as the combina-
tion of Probability of misbehaviour ratio and Packet Loss Rate.
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14) The route is considered as a Safe Route and exit.
15) Else, S considers the route R is attacked by wormhole attack and continues with step 7 until it reach safe route.
16) End if the probability of Misbehavior Ratio (MR) and the Packet Loss Ratio (PLR) is defined as

Il{e(t):o|}dK (t)

P (tvtz) =2 1)

t

[dK (1)

4

b - Max(O, P+ )>< Pop % P ack @
MR = P
TR

where, K(t) is for the user packets arrival process. Here, the number of user packets sent in [t;, t,] is represents
by the denominator and the numerator represents the number of lost user Packets. Pgp represent the probability
of bad packet occurrence, P ack as the probability of acknowledgement packet lost due to link failure and P as
a total number of packets received. The procedure of the proposed system is given below. According to the steps
the execution of the proposed approach is carried out in the network.

Encryption and Decryption:

Encryption:

o Original plain text (a block value) =F ... F < N.
e Chipertext=C...C=(F*E) mod N
C=F'modN
Send encrypted data X and session.
o Y =Ksim(F), T = Kpub(Y),
o Y =Kpri (T), F =Ksim(Y)

Get private key from file
o Initialize the data for decryption with private key and with session key.

Decryption:

o Chiper text = C;
e Plaintext = F;
F=C"mod N

(or)

e By Using CRT

M1 =C* mod P

M2 = C* mod Q

H=(M1- M2)invQ mod P

Y =M2+(Q*H)
where, KD referred as key derivation function; EN as an encryption function; DE as a decryption function; MA
as a message authentication code.

Proposed Packet Format:

As shown in Figure 3 the proposed packet format is carried out. Here the ID of the source and destination
node (S ID and D ID) carries 2 bytes. Third one is authentication status of the node. The authentication status
(AS) induces the whether the transmission of packets are travelled through authenticated route. The packet
integrity status (PIS) is indicated in the fourth field. It determines how much transmission of the genuine
packets is carried out between source and destination node. It also determines whether packet contains autho-
rized information. In fifth, the misbehaving rate (MR) is allotted to ensure detection of misbehaviors. The last
filed CRC i.e. Cyclic Redundancy Check for error correction and detection in packet while route maintenance
process.

‘ SID ‘ DID ‘ AS ‘ PIS ‘ MR ‘ CRC ‘
2 2 4 4 4 2
Figure 3. Proposed packet format.

1948
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4. Performance Analysis

In this section, the simulation of the proposed work is carried out by using Network Simulator tool with version
2.34. The performances of the proposed system and the comparison analysis are presented. In this simulation
tool, the C++ language is back end language and tool command language (tcl) is front end language. The basic
advantage of this tool is more updating compare to Glomosim, JIST and Qualnet etc. In our simulation, 100 mo-
bile nodes move in a 1000 meter x 1000 meter square region for 100 seconds simulation time. The transmission
range of 200 meters is same for all nodes. The simulated traffic is Constant Bit Rate (CBR) and Poisson traffic.

The simulation results are presented in the next part. Here, the proposed SRP is compared with the FTD [18]
and SZRP [19] in presence of congestion environment. The performances are evaluated according to the fol-
lowing metrics.

Packet Delivery Ratio: This factor indicates that ratio of number of packets received to the number of pack-
ets sent.

Misbehavior Ratio: The number of routing control packets are affected by the wormhole attacks.

End to end Delay: The delay in the packet from source to destination during the transmission.

Overhead: It is the ratio of number of control packets received to the total number of packets being sent.

The simulation settings and parameters are summarized in Table 1.

Figure 4 shows the results of packet delivery ratio for varying from 10 to 50 secs of the simulation time.

Table 1. Simulation settings and parameters.

No. of Nodes 200
Area Size 1200 x 1200
Mac 802.11
Radio Range 250 m
Simulation Time 70 sec
Traffic Source CBR
Packet Size 512 bytes
Mobility Model Random Way Point
Protocol Dynamic Source Routing
Pause time 5 msec
| | xgraph V: ] VE- ?7

c
- Pktdeliveryratio(%)

Deliveryratio(%)

100.0000F=1— SRP
S ——— | FTD
90.0000 !
SZRP
80.0000:
70.0000 S

Ty \
60.0000

50.0000

40.0000; \

30.0000:

L

20.0000:

T

10.0000  15.0000 20.0000 25.0000 30.0000 35.0000 40.0000 45.0000 50.0000

Simulationtime(ms)

Figure 4. Simulation time vs delivery ratio.
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From the results, SRP scheme has higher delivery ratio than the FTD and SZRP because of integrated crypto-
graphy scheme.

Figure 5 presents the comparison of communication overhead. It is clearly shown that the overhead of SRP
has low overhead than FTD and SZRP.

Figure 6 shows the results of Mobility Vs End to end delay. From the results, we can see that delay of SRP is

xgraph
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lower than FTD and SZRP while varying the mobility from 10 to 100 ms.

Figure 7 presents the comparison of authentication rate while varying the simulation time from 10 to 50 secs.
It is clearly shown that the authentication rate of SRP has relatively high than FTD and SZRP.

Figure 8 presents the comparison of throughput while varying the number of nodes from 10 to 200. It is
clearly shown that the throughput of SRP has relatively high than FTD and SZRP.

xgraph

xgraph
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5. Conclusion

Due to the presence of attacks in WSNS, the nodes are easily impersonated by wormhole attacks. To overcome
the issue of wormhole attacks, we propose to design the security based routing protocol for ad hoc networks. We
achieve the detection of wormhole misbehavior using threshold value of network cross time. The integrated
cryptography scheme is developed to achieve the data integrity. The proposed work SRP achieves the better
packet delivery ratio, low delay and overhead than the existing schemes while varying the mobility, time,
throughput speed and number of nodes. In future, we extend this work to energy consumption model and au-
thentication approach.
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