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Abstract

Mobile Ad hoc Network (MANET) is a collection of mobile hosts with wireless interfaces that form
a temporary network without the aid of any fixed infrastructure or centralized administration. A
MANET is a type of ad hoc network that can change locations and configure itself on the fly. The
dynamic and cooperative behaviour of ad hoc networking without any centralized or unified con-
trolling authority for authentication and monitoring is sensitive to attacks that damage or exploit
the cooperative behaviour of ad hoc routing. Routing attacks lead to the most disastrous damage
in MANET. The main objective of this paper is to enhance the security against routing attacks in
MANETSs. Intrusion detection based on DAHT (Dual Authentication Hash Technique) entirely de-
pends on the end to end communication between the source and destination is employed here.
The proposed technique identifies the misbehaving nature of current node and the previous node
where it receives the information. DAHT is simulated with various parameters in NS2. The results
obtained are compared with existing mechanism. The results show that malicious detection,
overhead reduction and delay are better when compared to the existing system that is employed
in protecting the routing information.
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1. Introduction

For more than a decade, mobile ad hoc networks have found considerable interest as an area of research. An at-
tention-grabbing and complicated issue associated with ad hoc networks is its potential usage in areas where a
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required infrastructure support that is available in traditional networks no longer exists. Some applications in-
clude, an isolated remote space, a disaster affected area and virtual classrooms, etc. All the individual nodes as-
sociated with the ad hoc network are fully responsible for running the network services, implying that each and
every individual node in the network co-jointly functions as a router so as to forward the packets to their desti-
nation. It’s a hectic task for researchers to provide a comprehensive security for ad hoc networks with particula-
rized quality of service from all of its potential threats [1]. It becomes even tougher when the collaborating
nodes are mostly less powerful mobile devices.

A MANET with desired characteristics described above was initially developed entirely for military purposes,
as nodes are speckled over a battlefield and there is no specific infrastructure to help them to form a network [2].
In the years that followed, MANETSs were developed rapidly and have found increased usage in many applica-
tions, transforming from military to civilian and commercial uses, since setting up such networks can be done
without the help of any infrastructure or human interaction. Some examples are search and rescue missions, data
collection, virtual classrooms and conferences where laptops, Personal Digital Assistant (PDA) or other mobile
devices share wireless medium and communicate between each other. As MANETS have been used widely, the
security issue has been looked as one of the primary concerns. For example, most of the existing routing proto-
cols proposed for MANETS assume that every node in the network is cooperative and not malicious. There are
possibilities for the nodes in the network to be malicious or selfish. Therefore, even a single compromised node
can lead to failure of the entire network.

2. Routing and Security

In ad hoc networks, each node acts as a router. Routing is the process of selecting path in a network along which
to send network traffic. A specific set of communication rules by which nodes can communicate with each other
is a protocol. Routing protocol specifies how routers can communicate with each other. It use metrics to find
which path is best for the packet to travel in the network Metrics is the stand of measurement like Bandwidth,
Delay, Reliability and current load on the path. Establishing a valid, efficient and secure route between a pair of
node is the goal of the routing protocol so that messages are delivered in a timely manner. Routing protocols are
generally classified into three types [3].

i) Proactive Routing Protocols

ii) Reactive/Ad Hoc Based Routing Protocols

iii) Hybrid Protocols

2.1. Proactive or Table Driven Protocol

In Table driven routing protocol, every node maintains the network topology information in the form of routing
table. It periodically exchanges routing information. Routing information is generally flooded in the network.
Whenever node requires path to destination, it runs appropriate path finding algorithm. Frequent update of rout-
ing table results in high routing overhead. In this type of routing protocol, each node should maintain at least one
table to store the routing information.

2.2. Reactive or on Demand Routing Protocol

Routing protocols under this category do not maintain network topology information. Here, the routing proto-
cols create routes only when requested by the source node. A route discovery process is initiated by the source
node. These routing protocols do not exchange routing information periodically. Once the route is established, it
will be maintained by route maintenance procedure until either the destination becomes inaccessible or the route
is no longer desired.

2.3. Hybrid Protocols

Combination of proactive and reactive is hybrid protocol. To overcome the drawbacks in proactive and reactive
protocol it is used. It reduces the control overhead of proactive routing protocol and delay which occur due to
initial route discovery in reactive routing protocol. Nodes within a certain distance from node concerned or
within particular geographical region are said to be within routing zone of given node. For routing within zone,
table driven approach is used and for routing beyond zone on demand approach is used.
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2.4. Security

One of the primary and most important concerns associated with ad hoc networks is to provide a secure and re-
liable mode of communication among the mobile nodes in a hostile environment [4]. The nature of mobile ad
hoc networks poses a wide range of threats to the security. These include an open decentralized peer-to-peer ar-
chitecture, a shared wireless medium and a highly dynamic topology. This is the area where the MANET faces
the main problem i.e.: the ad hoc networks can be reached very easily by users and malicious attackers. If a ma-
licious attacker approaches the network, they easily may exploit or even disable the mobile ad hoc network.
Conventional methods of identification and authentication [5] are not applicable since the availability of a Cer-
tificate Authority or a key Distribution Center cannot be assumed to be available.

Considerable improvements have been formulated relating to different characteristics of MANETS that fo-
cuses on the fields related to routing protocols, clustering protocols, locations and mobility predictions. However,
the security aspects of MANETS have been rarely addressed. The security [6] attributes of MANET is shown in
the Figure 1.

e Confidentiality is to keep the information sent unreadable to unauthorized users or nodes.

e Authentication is to be able to identify a node or a user, and to be able to prevent impersonation.

e Integrity is to be able to keep the message sent from being illegally altered or destroyed in the transmission.

e Non-repudiation is related to a fact that if an entity sends a message, the entity cannot deny that the message
was sent by it.

o Auvailability is to keep the network service or resources available to legitimate users.

3. Related Work

Kejun Liu et al. [7] proposed the Two Acknowledgement (TWO ACK) scheme to mitigate the undesirable ef-
fects of misbehaving nodes. The basal idea of the TWO ACK scheme is that, when a node forwards a data pack-
et successfully over the next hop, the destination node of the next-hop link will send back a special two-hop ac-
knowledgment called TWO ACK which indicates that the data packet has been received successfully. Such a
TWO ACK transmission occurs only for a fraction of data packets, but not all. Hence a “selective” acknowl-
edgment is anticipated to reduce the increased routing overhead caused by the TWO ACK scheme. The behavior
of the node is judged only after observing its behavior for a certain period of time. In this paper, they present the
details of the TWO ACK scheme and their assessment of the 2ACK scheme as an add-on to the Dynamic Source
Routing (DSR) protocol.

Balakrishnan et al. [8] proposed a network-layer scheme called TWOACK, which is implemented as a simple
extension to any source routing protocol such as DSR. When a node forwards a packet, the nodes routing agent
verifies that the packet is received successfully by the node that is two hops away on the source route. This is
done through the use of a special type of acknowledgment packets, described as TWOACK packets. TWOACK
packets have very similar functionality as the ACK packets on the Medium Access Control (MAC) layer or the
TCP layer. A node acknowledges the receipt of a data packet by sending back a two-hop TWOACK packet
along the active source route. If the sender/forwarder of a data packet does not receive a TWOACK packet cor-

¢ Authentication

Figure 1. Cryptography based hard security services.
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responding to a particular data packet that was sent out, the next-hop’s forwarding link is claimed to be misbe-
having and the forwarding route is broken. Based on this claim, the routing protocol avoids the accused link in
all future routes, resulting in an improved overall throughput performance for the network. The S-TWOACK
(Selective-TWOACK) scheme is a derivative of the basic TWOACK scheme, aimed at reducing the routing
overhead caused by excessive number of TWOACK packets. They discuss their schemes in the framework of
the DSR protocol as an example of source routing schemes. The operation of the TWOACK schemes when used
with other source routing schemes is similar.

Syeda Iffat Naqvi, et al. [9] proposed a method that improves the strength of Hash Message Authentication
Code (HMAC), so that its resistance increases against the birthday attack and the exhaustive key search attack.
The Secret key which has been used in the calculation of HMAC is public to the sender and the receiver. They
generate the key by using a pseudorandom Message Digest 6 (MD6) hashing functions so that it becomes more
sheltered and hard to envisage by a forgery. HMAC uses a cryptographic hash function denoted by h, and the
secret key k. Authors assumes h as a hash function in which data stream is hashed by repeatedly applying a fun-
damental compressing function on data divided in to | blocks where | is the number of blocks in m after being
padded. The length of these blocks in bits is denoted as b (where I*b is the length of padded message m in bits),
and the length of hash result in bits by n (for Message Digest 5 (MD5) n = 128 bits, for SHA-I n = 160 bits and n
= S12 bits for MD6). The length of the key K could be up to b, equal to the block size of the hash function.
Those applications which use the key larger than b bits will initially compress key by using h and later on uses
the resulting n bit string as the tangible key for HMAC. For any situation the minimum suggested length for K is
n bits (equal to the length of the hashed output).

P. Kiran Rao, et al. [10] used secure Hash Algorithm-1 (SHA-1) in ad hoc networks to guarantee the integrity.
By using SHA-1 algorithm authors believe that hash value could to protect the hop count. To the hop count field,
hashed value are send along with the packets, by this the node which forward the false routing information i.e.
malicious node can be defended effectively. CA-AOMDYV (Channel Aware ad hoc multipath distance vector
routing) protocol is proposed in this to achieve secure routing in MANET. SHA-1 is used to detect man-in-
the-middle attack in MANET.

Vanesa Daza et al. [11] proposed cryptographic techniques to set up a secure mobile ad hoc network. The en-
tire process is self-managed by the nodes themselves, without any trusted party. New nodes are able join the
network and can obtain the same capabilities as initial set of nodes; further, every individual node obtains a pair
of secret/public keys to secure and authenticate its communication. Two extended features of this system are, it
permits the implementation of threshold operations (signature or decryption) involving subgroups of nodes in
the network and that any subgroup with a small number of nodes can obtain a common secret key without any
communication after the set up phase. The first property is attained by the use of secret sharing techniques. The
second property is derived from the usage of symmetric bivariate polynomials to allow dynamic sets of nodes.
The third property is the abstention of individual secret/public keys, they propose two possibilities, depending
on the type of scenario where these keys are going to be used. Authors believe that interesting extensions can be
done to the threshold cryptography. Suppose the MANET is splitted into different subgroups of nodes based on
some common characteristics (for example, members of the same team in multiplayer computer games). Then it
exhibits how it can be extended to allow threshold decryption; that is, a message intended for a certain group SG
can be decrypted only if enough number of nodes in subgroup cooperate.

Elhadi M. Shakshuki et al. describes an intrusion-detection system termed as Enhanced Adaptive AC Know-
ledgment (EAACK) [12] specially designed for MANETS. This system is primarily designed to overcome three
of the six flaws of Watchdog method namely false misbehavior, limited transmission power and receiver colli-
sion, i.e. it detects packet dropping attack. The three main and essential parts of the proposed system are Ac-
knowledgment (ACK), Secure-ACK (SACK), and Misbehavior Report Authentication (MRA) along with the
Digital signature technique. ACK is typically an end-to-end acknowledgement scheme. S-ACK is an improved
form of TWOACK scheme. The sink node needs to send back an acknowledgement packet to its corresponding
source node. If this source node does not receive any ACK packet then the system switches to S-ACK. Detect-
ing the misbehaving nodes is the primary function of S-ACK. In this detection, authors consider a group of three
nodes (N1, N2, and N3); the data is sent in the sequence of N1 — N2 — N3. Now N3 has to send the ack back
to N1. If node N1 doesn’t receive any ack from node N3 within a particular time then nodes N2 and N3 are con-
sidered as misbehaving nodes. The Misbehavior Report Authentication (MRA) scheme is designed to resolve
the problem of identifying the misbehaving nodes with the presence of false misbehavior report. Here RSA and
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DSA digital signature schemes are employed as mechanisms to ensure security.

Drawbacks

From the above survey it is observed that node false misbehavior plays a vital role. Those mechanisms men-
tioned above ensures security but at the cost of increased overhead and delays. The digital signature technique
that is used can delay or prevent the exchange of routing information which may lead to reduced routing effec-
tiveness, and also may consume excessive network or node resource, that leads to many new chances for possi-
ble Denial-of-Service (DoS) attacks through the routing protocol. DSA provide security to MANET with large
delay and overhead. Signature file size and key size is around 89 byte and 1024 bits respectively and output size
is very large.

4. Proposed System

In our proposed method a secured routing mechanism called the Dual Authentication Hashing Technique is em-
ployed to protect the routing packets instead of digital signature. Here it is assumed that no two compromised
nodes are colluding and are within two hops of each other. In the initialization phase, a common secret is distri-
buted among the two hop node group through management of the local node group.

4.1. Dual Authentication Hashing Technique

The digital signature technique is expensive and can produce huge overhead. But the security mechanisms of
DAHT are sufficient. At the same time each node can detect its neighboring nodes malicious behavior imme-
diately. In this approach, each node needs to distribute a common secret shared by its two-hop node group [13]-
[15]. For example source node needs to distribute secret key K to its two-hop node. This secret key has to be
maintained as secret, and the distribution is based on PKI. Each individual node in the ad hoc network has a dig-
ital certificate signed by CA, i.e. each of these nodes has a pair (public key, private key), and the public key is
widely known. The security mechanism of DAHT use key size of 160-byte. It has no signature file size and the
output size is less (when combined with MD5). The RREQ packets are authenticated with two hash values
which are used to check whether the received routing packet has been modified and to prevent the current node
from modifying the packet. The cryptographic hash function [6] used here takes as a message of arbitrary length
as input and generates as output a 128-bit (16 byte) message called digest also termed as MD5 hash or checksum
which is used to check data integrity.

Two local node groups are maintained by each node in ad hoc network. First group includes nodes within
one-hop range (1-H) and Second group includes nodes within two-hop range (2-H) except the nodes in first
group as shown in Figure 2.

The nodes resides in each other’s radio range can exchange their information with its first group so that it can
learn about the second group. Instead of digital signature to authenticate routing information Hash function is
adopted. It is fast and efficient under the assumption that colluding between two compromised nodes is not
possible and included that is within two hops of each other. Considering Dual authentication of hashing, one
authentication is used to authenticate routing packets which are received and second is used to prevent routing
information which is modified by the current (node ready to transmit) nodes.

Initial stage of this mechanism is to distribute common secret key to second group by makes use of local node
group. Source node distribute secret key (Ks) to 2-H without the knowledge of 1-H. This distribution is based on
PKI that is public key infrastructure. Each node in the network has public key and private key which is known
globally and which is kept secret. Nodes in the 2-H receives the source generated key Timely adjustment in the
distribution of common secret key is applicable for two cases.

Case 1: S also needs to distribute ks to the nodes which are newly joined to 2-H.

Case 2: S needs refreshing and redistributing ks, if nodes in 2-H become the number of nodes in 1-H.

DAHT mechanism is explained in various steps

Node S in 1-H group will have

O, = {A,B,C,D,E} through exchanging 1-H node with neighboring nodes, S can learn
Oa ={S,E,F,G}, Og = {S,C,H,1,J}, Oc ={S,B,D,J,K}, Op = {S,C,E,L}, O = {S,A M}

Then S can get its 2-H node group,
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Figure 2. One hop and two hop node group from source node.

Ts=(0aUOgUOcUOpUOg) —0s—-{S}
={F,GH,I,JK L M}
Each node must maintain its local node group timely due to mobility of ad hoc networks,
H() Public one way hash function used to authenticate the RREQ twice. So packet not only include
RREQ and also two hash value (A;,A,)
AL A, Two hash value

A To prevent the current node modifying packet

A, To check whether the received routing packet is modified
Step 1: Source S generate RREQ ={IDs, SN, HC, M} Where,

IDs - Identity of forwarding node

SN - Sequence number of the RREQ

HC - Hop count

M - Original message

Step 2: Source node multicast {IDy, SN, HC, M, A;, 0} to 1-H

Any x node in 1-H receives and identify as A; = H (IDs, SN, HC, M, K;) and A, = 0 (initially).

Before forwarding to 2-H, x node in the 1-H it increases the hop count value and copy A, from A; and calcu-
late new hash value, i.e. A; = H (IDf, SN, HC + 1, M, K,) and A, = H (IDf, SN, HC, M, K).

Where, K;is the secret key share by S and 2-H and Ky is the common secret key between node x and its 2-H
node group Ty.

Step 3: 1-H multicast {IDf, SN, HC + 1, M, A;, A,} to 2-H

In 2-H, the node which belongs to Z, (i.e. only in 2-H but not included in 1-H) on receiving {IDs, SN, HC + 1,
M, A;, Ao} use {IDs, SN, HC + 1, M} and Hash functions A; and A,,. Where, A; =H (IDs, SN, HC + 1, M, K,)
and A; = H (IDg, SN, HC, M, K) to calculate H (IDs, SN, HC, M, K) and compare with A,. From this accor-
dingly validate whether the routing packet was modified by the node x.

Step 4: If x node in 1-H wants to modify the packet before forwarding to 2-H. It has to forge A,. Since x be-
longs to 1-H it doesn’t know about the K secret key shared by S and Ts. under this hash function is crypto-
graphically secure and misbehavior of node x can be detect by the nodes within Z.

4.2. DAHT with MD5

Every time when a node originates RREQ, RREP or RERR message is generated. The concept of DAHT with
MD?5 is explained with the following steps:

1. Choose appropriate value of hash function h that is to be used to make message digest.

2. Set Hash_Function field by using h. Hash_Function = h, where, h is the value of hash function.

3. Get the value of Secret Key, from PKI system and add it to values of all the fields of message.
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4. Add two hash values Al and A2 to RREQ packet.

5. Set A2 = 0 (initially), A1 = H (IDf, SN, HC, M, K).

6. Calculate Message Digest by passing the values of all the fields with secret key to hash function h. Mes-
sage Digest = h (values of all the fields with added secret key), where, h is a hash function.

7. Broadcast RREQ packets with these A1 and A2 values to one-hop node group.

8. One-hop node group checks these Al and A2 values to verify the authenticity of packet.

9. Obtain the value of Secret Key, and add it to values of all the fields of received message.

10. Applies the hash function h to the values of all the fields of received message with added secure key.

11. Verify that the calculated message digest is equal to the value contained in the Message Digest field of
received message.

12. Before rebroadcasting RREQ find new hash values using secret key and perform the same.

The flowchart of the security mechanism is given in the Figure 3. This system is well capable of detecting
routing attacks mainly impersonation, hop-count modification, packet dropping, RREQ fabrication in MANET
in an efficient manner. DSR (Dynamic Source Routing) is used as the routing protocol here. The system perfor-
mance is compared with other routing protocol AODV.

5. Results and Discussions

Two security mechanisms i.e. Digital Signature Algorithm and DAHT are compared and results are obtained
here. In this set of simulation we consider a set of 50 nodes that are randomly deployed in flat space with a size
of 670 x 670 m> User Datagram Protocol traffic with constant bit rate is implemented with a packet size of
512B. Transmission range of nodes is set to 200 m. Here we consider various performance metrics.

Packet Delivery Ratio (PDR): PDR can be defined as the ratio of packets received at the destination node to
the number of packets sent by the source node. Both security schemes provide the same packet delivery ratio. In
both the cases, as the number of malicious nodes increases the value of PDR decreases as shown in Figure 4. As
the number of malicious nodes increases, more packet drops occurs, more message modifications occur and thus
the number of packets reaching the destination decreases. Both the schemes provide more or less the same secu-
rity.

Routing Overhead (RO): RO defines the ratio of the amount of routing-related transmissions [Route RE-
Quest (RREQ), Route REPly (RREP), Route ERR or (RERR)] to the amount of data transmissions.

In both these schemes the routing overhead increases as the number of malicious nodes increases as shown in
Figure 5. Less routing overhead is employed in DAHT when compared to DSA technique. In DSA, keys and
signatures have to be generated along with the input message. This results in large output size and the processing
power consumption is high. But in DAHT no signature files are generated only two hash values are added to the
route request packets.MD5 hash function is used and output size is around 128 bits only. Hence RO is less for
DAHT when compared to DSA.

Original Msg Sif;:(liv;/([isg Secret Key
<
Secret Key A4
4 Message Generated
Digest Message Digest

Hash Function

\lf ¥ No

Message
Digest Invalid Msg

\L Yes

Secured Msg
Valid Msg

Figure 3. MD5 with secret key.
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Malicious nodes Vs PDR
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Figure 4. Comparison of existing system and proposed system in terms of packet
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Figure 5. Comparison between existing system and proposed system in terms of
routing overhead.

Here as the number of malicious nodes increases the delay increases as shown in Figure 6. In the proposed
system the delay is reduced when compared to that of the existing system, since the processing time required for
DAHT is less. In the existing system, DSA technique is used where signature files are generated along with in-
put messages and its encoding and decoding consumes more time.

Here the performance metric PDR is calculated for the DAHT technique using two protocols DSR and AODV
as shown in Figure 7. DSR protocol has higher PDR compared to AODV protocol. In both DSR and AODV,
PDR decreases as the number of malicious nodes increases.

DSR protocol exhibits higher end-end delay compared to AODV protocol. AODV protocol is loop free and
hence has lesser delay. In both, these protocols end-end delay increases as the number of malicious nodes in-
creases as shown in Figure 8.

Here the performance metric end-end delay for the DAHT technique is compared for different number of
nodes. The delay increases as the number of nodes increases. Since the delay is calculated with number of mali-
cious nodes, higher the number of malicious nodes in the network, higher the processing time required and also
more time is required for transferring greater number of advertisement packets. Hence this result in increased
delay as the number of nodes gets increased.

6. Conclusion

Here the two security mechanisms DSA and DAHT are compared for different protocols. Both these mechan-
isms ensure reliable security with high malicious detection rate. These systems are capable of preventing the
routing attacks in MANETS very effectively. DAHT also provides less routing overhead and delay compared to
DSA. So DAHT is considered as a better technique to ensure security in MANETS. Further this work can be ex-
tended to prevent Denial of Service (DoS) and other attacks. The proposed DAHT identifies the intruder who
modifies packet and isolates it from the routing path. In the future, the temporary and permanent isolation of
nodes can be considered so that delay can be reduced further.
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Malicious nodes Vs End-End
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Figure 7. Comparisons of two protocols DSR and AODV
in terms of PDR.
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