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Abstract: How to analyze and depict the propagation characteristic of network worms is the basis of re-
searching on worm defense. In this paper, network worms were researched on and the propagation behavior
of network worms based on simple epidemic model in the self-defined campus network was simulated by
SSFNet, which is an open source network simulation tool. Then the propagation speed of several network
worms based on different scanning strategies was analyzed and compared. The simulation results show that
the worm scanning strategies impact the network worm propagation speed tremendously.
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Figure 1. Functional structure of network worms
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Figure 2. Execute mechanism of network worms
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Figure 3. The number of connections of SSFNet and ns2
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Table 1. Comparison of memory consumption of SSFNet and ns2
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Figure 4. Network topology on the macroscopical AS level
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Figure 5. The campus network worm attack simulation scenario
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Figure 7. Propagation trend of Code Red worm, BGP routing worm
and Hit-list worm
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