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Abstract

A hybrid cryptographic system providing digital authentication is described and analyzed in this paper. The
proposed cryptosystem incorporates three features: complexity of the discrete logarithm problem, complexity
of integer factorization of a product of two large primes and a combination of symmetric and asymmetric
keys. In order to make the cryptosystem less vulnerable to cryptanalytic attacks a concept of digital entan-
glements is introduced. As a result, the proposed cryptographic system has four layers (entanglement-encryption-
decryption-disentanglement). It is shown that in certain instances the proposed communication cryptocol is
many times faster than the RSA cryptosystem. Examples provided in the paper illustrate details of the pro-
posed authentication cryptocol.

Keywords: Crypto-Immunity, Cybersecurity, Digital Authentication, Array Entanglements, Multi-Layer
Cryptographic Protection, Hybrid Cryptocol

1. Introduction and Basic Definitions

In this paper a hybrid digital signature cyber-secure com-
munication system is described and analyzed. In order to
make this cryptosystem faster and less vulnerable to
cryptanalytic attacks a concept of entanglements is in-
troduced [1,2]. Furthermore, in this cryptographic proto-
col there are four layers (entanglement-encryption-decry-
ption-disentanglement). Since there is no one-to-one
mapping between a plaintext block and the correspond-
ing ciphertext block, this system of communication is
less vulnerable to plaintext attacks. The overall crypto-
graphic algorithm is a hybrid protocol that incorporates
three features: discrete logarithm problem modulo large
prime [3], factorization of a product of two large primes
[4] and a combination of symmetric and asymmetric

keys.
To describe the proposed cryptosystem, let’s consider
Al. Anarray m=(a,a,,.,a,) 1)

consisting of r blocks of a digitized plaintext that is to
be transmitted from a sender (Alice) to a receiver (Bob);
B1. Asquare rxr non-singular matrix E with

|[E|#0 and h=Em. (2)

In the paper h=(h,.,h) (€))
and E are respectively called a vector and matrix of

Copyright © 2010 SciRes.

entanglements [1].

C1. A sufficiently strong cryptographic protocol L that
is used for encryption of one of the entanglements, for
example, h;, with corresponding ciphertext c;.

In order to speed up the encryption/decryption proce-
dure and as a result to minimize the entire communica-
tion time it is necessary to minimize the amount of com-
putations. For that reason there is no necessity to encrypt
all other entanglementsh,;, where j =1, 2,..,i- 1,1+

1,., rand h is the encrypted entanglement. Indeed, if
h. is not known to a potential intruder, then he or she

must solve a system of r equations, where only r — 1
components of vector h are publicly known. In the
cryptosystem described below the size r of the array m is
a trade-off between crypto-immunity and acceleration of
the decryption: the larger the value of r, the faster the
overall communication protocol. On the other hand, the
larger r is, the less time is required to cryptanalyze the
entire message.

To avoid confusions, it is important to indicate the
following distinctions:

o The matrix of entanglement E (and non-linear map-
pings) discussed below are not secret keys as in an affine
cryptographic algorithm; all elements of matrix E are
publicly known;
¢ In contrast with the RSA and Rabin algorithms, n,

1JCNS



580 B. S. VERKHOVSKY

is a private key of the k-th user, not a public key.

2. Digital Signature Scheme

2.1. System Design Module (Users Establish their
Private and Public Key):

A2. All users agree on a large prime p and a generator g,
where
2<g<p-2 4)
Remark 1: selection of a generator for a large prime p
is a non-deterministic procedure. However, if both p and
(p —1/2 are primes, then
g:=Q@p-1/4 ()
is a generator [5].
B2. Each user selects large primes p, and q,, such
that

Py =0 =2(mod?3), (6)
and that their product n, satisfies two constraints:
ap<n <p )

C2. Each user computes her/his public key e, (en-
cryption key) and private key d,, where e, is co-
prime with z, , i.e.,

ged(z,,e ) =1 (8)
D2. Every user computes a multiplicative inverse d,
of e, modulo
z.=(p -1 -1 [4]
i.e, d, satisfies the equation
d.e, =1(modz,) (9)

E2. If Alice and Bob intend to secretly exchange
authenticated information, they establish a secret key
w,, :=g®mod p by using the Diffie-Hellman key ex-
change [3].

2.2. Encryption/Decryption Module (Alice Sends
to Bob a Plaintext Array m):

F2. Using an open channel Alice asks Bob to secretly
send to her Bob’s secret key n,;

G2. Bob computes x:=n,w,, mod p and sends x to
Alice;
she recoversn, :=xw,, mod p ;
H2. Using the RSA protocol Alice encrypts h, {see
()}
¢, =h’ modn,; [4]; (10)
12. Alice transmits the array {h,...h_;, ¢ h,;,..h}

IEURL IRAVERL FERERAL S
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to Bob;
J2. Bob decrypts ¢;:
v=c¢% modn,; {=h}; (11)
K2. Using h=(h,.,h ) Bob recovers all plaintext
blocks m=(a,,a,,..,a,);

L2. If the original array m is intelligible, but the re-
covered text is not, then Bob realizes that it was forged
by an intruder; otherwise Bob accepts authenticity of the
text.

2.3. Selection of Block Size and Matrix of
Entanglements

To make sure that the entanglements are smaller than
every n;, {otherwise the entire array m=(a,,a,,..,a,)
is not recoverable}, select the matrix of entanglement E
and such division of a plaintext onto blocks that the
maximal value of the i-th entanglement h; does not ex-
ceed ap, (N}

Example 1: Let m:=(a,b,c,d,e) and

h:(hlyhzahgthhs): (12)
where h, :=d +2e;h, :=a-2b;
h,:=2a-b+g;
(13)
h, =c—d+2e;

h.:=a+2b+c+d.

Then b =h,+ 3h,— (4h,+ h,+ 2h);
a=h,+2b; c=h—2a+b; (14)
d=h—a-2b-c;e=(h-d)/2.
Let’s specify that every block in m must satisfy a

threshold a, < t.
Then (13) implies that

maxh =5t<ap<n<p. (15)
Therefore, for every k = 1,..., r must hold
a <t<apl/s;

andif ¢ =2/3,then a <t<2p/15.

From the recovery procedure (14) it is clear that we
can compute all initial blocks a, b, c, d and e only if
we know all numeric values h;,h,,h,,h,,h, from (13).

Henceforth, this fact implies that it is sufficient to en-
crypt at least one of these entanglements to securely pro-
tect all five plaintext blocks.

Furthermore, it is necessary to notice that entangle-
ments themselves do not provide secure protection. In
the proposed cryptographic scheme instead of employing
just one layer (plaintext/encryption/ciphertext) we pro-
pose two layers (plaintext/entanglement/encryption/ci-
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B. S. VERKHOVSKY 581

phertext) between the plaintext array (a, b, ¢, d, e,...) and
ciphertext (c,,h,,h;,h, h,...).

Remark 2: The RSA algorithm discussed below is just
an example of how h can be encrypted. Any strong

cryptocol based on the complexity of factorization of n =
pq can also be used. The Rabin algorithm [6] or (hyper)
elliptic-curve cryptography [7-10] based on modulo
composite n are other possible applications.

2.4. Essence of RSA Digital Signature Algorithm

In order to demonstrate the advantages of the proposed
digital signature algorithm, let’s recall the RSA digital
signature algorithm [4,11]. Suppose Alice wants to send

to Bob a message m=(a,,a,,..,a,) Wwith a digital signa-

ture. Then for every k = 1, 2,...., r Alice signs a,

f.:=a’ modn, with her private key, then encrypts
it with Bob’s public key

¢, = f.® mod ng; (16)

and transmits the ciphertext c, to Bob over an open

communication channel. Bob decrypts x:=c" modnj
and then verifies the signature:

y=x*modn,; {y = m}; ()

If y is intelligible, then Bob accepts it as an authenti-
cated message from Alice.

3. Examples of Entanglements

3.1. Linear Transformations

Example 2: Let

hy=a+-+a,_,+a;h=-a+a+--+a; 18)
hy=a,-a,+---+4a,.;...h_ j=a+-—a_+a,.
Proposition 1: If all entanglements h,,h.h,,..h_;
are known and integer, then foreveryk=1,..,r-1

a, =(h,—h)/2 (19)
a =h—(a+a,+-+a_) (20)
and all a, are integers as well.
Proof follows from two observations:
e foreveryk=1,.,r-1 h=hy-2a,; (21)

eall hy,h,h,,.. h_, have the same parity which im-
plies that their pair-wise differences are even. Therefore,
every a;,a,,..anda, isaninteger. Q. E.D.

Complexity of recovery: It requires r — 1 subtractions
and divisions by 2 (binary shifts) to recover the first r —

Copyright © 2010 SciRes.

1 blocks in (19) and r — 1 subtractions to recover the last
block in (20).

If a sender (Alice) encrypts only s of all entanglements,
where 0 < s < r, then the intruder will not be able to de-
duce any blocks (provided that the matrix E is properly
selected and a portion of entanglements is encrypted with
a sufficiently strong PKC protocol). In an extreme case,
if s = 1, then the intruder must solve a system of equa-
tions Ea = g, where the matrix E is known but only r —s
elements of vector g are known. However, this is impos-
sible, because to find the blocks a,,a,,..,a, the intruder

must know all r elements of vector g.

3.2. Non-Linear Transformations

In the more general case, the entanglements can be
non-linear, i.e. h := E(a), and/or some components of the
transformation E(a) can be also encrypted. For example,
if h := Ea, then we can encrypt several elements of ma-
trix E. This approach is beyond the scope of this short
paper. It is important to bear in mind that the selection of
the transformation E(a) affects the computational com-
plexity of the recovery process.

The choice of the mapping E is important. If E is a
matrix, then it must be non-singular and selected in such
a way that the recovery will not become a computation-
ally formidable.

Example 3: Let’s consider an array of r plaintext
blocks h;,h,,...h_,,h and the following r entangle-

ments:
. 2 2. . 2 2.
h=a —a;h,=a, —a;;
A2 20 .
h,=a,-a;h =a+a,.

rr T

(22)

It is obviously sufficient to encrypt only one of the
entanglements. Then, after the decryption, we proceed as
follows:

wi=h +h,+ooth =af-al. (29)
Therefore,

a =(h+w/h);a =(h-w/h); (24
and fork from2tor-1

a =4/ a2-1 - hk—l : (25)

Combined with encryption these non-linear entangle-
ments provide secure protection and recovery for every
transmitted array. Yet, they require divisions of integers
and extraction of square roots, which are computation-
ally more complicated procedures.

3.3. Improper Entanglements

Example 4: Let
=2a +a,,h, =a +a,;
hl a’l 21772 ai 2 (26)
h,=a +a,+a,.,h =a +a,+ - +a,.

1JCNS



582 B. S. VERKHOVSKY

If r > 2, it is insufficient to encrypt only one of these
entanglements.
Indeed, if h,isencrypted, then forall 3<k<r

a =h -h_. (27)
In general, if i is fixed, i>2, and only h is en-
crypted, then
a =h—hy, (28)
andforall 3<k<i-1 and i+2<k<r
a =h -h_. (29)

Therefore, r — 2 blocks are cryptographically unpro-
tected in every array.

4. Trade-off Analysis

Every block in (16)-(17) requires four exponentiations
for encryption and decryption. In contrast, in the protocol
A.2-L.2 described above, (4)-(11), the array of r blocks
requires only one exponentiation for its encryption and
decryption. Therefore, the larger the transmitted array r
is, the more efficient the speed-up of A.2-L.2 is. If r =
100, then A.2-L.2 is four hundred times faster than the
RSA algorithm.

Furtermore, if n, <m<n,, then the RSA digital sig-

nature algorithm (16)-(17) fails to recover the original
plaintext m unless special measures are taken [4,11]. The
application of entanglements (linear or non-linear trans-
formations) is a tool that is proposed to accelerate the
encryption-decryption process. Although the entangle-
ments themselves do not provide protection, yet, when
used in combination with other measures, they decrease
the amount of computations necessary for the entire en-
cryption/decryption process.

It is necessary to mention that any detailed and credi-
ble quantification of the trade-off between the size r of
the array and cryptoimmunity requires analysis of all
strategies potentially available to the intruder. Yet to
qualitatively illustrate this point of view, let’s consider
an asymptotic case, where the size r of the transmitted
array of plaintext blocks is very large. From one point of
view, the larger r is, the more advantageous the proposed
cryptosystem is. Indeed, only one entanglement is en-
crypted/decrypted instead of all r entanglements as it is
done in the RSA, ElGamal, Rabin [6], ECC [7-9] and
other PKC cryptosystems [10]. On the other hand, if the
size r of the array is very large, then the intruder can in-
vest the required time and computing resources to crypt-
analyze the encrypted entanglement.

Let’s consider an extreme case, where the entire mes-
sage M consists of N blocks. Let’s select a square non-
singular N x N matrix E, compute N entanglements
h,h,,..,h, using (18) and encrypt only one of them, say,

h,. For instance, if the sender transmits information re-

Copyright © 2010 SciRes.

garding highly-sensitive issues of long-term national
policy or the details of a major corporate policy, the in-
truder will invest all available resources to break the en-
crypted entanglement h, [12-18]. Therefore, for secu-

rity purposes, it is safer to divide the entire file M onto
several parts/arrays and securely protect each array.

5. Decryption: Reduction of Complexity

The most serious computational bottleneck of the present
public-key cryptographic protocols is that they are noto-
riously slow and therefore cannot be used in the real-time
exchange of sensitive information.

Although we are far away from completely eliminat-
ing this bottleneck, the proposed cryptosystem is a sys-
temic tool that accelerates secure communication via
open channels of the Internet or within corporate net-
works.

Eliminating the bottleneck mentioned above is one of
major research areas today and will likely occupy hun-
dreds of communication specialists and system designers
for years ahead. Various PKC algorithms were intro-
duced in the last thirty years. Elliptic-curve cryptography
and its hyper-elliptic extension are vivid examples of this
research: to accelerate the encryption/decryption process.
The proposed cryptosystem is another illustration of how
we can accelerate the PKC protocols if the entangled
arrays rather than individual blocks are encrypted.

6. lllustrative Numeric Example

The steps A4-H4 describe a system design stage and the
steps 14-L4 describe its implementation for signed en-
cryption and authenticated decryption of arrays

m= (a,..a):
AA4. Let Alice and Bob select p = 1907, a generator g =
1430, (5), and a =2/3, (13-15);
B4. Let each Alice and Bob select two pairs of primes:
{p,.0,}={29,47} and {p,,q,} ={17,89} where
Pa=0,=p, =0, =2(mod 3), (30)
and compute their products [1]:
n, =p,q,=1363 and n, = p,0,=1513; (31)
then {p,.q,.n,} is a triad of Alice’s private keys
and {p,,q,,n,} isatriad of Bob’s private keys;

C4. {Establishment of a secret key w}: w must satisfy
the inequalityw < ap; Alice and Bob randomly select

secret integers a = 7 and b = 10 respectively and com-
pute u:=g?® mod p=1601;

and y:=g" mod p=1733;

D4: Alice transmits u to Bob, who transmits y to Al-
ice;

E4. Alice and Bob compute respectively

1JCNS



B. S. VERKHOVSKY 583

w,=y*mod p and wg:=u’mod p. (32)
As a result,
W,, =W, =w, =g* mod p=1118 (33)
is their secret key;
F4. Alice and Bob compute a multiplicative in-
versew,, of their secret key w,,:w,. =1281[11];
G4. {Alice requests Bob to send his private key n,
to her}:
Bob computes v and sends it to Alice:
v:=nw, mod p=25;
H4. Alice recovers Bob’s private key:
n, =vw,, mod 1907 =1513;
14. Suppose that Alice and Bob select their public keys
e, =¢e, =3.
Consequently, d,e, mod z, =1;
and d.,e, mod z, =1;
imply that d, =909;and d, =1009.
J4. Suppose Alice intends to transmit to Bob over the
Internet an encrypted array
m = {324, 241, 332, 108, 412}
with her digital signature.
If she selects the entanglements (13), then
h = {1234, 500, 568, 1350, 1588}.
If «=2/3,then h, satisfies the requirement (15);

K4. Alice encrypts h; :
¢, :=h’ mod n, = 1476,
and transmits (c;,h,,hy,h,,h;) to Bob;

L4. Bob decrypts the ciphertext c;:

x:=c" mod n, =1234 {=h };

M4. Using (14), Bob recovers h=(h;,..,h). Because
nobody except Bob knows his private key ng, only he can
recover the correct values of all plaintext blocks. If the
recovered message is intelligible, Bob accepts it as the

authentic message from Alice.
Preliminary results of this paper are published in [19].

7. Conclusions

This paper describes a novel concept for the PKC that
employs a combination of DLP, factorization and entan-
glements, which facilitates otherwise computationally dif-
ficult problem [12,14,19].

Let’s summarize the most important issues that were
described and briefly discussed in this paper:

A: In contrast with RSA, n, is a private key of the

k-th user, not the public key [19];
B: In another contrast, the encryption/decryption is
applied not to every block of the plaintext, but to every

Copyright © 2010 SciRes.

array of blocks; in other words, the unit of protection is
not a block, but an array of several blocks [20];

C: Within each array prior to encryption all blocks are
entangled [1];

D: The advantage of entanglements is that they are in-
terdependent; the disadvantage is that if one entangle-
ment is corrupted, it affects the entire array. Namely, that
array cannot be recovered by the receiver [2];

E: If the information is transmitted in an aggressive
media and subject to networking failures or errors, the
proposed cryptosystem cannot be used unless additional
measures of information assurance are applied (see
[21,22]).

F: As a by-product of interdependence, there is no ne-
cessity to encrypt and decrypt each block or each entan-
glement. Instead it is sufficient to encrypt only one of r
entanglements [23]. This is the first advantage of the
proposed protocol.

G: The application of cryptography based on a cu-
bic-root provides the second advantage. The encryption
requires only two multiplications [1];

H: The overhead of the entanglements is on the stage
of information recovery: it is necessary to solve a system
of r equations with r unknowns. Yet, there are many
ways how to select matrix E that will make these com-
putations easier. Several linear and non-linear examples
of entanglements are provided above for illustration.
Additional examples of entanglements are described in
[20]. The proposed cryptosystem also provides a digital
signature protocol.
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Abstract

The Transmission Control Protocol (TCP) has been designed to support interactive and bulk applications,
with performance tuned to support bulk applications that desire to continuously send data. In contrast, this
paper analyses TCP performance for a class of applications that do not wish to send continuous data, but in-
stead generate bursts of data separated by application-limited periods in which little or no data is sent. In this
context, the paper evaluates an experimental method, Congestion Window Validation (CWV), proposed to
mitigate the network impact of bursty TCP applications. Simulation results show that TCP-CWYV exhibits a
conservative behaviour during application-limited periods. The results also show that TCP-CWYV is able to
use the available capacity after an idle period over a shared path and that this can have benefit, especially
over long delay paths, when compared to slow-start restart specified by standard TCP. The paper recom-
mends the development of CWV-like algorithms to improve the performance for bursty applications while

also providing an incentive for application designers to use congestion control.

Keywords: Congestion Window Validation, Slow Start, TCP, Congestion Control

1. Introduction

TCP [1] provides an Internet transport protocol that has
been designed to support a range of applications. A TCP
sender encapsulates data to from TCP segments, which
are sent as packets over the Internet. TCP also incorpo-
rates congestion control to limit the impact of each flow
on other flows that share the network.

The standardized TCP congestion control [2] tech-
niques maintain a record of the currently available ca-
pacity along a network path in a variable, known as
Congestion Window (cwnd). Senders increase the num-
ber of TCP segments in flight each time positive feed-
back is received indicating that the current rate is not
contributing to congestion, and reduce cwnd when it is
perceived that the network may be congested as indi-
cated by loss or congestion marking. This regulates the
number of packets an application can inject into the net-
work (i.e., the transmission rate). In this method, re-
ceived ACKs may be thought of as clocking-out new
data [1] based on the concrete evidence that recent path
capacity was available.

Recent years have seen a change in way many appli-
cations use TCP. There has been a significant growth in
applications that are “bursty”, that is applications that
alternate periods of data transmission at a rate with lim-
ited by the application with periods where there is no, or
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little data to be sent. We call a class of applications that
send at a rate lower than the actual available rate or at a
rate controlled by the application, “application-limited”
[3]. Applications that result in such traffic include online
games, video conferencing, etc. This behaviour can also
result when already deployed applications, such as when
the hyper-text transfer protocol (HTTP) [4] is used with
persistent connections. Accompanying the growth of
bursty application there has been increased deployment
of residential Internet [5].

VolIP and video streaming have become popular real-
time applications. However, conventional perception is
that TCP may be inappropriate for such applications be-
cause of congestion controlled reliable delivery may lead
to excessive end-to-end delays. More than 50% of the
commercial streaming traffic is carried over TCP [6]. As
wide-deployment of Network Address Translators, NATSs
and firewalls often prevent popular media applications
over UDP traffic, bursty applications such as Skype [7]
and Windows Media Services [6] use TCP. Researchers
[7,8] have evaluated the feasibility of constant bit rate
(CBR) over TCP and motivated us to evaluate bursty
applications performance using CBR traffic over TCP.

Any application-limited TCP flow sends fewer packet
probes along the path than allowed by the cwnd. In this
case the TCP sender cannot validate that the current
value of the cwnd is appropriate by the reception of
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ACKSs. Therefore, standard TCP reduces the cwnd to the
Restart Window (RW) when the TCP sender leaves an
idle period, resetting the window to min (IW,cwnd) [9].
This results in poor performance for bursty applications.
It also could result in under-utilised capacity for several
round trip times (RTTS).

Standard TCP also unnecessarily increases the cwnd
during an application-limited period, extending this be-
yond the size confirmed by reception of ACKs.

To support the congestion control [2] for bursty flows
over networks with variable characteristics, the tradi-
tional congestion control methods need to be revisited.
This includes selection of an appropriate TCP-friendly
transmission rate [10] inter-flow and intra-flow fairness,
multimedia congestion control. We suggest TCP should
allow a flow to return, after an idle period, to a recent
previously permitted transmission rate, providing there is
no indication that the capacity has changed.

Congestion Window Validation (CWV) [3] is an ex-
perimental modification to the TCP congestion control
that was proposed to partially solve the problem of an
inappropriate cwnd value. CWV modifies TCP conges-
tion control to affect behaviour in two circumstances:
when a connection needs to resume transmission after an
idle period, and when the flow sending rate is limited by
the rate that the application generates data (i.e., applica-
tion-limited). In both cases, the current value of the cwnd
cannot be validated by reception of positive feedback at
the sender, since the number of packet probes along the
transmission path is lower than the congestion window
itself. In other words, the reception of an ACK does not
provide evidence that the network path is able to sustain
the transmission rate recorded in the cwnd.

CWV also modifies the TCP congestion control pro-
cedure by updating cwnd during application-limited to
match the application rate. It saves the latest cwnd for
use when the flow resumes after an idle or applica-
tion-limited period.

Many operating systems adopt a conservative ap-
proach where TCP resumes transmission in the slow-start
phase from a RW of only one packet immediately fol-
lowing an idle period [11]. This indicates that imple-
menters may prefer the safe approach of RFC 5681
which obsoletes RFC 2581, rather than the more recent
CWV proposed in RFC 2861. The remainder of this paper
explores the limited success of CWV. The next section
contains analysis on CWV. Section Il analyses the per-
formance of CWV using simulation. Section IV dis-
cusses CWYV issues. Finally, the last section provides a
conclusion.

2. Congestion Window Validation

To understand the response of standard TCP after an idle
period, this section describes three application behav-
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iours (this forms the basis of the tests performed in [11]
and [12]).

We refer to the case where an application stops send-
ing for a period less than the TCP Retransmission Time
Out (RTO) as a “short idle” period [3]. In this case, stan-
dard TCP allows a sender to resume transmission at a
rate constrained by the cwnd (i.e., at the same rate of
increase of sequence number with time). Therefore, TCP
can potentially send a cwnd-size line-rate burst into the
network after such an idle period. The hypothesis here is
that the previously determined cwnd is still valid when
the application resumes transmission.

An application that is idle for a period greater than the
RTO using standard TCP must restart with slow-start [2].
This resets the cwnd to no more than the Restart Window
(RW) and results in exponential growth of the sequence
number with time up to the stored ssthresh value. Hence,
TCP restarts the ACK clock as at the beginning of a
transfer.

An application that stops sending for a period greater
several RTOs should not make assumptions about the
previous congestion state of the path that it was using,
nor that it is necessarily using the same path. Hence,
standard TCP recommends a sender that is idle over sev-
eral RTOs should continue from the RW by also reset-
ting the cwnd.

In [3], a technique was proposed to provide a conser-
vative estimate of cwnd. If the TCP connection has been
inactive (i.e., no packets in flight) for a period larger than
one retransmission timeout (RTO), cwnd is reduced by a
half as many times as the number of RTTs the TCP
sender had been idle. This is equivalent to exponentially
decaying cwnd during the idle period. Since TCP halves
cwnd each time a negative feedback is received (that is,
at most once per RTT), CWV provides a safe value for
cwnd, which is then expected to be validated by the re-
ception of ACKSs during the first round of transmission
following the idle period.

TCP also resets the slow-start threshold (ssthresh) to
max (ssthresh, 3 x cwnd/4), which keeps previous in-
formation on the available path capacity. Since TCP re-
sumes with a cwnd larger than the restart window (RW),
the TCP sender can quickly recover its previous trans-
mission rate. CWV also suggests that an application that
stops sending for a period greater several RTOs should
make no assumptions about the previous congestion state
of the path it is using. Hence, a sender using TCP-CWV
will exhibit a performance resembling standard TCP.

When the TCP sender detects that the cwnd has not
been fully used for a period larger than an RTO (e.g.
observing that each packet transmission does not use a
full cwnd with an empty transmission buffer for more
than RTO seconds), cwnd is reduced to (cwnd + w_used)/
2. Here, w_used is an estimate of the portion of cwnd
that was effectively used by the application. Hence, this
mechanism avoids growth of cwnd to an arbitrary larger
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value than the window-size actually used (because of
slow-start or congestion-avoidance cwnd increase) and
allows cwnd to be validated by reception of ACKSs by the
sender.

Figure 1 shows the dynamics of cwnd for standard
TCP and TCP-CWV. In this case, we consider an appli-
cation that generates data at an application-defined rate,
interspersed by idle times when the application is inac-
tive. The figure shows that at point ‘a’ both standard
TCP and TCP-CWV start using slow start. Point ‘b’ de-
notes the point where the maximum rate permitted by
cwnd is less than the application rate. Standard TCP con-
tinues to grow the cwnd, while CWYV does not increase
cend above that corresponding to the used rate. At point
‘d’, there is an idle period greater than a RTO, CWV
reduces cwnd by a half, but standard TCP resumes from
the RW (point ‘c’).

The discussion so far has focused on stable paths, and
it may be argued that path conditions often remain rela-
tively stable, at least for periods of several minutes [13].
However there are also cases where the Internet path
characteristics can change (e.g., routing topology changes
[14], mobility changes [15], intermittent wireless links)
or a change in traffic scenarios could invalidate the con-
gestion window. This may mean that a previously safe
rate may become unsuitable, if too a long a time has
passed since the network the path was last used. This
may also be a cause of an inappropriate cwnd.

To explore this, we examine a highly dynamic net-
work scenario where, not only significant variations in
traffic rate, but also changes in the transmission path
(due for instance to terminal mobility) modifying capacity
or delay characteristics of a path may happen. The prob-
lem is that any path change experienced while the sender

was idle could result in a significant increase of drop rate.

It is therefore important to assess whether it is reasonable
to allow an application to send faster after idle. Hence,

A

Media Rate

/b

Standard TCP
TCP-CWV

/ esrarts by cwnd/2

Restart Window (RW)

cwnd

< > ITime

Idle period > 1 RTO

Figure 1. Ilustration of cwnd dynamics for standard TCP
and TCP-CWV.
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the assessment could contribute to limited transient con-
gestion in times of change, in return for improving ap-
plication responsiveness. Next section analyses the im-
pact of these methods that send faster after idle period in
transient conditions using TCP-CWV.

The section explores this hypothesis for a set of si-
multaneous bursty flows that share a single bottleneck
path. We analyse performance in a severely congested
scenario for both idle period and application-limited pe-
riod case.

3. Simulation Analysis of CWV

This section compares the performance of TCP-CWV
and standard TCP following a significant change of the
path characteristics.

The section considers two cases for analysis: 1) sev-
eral idle TCP connections restart simultaneously (idle-
period case), 2) several application-limited TCP flows
simultaneously subjected to a sudden variation of appli-
cation sending rate (application-limited case).

3.1. Idle Period Case

We analyse the performance of CWV after an idle period
in two cases:

1) when the bottleneck is shared between equal num-
bers of standard TCP and CWV flows (heterogeneous-
flow scenario). Hence, heterogeneous flows are mixed
flows that are competing with flows using one alternate
algorithm at a time.

2) when CWV or standard TCP only flows are present
(homogeneous-flow scenario). Hence, all flows use one
congestion control algorithm. Here a path is occupied by
one kind or same type of flows and not sharing with
other types of flow.

All simulations used a large advertised receiver win-
dow (1.5 MB) so that the TCP sender could send con-
strained only by the cwnd or CWV. Hence, flows at
steady-state are interrupted and restarted after a short
period of time. The interrupt and restart time of each
flow was chosen from a uniform random distribution.
Varying the duration of the idle period allowed investi-
gation of CWV behaviour compared to standard TCP.
Table 1 summarises the simulation parameters.

Figure 2 illustrates the simulation topology where
multiple TCP flows [S;, S; ...Sy, Sh+1] contribute traffic at
the node ny and destinations are [R;, Ry ...Rn, Rpsl.
These flows used a rate appropriate to medium quality
video [16] over IP with an encoding rate of 512 kbps
(packet size of 1500 bytes). To reach the destination via
node ns, one path is n4-ns (capacity of 100 Mbps) and the
alternate path is ny-n,.

Assuming a scenario where there is a path break on
the path n4-ns and no chooses ni-n, with a currently
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Figure 2. Single bottleneck topology.

Table 1. Configuration parameters for idle period simula-
tions.

Bottleneck Link

Bandwidth (Mb/s) 100
One-way Link Delay (ms) 100
Router Buffer Size BDP
Access Links
Bandwidth (Mb/s) 100
One-way Link Delay (ms) 1
TCP Configurations
Maximum Segment Size (B) 1460
Maximum Advertised Window Size (kB) 1500
Minimum Retransmission Timeout (sec) 1
Simulation duration (sec) 40
CBR traffic Parameters
Size (bytes) 1460
Rate (Kbps) 512
Idle period
Duration of periods (sec) 0.5t05
Changed Bottleneck Bandwidth (Mb/s) 2
Flow/Drop monitor duration (RTT) 5

available capacity of 2 Mb/s. We assume both paths have
the same path delay of 100 ms.

While TCP flows are idle, the common path changes
from 100 Mb/s to 2 Mb/s. The rate of 2 Mb/s was chosen
because if each TCP connection carries a 512 Kb/s con-
stant bit-rate flow. Increasing the number of connections
to 32 allows evaluation of the TCP performance under high
congestion. When TCP is used for bursty applications, it is
expected to match the application transmission rate or me-
dia rate. We measure the ‘Average received rate’, this is the
arrival rate at the receiver over a short period of time. The
performance is measured over 5 RTT following an idle pe-
riod (as an indication of the goodness of restart response).

The less conservative approach of CWV after an idle
period can result in more packet losses compared to stan-
dard TCP.

The packet drop rate was evaluated at the bottleneck
as an indication of protocol aggressiveness. This allowed
investigation of the trade-off between user-perceived
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performance, reflected by TCP received packet rate, and
network performance (i.e., the loss rate). This drop-rate
is only relevant in the homogeneous-flows scenario,
where the cause of buffer overflows can be attributed to
the investigated protocol.

3.1.1. Heterogeneous-Flows Scenario

When the idle period is less than one RTO (about 0.5 sec
in the simulations), cwnd remained unchanged using
both TCP-CWV and standard TCP. These simulations
confirm that the two protocols achieve the same per-
formance. However, when the idle period is larger than
one RTO, TCP-CWV achieves better performance in
terms of packet arrival rate at the receiver.

Figure 3 shows performance for an idle period of
1.5 sec with the heterogeneous-flows. In this case, stan-
dard TCP resumes from the RW (one packet in this ex-
periment) and performs slow-start, whereas CWV re-
starts from a level significantly larger than RW. Finally,
if the idle period is larger than several RTOs, the simula-
tions show that TCP-CWYV achieves the same perform-
ance as standard TCP and that CWYV reduces the cwnd to
the RW as in standard TCP.

3.1.2. Homogeneous-Flows Scenario

When TCP flows compete with flows of the same type
(i.e., using the same congestion control algorithm), simi-
lar behaviour to the heterogeneous-flow case is observed.
That is, when the idle period is smaller than an RTO or
sufficiently large (e.g., 5.0 sec), standard TCP and TCP-
CWV achieves the same performance in received rate
and drop rate. Whereas for an idle period of few RTOs
(e.g., 1.5 sec) TCP-CWV outperforms standard TCP in
terms of achieved bit rate (Figure 4). However, this also
produces higher congestion at the bottleneck as illus-
trated by the drop rate graph (Figure 5).

Figure 3. Average received rate vs. number of flows for the
heterogeneous flows after 1.5 sec idle period.
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Figure 4. Average received rate vs. number of flows after
1.5 sec idle period for homogeneous-flows.

Figure 5. Drop Rate after 1.5 sec idle period for homoge-
neous-flows.

In conclusion, simulations show CWYV restarts quickly
and hence higher received rate compare to standard TCP.
CWV shows best performance over a less congested path
by dropping fewer packets. The heterogeneous case shows
a higher received rate after an idle period CWV utilises
more bottleneck capacity than standard TCP. A quick
restart helps CWV to be fair to itself, and also shows
fairness to standard TCP by reducing the rate similar to
standard TCP rate in the longer period.

3.2. Impact over Long Network Path

We also considered the performance of standard TCP
and TCP-CWYV over a Long Fat Network (LFN) [17],
specifically one with a long network path. Hence, in this
experiment, the one-way delay is increased to 300 ms (i.e.,
more than 600 ms RTT). CWV has an advantage of quick
restart after an idle period. Figure 6 shows the average
received rate and Figure 7 shows the loss rate for the

Copyright © 2010 SciRes.

Figure 6. Average received rate vs. number of flows after a
2 sec idle period with homogeneous-flows over a long net-
work path.

Figure 7. Drop Rate 2 sec idle period in homogeneous-flows
over a long network path.

scenario with homogeneous-flows.

This shows that TCP-CWYV is able to achieve a higher
received rate at moderate congestion without severe router
buffer overflow. The graphs also show that TCP-CWV
allows a sender to maintain a cwnd sufficiently large to
utilise the capacity after an idle period.

3.3. Delay Jitter

Figure 8 shows the one-way delay measured as the ap-
plication-generated packet time at the sender and recep-
tion time at the receiver socket buffer by the application
against the packet sequence number. The queuing delay
induced by TCP-CWV is substantially decreased with
respect to standard TCP for a restart time after an idle
period longer than one RTO. This benefit can be ob-
served providing that cwnd is not reduced to RW, which
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Figure 8. Average one-way delay over 25 standard TCP and
TCP-CWV connections in the homogeneous-flows scenario
(1.5 sec idle period and 200 ms propagation delay).

is for idle periods of up to several RTOs. This result il-
lustrates that the TCP-CWV flows suffer high delay only
at the beginning of a connection because of the three-way
handshake and the initial slow-start phase.

The maximum delay variation is strongly dependent
on the duration of the idle period. In this simulation, the
best performance improvements are observed between
five to twenty-two RTTs of idle period duration. For less
than five or shorter RTT, CWV performs the same as
standard TCP (i.e., there is no reduction of cwnd) and
after a longer RTT (e.g., more than 20 RTTs) CWV de-
cays the cwnd to a value almost equal to that of the ini-
tial window of standard TCP.

3.4. Application-Limited Period

The increase of cwnd allowed by standard TCP during an
application-limited period can be inappropriate (i.e., al-
lowing the cwnd to grow unnecessarily while transmit-
ting at a rate lower than the available capacity). If there
is a change in application transmission rate, this behav-
iour could lead to many packet drops. This is because the

value of cwnd no longer reflects the current path capacity.

CWV was proposed to enhance congestion control by
continuously updating cwnd during application-limited
periods to avoid unnecessary increase during applica-
tion-limited periods.

To create an application-limited scenario, we arrange
for the sending rate of a CBR application to be lowered
to a steady-state from 512 kb/s to 12 kb/s (for instance,
when a high bit rate media flow switches to a low bit rate
media flow). After an interval of several RTOs, the ap-
plication rate is restored to its original rate.

At the same time, the shared link capacity is changed
from 100 Mb/s to 2 Mb/s, as in the previous set of simu-
lations. The average rate of packet arrival at the receiver
was measured (over a several RTOs starting from the
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capacity discontinuity) as a measure of the response time,
and the packet drop rate at the bottleneck as a measure of
capacity sharing of the congestion control protocol. Ta-
ble 2 shows the configuration parameters and we used
the same topology of Figure 2.

3.4.1. Heterogeneous-Flow Scenario

Results for an application-limited scenario show that
TCP-CWV is conservative and cannot respond quickly to
a change in the application rate, whereas standard TCP
allows TCP to immediately send additional packets (see
Figure 9). Hence, application-limited period responses
are opposite to the idle period responses for standard
TCP and TCP-CWV.

Table 2. Configuration parameters for simulations with an
application-limited period.

Bottleneck Link

Bandwidth (Mb/s) 100
One-way Link Delay (ms) 100
Router Buffer Size BDP
Access Links
Bandwidth (Mb/s) 100
One-way Link Delay (ms) 1
TCP Configurations
Maximum Segment Size (B) 1460
Maximum Advertised Window Size (kB) 1500
Minimum Retransmission Timeout (sec) 1
Simulation duration (sec) 40
CBR traffic Parameters
Size (bytes) 1460
Rate (Kbps) 512

Change of Rate-application-limited period (Kbps) 12
Application-limited period

Duration of periods (sec) 05t05
Changed Bottleneck Bandwidth (Mb/s) 2
Flow/Drop monitor duration (RTT) 10

Figure 9. Average packet arrival rate at the receiver for
standard TCP and TCP-CWV connections in the heteroge-
neous-flows scenario after 5 sec application-limited period
and 100 ms delay path.
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3.4.2. Homogeneous-Flow Scenario

Figure 10 confirms that in the case of homogeneous-
flows standard TCP provides higher received rate than
TCP CWV.

On the other hand, the inefficient cwnd growth offered
by standard TCP results in a much larger packet drop
rate (Figure 11 highlights) with respect to CWV. Chang-
ing the size of the interval the application rate remains at
low rate, we observed that the longer the interval, the
lower the correlation between the cwnd and the band-
width-delay product.

Finally, CWV has no benefit to the application be-
cause it offers a lower received rate compared to standard

Figure 10. Average arrival rate at the receiver after 5 sec
idle period in homogeneous-flows scenario for CWV and
standard TCP connections.

TCP. CWV also is less desirable for the shared bottle-
neck compared to current TCP. However, it is observed
that the CWV application-limited period approach is safe
for these transient events.

4. Discussion

Standard TCP takes a conservative approach during an
idle period that lasts more than one RTO. It reduces the
cwnd to the RW and then slow-starting back to the ap-
plication rate. This approach is beneficial to the network,
but does not benefit the application (as shown by the
reduced average received rates for the case of Heteroge-
neous, Homogeneous flows and the packet drop rates in
Figures 3-5 respectively).

TCP-CWV mitigates the poor network performance
of standard TCP by reducing the cwnd by one half for
every RTO period that the application is idle. This bene-
fits the application allowing an application to send pack-
ets much faster after a restart from an idle period. How-
ever, CWV impacts the network more if there is a tran-
sient event that changes the network path characteristics
while the application was idle (shown by the increased
average receive rates and packet drop rates in Figures 4
& 5).

During an application-limited period of more than one
RTO, standard TCP behaves more aggressively com-
pared to TCP-CWV. Standard TCP benefits an applica-
tion-limited application by the faster sending, whereas
TCP-CWYV behaves more conservatively. The conserva-
tive approach of TCP-CWV ensures that in transient
conditions, the impact caused by TCP-CWV flows re-
starting from a application-limited period is less com-
pared to standard TCP (as shown by the lower average
received rates and packet drop rates in Figures 10 & 11).
Table 3 shows the comparison as response after an idle
or application-limited period.

Table 3. Comparison of response after idle or applica-
tion-limited period: Standard TCP and TCP-CWV.

Ap- Period Standard TCP TCP-CWV
proaches [RFC 5681] [RFC 2861]
Conservative Aggressive
Idle period probing probing. Fair to
) but losses appli- the application.
1. Feilrness cation fairness.
0 - Decay cwnd to
Applica- o L_Jnnecessatrrl]ly utilise the capac-
tion Appliction- |nc(rjeases g fe ity. Conservative
limited period %’V” : gIQO ’ Or approach, not fair
€ application e application
Safe probing. Probing is not
Idle period Good for the safe So, no
5 Faimness Internet path benefit for the
to Path path.

Figure 11. Drop rate after 5 sec application-limited period
in homogeneous-flows scenario for CWV and standard
TCP connections.

Higher drops in
transient events,
bad for the path

Appliction-limited
period

Less drops to
transient events
So fair to the path
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Our analysis of TCP-CWV poses a question: What is
best for application designers that develop bursty appli-
cations? TCP-CWV would benefit an application if it
exhibits regular idleness. However TCP-CWV would be
of benefit only if the idle period was several RTOs. Ap-
plications exhibiting very large idle periods (tens of sec-
onds) would experience no benefit from using TCP-
CWYV, since the behaviour would be the same as for
standard TCP. Although TCP-CWV benefits the network
in an application-limited scenario, the conservative ap-
proach of TCP-CWV does not provide an incentive to
application to use this.

5. Conclusions

The current TCP specification defines a conservative
slow start algorithm that can penalise an application
which restarts from an idle period, making it undesirable
for interactive bursty applications. TCP-CWV suggests a
remedy to this problem, allowing a faster restart after an
application was idle. This is seen to be beneficial to the
application, and suggests the need for appropriate meth-
ods can be found, that balance the threat of network col-
lapse against application performance. TCP-CWYV exhib-
its a much more aggressive faster restart behavior after
idle, however when an application is limited by the ap-
plication rate, TCP-CWV has a much more conservative
approach. Standard TCP has a more aggressive approach
for application-limited flows. This non uniform approach
of TCP-CWYV has been a deterrent for it being deployed
widely in the Internet, with TCP-CWYV only deployed in
the Linux OS (enabled by default).

Our future work will propose a new method(s) appli-
cable to both idle and application-limited periods. We
hope our work would lead to standards paving a way for
application designers. The availability of methods that
effectively support burst applications will provide an
incentive for application designers to change to use a
standard method to share the network resources in a
more efficient and friendly manner.
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Abstract

In this article, we present multiple-input receiver architecture for (Multiple-Input Multiple-Output) MIMO
wireless communication applications. The proposed implementation is provided by a defined number of
identical receiver units that are fed by a RF modulated signal on specific carrier frequency, power strength
and initial phase. These units carry out the corresponding amplification, filtering and demodulation proce-
dures. Details on design and implementation of this Printed-Circuit-Board are introduced and further dis-
cussed. Experimental results are also presented, allowing the validation of investigation on the performance
of the current receiver architecture. Besides, these measurements indicate that the proposed device, combin-
ing with a suitable antenna array, provides a versatile receiver platform for baseband signal processing. The
incoming RF modulated signals have frequencies on the range of 2.4 GHz, several phases, magnitudes and
modulation modes. From these, it seems that the proposed receiver implementation supports MIMO commu-
nication and multiple port channel characterization applications at 2.4 GHz ISM (Industrial, Scientific and

Medical) band.

Keywords: Channel Sounder, MIMO Systems, Baseband Processing

1. Introduction

Modern wireless communication systems continue to
push for wider bandwidth capabilities, higher data rates
and better quality of services. Scientific and engineering
community provides a number of novel techniques and
methods to meet these requirements. One of them is
called Multiple-Input Multiple-Output (MIMQ) archi-
tecture that could exploit the capacity of a wireless com-
munication channel [1-3]. Using multiple antenna ele-
ments on both the transmitter and receiver ends offers
significant capacity enhancement on radio propagation
applications. In order to achieve this benefit, appropriate
design aspects on such systems have to be taken into
account. It is obvious that a receiver device with multiple
input ports is mainly required. Furthermore, appropriate
synchronization and data acquisition procedures have to
be supported by this device in order to collect and record
the data transmission streams from each sub-channel at
any scattering radio propagation environment.

The efficiency of such systems depends on several
performance and channel parameters. One of them is
referred to the profound knowledge of the time-variant
radio channel in various indoor or outdoor environments.

Copyright © 2010 SciRes.

Devices that could provide knowledge of the wireless
channel status are referred as channel sounding systems.
Furthermore, several multiplexing techniques are applied
to these systems for channel estimation purposes. Time,
frequency, code division multiplexing and hybrid meth-
ods are mainly used in these applications [4,5]. Generally,
these devices improve MIMO system performance and
offer crucial assumptions that provide a resource for
channel model developments.

In addition, the hardware is crucial for the perform-
ance of such MIMO systems. Resolution accuracy and
capability are dominated by the corresponding strategy
adopted for the channel sounder and communication ap-
plications. In particular, the choice of the receiver archi-
tecture indicates the method of channel acquisition and
estimation, as well as the efficiency of the MIMO com-
munication system. More precisely, fully switched, semi-
switched and parallel transmission are the main tech-
niques that supports channel characterization applica-
tions, using one or a combination of the multiplexing
methods (TDM, FDM, CDM), each with different ad-
vantages and drawbacks.

These methods also support MIMO communication
systems, providing transmit and receive diversity and
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channel capacity enhancements. Increment on data rates,
decrement on bit error rates, independent sub-channels
existence and quite excellent quality of services are the
main advantages that are provided by them.

In order to design and construct a RF platform for
MIMO channel sounder and communication applications,
we propose this multiple-input receiver architecture. Ex-
isting experimental measurements set-ups are usually not
able to probe a number of parallel streams, simultane-
ously. This feature is crucial for MIMO channel charac-
terization and communication applications. In any case,
the proposed receiver device corresponds to an experi-
mental testbed that enables multiple channel applications,
simultaneously. Due to this fact, an antenna array con-
figuration is required for feeding the inputs of the pro-
posed receiver implementation. Design and implementa-
tion aspects of this device and its complementary cir-
cuitry, including radio-frequency amplifying and down-

conversion as well as calibration procedure are included
in Section 2 of the current paper. In Section 3, the
multi-channel receiver performance is also simulated on
MIMO applications and further baseband signal proc-
essing techniques are also included, as well as the corre-
sponding results are discussed; the paper concludes in
Section 4.

2. Multiple-Input Receiver Design and
Implementation

The proposed implementation employs broadband quad-
rature demodulator architecture and comprises of several
identical units, which operate synchronously and are fed
by a matched multiple-element antenna array. A sche-
matic block diagram of this receiver architecture is de-
picted in Figure 1. Besides, Figure 2 shows the corre-

Figure 1. Generic receiver architecture.

Figure 2. Receiver hardware implementation.

Copyright © 2010 SciRes.

1JCNS



C.VOTIS ET AL 595

sponding Printed-Circuit-Board (PCB).

In Figures 1 and 2, it is obvious that the first stage, at
each of the receiver units, is represented by an appropri-
ate amplifying and filtering circuitry. This provides a
quite great power gain, increasing the received signal
strength and eliminating noise enhancements as the noise
figures of these amplifying devices are quite low [6,7].
The corresponding measured SNR at the output of this
stage approximates to 18.6 dB. In addition, the filtering
circuit corresponds to a 2.45 GHz bandpass filter that
decreases significantly the level of the signals that are
out of the frequency range of interest. For further analy-
sis, this amplifying and filtering circuitry was investi-
gated in terms of the S-parameters. Figure 3 shows the
corresponding S21 parameter measurements. These re-
sults were provided by a Vector Network Analyzer and
indicate the non-linear behavior of the current circuitry,

giving a measure of unwanted phase and amplitude dis-
tortion that may be occured.

It is obvious that the offering power gain approximates
to 42 dB for any value of the input (received) power. The
corresponding small variations are quite negligible. More-
over, the AM to PM conversion is close to 0.2 deg/dB for
the mean value of the input power (-62.5 dBm). The
reverse transmission coefficient is also a significant pa-
rameter that corresponds to the isolation characteristics
of the current circuitry. Figure 4 depicts the measured
results.

These results introduce a -57 dB isolation value that
provides quite effective performance on the amplifying
and filtering circuitry. Furthermore, Figure 5 represents
the input return loss.

From these measurements, it is obvious that a quite
small amount of the input power is reflected. This fact is
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Figure 3. Transmission Gain of the first stage circuitry.

Figure 4. Isolation of the first stage circuitry.
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Figure 5. Input Return Loss of the first stage circuitry.

provided by the —11 dB return loss value on the dynamic
input power range of each receiver unit.

These characteristics indicate that the received RF
modulated signal is prepared to drive the corresponding
quadrature demodulator input at each of the four identi-
cal, albeit independent units. Demodulation procedure
necessitates four local-oscillator signals that are provided
via by a 1-to-4 power divider by a frequency generator at
the frequency range of 2.4 GHz. Besides, the demodula-
tor circuits offer quite 69.5 dB gain control adjustment
on the RF signal strength at their corresponding outputs.
For this, a precision control circuit sets the linear-in-dB
gain response to the gain control voltage. Furthermore,
these demodulator integrated circuits employ polyphase
filters to achieve high quadrature accuracy and amplitude
balance over the entire operation frequency range [8].
Each of the units provides Ix and Qx output signals that
correspond to the RF input signal, where x is an index
which ranges from 1 to 4.

Test experimental measurements of the proposed im-
plementation indicates constant amplitude and phase
declinations presented on the signal outputs (Ix, Qx) due
primarily to the different paths (transmission line lengths)
from the LO source to the quadrature demodulator, as
well as the demodulator inputs to the antenna array ele-
ments interface. These also include amplitude and phase
errors from the coaxial lines that provide interconnection
between RF inputs of the proposed receiver implementa-
tion with the elements of the antenna array [9]. These
errors were measured and it is going to be taken into ac-
count in dynamic control on acquisition and data collec-
tion procedure.

3. Multiple-Input Receiver Performance

As noted above, the proposed multiple-input receiver

Copyright © 2010 SciRes.

implementation provides MIMO wireless communica-
tion and channel sounder applications in the frequency
range of 2.4 GHz. For better analysis on the performance
of this receiver device, a course of test measurements
was made. For this purpose, signal generator platform
was used to provide the RF inputs of the proposed im-
plementation in order to simulate the signal reception of
the corresponding antenna array. This equipment oper-
ates in transmit mode and provide four independent RF
signals with several amplitudes, initial phases, frequen-
cies and modulation modes. These signals are synchro-
nized and drive the proposed receiver device for calibra-
tion and initialization purposes. Furthermore, a digital
oscilloscope was also used to collect and store the Ix and
Qx output signals, for further analysis.

At first, signal amplitude variations were investigated
by an appropriate local-oscillator and RF input signaling.
Each receiver unit was fed by a single-tone signal at fre-
quency fre that differs from the LO signal frequency fio
by the parameter df. The corresponding value ranges
from 2 kHz to 10 kHz, with step 2 kHz, providing a sin-
gle tone IF signal at the corresponding Ix and Qx output
at frequency df. Collection and acquisition of them were
achieved via the digital oscilloscope equipment.

In addition, voltage gain control unit supports power
gain adjustments on the RF signal at each demodulator
input. A constant mean level was chosen at the corre-
sponding dynamic range. The measured results are de-
picted in Figures 6-9 for each receiver unit, respectively.
In these figures, the corresponding incoming RF power
ranges from —80 dBm to -52 dBm.

From these figures, it is obvious that the signal
strength of the output Ix is quite constant at the fre-
quency range of 10 kHz for each value of x parameter.
Besides, the quadrature nature of the current demodula-
tor ensures that the signal strength of the output Qx var-
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Figure 6. Output I signal strength at Receiver Unit 1.

Figure 7. Output I signal strength at Receiver Unit 2.

Figure 8. Output I signal strength at Receiver Unit 3.
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Figure 9. Output | signal strength at Receiver Unit 4.

ies with the same way as the corresponding Ix. There is
only a 90 degrees phase shift amongst each pair Ix and
Qx at each receiver unit. As these curves have quite
identical forms at the frequency range of 10 kHz, we
chose a frequency point of 6 kHz as the quite mean value
on this bandwidth and we calculated the mathematical
expressions that associates the output signal strengths
with the RF received signal levels. Figures 10-13 depict
these variations at each receiver unit, in order to provide
the corresponding mathematical calculations. The corre-
sponding results are included in Table 1.

These mathematical calculations introduce an effective
way to define the received signal power in dBm, when
the value of Ix signal amplitude, expressed in voltage
peak-to-peak, is obtained at each of the receiver units.

Furthermore, using the RF equipment that feed the
proposed four channel receiver implementation, a course
of calibration steps was made in order to investigate the
phase difference on the receiving RF single tone signals.
As mentioned above, these phase declinations are pro-
vided by the current receiver structure. For this, we used
a pair of calibrated coaxial lines to connect the receiver
RF inputs with the RF generator equipment. Two of the
receiver units were fed by a single tone RF signal at fre-
quency range of 2.4 GHz (frg), simultaneously. In each
case, the third receiver unit was used as reference. The
corresponding LO inputs were also fed by a single tone
signal at frequency f o = fre + df, where df ranges from
1 kHz to 10 kHz with step 1 kHz. With this measured
platform, we stored the phase difference dphi between
the Ix output signals for several df values by a digital
oscilloscope acquisition equipment. The corresponding
results are presented in Figure 14.

As mentioned above, these dphi phase difference
variations correspond to the frequency range of 2.4 GHz
with 10 kHz bandwidth. The forms of these curves indi-
cate that the parameter dphi is quite constant at this fre-
quency range for each receiver unit. Moreover, receiver

Copyright © 2010 SciRes.

units 2 and 4 introduce quite identical phase shifts (24
degrees) with respect to the reference receiver unit 3.
Instead, the receiver unit 1 provides phase shifting on the
order of 60 degrees. These declinations on phase shift
values are caused by transmission line differences on the
PCB layout and by declinations on linearity at the par-
ticular amplifying, filtering and demodulator circuitry.

In order to investigate the performance of the pro-
posed receiver architecture on full MIMO channel char-
acterization, we used this device with an appropriate
four-element antenna array. In particular, these experi-
mental results were provided by a single-element antenna
and a single-channel RF platform at the transmitter end,
as well as the four element antenna array and the pro-
posed receiver implementation at the receiver end. Fig-
ures 15 and 16 depict the Ix output signals for two azi-
muth angle orientations of the antenna array at the re-
ceiver. These angles were 0 and 180 degrees and corre-
spond to A and B antenna array orientations, respect-

Figure 10. Linear fitting of the Output I signal strength at
Receiver Unit 1 for df =6 kHz.
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Figure 11. Linear fitting of the output I signal strength at
receiver unit 2 for df = 6 kHz.

Figure 12. Linear fitting of the output I signal strength at
receiver unit 3 for df = 6 kHz.

Figure 13. Linear fitting of the output I signal strength at
Receiver Unit 4 for df = 6 kHz.

tively. In each case, the locations of the transmitter and
receiver antenna, as well as the radio propagation envi-
ronment were constant.

Copyright © 2009 SciRes.

Table 1. Linear fit calculated results.

Expression Y = A+ B * X

Receiver A Error of B Error of
unit A B
First 5.25 0.03 0.0393 0.0005

Second 5.26 0.03 0.0396 0.0005

Third 5.26 0.03 0.0392 0.0005
Forth 5.18 0.03 0.0389 0.0005
g 30
é 25 L[] L] A e o N ¢ ° L

Figure 14. Phase declinations on the proposed receiver
units.

Figure 15. Output Ix signal strengths at Receiver for df =
10 kHz and orientation A.

From these representative measured results, it is obvi-
ous that the Ix output signals introduce amplitude and
phase variations that correspond to the RF receiver sig-
nals. In fact, a single tone RF signal was transmitted and
propagated via the multipath environment. As we used a
four-element receiver antenna array, four copies of this
RF signal were received. Each of them experiences dif-
ferent fading environment, decreasing the corresponding
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Figure 16. Output Ix signal strengths at Receiver for df =
10 kHz and orientation B.

Figure 17. Data acquisition at BPSK modulation mode.

amplitude and changing its initial phase. Both these am-
plitude and phase variations are depicted in the corre-
sponding Ix output signals of the proposed receiver de-
vice. These considerations indicate an interesting method
of channel matrix calculations at several time snapshots
of the radio propagation environment. As the proposed
receiver implementation provides multiple-port applica-
tions and the Ix output signals are collected and recorded
by a digital oscilloscope, simultaneously, we could ex-
ploit the experiment above, in order to study the full
complex channel response between a multiple element
antenna array at the transmitter and at the receiver ends,
too. This procedure is known as MIMO channel sounder
application.

Another issue is introduced by the quadrature de-
modulator devices that support the proposed receiver
architecture. These integrated circuits provide direct de-
modulation, recovering the transmitted data stream. In par-

Copyright © 2010 SciRes.

ticular, we used the transmitter RF platform in order to
provide a BPSK signal at the frequency range of 2.4 GHz.
This modulated signal was transmitted by a single ele-
ment antenna and received by a four element antenna
array that was connected with the corresponding inputs
of the proposed receiver structure. These results are in-
cluded in Figure 17.

From this figure, it seems that the same data stream
could be recovered in the receiver end at each of the four
units in the proposed implementation. The corresponding
Ix output signals depend on the common data codeword
and the radio propagation environment at each channel
between the transmitter and receiver ends. In particular,
I3, 13 and 14 output signals provide the data codeword in
desirable form but the 1, output signal has quite negligi-
ble amplitude. Besides, there is a time delay between |4
and both I; and 1. All these observations are provided by
the corresponding channel propagation and multipath
fading environment.

4. Conclusions

The design and construction of a multiple-input receiver,
using state-of the art quadrature demodulation technique
for MIMO wireless communication and channel sounder
applications have been presented and investigated. The
performance of the receiver in terms of frequency, phase
and amplitude accuracy, as well as modulation mode and
synchronization has been further discussed. Experimen-
tal measurements introduce the performance characteris-
tics of the proposed multi-channel implementation ac-
cording to the MIMO application requirements. In con-
clusion, the receiver design represents a versatile and
efficient implementation for modern wireless applica-
tions. This design and an appropriate antenna array
structure provide a RF platform for MIMO communica-
tions and channel characterization applications.
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Abstract

Wireless ad hoc network is becoming a new research fronter, in which security is an important issue. Usually
some nodes act maliciously and they are able to do different kinds of Denial of Service (Dos). Because of the
limited resource, intrusion detection system (IDS) runs all the time to detect intrusion of the attacker which is
a costly overhead. We use game theory to model the interactions between the intrusion detection system and
the attacker, and a realistic model is given by using Bayesian game. We solve the game by finding the
Bayesian Nash equilibrium. The results of our analysis show that the IDS could work intermittently without
compromising its effectiveness. At the end of this paper, we provide an experiment to verify the rationality
and effectiveness of the proposed model.

Keywords: Wireless Ad Hoc Networks, Game Theory, Intrusion Detection System, Bayesian Nash Equilibrium

1. Introduction

A wireless ad hoc network (WANET) is a collection of
mobile nodes in which the nodes communicate with each
other without the help of any fixed infrastructure [1].
Nodes within each other's radio range communicate di-
rectly via wireless links, while those that are far apart use
other nodes as relays. Because of the limited resource,
some nodes may act selfishness. Ad hoc network misbe-
havior maybe inflicted by malicious nodes, each of
which aims at harming the network operation; conse-
quently, mechanisms that enforce security present a par-
ticular challenge. In order to avoid the harm of malicious
nodes, one way is the use of an intrusion detection sys-
tem, which watches out for any intrusion and sets out an
alarm when an intrusion is detected. The intrusion detec-
tion and response mechanism is described in [2].

In recent years, we have seen researchers using game
theory in the area of ad hoc networks. It is a powerful
tool in that it can be used to model any system which
exhibits the characteristics of a game. In WANET, mo-
bile nodes typically have selfish motivations, lack of
cooperation among themselves, and have conflicting
interests with each other. These characteristics make
game theory (GT) a promising tool to model, analyze,
and design various aspects of WANET. We have given a
two-player game to model the interactions between an
intrusion detection system and an attacker in wireless ad
hoc network. Each defender is equipped with an intru-

Copyright © 2010 SciRes.

sion detection system (IDS) in order to monitor the ac-
tiveness of an attacker.

The rest of the paper is organized as follows. Section 2
discusses related work. Section 3 describes the one-stage
game and multi-stage game, and Bayesian Nash equilib-
rium solutions are investigated. Section 4 presents nu-
merical examples to verify the effectiveness of the pro-
posed game. The conclusion of the paper is in section 5.

2. Related Work

Game theory has been successfully applied to many dis-
ciplines including economics, political science, and com-
puter science. Game theory usually considers a multi-
player decision problem where multiple players with
different objectives can compete and interact with each
other. In the context of intrusion detection, several game
theoretic approaches have been proposed to wired net-
works, sensor networks, and ad hoc networks.

Yenumula B. Reddy [3] discuss currently available
intrusion detection techniques, attack models using game
theory, and then propose a new framework to detect ma-
licious nodes in wireless sensor networks using zero sum
game approach for nodes in the forward data path. The
first part of the research provides the game model with
probability of energy required for transferring the data
packets. The second part derives the model to detect the
malicious nodes using probability of acknowledgement
at source. Yuhan Moon, Violet R. Syrotiuk [4] present
CCM-MAC, a cooperative CDMA-based multi-channel
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medium access control (MAC) protocol for mobile ad
hoc networks (MANET) in which each node has one
half- duplex transceiver. They provide an analysis of the
maximum throughput of CCM-MAC and validate it
through simulation in MATLAB, and also compare the
throughput it achieves to IEEE 802.11, a multi-channel
MAC protocol, and a CDMA-based MAC protocol.

In [4] Hadi Otrok et al. address the problem of in-
creasing the effectiveness of an intrusion detection sys-
tem (IDS) for a cluster of nodes in ad hoc networks, and
formulate a zero-sum non-cooperative game between the
leader and intruder. They solve the game by finding the
Bayesian Nash equilibrium where the leader’s optimal
detection strategy is determined. Finally, empirical re-
sults are provided to support their solutions.

Yu Liu, Cristina Comaniciu and Hong Man [5] have
used static Bayesian game and dynamic Bayesian game
to model the interactions between attacker and defender
in ad hoc networks. They have shown that the static
game leads to a mixed-strategy Bayesian nash equilib-
rium when the defender’s belief of the attacker being
malicious is high, and the dynamic game has a mixed-
strategy Perfect bayesian equilibrium. In [6], they have
used game theory for developing efficient defense strate-
gies for a network with multiple IDSs. They have for-
mulated a non-zero-sum, noncooperative attacker/de-
fender game where the payoffs of players are non-strictly
competitive. They have showed that the game achieves at
least a Nash equilibrium that leads to a defense strategy
for the defender.

A two-player, non-cooperative, non-zero-sum game
has also been studied by Agah et al. [7] and Alpan and
Basar [8] to address attack-defense problems in sensor
networks. In their models, each player’s optimal strategy
depends only on the payoff function of the opponent and
the game is assumed to have complete information. [9-11]
have given the similar model, but the game is assumed to
have incomplete information.

Our model is similar to the ones mentioned in the
aforementioned works in that it is a two-player, non-
zero-sum and noncooperative game. However, our work
is not aimed at giving the best strategy of the defender.
In this paper, we have given a one-stage game and
multi-stage game. In the proposed works, the IDS of de-
fender runs all the time, which is a costly overhead for a
battery-powered mobile device since nodes have limited
resource. The results of our model show that the IDS
could work intermittently.

3. Bayesian Game
3.1. Game Model

In this section we present our game model. An IDS at-
tempts to detect intrusion from an attacker. Hence, we
may look at this as a game between two players, the IDS

Copyright © 2010 SciRes.

ET AL. 603

and the attacker. The attacker is denoted by i and IDS
is denoted by j. The player i’s intent is to attack the
network without getting caught, whereas that of the
player j isto detect intrusion when the attacker attacks.
There is no cooperation whatsoever between the two
players.

Player i has two types, regular that is denoted by
6 =0 and malicious is denoted by & =1. Node’s type
is his private information and IDS is uncertain about its
opponent’s type. IDS has only one type, that is regular or
0, =0 and it is common knowledge for both players.

To present our model, we make the following assump-
tions. An IDS needs not be running all the time during
which the wireless ad hoc network is up. The pure strat-
egy space of this player is denoted by S; = (Monitor t of

the time, Not monitor), te[0,1]. The first strategy of

player j depicts the situation when the IDS is active

for some percentage (denoted by t). For example, if the
IDS detects by monitoring the traffic, the IDS periodi-
cally monitors the traffic and the rest of the time, it sits
idle. Likewise, an attacker need not be trying to attack
100% of the time. The malicious type of player i has
two pure strategies: Attack s of the time and Not attack,
s€[0,1]. The regular type of player i has one pure
strategy: Not attack. The two players choose their strate-
gies simultaneously at the beginning of the game, assum-
ing common knowledge about the game (costs and beliefs).

We first consider the scenario of the IDS. Tables 1-2
illustrate the payoff matrix of the game in strategic form.
In the matrix, a represents the detection rate of the IDS,
b represents the false alarm rate of the IDS, and

a,be[0,1]. In the Table 1(a), the payoff matrix for the

Table 1. The type of player i is malicious.

(a) Payoff matrix of IDS.

i\j Si@) S
S, (2a-1)tsm—(1-t)sl —tc, —sl
S(2) —btn-tc, 0

(b) Payoff matrix of attacker.

i\ S S@
S/ (1-2a)tsm+ (1-t)sl —sc, sl —sc,
Si(2) 0 0

Table 2. The type of player i isregular.

i\j S@® S

S,(2) (0,-btn —tc,) (0,0)
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player j when player i is malicious is given. m
denotes the overall gain of the player i for detecting
the attack, and | is the overall loss for not detecting the
attack during the whole lifetime. Costs of attacking and
monitoring are denoted by C, and C; during the

whole period. In our model, we assume that m>1 and
I>c,, c, is reasonable since otherwise the player i
does not have incentive to attack and the player j does
not have incentive to monitor. The player j monitors t
of the time, the player i attacks s of the time. The
probability of the player j monitoring when the attack
is on is ts, during which the player j gets a gain of
tsm . Similarly, the probability of the player j not
monitoring when the attack occurs is (1—t)s because of
which the player j loses an amount of (1-t)sl. tc, is
the cost incurred due to monitoring. The expected payoff
of detecting the attack depends on the value of a, which
is (2a-1)tsm—(1-t)sl —tc, . When the player j is not
active and there is an attack, so the payoff of the player
j is —sl. The entry at position (row 2, column 1) is
—btn—tc, . n is the overall loss incurred by the player
j for the false detection. The rest of the entry of the
matrix is zero as the player i plays Not attack.

The payoff matrix for the player i when the player
i is malicious is defined as shown in Table 1(b). In
contrast, the gain of player i is the loss of player j,
which is (1 — 2a)tsm + (1 — t)sl. The entry at (row 1.
column 2) is the same as in previous scenario. For the
other entries, when the player i plays S;(2) (Not at-
tack), his payoff is always 0.

The payoff matrix for the player i when it is regular
is given in Table 2. The player i has only one strategy
when it is regular. The payoff of player i isalways 0. If
player i decides not to monitor, his payoff is O; if he
decides to play S; (1), he has the monitoring cost tc,
and an expected loss —btn due to the false alarm, so his
payoffis —btn—tc, -

3.2. One-Stage Game

The intent of both players is to maximize their own pay-
off. This implies that we assume that both players are
rational. Suppose player | assigns a prior probability

M, to player i is malicious. In the following, we use

Bayesian Nash equilibrium (BNE) to analyze the game

model, based on the assumption that is a common prior.
If player i plays his pure strategy pair (Attack s of

the time if malicious, Not attack if regular), then the ex-
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pected payoff of player j is
E;(S;@) = g (atsm — (1-a)tsm — (1-t)sl —tc,)
— (1= 4, )(btn +tc, )

E;(5;(2) =—upsl

bn+c,
2asm—sm+sl+bn’ E;(5,@)>E,6,@).
then the best strategy of player | is to play Monitor t of
the time. However, if player j plays this strategy, At-
tack s of the time will not be the best strategy if player i
is malicious, and he will transfer to play Not attack in-
stead. Hence, ((Attack s of the time if malicious, Not
attack if regular), Monitor t of the time, ,) is not a

So if g >

bn+c,
2asm—sm+ sl +bn
if malicious, Not attack if regular), Not monitor, z,) is

a BNE. Similarly, ((Not attack s of the time if malicious,
Not attack if regular), Not monitor, ., ) is not a BNE.

THEOREM 1: In the described game-theoretic model,
there is no pure-strategy BNE when g, satisfies the

inequality

BNE. If 4, < , ((Attack s of the time

. bn+c,
2asm—sm+sl+bn

Ho

We previously showed that no pure-strategy BNE ex-
bn +c,

. But
2asm-sm+sl +bn

ists for the game when g, >

there is a mixed-strategy BNE.
Let p be the probability with which the player i

plays its first strategy. Hence, (1—p) is the probability
with which it plays the second strategy. Similarly, let g
be the probability with which the player j plays its
first strategy. Hence, (1—q) is the probability with
which it plays the second strategy. Then the expected
payoff of player j is
E;(S; (D) = py,(atsm—(1-a)tsm—(1-t)sl —tc,)
— (1— p) (bt +1¢,) — (L 41, )(btn + tc, )
Ej (Sj (2)) = —Pisesl

FromE; (S; (1)) = E;(S;(2)) , we get that the malicious
type of player i’s equilibrium strategy is to play first
strategy with probability

. bn+c,

P = 1y (2asm —sm+sl +bn)
and the expected payoff of player i is
E (S, (1)) =q(atsm+ (1-a)tsm+ (1-t)sl —tc,)
+ (1—-q)(sl —sc,)
E(Si(2)=0
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From E,(S,(1))=E(S;(2)), we get that the equilib-
rium strategy of player j is to play first strategy with
probability
. I-c,

 2atm—tm+tl

THEOREM 2: In the described game-theoretic model,
the strategy pair ((Attack s of the time with probability

p~ if malicious, Not attack if regular), Monitor t of

q

the time with probability q", ,) is a mixed-strategy

BNE.

The above described game is a static game, for which
the players maximize their utilities based on the payoff
matrix for the game. Due to the difficulty of assigning
accurate prior probabilities for player i’s type, we extend
the static to dynamic game, where the player j can update
his beliefs according to the Bayes’ rule.

3.3. Multi-Stage Game

The aforesaid one-stage game is static Bayesian game,
for which the player j maximizes his payoff based on
a fixed prior about the maliciousness of his opponent.
The lifetime of the network could be broken down into
intervals of the time and our game could be used as a
repeated game over these intervals. So, we extend the
one-stage game to multi-stage game.

We assume that the one-stage game is repeatedly
played in each time period t,, where k = 0, 1, ... An
interval of T seconds maybe selected for each stage game.
In order to get a simple model, we assume that T = 1.
The payoffs of the players in each stage game are the
same as in the proceeding one-stage game, and we as-
sume that there is no discount factor with respect to the
payoffs of the players. The extensive form of each stage
game can be represented in a similar manner as for the
static one-stage game.

In our model, the player j's type is known to all the
player while the player i's type is selected from the type
set © ={malicious, regular}. Knowing that the player
i 's type is a private information. Bayesian equilibrium
[12] dictates that the player i's action depends on his
type 6. By observing the behavior of the player i, the
player j can calculate the posterior belief evaluation

function «,_ (6 ]a;(t,)) using the following Bayes' rule

H, @ |ai t))P(a (tk)|9|)
geoth (O |a (t)P (& (t,)|6)

H, (4 |ai t))= z 1)

where 1 (6]a(t))>0 and P(a(t,)|6)is the prob-
ability that strategy a(t,) is observed at this stage of
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the game given the type & of the player i. From the
assumption of described game, we know that
P(a, (t,) = Attack |6, =1) =ap +b(1- p)

P(ai (tk) = Not Attack |HI = 1) = (1_ a) p

+(1-b)(1-p)
P(a(t,) = Attack |6, =0) =a
P(a, () = Not Attack |6, =0) =1-b

LEMMA 1: the multi-stage game satisfies the four
Bayesian conditions (1)-(4).

1) Posterior beliefs are independent, and all types of
player j have the same beliefs, and even unexpected
events will not change the independence assumption for
the type of the opponents.

2) Bayes'rule is used to update beliefs from
(6 |at)) to u_(6]a(t.,)) whenever possible.

3) The players do not signal what they do not know.

4) All players must have the same belief about the type
of another player.

Proof: condition (1) is trivially satisfied because
player j has only one type. We can see that the multi-
stage game satisfies (2) from Equation (1). In our multi-
stage game context, player i's signal is part of attack
actions, thus (3) is satisfied. Because there are only two
players in the game at any stage, the condition (4) is sat-
isfied.

THEOREM 3: The multi-stage game has a perfect
Bayesian equilibrium (PBE).

At stage game t, , duo to the updated belief x(-), the

probability p* is also updated continuously. From the

previous analysis of section 3.2, the malicious type of

player i's equilibrium strategy is to play his first strat-
egy with probability

. bn+c

p'= : )
u(-)(2asm—sm+ sl +bn)

the equilibrium strategy of player j is to play his

first strategy with probability

I-c

e I=c 3

a 2atm —tm+tl )

So the PBE of the game is given as (p*,q", (")),
with (p*,q", u()) given by Equations (1)-(3).

4. Example

For each experiment, we assume that m=1=1000,
n=100. Figures 1 and 2 assume s=0.85, t=0.85,
c, =5, Figure 3 assumes t=0.85, ¢, =5, a=0.9,
b=0.02, and Figure 4 assumes s=09, t=09,
a=0.95, b=0.14. Figure 5 assumes s=0.9, t=0.5,
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a=0.95, b=0.02, c, =5. For all four scenarios player
j 's prior probability gz, =0.5.

From Figure 1, we see that the higher a is, the faster
posterior belief converges to 1. By contrast, Figure 2
shows that the lower b is, the faster posterior belief
converges to 1. In other words, the detection accu-
racy of the IDS affects the convergence speed of player
j's posterior belief. From Figure 3, we see that the
lower time of attacking, the faster posterior belief con-
verges to 1. From Figure 4, we see that the higher C,,
the faster the convergence speed of player j's posterior
belief will be.

Figure 5 shows the posterior belief of the player j
for these two scenarios. The belief for the first scenario

Figure 1. Convergence of player | ’s posterior beliefs given

the observations of a sequence of a sequence of consecutive
Attack actions under various a.

Figure 2. Convergence of player j ’s posterior beliefs given

the observations of a sequence of a sequence of consecutive
Attack actions under various b.

Copyright © 2010 SciRes.
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Figure 3. Convergence of player j ’s posterior beliefs given

the observations of a sequence of a sequence of consecutive
Attack actions under various s.

Figure 4. Convergence of player j ’s posterior beliefs given

the observations of a sequence of a sequence of consecutive
Attack actions under various c, .

converges to 1 faster than the second scenario. This is
because in the first scenario the player i starts to attack
earlier compared to the second scenario. Once the belief
reaches 1, it does not go down even if the player i is
not attacking since the type has already been identified.

5. Conclusions

In this paper, our goal is to determine whether it is essen-
tial to always keep the IDS running without compromis-
ing on its effectiveness. First of all, we assume that the
IDS works intermittently. Then, we model the interaction
between intrusion detection system and an attacker as a

one-stage game, and show that this game has two Bayes

ian Nash equilibriums. Second, we model this game as a
multi-stage game, where IDS does not have fixed prior
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Figure 5. Posterior belief.

probabilities about the type of its opponent and can up-
date its belief at the end of each stage of the game, and
show that this game has a mixed-strategy perfect Bayes-
ian equilibrium. The results of the proposed two games
show that IDS could work intermittently while getting
the same effectiveness.
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Abstract

Based on IEEE 802.15.4 Low Rate-Wireless Personal Area Network (LR-WPAN) standard, the Zigbee
standard has been proposed to interconnect simple, low rate and battery powered wireless devices. The de-
ployment of Zigbee networks is expected to facilitate numerous applications such as Home-appliance net-
works, home healthcare, medical monitoring and environmental sensors. An effective routing scheme is
more important for Zighee mesh networks. In order to achieve effective routing in Zigbee Mesh networks, a
Zigbee protocol module is realized using NS-2. The suitable routing for different data services in the Zigbee
application layer and a best routing strategy for Zigbee mesh network are proposed. The simulation shows
the selection of suitable routing for continuous data services and for bursting data services in the Zigbee ap-
plication layer and the comparison of three routing strategies namely ERD (All packets Enable Route Dis-
covery), SRD (All packets Suppress Route Discovery) and BOS (routing Based on Data Services) with re-

spect to efficiency and overhead.

Keywords: LR-WPAN, NS-2, ERD, SRD, BOS

1. Introduction

Zigbee is an emerging worldwide standard for Wireless
Personal Area Networks (WPAN). Under the main goal
to provide low-power, cost effective, flexible, reliable
and scalable wireless products Zigbee Alliance has been
developing and standardizing the Zigbee network. Based
on IEEE 802.15.4 [1], Zigbee defines three types of de-
vices. They are Zigbee Coordinator, Zighee Router and
Zigbee End device. Zigbee networks support star, tree
and mesh topologies, self-forming and self-healing as
well as more than 65000 address spaces; thus the net-
work can be easily extended in terms of size and cover-
age area. The star topology of Zigbee is mainly designed
for the simple communication from one node to several
nodes. The tree network uses a hierarchical tree routing
mechanism. The mesh network uses the mixed routing
method combined with Z-AODV and hierarchical tree
routing.

2. Zigbee Routing Algorithms

There are two routing algorithms in Zigbee network layer.
They are modified Ad Hoc on Demand Distance Vector
(Z-AODV) and Hierarchical Routing algorithms [2].

Copyright © 2010 SciRes.

2.1. Z-AODV

Currently AODV [3] is the easiest and most widely im-
plemented MANET protocol. Z-AODV is one of the
earliest AODV simplified versions. Z-AODV removes
the following items from the AODV specification such
as Sequence number, gratuitous RREP, hop count, Hello
message, precursor limits. In Z-AODV if the communi-
cations are unidirectional, the destination sends connect
message to the source. If data traffic is bidirectional, no
additional messages are used. In any case, a source de-
tects a link break in a route when it doesn’t receive mes-
sages from the destination.

2.2. Hierarchical Routing Algorithm

The hierarchical routing algorithm depends on the to-
pology and a distributed addressing scheme of Zigbee
networks. There are three types of devices in Zigbee
networks. They are Coordinator, Router and End device.
A Zigbee coordinator is responsible for initializing,
maintaining and controlling the network. A star network
has a coordinator with end devices directly connecting to
the coordinator. For tree and mesh networks, Zigbee de-
vices can communicate with each other in multihop
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fashion. The network is formed by one Zigbee coordina-
tor and multiple Zigbee routers. A device can join a net-
work as an end device by associating with a coordinator
or a router [4].

Before forming a network, the coordinator determines
the maximum number of children of a router (C,,), the
maximum number of child routers of a router (R,,), and
the depth of the network (L., [5]. A child of a router can
be a router or an end device, so (Cy, > Ry). Zighee speci-
fies a distributed address assignment using parameters
Cm, Rm and L, to calculate the nodes network addresses.
In Zigbee if a device joins a network successfully, it can

obtain a network address from the coordinator or a router.

The basic idea of the assignment is that for the coordina-
tor and the routers in every layer, the whole address
space is logically partitioned into Ry, + 1 block. The first
R blocks are to be assigned to the router child devices
and the last block is reserved for the (C,— Ry) child end
devices. In order to make the assignment easily, a func-
tion Cskip can be computed by C,, Ry, and L,,. The value
of this function is the size of address sub-block being
distributed by each parent at the depth of its router child
devices for a given network depth d.

1+C, (L, —d-1), if R, =1

Cskip(d)=<1+C_-R -C R = . 1)
LR , otherwise

A, is computed by the following formula.
A\ = Aparem +C3k|p(d _1) Rm +n (2)

Here Agarent denotes the address of the parents, n de-
notes the n end device, and 1 < n < (Cn— Rm). When
Zigbee adopted the hierarchical routing algorithm and a
device called X with address A and depth d received a
packet, the device extracted the destination address
called D.

D, if D> A+R, xCskip(d)

D-(A+1)
Cskip(d)

A+1+[ }szkip(d), Otherwise
@)
If D > A+ Ry, x Cskip(d), the destination is the direct
descendent of X, and X forward the packet to this direct
descendent. If not, the destination is the indirect descen-
dents of X, so X forward the packet to one of its child
with address computed by

A+l+\‘w

i (@) Jszkip(d) . 4)

In this way the network address is assigned to the net-
work elements in the Zigbee network using hierarchical
routing.

Copyright © 2010 SciRes.

3. Simulated Results

3.1. Performance of Tree Routing and
Z-Aodvrouting over Zigbee Networks

A Zigbee protocol module is developed using NS-2 with
the following specifications. The simulation area is 50 x
50 m?, the number of nodes is 21, Transmission range is
12 m, Packet error ratio is 0.2%, Data rate is 250 Kbps,
Packet size is 70 bytes and Simulation time is 150 sec.

From Figure 1 we observe that, the tree routing has
faster response in forwarding the data packets since it
doesn’t need to initiate the routing tables. The flow starts
at 25" second. At 27" second, 7 tree routed data packets
are arrived at the destination node. The Z-Aodv routed
data packets arrived at 27" second only because Z-Aodv
must initiate the routing discovery. Z-Aodv after estab-
lishing its routing table the number of data packets in
two routing methods will tend to be the same. Z-Aodv
always chooses the route with less number of hops and
the tree routing usually won’t obtain shorter route. So the
data frames transmitted in tree routing network are al-
ways 1.2 tol1.4 times more than the data frames transmit-
ted in Z-Aodv network. So the tree routing of Zigbee is
suitable for bursting data transmissions and Z-Aodv is
suitable for continuous data transmissions.

3.2. Comparison of Three Routing Strategies for
Zigbee Mesh Network

A data flow consists of mixture of continuous data and
bursting data is used in this simulation. The Zighee mesh
network uses a mixed routing mechanism combined with
tree routing and Z-Aodv routing [6].

PACKETS FLOWY
=

1 —#— Packets using tree routing

—— Packets using Z-Aody routing

—+&— Transmitted packets using tree routing
Transmitted packets using Z-Aodv routing

WDD L L 1 1 1 1 1 1 1 1
0 10 20 2530 40 a0 g0 70 a0 a0 100

TIME (5)

Figure 1. Performance comparison of tree routing and
Z-AODV routing.
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The Discover Route Field in the header of the data
frames decides the routing approach for the data frames.
If it has the value of Suppress Route Discovery, it uses
the routing tables that exist already. When there is no
corresponding address of the destination node the net-
work will use tree routing.

If the Discover Route Field has the value of Enable
Route Discovery and when the routing address is there in
the routing table, the routing will follow this routing ta-
ble. Otherwise the router will initiate the routing discov-
ery. When the node has no ability to initiate the routing
discovery, it will use tree routing. Based on the previous
section simulation results, we can choose the binding
data services in the Zigbee application layer will always
use Enable Route Discovery routing method and the
bursting data services in the Zigbee application layer will
always use the Suppress Route Discovery routing method.
This kind of routing method is called as routing based on
data services. Efficiency is defined as the ratio between
the transmitted data bytes and the total transmitted bytes.
Figure 2 shows the comparison of three routing strate-
gies with respect to efficiency.

The efficiency of SRD routing method is the highest.
The efficiency of ERD routing method is the lowest.
BOS has to initiate the routing discovery for continuous
data flow alone. ERD has to initiate the routing discov-
ery for both continuous and bursting data flow. The in-
crease of control overhead makes the efficiency of ERD
low.

Figure 3 shows the average number of frames re-
quired to transmit a single data packet in all the three
routing strategies for different bursting data conditions.
SRD requires more frames to transmit a single data
packet, since it uses the defined tree path. But ERD
elects the shortest path and in turn it requires fewer

100
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Figure 2. Comparison of ERD, SRD & BOS in the aspect of
Efficiency.
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Figure 3. Average number of frames required to transmit a
data packet in ERD, SRD & BOS.

frames. The BOS routing method cuts down the con-
sumption of routing discovery for bursting data since it
uses tree routing. So it has the least overhead. Compara-
tively BOS has the least overhead than ERD and SRD,
which accordingly reduce the power consumption.

Thus in turn it is more suitable and much beneficial
for Low Power IEEE 802.15.4 & Zigbee.

4. Conclusions

In this paper, the selection of suitable routing for con-
tinuous data services and for bursting data services in the
Zigbee application layer is proposed. The three routing
strategies namely Enable Route Discovery(ERD), Sup-
press Route Discovery(SRD), and routing Based On data
Services(BOS) are compared in the aspects of Efficiency,
overhead and BOS is proposed as the suitable routing
strategy for Zighee mesh networks.
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Abstract

In this paper, we consider the limited feedback Transmitting Beamforming for (multiple in single out) MISO
systems. In conventional techniques, all vectors of a large codebook (CB), used for the feedback of the quan-
tized channel state information (CSI), are broadcasted to all users, in a guard period which is followed by
data burst periods. Instead of transmitting a large number of codevectors, we thought to divide the CB into
several sub-codebooks (SC) and the broadcast would be based on the switch between them. Accordingly, a
good performance can be provided while minimizing the required feedback channel capacity applying some
proposed techniques such as “the switched Sub Codebook (SSC)” and “the Fairness SSC (FSSC)”. To mini-
mize the quantization error, we propose two other techniques. The first is based on making Transmit SSC
vectors controlled by a rotation weight (RW) to obtain almost a zero correlation between the SSC vectors
used for the selected spatial channels. The second is based on introducing “the Schmidt algorithm” to con-
struct an orthonormal weights using the generated weights. These two proposed techniques increase the
probability of the selection of the worst case user on his best codevector to make zero the angle between his
couple codevector and channel response. To analyze and validate the performance of these proposed tech-
niques, simulation results are presented.

Keywords: MISO, Beamforming, Limited Feedback, CSI, SSC, FSSC, RW-FSSC, SSC-Schmidt Algorithm

1. Introduction

In the last few years, Multiuser MISO systems also named
as (Space Division Multiple Access) SDMA based on
Limited Feedback Transmitting Opportunistic Beamform-
ing (OBF) have been a lot of interests in recent research
studies. The goal is to provide high system spectral effi-
ciency [1] while reducing the complexity. Due to the con-
straint of narrowband of the feedback channel, transmitting
OBF on the broadcast channel with limited feedback has
been widely studied in the literature as [2-4] and references
therein.

Moreover, transmitting OBF is provided in the literature
as a more practical design that ameliorates the performance
of SDMA [5] and [6]. Each user selects the correspondent
beamformer from the Beamforming CB. Therefore, we
found many techniques to formulate the Beamforming CB
vectors, for example: random orthonormal beamforming
CB as proposed in [7-9] or transmitting beamforming

Identify applicable sponsor/s here. (sponsors)
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based on grassmannian line packing as described in [10]
and [11].

This SDMA design can be combined with multiuser
scheduling [5] and [6]. Therefore BS uses an algorithm to
select the best pair index of user-CB vector that increases
the system capacity such as: Max-rate [4] or sub-optimal
algorithms as proposed in [12] where a selection is based
on the best pair of user-beam vectors. In [13], an algorithm
is proposed, known as semi-orthogonal user selection
scheme. This algorithm is based on upper bounded tech-
niques where the value of the SINR and the value of the
error quantization are compared to predefined thresholds
which are defined in [2-4].

Up to the moment, the generated CB vectors are trans-
mitted to all users and then select the best pair CB vec-
tor-user. After investigating these studies, we thought to
reduce the complexity by introducing new techniques
based on a score that measure frequency of access by using
vectors in SC. Moreover, the second formulation of OBF
CB vectors named Grassmanian method is the most prac-
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tical and near to the reality but the components of the OBF
CB vectors are with non zero correlation. Consequently,
the correlation between OBF CB vectors and the selected
user channel is not null. Then, the interference level would
be increased and then the system throughput decreases.
Therefore, we thought to minimize the probability to make
errors.

In this paper, we propose four new techniques of trans-
mitting OBF at which the first technique is based on SSC
applied to the Max-Rate scheduler with limited feedback
system. The components of CB composed by N = 2° vec-
tors would be divided into np SC. In [2-4], the N compo-
nents of the CB vectors are transmitted to all users at each
time slot. This number is reduced in this proposal to N/np
components of the CB that would be transmitted to all us-
ers. Then, we minimize the complexity and respect the
bandwidth of the feedback channel.

Besides, for the goal of providing fairness among users,
we propose the second technique that is based on fairness
SSC (FSSC). This proposal is the continuity of the SSC
technique when we investigate and improve the SSC by
introducing the proportional fair principle (PF) to switch
the specific SC.

Moreover, we intend to meet the performance of the
FSSC and to reduce the interference level at user receivers.
Whereby, the correlation between OBF CB vectors is
compared to predefined thresholds to make the specific
rotation that minimize this correlation. Then, we put the
threshold to a given value and at each transmission the
value of correlation is controlled and compared to this
threshold.

After this, we thought to use from the beginning an or-
thonormal weights in transmitting OBF in order to reduce
the interference level at user receivers. Whereby, the cor-
relation between OBF CB vectors is converge to zeros by
applying the Schmidt algorithm and construct the new or-
thonormal OBF weights that give a zeros correlation be-
tween the generated OBF CB vectors.

The remainder of this paper is organized as follows. Sec-
tion 2 describes the system and channel models. In Section
3, we present an overview of the design of different CB
proposed in the literature. In section 4, we present an over-
view of the CSI guantization. In section 5, we describe the
different steps of the proposed techniques of transmitting
OBF: SSC, FSSC, RW-FSSC and SSC-Schmidt algorithm.
In section 6, we present the Max-Rate scheduler. In section
7, we analyze the system capacity of the proposed tech-
niques and give the closed form of capacity. In section 8,
we present a selection of simulation results.

2. System Model

We consider a MISO system with M, antennas at the base
station (BS) and K users when each is equipped with one
receive antenna. Each user has her own rate fy. It is as-
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sumed that slow power control is employed to equally
share the total transmitted power P, on all transmit an-
tennas at the BS. Users symbols are loaded on transmit
antennas using Beamforming, i.e. the BS assigns a
Beamforming vector to each of up to M selected active
users.

The Beamforming vectors {W, }Z

t
1

a generated orthogonal unitary beamforming vectors as
defined in [7-9] or using grassmannian line packing
codebook as described in [2-4]. To solve the problem of
limited resources allocated to the feedback channel, users
estimate their CSI and feedback them in a quantized
form on B bits to the BS through an uplink limited ca-
pacity feedback (LCFB) channel. We denote by N = 2°
the number of CB vectors which is defined by

CB ={W,,W,,..,.W, } . At each time slot, the number of

components that would be used in optimal side of the
transmission is equal to the number of transmit antennas
M,.

It is assumed that transmit signals experience path loss,
log-normal shadow fading, and multi-path fading. The
CSl is measured by the vectors which represent the short
term fading CSI on all branches from the BS to the k"
user assumed to be constant during a time slot. Accord-
ing to the slow power control, 1) each entry of the vector
hi is an independent and identically distributed complex
Gaussian random variable CN(0; 1) representing the short
term fading; 2) the CSI experiences flat fading during
each time slot, and varies independently over time slots.

We denote by h(t) the M, x1channel vectors, Wj(t)

the M, x1CB, s(t) the M, x1 transmitted symbol, n(t)

the additive white Gaussian noise (AWGN) vector with
distribution CN(0; Ny/2) for each element, and y(t) the
received signal. Then, the received signal for the consid-
ered multi-user MISO system in the time slot t is repre-
sented by

P M
() = M—‘Z he' (OW, (0)s; (©) +n, (1) @)
t i=1
According to Equation (1), the received signal for user
k when using the W; CB vector can be:

E E
Y () = M_tthWisi + Wt Z thstj +n. (2
t t J=L.My, j=i

Hence, the corresponding expression of the signal to
interference plus noise ratio SINR for the k™ user and the
i CB vector is expressed as follows:

i'w
SINR, ; = v ©))

2
hitw [ +—
1:1.%;,j¢i| ‘ J| R
To evaluate the sum capacity, we need the statistical

distribution of the SINR, ;.

are obtained using
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2.1. The Statistical Distribution of the Signal
to Interference Plus Noise Ratio

To simplify the Equation (3), we let a, =|hk“wi|2; i =

1, ..., M,. The SINR on the i CB vector for user k given
in the Equation (3) can be rewritten as

SINR,j =——— )

Consequently,

a
T R ©
m=1 " m=i+1 " Pt
Then,
SINR,, =— 1 (6)
) M[
b +c¢ +—t

t

where b, = Za and ¢ = Za

m=i+1

Although, the random variables a; are of independent
22 distribution with two degrees of freedom. Note that
the SINR ; with different k are independent. Then the

cumulative distribution function (CDF) of the largest
SINR for user k denoted SINR, ;can be calculated in

terms of the joint probability density function (PDF) of
the largest one of M, i.i.d x°random variables, denoted

by f, . (XY.2) a8 [14]
IR

fo o (W, Y, 2)dydzdw

After taking derivative with respect to x, the PDF of
SINR  ; is given by

(M =i)w/(i-1)
SINRk, I I
M (8)
fo a0 (W,X( % +z+w),zjdzdw

It was further shown in [14] that the joint PDF
fy o (X Y,2) is available in closed form, after some

modifications as given by

fo o (x,y,2)= Mt[

SINRk,

)

_1j [w—(i yJ' 2

i—-1 (i—2)!(|\/|t —|—1)!
e*wivfzu (w—(i-1)y)x )
'\;"Z()'[Mtj—lj(_l)j (z- jy)M[—i—lu (- iy).

y>=0w-(i-1)y;z< (M, —i)y.
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where U(.) denoted the Heaviside unit step function.
Remark:
If the largest SINR of the user k is the first component
of the CB vectors then i = 1 and the correspondent CDF
is as given in [15]

Fave (=1, 12177 y.2)dydz  (10)

And
finge, (X) = J:(M% + z)j: fon (X(M% + z), z)dz
(11)

It was further shown in [15] that the joint PDF is avail-
able in closed form, as given by

fal,b (y’ Z) = Le*y—z %

(M, —2)!
pol R R RHIC)

After replacing this expression in (24), the PDF of the
largest SINR of the user k (SINR k11) can be written as

R

M -2 M,
—(1+x)z-x—=4
[(l— x)z- jx%} xe R (13)
t

u [(1— jx)z—- jx%j dz

t

(12)

3. Conventional Codebook Design

According to the considered system model, we can give
a description of the CB vectors design. At each time slot,
M, symbols of users are multiplied by M, random or-
thonormal vectors w; M, x1 for i = 1, ..., M. Where

w;’s are generated according to an isotropic distribution
[9] and [10] or are computed according to formulation
described in [7]. This random orthonormal vectors are
used to define a random CB. This CB vectors are gener-
ated with zero correlation which is near to the reality
since it require that the chanal is known at both transmit-
ter and receiver.

Moreover, we found in some prior work such as in [2]
and [3] the term of CB vectors with none zero correlation
such as grassmannian CB vectors defined in [8]. Relying
to previous approaches a good beamforming is specifi-
cally using a grassmannian. Therefore, in this work, we
can use this technique to generate CB vectors with none
zero correlation.
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4. CSI Quantization

Due to constraint of the bandwidth of feedback channel,
each user just feeds back its maximum SINR quantized in
B bits and the index of the corresponding codebook vec-
tor. In [2] and [3], the random vector quantization (RVQ)
method is applied for quantizing the CSI. The CB vec-

tors {WI}Z'l are obtained using a generated orthogonal

unitary beamforming vectors as defined in [7-9] or using
grassmannian line packing codebook as described in
[2-4,12]. At each time slot, each user identified by k se-
lect his 'best' vector from the CB. For that, a quantization
CB vector is selected as:

i, =arg ma\x|h,:4 ><WJ-| (14)
{Wi}’tl
The quantization error is expressed as:
§=sin2(4(Wis,H)) (15)

In the literature, it is often assumed for simplicity that
the feedback is without errors. Then, the quantization
error ¢ should be converges to zero.

5. The Proposed Techniques of
Transmitting OBF

5.1. Design of SSC

For transmitting OBF, the CB vectors are used randomly
such as in [2-4]. At each time slot, all of N components
of CB are transmitted to all users. This is clearer in the
previous step of quantization of CSI. Therefore, we pro-
pose an idea that based on dividing the N components of
CB vectors into np SC to minimize the number of com-
ponents to be transmitted to all users at each time slot.

Then, we define how to switch to a given SC at each
time slot to increase the system capacity and give equal
opportunity among users to the channel accesses. The
switching is based by investigating user scores based on
the historic use of each SC at a number of previous time
slots. This would provide fairness among users.

The switching step is defined as follow:

1) The initialized matrix ( Score = zeros(K,np)) is
updated at each time slot and would be used in the fol-
lowing time slot:

Score(k,, i) = Score(k,,i;) +1 (16)

where k; is the index of each user among the M, served
users and is is the index of each CB vector among the M;
selected CB vectors of the SSC satisfying Equation (14).
2) At each time slot, we search the index of the user
that has the worst capacity to give fairness among users
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kK = mkin(C) 17)

3) After, we search the index of the switched SC vec-
tor that satisfies the following expression

i = m;ax(Score(k*, |)) (18)

4) Finally, we update the matrix of Scores and com-
pute the system capacity.
The most obvious benefit is to take consideration of
the historic use of the CB vectors that will be represented
by a score based on the user access frequency.

5.2. Design of FSSC

5.2.1. Fairness Criteria
In SSC, the idea to give fairness is derived and the se-
lected score is that has the user with the worst capacity

(rkan(C)) If we apply this, we can assume that the

number of users to have the worst capacity can be large.
Then, the selected user is chosen randomly and the same
user can be chosen many times. Therefore, in our pro-
posal design, the most obvious goal is to give fairness
among users. And accordingly, we thought to an idea in
basis on max-min schedulers introduced in previous
work such as proportional fairness in [7] when all users
have the equal chance to be served.

Now, we can suppose that each user has her own rate
Scand we propose in this technique to select the index of
the SC that has the minimum of the user’s capacity’s
divided by the proportional component o, when ¢, is

expressed in the following sub section in (20). Then, we
can assume that to select user with using (rpl}p (Ci /e ))

should be given most chance to users who can be served
at the following time slot. Accordingly, the probability to
choose the same user many times is minimized and this
probability converges to zero. Moreover and according
to the most aim of our proposal, we can talk about the
index of Jain for fairness defined in [16] and expressed
as follows

[Zc (t)j

(C.)

k=1

i= (19)

K

where C, (t) is the system capacity of k™ user and K is

the total number of users. We are going to present and to
discuss this term in the simulation results to validate our
scheme and their results.

5.2.2. FSSC Algorithm

The fairness switching algorithm is described as follows:
1) Initialization:
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a) Let f the rate of user k.
b) Let the proportional components ., as

a = P (20)
>4

c) The score matrix is defined in the previous subsec-
tion.

2) The Score matrix is updated at each time slot and
should be used in the following time slot (the same in
(16)).

3) At each time slot, we search the index of the user
that has the worst of the capacity divided by ato give
fairness among users

k* :(min[&D (21)
kek | g

4) After, we search the index of the fairness switched
SC vector that satisfies the following expression

i = mialx(Score(k*,i)) (22)

5) Finally, we update the matrix of Scores and com-
pute the system capacity.

The most obvious benefit is the use of an access con-
trol based on PF constraint to provide the fairness access
channel among users.

5.3. Design of RW-FSSC

In the literature, it is often assumed for simplicity that the
feedback is without errors. Then, the quantization error
expressed in (15) should converge to zero i-e the prob-
ability to make errors should be converge to zero. But in
reality, the use of grassmanian method to generate the
OBF CB vectors when the components of OBF CB vec-
tors are with not zero correlation should be make errors.
Consequently, the correlation between OBF CB vectors
using to select the user channel is not null. Therefore, we
thought to control this value, compared with the value of
threshold and make the rotation weight (RW).

The RW is consisting of the applying a rotation on the
best codevector to make zero the angle between the cou-
ple codevector and channel response. Then, the RW in-
creases the probability of the selection of the worst case
user and if this user is selected he would be assigned the
best possible symbol rate.

The RW is consisting of three cases at which the value
of the angle between the couple codevector and channel
response defined as @ is compared with a specific values
of thresholds that described as follows:

1) Let Opnax the threshold: it is the maximum angle be-
tween the couple codevector and channel response and
W, the OBF codebook vectors after rotation.

2)Let 0=2(W,,H)

3)if |g|< fmax Then W, =w,
4
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max —

4)elseif -0, <0< —Q"Tax Then

W, =W.'xexp(—jx9m7a"j

5) else if nga" <6<6,, Then

W, :Wi'xexp(jxem—;xj
6)elseif 6>6,,, ThenSNR=0

5.4. Design of the Method that Introduce the
Schmidt Algorithm

5.4.1. Schmidt Algorithm
Theorem: (Process of Gram-Schmidt)

Let {ay, ..., an} a family of vectors linearly independ-
ent.

Then it exists a family of orthonormal vectors {q, ...,
gn} when for all i = {1, ..., N}, we have

Vect{ay, ..., a} =Vect{q ..., g}

According to the process of Gram-Schmidt and to the
SSC technique, we thought to introduce the Schmidt al-
gorithm to construct a new orthonormal OBF CB vectors
using the generated OBF CB vectors using one of the
conventional CB designs and that used in the following
step to select the user channel.

5.4.2. Steps of this Proposal Technique

On the first hand, we use one of the conventional CB
design such as random orthonormal CB that have an iso-
tropic distribution or the grassmanian method.

1) We denote by {W, }IN: the generated OBF CB vec-

tors

2) We apply the Schmidt algorithm and we obtain the
new orthonormal OBF CB vectors W;

And after, we use this new orthonormal OBF CB vec-
tors W, to quantize the CSI and use the SSC transmit
technique.

1

6. Max-Rate Scheduling

To maximize the system capacity, the technique of
scheduling to share resources among active users is stu-
died and applied. In this section, we describe the main
idea of the Max-rate scheduling to select users. Accord-
ingly, the selected M, users to be served at each time slot
experiences peak level signal to interference plus noise
ratio (SINR) expressed in (3). This can be expressed as:

k, =arg max(SINRk'is) (23)
k

where is is the index of the CB vectors selecting with the
proposed technique of transmitting beamforming at the
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correspondent time slot. We use the Max-rate scheduling
because it gives the optimal performance and the aim is
to investigate the resources with the most efficiently.

7. Capacity Analysis

According to the step of [14], the exact sum capacity
expression for such scheme under consideration can be
written as

C =M, "log, (1+X) fgye (X)dx (24)

Based on the mode of assignment of one of the pro-
posed techniques, we can assume that the largest SINR of
different users are i.i.d and the correspondent PDF is
given by

fonr (X) = KFstK1 ()< fS|NRkl (x)
where Fge and fg, are the CDF and the PDF of

the largest SINR for a particular user, given in (11) and
(24) respectively. Then, the capacity can be written as

C =M, [ "log, (1+X) KFge ()" foe, , (X)X (26)

(25)

8. Simulation Results

In this section, the performances of the Max-rate sched-
uler with limited feedback are evaluated using the SSC,
FSSC, the RW-FSSC and SSC-Schmidt algorithm to
control the generated CB (for grassmannian CB vectors)
[8] in terms of system capacity. The number of active
users K used for these simulations varies from 1 to 30;
the number of SC np is equal to 2, the time moving win-
dow T is of 200 and the feedback bits B is of 3.

In Figure 1, we compare the sum capacity perform-
ances of the “SSC” and the RBF techniques (random
Max-rate scheme with LF such as in [2-5]).

Figure 2 illustrates the performance of the FSSC de-
sign in terms of system capacity. These results are com-
pared to the SSC technique.

Figure 3 plots the index of jain for fairness of these
two techniques versus the number of active users K when
the value of SNR = 20 dB. This figure shows the fairness
degree of the capacity in FSSC and SSC techniques. We
can conclude that FSSC and SSC provide respectively a
quasi optimal (~1) and near optimal fair degree. This is
explained by the number of users that have the same
worst capacity can increase with the number of users.

Figure 4 shows the performance of the RW-FSSC in
terms of system capacity. These results are compared to
the FSSC technique. Figure 5 shows the simulation re-
sults of the system capacity of the SSC applying the
Schmidt algorithm and SSC versus the number of active
users.

In Figures 1, 2, 4 and 5, the simulation results of the
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Figure 5. System capacity of SSC-Schmidt algorithm vs.
number of active users with variation of the average SNR.

system capacity of the proposed techniques are plotted
with different values of average SNR. Since, we can see
that the system capacity applying the proposed tech-
niques is nearly independent of the number of active us-
ers K. As can be seen from these figures, the difference
between the curves of the transmit techniques is very
small. In addition to that, the results of the proposed
techniques are in good concordance and the system ca-
pacity grows as the average SNR increases.

9. Conclusions

The system capacity of limited feedback using OBF CB
vectors and applying one of the new proposed techniques
for Max-rate technique has been analyzed in this paper to
deal with the performance of the coherent transmitting
OBF. The transmit antenna are assigned to different up
to M, users at each time slot to increase system capacity.

Copyright © 2010 SciRes.
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According to the simulation results, we can conclude
that the FSSC technique for Max-rate give fairness
among users for a lot of number of users and a good
performance. Moreover, we can conclude that the tech-
niques to control the generated weights applied the FSSC
for Max-rate minimize the probability to make error and
give fairness among a number of users and a good per-
formance while reducing the complexity of generating
the OBF CB vectors as SSC technique. Accordingly, we
can see that the system capacity can be improved using
our proposed techniques.
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Abstract

A Rectangular Dielectric Resonator Antenna (RDRA) fed by Dielectric Image Line (DIL) through a narrow
slot placed on a finite ground plane is numerically investigated. The effects of ground plane size on the ra-
diation performance of the antenna are analyzed. To increase the antenna gain, four sidewalls are placed
around the corners of the ground. Also, a reflector is placed at the back side of the structures to reduce
backward radiation. Results show that 7.7 dB gain is obtained at 10 GHz with a broadside radiation pattern.
For the DRA with four sidewalls maximum gain of 10.4 dB at 10.4 GHz is achieved which is 2.7 dB higher
than the gain of the structure without them. The effect of air gap between dielectric resonator and ground
plane is also investigated. The results show that with increasing distance between the DR and ground, an-

tenna gain is decreased.

Keywords: Dielectric Image Line (DIL), Dielectric Resonator Antenna (DRA)

1. Introduction

Microstrip lines are used to excite slot-coupled patch and
DR antennas, while their transmission loss is high espe-
cially at microwave and millimeter frequencies. To avoid
conductor loss and to increase radiation efficiency, di-
electric transmission line such as DIL could be used to
excite a patch or a DRA through a narrow slot. The
slot-coupled microstrip patch antenna and its array fed
by the DIL were designed and investigated in [1], and a
good gain, low return loss and low backward radiation
were obtained. However, DRAs have been proposed as
an efficient antenna at microwave and millimeter fre-
quency, offering several advantages over the conven-
tional microstrip patch antennas such as smaller in size,
wider in bandwidth and no excitation of surface waves
[2-5]. Moreover, due to no inherent conductor loss in
dielectric materials, DRAs provide high radiation effi-
ciency.

In this paper an RDRA fed by DIL, excited through
slot on the ground plane is studied based on the Finite
Element Method (FEM). The effects of the ground plane
width are studied on the radiation performance of the
DRA. Results show that the best width of the ground is
nearly 100 mm for maximum gain and broadside radia-

Copyright © 2010 SciRes.

tion pattern. The structure provides a good return loss
with peak gain of 7.7 dB at 10 GHz. The slot length and
width are 3.7 mm and 0.144 mm respectively.

To increase the DRA gain, four sidewalls are placed
around the corners of the ground plane. Results show
that maximum gain of 10.4 dB is achieved at 10.4 GHz
which is 2.7 dB higher than the gain of structure without
sidewalls. Moreover, to reduce the backward radiation, a
reflector is placed at the back of the structure under the
waveguide tapers. Results show that backward radiation
is decreased nearly 10 dB in E-plane.

2. Antenna Structures

The geometry of the RDRA is shown in Figure 1(a). A
rectangular DR of length a, width b, height ¢ with the
relative permittivity of 4 is placed on the ground plane
with width W,. A slot of length L and width W is etched
at the center of the metal plane to excite the resonator.
DIL as the transmission media consist of a rectangular
dielectric slab of relative permittivity &, is placed under
the ground plane. All dimensions of the structure are
summarized in Table 1. Also, antenna structure adding
four sidewalls is shown in Figure 1(b).
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Figure 1. The geometry of the DRA fed by DIL. a) single
antenna; b) antenna with four sidewalls.

Table 1. Antenna dimensions.

DRA DIL

a 6.2 mm ag 4.25 mm
b 6 mm by 4.03 mm
o 6.1 mm &r 10.2

Erd 10.2

3. Antenna Simulation

The structures are numerically investigated using HFSS
based on the Finite Element Method (FEM) which cal-
culates full 3-D electromagnetic field inside and outside
(far field) of the structures [6]. The detailed structure of
the RDRA defined in HFSS is shown in Figure 2(a). A
standard metal waveguide, WR90 is used to excite the
DIL, at the input and output of the transmission media.
Three sections of waveguide using a proper tapering
provide transition from TE;, mode of the metal rectan-
gular waveguide to dominant mode of the DIL [7]. The
DRA structure has two ports. Port one is defined as the
input to excite the TE;y mode of the metal waveguide.
The second port at the output is terminated to a matched
load so; a traveling wave is propagated in DIL which
efficiently excites the RDRA at the resonance frequency.
The slot on the ground plane upon which the RDRA is
located determines the amount of power coupled from
the DIL to the resonator. The slot operates as a magnetic
current in parallel to the resonator length exciting the
RDRA at the principal TE*1; mode of the operation [8,
9]. Figure 2(b) shows the detailed structure of the an-
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Figure 2. Detailed feed structure of RDRA. a) antenna struc-
ture; b) antenna with sidewalls and reflector plane.

tenna with sidewalls and PEC reflector. Height of side-
walls is 0.254,, where 4, is the wavelength in free space.

4. Result and Discussion

4.1. Effect of Ground Plane Width

Figure 3(a) shows the effect of ground plane width on
the RDRA peak gain. It can be seen that for low values
of width antenna gain is very low. However, with in-
creasing W, backward radiation would decrease and
hence, antenna gain is increased. For W, = 100 mm,
while the antenna structure is not too big, maximum gain
is obtained. The antenna gain versus frequency for three
values of W, is shown in Figure 3(b), which shows that
for 100 mm width 7.7 dB gain is obtained at 10 GHz.
Return loss and radiation pattern for this width size are
also shown in Figures 4(a) and 4(b) respectively. DRA
structure provides broadside radiation pattern perpen-
dicular to the ground plane and has good return loss.

4.2. Effect of Sidewalls

For increasing DRA gain, four sidewalls are placed
around the corners of the ground plane. The height of
sidewalls is chosen around 0.254,, while A, is the wave-
length in free space. Figure 5(a) shows the effect of
sidewalls on RDRA peak gain. It can be seen that an-
tenna gain is increased to 10.4 dB, while backward ra-
diation is not reduced significantly and the resonance
frequency is shifted about 0.4 GHz. Figure 5(b) shows
the simulated radiation patterns at 10.4 GHz. It can also
be concluded that backward radiation is high. It is said
that this is due to radiation from slot and feed line.

4.3. Effect of Reflector

To reduce the backward radiation, another ground plane
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Figure 3. RDRA Peak gain. a) versus ground plane width at
10 GH; b) versus frequency and different values of W,

as a reflector is placed at the back side of the structures.
Its size is chosen same as the main ground. In this case,
the radiation patterns are shown in Figure 6(a), which
shows the backward radiation is significantly reduced.
Also, the results show that maximum obtained gain of the
RDRA with sidewalls and reflector is 10.4 dB at 10.4 GHz
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Figure 4. RDRA with 100 mm of ground plane width. a)
return loss; b) radiation patterns at 10 GHz.
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Figure 5. RDRA with sidewalls. a) peak gain versus fre-
quency; b)radiation patterns at 10.4 GHz.

which is 2.7 dB higher than the gain of the structure
without them. Therefore, the reflector decreases the back-
ward radiation of the feed slot and the DIL. Figure 6(b)
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Figure 6. RDRA with sidewalls and reflector plane. a) ra-
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Figure 8. RDRA radiation pattern at 10.4 GHz for: a) gap =
0.1 mm; b) gap = 0.3 mm; c¢) gap = 0.6 mm.
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shows the return loss of antenna structure.

4.4. Effect of Air Gap between Dielectric
Resonator Antenna and Ground

Introducing a thin air gap, due to the roughness of the
ground surface or failure to ensure complete contact be-
tween the DR and conducting parts of the RDRA struc-
ture, may significantly affects the radiation performance
of a DRA. When an air gap exists between the resonator
and the ground, the electric field component normal to
the metallic part of the structure is much stronger in air
gap than the field component inside the resonator, espe-
cially, when it is composed of a material of high dielec-
tric constant.

To investigate the effect of air gap, a few simulation
processes was carried out for different value of air gaps.
The effect of gap on antenna gain is shown in Figure 7,
which shows that for low values of distance between the
resonator and ground, gain is high. However, with in-
creasing air gap, antenna gain would decrease. Figure 8
shows the effect of air gap on radiation patterns of the
antenna. It confirms that increasing the gap, would de-
crease antenna gain.

5. Conclusions

In this paper a single RDRA excited by a DIL through a
slot was numerically investigated by HFSS. The best
ground plane width for maximum gain with a broadside
radiation pattern was obtained. Results show that 7.7 dB
gain at 10 GHz was obtained for 100 mm of ground
plane width. Moreover, to increase antenna gain four
sidewalls were added and maximum gain of 10.4 dB at
10.4 GHz was obtained which is 2.7 dB higher than the
gain in case of structure without them. To reduce back-
ward radiation, a reflector was placed at the back of the
antenna structure. The results show that adding the re-
flector lead to reduce the backward radiation around
10 dB in E-plane, especially. Also, the effects air gap
between dielectric resonator and ground plane on the

Copyright © 2010 SciRes.
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radiation performance of the antenna was investigated
and it was concluded that antenna gain decreased with
increasing air gap.
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Abstract

Rapid penetration of small customized wireless devices and enormous growth of wireless communication
technologies have already set the stage for large-scale deployment of wireless sensor networks. Offering pre-
cise quality of service (QoS) for multimedia transmission over sensor networks has not received significant
attention. However offering some better QoS for wireless multimedia over sensor networks raises significant
challenges. In this paper, we propose an adaptive Cross-Layer multi-channel QoS-MAC protocol to support
energy-efficient, high throughput, and reliable data transmission in Wireless Multimedia Sensor Network
(WMSNSs). Our proposed protocol uses benefit of TDMA and CSMA/CA to adaptively assign channels and
timeslots to active multimedia sensor nodes in clusters. Simulations show that the proposed system achieves
the performance objectives of WMSNSs with increased network throughput at the cost of a small control and

energy overhead.

Keywords: Wireless Multimedia Sensor Networks, MAC, Multichannel, Cross-Layer, Cluster, Adaptive

1. Introduction

The main component of wireless (multimedia) sensor net-
work, are the sensor nodes, which are small in size, capable
of self-organizing, sensing, processing data and communi-
cating with other nodes. The availability of inexpensive
hardware such as CMOS cameras and microphones that
can ubiquitously capture multimedia content from the en-
vironment has fostered the development of Wireless Mul-
timedia Sensor Networks [1], i.e., networks of wirelessly
interconnected devices that can retrieve video and audio
streams, images, and scalar sensor data.

The major objectives behind the research and deploy-
ment of sensor networks [2] lie in the following two broad
aspects:

1) Event detection and possible data acquisition by
sensing, data processing and communication through node
coordination and data transmission [3,4] to the sink or to
the interested user.

2) Conservation of energy [5] to maximize the post dep-
loyment, active lifetime of individual sensor nodes and the
overall network. The reason is that replenishing the energy
of sensor nodes by battery-replacement is clearly not feasi-
ble for a large network consisting of hundreds of nodes.
Moreover, wireless sensors are often deployed in an area
which is in-approachable to humans and away from any

Copyright © 2010 SciRes.

sustained power-supply.

On the other hand, today’s wireless communication is a
gradually changing paradigm from its existing voice-alone
services to a new world of real-time audio-visual applica-
tions.

This ever-increasing popularity of multimedia applica-
tions has already started penetrating the domain of wireless
sensor networks—thereby giving birth to the new termi-
nology wireless multimedia sensor networks [6].

Video surveillance, telemedicine and traffic-control are
going to be the killer-applications of these emerging
WMSNs. While the need to minimize the energy con-
sumption has driven most of the existing research in wire-
less sensor networks, these new applications require the
sensor network paradigm to be re-investigated in view of
application-specific quality of service (QoS).

A quick look into the existing MAC protocols for sensor
networks reveals that lack of standardization and applica-
tion-specific diverse requirements has deprived wireless
sensor networks from having a single de-facto standard
MAC protocol. Most of the existing MAC protocols for
wireless sensor networks can be divided into two catego-
ries: 1) time division multiple access (TDMA)-based and 2)
carrier sense multiple access (CSMA) based with (possible)
collision avoidance (CA) [7].

TDMA protocols have a natural advantage of colli-
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sion-free medium access; CSMA-CA protocols have a
lower delay at varying traffic loads. However, transmitting
multimedia applications with QoS offers significant new
challenges over these energy-constrained sensor networks.
Design of an efficient sensory MAC protocol, satisfying
QoS requirements, is one major step in end to end QoS
provisioning over WMSNS.

Current sensor nodes, such as MICAz and WINS, al-
ready support multiple channels for communication, for
example, 40 channels in WINS [1].

Thus, by developing a multichannel MAC protocaol,
which can effectively utilize the available channel capacity
through the cooperative work from other sensor nodes, we
can achieve a better support for multimedia applications
which demand for high data rates [8].

This motivates us to look for QoS-based, yet ener-
gy-aware, MAC protocols for WMSNSs. The objective of
this work is to develop a new QoS-based, energy-aware
MAC protocol for WMSNS. In this paper, we propose an
adaptive cross-layer multichannel protocol for MAC layer
in WMSNs. This protocol use benefits of TDMA and
CSMAVJ/CA techniques in one MAC protocol.

The rest of the paper is organized as follows. Section |1
reviews existing works in sensory MAC protocols. Subse-
quently, in Section 11l we explain our proposed MAC pro-
tocol at some sub sections. Simulation results in Section IV
corroborate the efficiency of the protocol in achieving the
desired throughput and delay. Section V concludes the

paper.
2. Related Work

A good survey of major MAC protocols for wireless sensor
networks is provided in [9]. Provisioning QoS in MAC
layers for wireless cellular and local area networks [10] is
an active research area, QoS-based MAC protocol for
wireless sensor networks have received relatively less at-
tention. While both TMAC [11] and DSMAC [12] attempt
to reduce the latency, little of the other MAC protocols are
developed with an objective to optimize (or improve) some
application-specific quality of service (like delay, through-
put etc).

Protocols, like SPEED [13], cluster-QoS [14] and de-
lay-constrained least cost routing [15] discuss the QoS-
routing issues in wireless sensor networks. Unfortunately,
all these works attempt to optimize QoS in the sensor-
routing from higher layers only. However, end-to-end QoS
in WMSNs cannot be satisfied without designing an effi-
cient QoS-aware MAC protocol. Unfortunately only a
handful of works exist for QoS-MAC in wireless sensor
networks. These include Q-MAC [16], PQ-MAC [17], and
RL-MAC [18]. To the best of our knowledge COM-MAC
[8] is the first one that use multi channel techniques for
MAC protocol in WMSNs. But it uses static time slots at
control channel and doesn’t propose any mechanism for

Copyright © 2010 SciRes.

nodes that do not have data for sending at start of intervals
or for nodes that start sending data between an interval that
these could increase delay and degrades throughput of the
network.

This motivates us to develop a new cross-layer multi-
channel QoS-aware MAC protocol for clustered WMSNs
that adaptively changes the intervals and use dynamic na-
ture at channel and time slot assigning, therefore promoting
the throughput of the network and exploit the high energy
efficiency.

3. Design of the Proposed Protocol

3.1. Network Architecture

As shown in Figure 1, a WMSN consists of several more
powerful nodes as cluster heads that located at the center of
different monitoring area, a number of identical and statio-
nary multimedia sensor nodes surrounding each cluster
head and a remote data sink which stores the multimedia
content locally for later retrieval. Each sensor node can
communicate directly with its cluster head and cluster head
can communication directly with the data sink using an
out-of-band channel. But, if direct communication is not
available, multi-hop routing is also employed.

3.2. Our Assumptions

We make some assumptions with relation to the configura-
tion of the network. These assumptions are:

Topology of network is cluster based.

There are N different channels available for use and all
channels have the same bandwidth except one that has
lesser bandwidth than others and use as reserved channel,
namely channel-R.

Cluster heads can transmit or receive on N channels at
the same time.

Cluster heads will have sufficient power supply and
more processing capacity than other sensor nodes.

All multimedia sensor nodes in a cluster can transmit or

© Cluster member
@ Cluster Head
A Sink

Figure 1. Network architecture.
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receive on three channels, namely channel-1 and channel-2
and channel-R. Channel-1 is a contention based channel
that assigned by cluster head at first phase of network dep-
loyment. Channel-2 is contention free and dynamically
assigned by cluster head. Channel-R is a contention based
reserved channel that is share between a cluster members.
Sensor nodes are able to switch among channels dynami-
cally. The channel switching time is less than 224 ps ac-
cording to [1].

The working of a cluster of sensor nodes is synchronized
to the cluster head and each sensor node can communicate
directly with its cluster head.

3.3. Proposed QoS-MAC Protocol

We assume that the clustering process has been completed
by performing a clustering protocol, the assignment of
sensor nodes to clusters can be handled by existing cluster-
ing techniques [2]. Within each cluster, all tasks are done in
time intervals ( AT), which are dynamically changed. AT as
Time interval can be varying depending on application and
traffic load of the network.

We suppose three type nodes in a cluster as illustrated
in Figure 2. These nodes are: cluster head, active nodes
which are nodes that have data for sending, and passive
nodes which have not data for sending at present. First of
all, when the network is initially deployed, channel-1 allo-
cation phase begin in each cluster and doing only one time.
Channel-1 will be used as control channel for sending re-
quest message from multimedia sensor nodes to cluster
head. As mentioned before the number of channels at clus-
ter head is limited. So, it may happen that a channel as-
signed to more than one sensor nodes in a cluster. N-1
channels of cluster head could be assigned at this phase as
channel-1 of multimedia sensor nodes. One remained
channel from N channels of cluster head will be used as
channel-R. That is share between all of nodes in a cluster.
The usage of channel-R will be expressed later.

The operations of a cluster on AT are organized in three
sequential phases: request phase, scheduling phase and data
transmission phase. We now explain our MAC protocol
details in three phases.

Q @

.\)Q
(®)
@ Active node
@ Cluster Head

O Passive node

Figure 2. Node types in a cluster.
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3.3.1. Request Phase

After channel-1 assignment phase, that runs only one time,
the network operations begin at AT intervals. At the start of
each AT, the network layer of each multimedia sensor node
determines that whether information exists for sending or
not in a cross layer manner. Then nodes that have informa-
tion for sending, active nodes, start request phase on chan-
nel-1, and send a request message (REQ) to the cluster
head.

The REQ message includes QoS requirements, such as
amount of multimedia data to be transmitted, maximum
delay, priority information and traffic class (streaming
video, Non-Real Time (NRT), Best Effort (BE)), and
Packet Error Rate (PER).

Because channel-1 may be assigned to more than one
node in a cluster, so, adaptive contention window protocol
[19] can be used for better performance on this channel.

When active nodes received acknowledgement of its
REQ message, they go to standby mode and waiting for
scheduling message from cluster head.

Request phase time (ATr) determined dynamically,
based on event rate, traffic load and average of previous
ATr periods.

3.3.2. Scheduling Phase

After request phase, cluster heads gather REQ messages
and then start scheduling phase. Each cluster head calculate
an appropriate schedule, based on priority and other QoS
requirements that specified in REQ messages, to coordinate
the data transmissions of active nodes. Then cluster heads
broadcast scheduling messages through all N-1 channels.

In scheduling message, cluster head assign a channel as
channel-2 to each active node for data transmission. If the
number of active nodes in a cluster is more than N — 1, then
a channel should assign to more than one active node. In
fact, a time slot in a channel may be assign to an active
node as channel-2.

Therefore, the scheduling message includes a channel
and probably a time slot in it as channel-2 for each active
node. Moreover new AT that calculated based on REQs is
included in scheduling message. New AT specifies end of
this interval and start of next interval indeed. A cluster time
intervals have been illustrated in Figure 3 for three inter-
vals.

Lengths of time slots that assign to active nodes are de-
pending on amount of data that specified in REQ me-

éATz % & AT3 >

B Channel-1 assignment phase

B  Request phase (ATr)

MMM  Scheduling phase (chanel-2 assignment phase)
B Datatransmission phase

Figure 3. A cluster operations for three intervals.
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ssages and times need for sending acknowledgment mes-
sages if needed. Some traffic types may not require ac-
knowledgement message from cluster head, that it should
be declared in REQ message.

The priority of REQs is essentially based on its traffic
class, low priority for best effort traffic, medium priority
for non-realtime and high priority for streaming video traf-
fics.

Figure 4 shows the pseudo-code of scheduling algo-
rithm that assigns channel-2 and timeslots to active nodes
in a cluster. Also announce new_AT for next interval. The-
reafter, scheduling message broadcasts for sensor nodes in
the cluster at network.

If some nodes that were passive get active after this
phase, send their REQ messages to cluster head on chan-
nel-R. Then, if there is enough unused time on channels, it
could be assigned to these nodes. Otherwise, if there is not
enough time for some of these nodes, then these nodes only
will be announced with new_AT. So unsuccessful nodes
will go to sleep mode until starting of next request phase.

The network throughput in an interval is given by

7, =3 PI((N-DT,C) ()

where k is the total number of REQ messages in jth interval,
P; is amount of bits of data requested for transmission in ith
REQ message. Maximum occupied channel time in jth
interval is Tj seconds. In other word T; is equal to new_AT
at jth interval that used in Figure 4.

N -1 is the number of contention free channels available
at cluster head. And capacity of each these channels are
C bps. The total throughput of network in m time intervals
is the average of z; forj=1,2...m.

3.3.3. Transmission Phase

After receiving a scheduling message by an active node, it
could send its data on assigned channel. If a time slot in a
channel is assigned to an active node, it could go to sleep
mode until its time slot for sending data approaches.

As mentioned before, some passive nodes may get active
at this phase, and send its REQ messages at channel-R. So,
if free channels or time slots in channels has been assigned
to such nodes, they could send its data at scheduled time.

Scheduling algorithm of Proposed MAC Protocol

[E

. Sort “REQs based on Priority in descending order”
2. Sort “equal priority REQs based on amount of data in
descending order”
. Repeat
Find “first minimum occupied channel time™
Assign “channel or timeslot in channel to
REQ(i)”
. Until REQ (i) exists, i=1, 2,..., k
7. New_AT = Find “maximum occupied channel
time”

oA w

[o2]

Figure 4. Scheduling algorithm.
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When cluster head receives packets from its cluster
members, it classifies traffics based on its priority then
schedules it for sending toward the sink. Such framework
illustrated in Figure 5.

Nodes receive acknowledgement messages (ACK) for
proper sent packets, if specified before at REQ message.
Nodes could request unused timeslots, if exist, in an inter-
val for lost packets.

As mentioned earlier the streaming video traffic is as-
signed the highest priority and the best effort traffic is as-
signed the lowest priority. We will now analyze the aver-
age delay incurred in each of this traffic class. The mean
waiting time of a type i customer is denoted by E(W;) and

E(L') is the number of type i customers waiting in the
queue. Further let’s assume the processing time of traffic
class i is g, with mean E(y ) and residual processing
time (R;), with mean E(R;). Then the traffic intensity of the
system is given by: p, =A4E(u;) [12]. Hence, for the
highest priority streaming video traffic it holds that

E(W,)=E(L)E®w)+X,~ER)

zzzlpiE(RJ') @)

1-p
where r is the number of different traffic classes whose
service is in progress during the arrival of the highest prior-
ity traffic class.
And the mean waiting time for lower priority traffics [7]
could be estimated as

E(W,)= ZijzlE(L(})E(,uj)+Z;:1,OJ—E(RJ.)

1=(p+ -+ p)
vi:2<i<n,

©)

4. Performance Evaluation

In this section we show different simulation results demon-
strating the efficiency of this proposed MAC protocol. We
have developed a discrete-event object oriented pack-
et-level simulator in C++. In the simulations presented in
this section, the considered packet size is 25 bytes. We
assume 3 data channels at sink that each channel capacity
is 250 kbps. Experiments are repeated 10 times. The per-
formance of our algorithm is compared with COM-MAC

Priority-1

Priority-n /
____ [

Figure 5. Traffic differentiation and priority queuing in
WMSN.

Qutgoing Traffic

>

Incoming Traffic
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[8] and a baseline protocol, the multichannel TDMA
(M-TDMA) protocol. For M-TDMA, the cluster head first
evenly distribute the cluster members on the available
channels. Then, the cluster head generates a TDMA sche-
dule on each channel and allocates a fixed slot to each
cluster members.

Figure 6 compares the network throughput performance
of proposed MAC protocol with COM-MAC and M-
TDMA for different cluster sizes. Our protocol works well.
But, when the number of nodes in cluster increases, the
proposed protocol throughput decreases. To find the reason
we repeat simulation up to 100 nodes in a cluster, Figure 7,
| see that our protocol throughput reach to a steady state
and it has better throughput than other protocols. This is
because the channel tends to be saturated when more nodes
are trying to utilize the channel.

As expected, proposed MAC protocol outperforms other
two protocols. This is because our protocol is designed to
maximize the network throughput by adaptively changing
intervals and using unused channels and time slots for pas-
sive nodes that get active after request phase.

Figure 8 shows the delay performance compassion of
three protocols as cluster size increases. We see that our
proposed MAC incurs lower delay when compared to
COM-MAC and M-TDMA.

It is because that in our protocol, when a passive node
gets active, it could send request from channel-R to use
unassigned space on channels for data transmission. So it
incurs lower delay than other two protocols. With COM-
MAC and M-TDMA such nodes should wait until next
intervals thus this increases packet delay. We also notice
that the delay performance increases as cluster size in-
creases. This is because that larger cluster size will lead to
heavier network load so that a packet has to wait longer to
be transmitted.

Figure 9 explains the throughput-dynamics for different
traffic classes. The novelty of our MAC protocol is that it
first classifies the traffic into different classes depending on
the type of service (ToS) then schedules it for data trans-
mission. The streaming video traffic is given the highest
priority, the NRT traffic is given the second priority and

Figure 6. Throughput performance for various cluster sizes
up to 45.

Copyright © 2010 SciRes.

Throughput (Mbps)

Figure 7. Throughput performance for various cluster sizes
up to 100.

Figure 8. Packet delay performance for various cluster.

Figure 9. Differentiated MAC-throughput.

the BE traffic attains a lowest throughput.

5. Conclusions

In this paper we have developed a cross layer multichannel
QoS-MAC protocol for wireless multimedia sensor net-
works which classifies the wireless traffic into different
class, and adaptively assigns channel to various traffics. In
our proposed protocol nodes get active only when the net-
work layer specifies that there are data for sending. We
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verify the advantages of our protocol through network si-
mulation, in terms of network delays, throughput and dif-
ferentiated throughput of different traffic classes. We see
that our proposed MAC protocol provides better ener-
gy-efficiency, high-throughput, and data reliability support
in WMSNS.

6. Acknowledgements

This work was supported in part by grants from Faculty of
Engineering Ferdowsi University of Mashhad under the
contracts 18069.

7. References

[1] I.F. Akyildiz, T. Melodia and K. R. Chowdury, “A Survey
on Wireless Multimedia Sensor Networks,” Computer
Networks (Elsevier), Vol. 51, No. 4, 2007, pp. 921-960.

[2] 1. F. Akyildiz, W. Su, Y. Sankarasubramaniam and E.
Cayirci, “A Survey on Sensor Networks,” IEEE Commu-
nications Magazine, Vol. 40, No. 8, 2002, pp. 102-114.

[3] W. Heinzelman, J. Kulik and H. Balakrishnan, “Adaptive
Protocols for Information Dissemination in Wireless
Sensor Networks,” Proceedings of the 5th Annual ACM/
IEEE International Conference on Mobile Computing
and Networking, Seattle, WA, August 1999, pp. 174-185.

[4] Y. Yao and J. Gehrke, “The COUGAR Approach to
In-Network Query Processing in Sensor Networks,” ACM
SIGMOD Record, Vol. 31, No. 3, 2002, pp. 9-18.

[5] R.A.F.Mini, M. do V. Machado, A. A. F. Loureiro and B.

Nath, “Prediction-Based Energy Map for Wireless Sensor
Networks,” Ad Hoc Networks, Vol. 3, No. 2, 2005, pp.
235-253.

[6] 1. F. Akyildiz, T. Melodia and K. R. Chowdhury, “A
Survey on Wireless Multimedia Sensor Networks,” The
International Journal of Computer and Telecommunica-
tions Networking, Vol. 51, No. 4, 2007, pp. 921-960.

[7]1 N. Saxena, A. Roy and J. Shin, “Dynamic Duty Cycle and
Adaptive Contention Window Based QoS-MAC Protocol
for Wireless Multimedia Sensor Networks,” Computer
Networks (Elsevier), Vol. 52, No. 13, 2008, pp. 2532-
2542.

[8] C. Li, P. Wang, H.-H. Chen and M. Guizani, “A Cluster
Based On-demand Multichannel MAC Protocol for
Wireless Multimedia Sensor Networks,” IEEE Interna-
tional Conference on Communications, Beijing, May
19-23, 2008, pp. 2371-2376.

Copyright © 2010 SciRes.

[9] 1. Demirkol, C. Ersoy and F. Alagoz, “MAC Protocols for
Wireless Sensor Networks: A Survey,” IEEE Communi-
cations Magazine, Vol. 44, No. 4, 2006, pp. 115-121.

[10] T. Kuhn, “A QoS MAC Layer for Ambient Intelligence
Systems,” Proceedings of the 4th International Confe-
rence on Pervasive Computing, Dublin, 2006, pp. 69-72.

[11] T. V. Dam and K. Langendoen, “An Adaptive Ener-
gy-Efficient MAC Protocol for Wireless Sensor Networks,”
Proceedings of the 1st International Conference on Em-
bedded Networked Sensor Systems, Los Angeles, 2003,
pp. 171-180.

[12] L. Kleinrock, “Queueing Systems, Theory,” John Wiley &
Sons, New York, 1975.

[13] T. Hea, J. A. Stankovica, C. Lub and T. Abdelzahera,
“SPEED: A Stateless Protocol for Real-Time Communi-
cation in Sensor Networks,” 23rd IEEE International
Conference on Distributed Computing Systems, Rhode
Island, USA, May 2003, pp. 1-10.

[14] S. S. Tang and W. Li, “QoS Supporting and Optimal
Energy Allocation for a Cluster Based Wireless Sensor
Network,” Computer Communications, Vol. 29, No.
13-14, 2006, pp. 2569-2577.

[15] Q. Gao, K. J. Blow, D. J. Holding, I. Marshall and X. H.
Peng, “Radio Range Adjustment for Energy Efficient
Wireless Sensor Networks,” Ad-Hoc Networks, Vol. 4, No.
1, 2006, pp. 75-82.

[16] Y. Liu, I. Elhanany and H. Qi, “An Energy-Efficient
QoS-Aware Media Access Control Protocol for Wireless
Sensor Networks,” IEEE International Conference on
Mobile Adhoc and Sensor Systems, Washington, DC,
November 7, 2005, pp. 191-193.

[17] K. Paek, J. Kim, U. Song and C. Hwang, “Priority-Based
Medium Access Control Protocol for Providing QoS in
Wireless Sensor Networks,” IEICE Transaction Letters on
Information Systems, Vol. E90-D, No. 9, 2007, pp. 1448-
1451.

[18] Z. Liu and I. Elhanany, “RL-MAC: A QoS-Aware Rein-
forcement Learning Based Mac Protocol for Wireless
Sensor Networks,” IEEE International Conference on
Networking, Sensing and Control, Lauderdale, 2006, pp.
1-6.

[19] N. Sabena, A. Roy and J. Shin, “Dynamic Duty Cycle and
Adaptive Contention Window Based QoS-MAC Protocol
for Wireless Multimedia Sensor Networks,” Computer
Networks, Vol. 52, No. 13, 2008, pp. 2532-2542.

1JCNS



Int. J. Communications, Network and System Sciences, 2010, 3, 631-637
d0i:10.4236/ijcns.2010.37085 Published Online July 2010 (http://www.SciRP.org/journal/ijcns/).

o955 Scientific
#%%» Research

Modeling and Analysis of Bandwidth Allocation in IEEE
802.16 MAC: A Stochastic Reward Net Approach

Shanmugam Geetha, Raman Jayaparvathy
Department of EEE, Coimbatore Institute of Technology, Coimbatore, India
E-mail: geetha_thiagu@yahoo.com, jayaparvathyl4@gmail.com
Received April 20, 2010; revised May 27, 2010; accepted July 2, 2010

Abstract

In this paper, we present a stochastic reward net (SRN) approach to analyse the performance of IEEE 802.16
MAC with multiple traffic classes. The SRN model captures the quality of service requirements of the traffic
classes. The model also takes into account pre-emption, priority and timeout characteristics associated with
the traffic classes under consideration. The performance of the system is evaluated in terms of mean delay
and normalized throughput considering the on-off traffic model. Our analytical model is validated by simula-

tions.

Keywords: Wimax, IEEE 802.16, Stochastic Reward Net, Mean Delay, Throughput

1. Introduction

Over the last few years there has been tremendous in-
crease in the use of broadband access. The deployment
has boosted the usage of several multimedia applications
such as Voice over IP (VolIP), online gaming and Video
on Demand (VoD). However, in the rural and suburban
areas, deployment of traditional wired technologies is too
expensive. In such cases, broadband wireless access
(BWA) based on IEEE 802.16 provides a promising so-
lution [1,2]. One of the key features of IEEE 802.16 is that
it supports multiple applications such as HDTV, video
conference and conventional internet applications. The
challenge for BWA networks is to simultaneously provide
quality of service (QoS) to applications with very differ-
ent characteristics. Hence, a proper resource allocation
scheme for packet transmission is imperatively needed.

Performance evaluation of resource allocation me-
chanisms plays an important role in design of communi-
cation systems. Increasing complexity of networks and
the way in which they are used, has made it difficult to
construct models that are analytically tractable. SRNs are
very useful in analytical modeling of complex networks.
System operations can be precisely described by means of
a graph which translates into a markovian model. Prop-
erties such as liveness and deadlock freeness make SRN a
reliable analytical modeling tool.

SRN has been used extensively for performance mod-
eling. Performance of opportunistic and non opportunistic
schedulers was compared in [3] using analytical model

Copyright © 2010 SciRes.

developed with stochastic Petri net (SPN). A protocol of
QoS has been developed using Petri net in [4]. The pro-
tocol has been verified for service guarantee and effec-
tive use of resources. Modeling power, analysis and veri-
fication of SPN has been discussed in [5]. Application of
Petri net (PN) in performance and availability analysis is
discussed in [6]. The authors in [7] presented a SRN ap-
proach to model IEEE 802.11 DCF with on-off traffic
model. Performance metrics such as mean delay and av-
erage system throughput have been evaluated. Reconfi-
gurable PN and their ability to model dynamic systems
have been studied in [8].

Several approaches have been used for performance
evaluation of IEEE 802.16 networks. Simulation ap-
proach has been followed in [9] for evaluating IEEE
802.16 system metrics such as mean delay and through-
put. Analytical approach to study bandwidth allocation
process has been presented in [10,11]. Packet scheduling
scheme for QoS provisioning in WiMax networks is
discussed in [12]. The proposed scheme in [12] has been
verified using simulations. In [13], authors have pro-
posed a Light WiMAX simulator (LWX) for evaluating
performance of IEEE 802.16 bandwidth allocation algo-
rithms. Simulation approach has been adopted in [14] to
compare various scheduling schemes such as round-
robin, token bucket-based and M-LWDF algorithms.
Authors in [15] have proposed an intelligent bandwidth
allocation of uplink (IBAU) for WiMax systems. IBAU
mechanism is shown to decrease delay and increase
throughput of the network. A survey on scheduling
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schemes in IEEE 802.16e systems has been presented in
[16]. Simulation methodologies to be adopted for MAC
and PHY layers of IEEE 802.16 are presented in [17].

In this paper, we propose a SRN approach to model and
analyze performance of the IEEE 802.16 MAC with
multiple traffic classes. The proposed model incorporates
prioritization and pre-emption of traffic classes. Packet
drop due to waiting time exceeding threshold is also
considered. We compute the average system throughput
and mean delay suffered by the first packet (i.e., the
packet in the head of line (HOL) of each queue, through
the proposed SRN formulation. Mean delay of subse-
quent packets is determined by modelling each queue as
M/G/1 queue [7]. The mean service time for the compu-
tation is obtained from the mean delay suffered by the
HOL packet. Our analytical model is validated by com-
paring the results with simulations carried out using
event based simulator.

The rest of the paper is organized as follows: Section 2
presents a brief overview of IEEE 802.16 MAC. System
model is presented in Section 3. Section 4 discusses the
performance evaluation. Results and discussion are pre-
sented in Section 5. Conclusions are drawn in Section 6.

2. IEEE 802.16 MAC

IEEE 802.16 system consists of two kinds of fixed sta-
tions: subscriber station (SS) and base station (BS). All
communication in the network is regulated by BS. Two
direction of communication path exists between BS and
SS: uplink (from SS to BS) and downlink (from BS to
SS). IEEE 802.16 MAC defines QoS signaling mechan-
isms and functions that control BS and SS data transmis-
sions. Two modes of sharing the wireless medium is
possible: Point-to-Multipoint (PMP) and Mesh. In PMP,
BS serves a set of SS in a broadcast manner. Coordina-
tion of transmissions from SSs is done by BS. In mesh
mode, organization of nodes is in ad hoc manner and
communication exists between SS. In this paper, we fo-
cus on PMP mode.

The IEEE 802.16 MAC defines four different sched-
uling service flows in order to meet the QoS requirements
of multimedia applications [9]. Unsolicited Grant Service
(UGS) is designed to support real-time applications, with
strict delay requirements which generate fixed-size packets
at periodic intervals such as T1/El. Real-time Polling
Service (rtPS) is designed to support real-time applica-
tions with less stringent delay requirements, which gen-
erate variable size packets at periodic intervals, such as
VolP with silence suppression. Non-real-time Polling
Service (nrtPS) support non-real-time variable bit rate
services, such as FTP. Best Effort (BE) traffic does not
have QoS guarantees, such as HTTP. Since rtPS, nrtPS
and BE traffic classes have varying bandwidth require-
ments; bandwidth allocation for these classes is per-
formed dynamically. As UGS is allocated fixed and re-
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served bandwidth, dynamic reassignment of bandwidth is
not required.

SS maintains separate connection for each service
flow. The allocation of bandwidth by the BS to SS is
based on two modes: grant per subscriber station (GPSS)
and grant per connection (GPC). In GPSS, the SS obtains
aggregate bandwidth for all its individual flow and in turn
reallocates the bandwidth to each flow individually. In
GPC, the bandwidth allocation by BS is made on per flow
basic. We assume GPSS mode of operation in this paper.

3. System Model

A typical IEEE 802.16 network consists of multiple BSs.
Each BS covers several SSs. Every SS is associated with
multiple queues corresponding to different traffic classes.
We model a single SS with three queues corresponding
to rtPS, nrtPS and BE traffic classes as shown in Figure
1. The SS is assigned aggregate bandwidth by the BS.
The three queues contend for bandwidth from the SS.
The objective is to obtain the mean delay and normalized
throughput of each traffic class for varying load condi-
tions. The analytical model is required to take into ac-
count prioritization, pre-emption and dropping of packets
(with waiting time exceeding the threshold) correspond-
ing to various traffic classes.

Packets arrive at each of the queues in random epochs
of time. Data packets arriving at a queue gets buffered
till they gain access to channel. Newly arriving packets
are added to the queue on a first come first serve (FCFS)
basis. Delay of a packet is defined as the time spent by a
packet till it is successfully transmitted. Normalized
throughput of a given traffic class is defined as the ratio
of successful packets transmitted to total packets gener-
ated. Average system throughput is the sum of through-
puts of individual traffic class.

The following assumptions are made in the model.

e There are 3 different traffic classes in the system,
namely rtPS, nrtPS and BE denoted as class;, class, and
class; respectively.

e We consider data-only traffic with on-off traffic
model. Data bursts consist of active and idle periods.
(Practically, a data burst represents data packet of vari-
able

rPs

nrtPs

BE

Figure 1. System model.
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length, for example an IP packet with zero idle time be-
tween finite set of consecutive packets.[7])

o Data bursts arrival at any queue follows a Poisson
process with mean arrival rate A;.

o Service times of data bursts are exponentially dis-
tributed with mean 1/44 seconds.

e The SSs are assumed to have negligible mobility.

4. Performance Evaluation

In this section, we present a SRN model to evaluate the
performance of the system considered in Section 3. Per-
formance metrics considered are normalized throughput
and mean delay suffered by a packets belonging to each
traffic class.

4.1. Stochastic Reward Net Model

SRN model for a SS with three queues is shown in Figure
2. The model incorporates priority, pre-emption and
timeout characteristics of the queues. Tables 1-3 lists the
various places, transitions and the meaning associated
with each of them.

Transition usr; generates packets at a given rate 4

ET AL. 633

and deposits them into place ¢;. An inhibitor arc with

Table 1. List of places.

Place Meaning

cap Total available bandwidth

usg; Number of channels currently in use
[of Packets in buffer

Table 2. List of timed transitions.

Timed Transition Meaning

usr; Packet arrival at rate 4

end Departure of packets after service at
1

rate u;
. * Removal of time out packets at rate
time_o;
- Uto i
fi=1,2

Table 3. List of immediate transitions.

Immediate Transitions Meaning

Priority transition checking

chehk; availability of channel

pre_empt;; Enable pre-emption

Figure 2. SRN model.
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cardinality buf; is needed to ensure that the number of
packets waiting to enter the current queue is finite. If all
channels are busy, the data packets are buffered in g; with
buffer size buf;.

A way to assign priority is to give each transition an
integer priority level. Transition chchk; are modelled as
priority transitions. Lower integer value indicates higher
priority level. A priority transition is enabled only if no
other higher priority transition is enabled. Since, chchk; is
assigned lowest value; class; has highest priority to gain
access to channel, followed by class, and classs. Firing
chchk; transfers a packet from q; to usg; indicating the
packet is being served. After completion of service time,
transition end; is fired and the channel is returned to the
central pool. Note that chchk; are modelled as immediate
transitions since they represent activity that does not im-
ply time dependency. Although the action of assigning a
channel implies time, the time is neglected from the point
of view of traffic modelling.

In order to model pre-emption using SRN, it is required
to check the simultaneous presence of a packet in place
usgi+; and g;. The meaning of the above condition is that a
lower priority packet is being served, when higher priority
packet is waiting for resource. Transition prempt;; are
immediate transitions used to model pre-emption. prempt;;
is enabled when packets are available in places g; and usg;
at the same time, where subscript i and j correspond to
higher priority and lower priority traffic class respectively.
Arc connecting prempt;; indicates removal of packet from
usg;, and returning the channel to central pool of channels.
Hence, firing prempt;; pre-empts class; and enables class;
to access the resource.

The channels available in the central pool of resource
are shared by the traffic classes on arrival of data packets
and returned to the pool on completion of service. At
higher traffic loads, the available channels become insuf-
ficient to meet the bandwidth requirement. Under such
conditions, packets in buffer wait for availability of re-
source. Traffic classes, class; and class,. belong to delay
sensitive application with maximum threshold on toler-
able delay. Packets exceeding the threshold are dropped.
Dropping of packets exceeding the delay limit is incor-
porated in the model using timed transitions time_o;.
Firing rate of time_o; is set to 4 i, 1/14, i is the maximum
tolerable delay for packets belonging to traffic class;.
Firing time_o; removes a packet from q; indicating the
packet drop. Probability of packet drop depends on the
available channels, transmission rates of packets, buffer
size etc. Since, class; traffic is not associated with any
such delay limit, we do not include time out feature for
classs.

4.2. Mean Delay and Normalized Throughput

The underlying continuous time markov chain (CTMC) of
the SRN model discussed can be obtained from extended
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reachability graph (ERG) [7]. To obtain the desired per-
formance metrics, one has to solve the CTMC. Complex-
ity of CTMC increases with the size of the system. Solu-
tion of complex CTMC can be obtained by using standard
software packages such as SHARPE [18], SPNica [19] or
TimeNET [20]. The average number of packets in each
place, and hence the steady state probability of occupancy
of each state in the CTMC be determined using the soft-
ware tools. In this paper, we use SHARPE to construct the
SRN model and obtain the performance metrics.

The average throughput of a transition T is defined as
the average rate at which packets are deposited by the

transition in its output places. If 6(t) is the average

number of packets deposited by transition T in all of its
output places up to a time t, then the throughput of a
transition T, 7, is defined as

e =lim 20 ®

Since we consider three different traffic classes, the
throughput of traffic class i, is given by

Ten
m= d 2
77usn
Average system throughput, # is given by,
3
n= Z’]i (3)
i=1

The mean delay, ISH , experienced by a HOL packet of
traffic class i, is the sum of the mean packet holding time
and the sum of mean waiting times in places g, and

usg; . Let the average number of packets in place P be # P .

6H can be computed using Little’s Theorem [21] as,

A #(q;) #(usg;

DHi :ﬂ+(—g')+i (4)
77usr, nchchk, Hi

where g is the mean packet holding time for traffic

class i. The buffer in each queue is modelled as M/G/1

queue with mean service time EA)Hi . The mean packet

delay, IS can be determined by applying the Pol-
lackzek-Kinchine mean value formula [22] as

pb- 2
——(1+¢2 ] (5)
2(1‘pb. )( )
where . If delay of HOL packet is represented by random
variable, R, then

6i = 6Hi [1+

_'] (6)
Dw,
For small loads, E[R?] can be obtained as
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E[R?]- 2{%] (7)

Tenehk;

5. Results and Discussion

We evaluate the system performance in terms of mean
delay and normalized throughput for increasing traffic

. 3

load, p, given by zizlpi , Where p, corresponds to
traffic load of classifori=12and 3. p, =4/, where
A is the arrival rate and g is the service rate of each

traffic class. Simulation parameters are shown in Table 4.

Input traffic parameter settings are given in Table 5.

We compare the analysis and simulation results for
three traffic classes in terms of mean delay and norma-
lized throughput. From the results we find the simulation
results match with the analysis, thus validating our ana-
Iytical approach. We also analyse the performance of the
system with varying buffer sizes.

Figure 3 presents a comparison of mean delay for
three traffic classes with increasing traffic load. It is ob-
served that the mean delay increases with traffic load.
Mean delay suffered by packet of class; is least followed
by class, and classs. The increase in mean delay is more
pronounced for class; since class; has the least priority
among the competing traffic classes. At higher loads,
classs packets are starved are resources which results in
increased mean delay.

We further analyse the system with increased buffer
size. Figure 4 shows the comparison of mean delay for
buf = 15. From the figure it is observed that with increas-
ing buffer size there is no significant increase the mean
delay of class, traffic because the packets belonging to
class; have to wait for minimum amount of time to gain
access to the channel. Further, since class; and class,
packets are associated with a maximum tolerable delay,

Table 4. Simulation parameters.

Cell Radius 1km

Duplexing Schemes TDD

Ratio of Uplink slots to downlink in TDD 50%
Total available bandwidth 50 Mbps

Simulation time 500 s

Table 5. Input traffic parameters.

. Mean
. Packet Packet Traffic .
Téfglsc L?:ﬁg)c Y Size Interval load S%\r'r:ge
(Bytes) (ms) (Kbps) (ms)
rtPS 8 240 2.6 2.8-20 0.6
nrtPS 10 120 3 2-10 0.5
BE - 120 5 2-14 0.3
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Figure 3. Comparison of mean delay (buf = 1).
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Figure 4. Comparison of mean delay (buf = 15).

packets exceeding the tolerable delay are dropped. Dropped
packets introduce a decrease in throughput as observed
in Figure 7.

Mean delay of class, and class; for varying buffer siz-
es is presented in Figures 5 and 6. From Figure 6 we
find that for a traffic load of 0.8, mean delay with buf =1
and buf =5 are 2.5 and 5.6 respectively resulting in 55%
increase. For the same traffic load mean delay with buf =
10 and buf =15 are 6.9 and 7.2 respectively producing
only a 4% increase. We observe that increase in buffer
size does not produce a corresponding increase mean
delay, particularly for higher values of buffer sizes. The
reason is that the available bandwidth is insufficient to
serve all packets in buffer. Hence, the number of packets
successfully transmitted, which amounts to mean delay,
does not increase significantly with increase in buffer
size. Further, existing packets in buffer prevent addition-
al packets entering the system.

Figures 7 and 8 present the normalized throughput of
the three traffic classes with buffer size 1 and 15 respec-
tively. From the graphs, it is observed that for a given
buffer size, class; has the highest throughput followed by
class, and classs. Further, throughput of all traffic classes
decrease with increase in traffic load. Comparing Figures 7

1JCNS
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Figure 5. Mean delay of class, traffic for varying buffer size.
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Figure 6. Mean delay of classs; traffic for varying buffer
size.

and 8, we find that increase in buffer size from 1 to 15
increases the throughput significantly. Decrease in through-
put of class; traffic at higher traffic load is attributed to
insufficient bandwidth. Also, class, and class; traffic
suffer additional decrease in throughput due to pre-
emption.

In Figure 9, presents the throughput of classs packets
with increasing buffer sizes. From the graph it is observed
that increasing buffer size from 1 to 5 increases the
throughput significantly. But, further increase in buffer
size from 10 to 15 does not produce any considerable
increase in throughput. Further increase in buffer size
results in saturation of the system with no further in-
crease in throughput.

6. Conclusions

We presented a SRN formulation for performance evalu-
ation of bandwidth allocation in IEEE 802.16 network
considering multiple traffic classes. The model includes

Copyright © 2010 SciRes.
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Figure 7. Comparison of normalized throughput (buf = 1).
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Figure 8. Comparison of normalized throughput (buf = 15).

1
0.5\
0.8 .
507 — e
2 m
g
E s P—
-
X T
3 04 ~S-buf=1
g Sbufz5
203 —#buf =10
~H—buf =15
0.2
0.4
(K] 0.2 0.3 0.4 0.5 0.6 0.7 0.3 0.9

Total System Load

Figure 9. Normalized throughput of BE traffic class for
varying buffer size.

priority, pre-emption and time-out characteristics of traf-
fic classes. Performance of the system is evaluated in
terms of mean delay and normalized throughput. Our
model is validated by using simulations. The model can
be extended to include more than three traffic classes.
The model can be generalized to incorporate multiple SSs.
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