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Abstract

Applying the theorems of Mobius inverse and Dirichlet inverse, a general algorithm to obtain biorthogonal
functions based on generalized Fourier series analysis is introduced. In the algorithm, the orthogonal func-
tion can be not only Fourier or Legendre series, but also can be any one of all orthogonal function systems.
These kinds of biorthogonal function sets are used as scramble signals to construct biorthogonal scramble
modulation (BOSM) wireless transmission systems. In a BOSM system, the transmitted signal has signifi-
cant security performance. Several different BOSM and orthogonal systems are compared on aspects of BER
performance and spectrum efficiency, simulation results show that the BOSM systems based on Chebyshev
polynomial and Legendre polynomial are better than BOSM system based on Fourier series, also better than
orthogonal MCM and OFDM systems.

Keywords: Biorthogonal Functions, Biorthogonal Scramble Modulation, Generalized, Fourier Series, Mobius

Inverse, Wireless Transmission

1. Introduction

In wireless transmission systems, orthogonal signals are
often used for transmission information. In order to re-
duce the complexity of receivers in orthogonal transmis-
sion system and improve the bandwidth efficiency, a
kind of special biorthogonal modulation was adopted.
The biorthogonal signals are consisted of two groups of
orthogonal signals [1,2]. In group one, the M/2 functions
are directly obtained from orthogonal function system;
the M/2 functions in the other group are the inverse func-
tions of group one’s. Therefore, only half of the band-
width and half correlators were required compared with
M orthogonal functions modulation system. Biorthogo-
nal CDMA is also helpful to improve spectrum effi-
ciency, reduce multiple-access interference and com-
plexity in receiver [3,4]. However, these systems also
belong to orthogonal systems because all the biorthogo-
nal signals are also orthogonal.

In fact, security is difficult to be guaranteed in or-
thogonal systems, because the signals used in modulation
and de-modulation are same in transmitter and receiver
(sometimes except the symbol “+” or “-"). Recently, a

Copyright © 2010 SciRes.

kind of biorthogonal functions which are no-orthogonal
was discussed. In paper [5,6], Wei Yuchuan and Chen
Nianxian analyzed several periodic waves based on Fou-
rier series expansions with the theorem of MGdbius in-
verse and the extended Mdbius inverse theorem proposed
by Chen Nanxian [7], pointed out that a periodic signal is
able to be represented as the a superposition of some
easily generated periodic functions (such as sawtooth
wave and triangular wave) with different frequencies,
and gave an algorithm to obtain the biorthogonal func-
tions based on Fourier series analysis. The kind of bior-
thogonal functions is not orthogonal. However, the con-
dition above is that the Fourier coefficients of the period
functions are completely multiplicative. Subsequently,
Su Wuxun in paper [8] gave similarly the inverse trans-
form of some often-used symmetrical periodic wave-
forms based on Fourier series analysis, and suggested a
digital communication system architecture using bior-
thogonal functions as multi-carriers in paper [9]. How-
ever, the condition of completely multiplicative Fourier
coefficients limited the space of biorthogonal functions.

In paper [10], we introduced an algorithm to obtain
biorthogonal functions based on Fourier-Legendre series

WSN



200 Y.Y.Chen ET AL.

analysis, and proposed a wireless transmission system of
biorthogonal scramble modulation (BOSM) based on
such kind of biorthogonal function sets. It was pointed
out that in flat fading channel, the BOSM systems based
on Fourier series analysis have the close BER perform-
ance, and spectrum efficiency is similar to MCM system;
but the system based on Fourier-Legendre series analysis
has higher spectrum efficiency better BER performance
than other systems.

In this paper, we introduce a universal algorithm to
obtain biorthogonal functions based on General Fourier
series analysis. The algorithm doesn’t need the condition
that the series coefficients are completely multiplicative.
In the meantime, the orthogonal function can be not only
Fourier or Legendre series, but also can be any one of all
orthogonal function systems. Then we propose a BOSM
(biorthogonal scramble modulation) system using some
of these new biorthogonal functions. On the condition of
flat fading channel, we analyze and compare the BER
performance and spectrum efficiency of different BOSM
and orthogonal systems. The simulating results show that
the BOSM based on General Fourier series analysis not
only has better BER performance, but also has higher
spectrum efficiency than the BOSM system based on
Fourier series analysis.

2. The Fundamental Theorems of Mdbius
Inverse Transform and Dirichlet Inverse

Mobius inverse transform and Dirichlet inversion are
helpful theorems. The related theorems are briefly intro-
duced in this section.

A basic M6bius inverse formula is described as fol-
lows. If f(n) isanumber-theoretic function and

F(n)=> f(d) 1)
din
then, for all positive integers n, there exists
f(n) = Zﬂ(d)F(—) )

din
Inversely, if Equation (2) exists, then Equation (1) can
be yielded. In above equation, u(n) isa Mobius func-
tion defined as

1 n=1
u(n)y=4(=1)" if all the primes of n are different
0, if n has a squared factor

If f(n) and g(n) are number-theoretic functions, then
their Dirichlet multiplication h(n) is also a number-
theoretic functions [11]

h(n) = Zf(n)g[ j (n=123:) (3)

din

Copyright © 2010 SciRes.

and it can be written as
h(n) = f(n)*g(n) (4)
If f(1) =0, there exists a unique number-theoretic
function f'(n) satisfying
f(n)«f7(n)=f (n)*f(n)=05,,

where &, , is Kroneche’s delta symbol and f*(n) is

called Dirichlet inverse of f(n).f *(n) can be calcu-
lated by recurrence formula as following

f’()=f(1) (n=1) ®)
ST T oSN P
f(n) = ) f(djf d) (n>1) (6

Specially, if f(x) is complete multiplicative, then

f(n)=pu(n)f(n) (7)

Following is a useful Mobius inverse formula. It is
expressed as follows [8,12]

=ir(n)g(nx ir

=1 n=1

(nx (8)

>

where G(x) and g(x) are two functions defined in
(-0,00) and r*(d) is Dirichlet inverse of r(d).

3. Fourier Series Analysis

Function f(x) belongs to function space L’[-7,7]
with period 27 . It has a unique Fourier series expressed as

0

f(t)=a(0)+ Y [a(n)cos(nt)+b(n)sin(nt)] (9)
where, a(0),a(n) and b(n)are the Fourier series
coefficients of f (t).

Supposing that u(t) and v(t) are respectively an

even and odd functions with period of 27, their Fourier
series is expressed respectively as

ZA )cos(nat)

Z B(n)sin(net)

By the theorem of Madbius inverse [12], Equation (9)
can be rewritten as the following form

WSN
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£(t)=a(0 z[ ZA mnt} é{b(n)gB’l(m) (mnt)}
:a(o)+:°1 > (d)A’l(gju(ktﬁggb(d)B’l(g) (k)
+Zc (K)u(kt +Zd (k)v(kt)
(10)
where

()= 2.8 [dj
N1 K 11
_Zﬂj”f )cos(dt)dt - A” (dj (11)

=" f (g, (et

V4

JORLICRE

dlk

21 k

=) = t)sin(dt)dt- B~ (12)

dzﬂi {sinava-o ()
=[" f(th,

Equation (10) shows that a quadratically integrabel

function can be decomposed as the superposition of even

function u(t) and v(t) and odd function v(t) with

different frequencies. In Equation (11) and Equation (12),

g, (t) and h(t) is given respectively by

g, (t)= li A™ (gj cosdt (13)
7T dik
ZB ( )smdt (14)
T 4k

It can be proved that
[ u(mt)g, (t)dt =5, (15)

[” v(mt, (t)dt =4, (16)

namely, g, (t) and u(mt) ZA cos(mnt) are

biorthogonal functions, the same are h (t) and

ZB )sin(mnt) . In Equation (10), u(t) and

v(t) are called the basic function of biorthogonal func-

tions. In fact, the proof of Equation (15) and Equation
(16) do not need the condition that Fourier coefficients

A(n) or B(n) of u(t) or v(t) are completely
multiplicative. When A(n) or B(n) are not com-

pletely multiplicative, i.e., A™(n)=u(n)A(n) or

Copyright © 2010 SciRes.
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B™(n)= ux(n)B(n), the conclusion of Equation (15)
and Equation (16) can also be obtained.

4. General Fourier Series Analysis

Supposing Pn(x) is an infinite orthogonal series with
weight function h(x) in the orthogonal interval [a,b],
namely
b 0, m=#n
h(x)P_ (x)P, (x)dx = 17
(R (R (ax={T M0 an
where weight function h(x) is nonnegative and inte-

grable in the interval [a,b] [13]. If f(x) isa function
b
defined in interval [a,b] and satisfies Lh(x)fz(x)dx<oo,

then it can be decomposed to generalized Fourier series as
=>"a(n)P,(x) (18)
n=0

The coefficient of generalized Fourier series a(n) is
defined by

a(n)=["h(x)f ()P, (x)dx (19)

Then, a more universal algorithm to obtain biorthogo-
nal functions is introduced by following proposition.

Proposition 1. Supposing P, (x) is orthogonal series
with weighted function h(x) in orthogonal interval
[a,b]. If f(x) is a function defined in interval [a,b]

and satisfies the relation of j:h(x)fz(x)dx<oo (i.e.
f(x) belongs to [a,b;h(x)]). Then, the two group
functions

=ia(n)an(x), nm < K (20)

and

Zal[ ) )Pd (x) (21)

dlk

is a biorthogonal function set, namely
[ Fa (R (x) e =5 (22)

where a(n) is the coefficient of generalized Fourier
series of f(x), a*(n) is its Dirichlet inverse, and

K is the order of biorthogonal function set.
Proof.
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202 Y.Y.Chen ET AL.

[*F, (%) n(x)dx=Lia(i)Pim(x)~2a’1(th(x)Pd(x)dx

The proof is completed.
In Proposition 1, P, (x) represents any a kind of or-

thogonal series expanded in orthogonal function system
{P,(x)} . With the difference of h(x), P,(x) can be

n

different orthogonal polynomials series, such as Legen-
dre polynomials, Chabyshev polynomials, Hermite
polynomials, Laguarre polynomials, etc. The particular

case is Fourier series when h(x)=1 and P,(x) is

trigonometric function. Therefore, the algorithm given
by Equation (20) and Equation (21) is a general algo-
rithm to obtain biorthogonal functions. In fact, the proc-
ess of biorthogonalizing corresponds to rotate the or-
thogonal polynomials coordinate axis, thus one function
in bi-orthogonal function set has projection on one or
more axis.

There is a fast algorithm for biorthogonal functions.
Functions (20) and (21) can be rewritten as matrix forms as

P[RR RO B - R ]

a(1) a(2) a(3) a(4) a(5) a(6) a(K) | R(x)
0 a() 0 a(2) 0 a3 R, (x)
0 0 a1l o0 0 a(2) P, (x)
o 0o 0 a1 o o0 P, (x)
o 0o 0o 0 o0 a(1) || P (x)
=AP(x)
(23)
F=[R() R R R - R
[a*(@1) o 0 0 0 |
a'(2) a'(1) o 0 0 |[R(x)]
a'3 0 a'() o 0 || R(x)
o @ @@ 0@ 0 R
a'(s) 0 o 0 0 | P(x
a’(6) a'(3) a'(2) 0O 0 :
: : 0 _PK(X)_
|2 (K) a’(1))
=h(x)B'P(x)
(24)

where K is called the order of biorthogonal function
set. If matrix A and B is normalized individually by

Copyright © 2010 SciRes.

a(l) and a*(1), Equation (23) and Equation (24) are
rewritten as
F = AP(X) (25)

F =h(x)BP(X) (26)

where A=A’/a(l), B=B'/a"(1). Then, matrix A

and B are sparse triangular matrixes and they are
transposes each other (regardless the upper-mark “-1”).
Therefore, the calculation speed of the algorithm method
is improved rapidly.

Following takes Chabyshev polynomials as an exam-
ple. Chabyshev polynomials is defined in orthogonal

interval [-1,1] with weight function h(x)=1/v1-x".
The series can be expressed as

T,(x) =cos(narccosx) (n=0,1,2,--) (27)

If f(x)=1n(1+x)=—1n2+Zi(_§)nTn(x), then

a(n):z(—l)”'l/n,(nzl), and a(n)" can be calcu-

lated by Equation (6) and Equation (7). Let K =6, then
the biorthogonal functions can be directly obtained as
follows

RO [T -y2 ¥3 -y4 5 -1/6] [R(x)
FR(X)| [0 1 0 -Y2 0 -14| |R(x)
F(X)| |0 0 1 0 0 -12| |R(x)
F(x)[ |0 0 0 1 0 0 | |P(x
F(x)] [0 o 0o 0 1 0 Py (x)
IR(x)] [0 0 0o 0 o0 1 ] |[R(x]

(28)
[F(x)] 1 0 0 00 0] [R(X)]
=, (X) 21 0 0 0 0] |R(x)
()] 1 (Y3 0 1 00 0| |R(x)
= ()| 12| Y2 Y2 0 1 0 0| |P(x)
= (%) -5 0 0 0 1 0] |R(x)
LR (X)) -6 -3 Y2 0 0 1] [R(x)]

(29)

It can be proved that functions {F,(x)} and

{Ifm(x)} are biorthogonal, and the functions in one

group are not orthogonal. So, this is a kind of more gen-
eral biorthogonal functions.

5. Transmission System of BOSM

The biorthogonal function sets discussed above have a
magnetic feature that the functions in same one group are
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not orthogonal in time and frequency region. If the func-
tions of one group are mixed up, it is very difficult to
apart each one of them from the mixture if without the
other group of biorthogonal functions. Profiting from this
feature, a wireless security transmission system based
this kind of comprehensive biorthogonal function can be
constructed. Using the biorthogonal function sets as
scramble modulation signal, the systems have out-
standing security performance. We call the system as
Bi-Orthogonal Scrambling Modulation (BOSM) transmis-
sion system. The principle diagram is shown in Figure 2.
The input sequence d, is converted to K parallel
sub-sequences d; (1<i<K) which is individually scra-
mbled by the biorthogonal signal {FI(X), F, (), F (X)}
called BOSS (biorthogonal scramble signal) and the
variable x is treated as time t. The transmitted sym-
bol s(t) is performed by mixing all the outputs of K

parallel branches. It is expressed as
K
s(t)=2dy (1R (1) (30)
i=1

Supposing that the mixed signal s(t) is transmitted

over flat fading channel and the transmitted signal is
compensated effectively in receiver. Then, the received

signal r(t) isexpressed as

r(t)=s(t)+n(t) = 20, (VR ()+n(t) @D

i=1
where n(t) is AWGN with mean=0, variance o .

Further, supposing that the scramble signal in receiver
has been already synchronized with transmitter’s. The

received signal r(t) is correlated individually by
{F.(t),F,(t),- F (t)}, and the output of the j-th
correlator is

.

dy = [T r(OF, (et =3, (1)

i=1

:{aidpi (t) i=j

n(t) i=j

F(OF; (Dt [ n(0)F, ()

(32)
where ¢, is a constant. When the correlating process is
finished, the de-scramble process is completed also.

6. Simulation Analysis for Transmission
Performance of BOSM System

In this section, we discuss BER performance, spectrum
efficiency and the impact of synchronization precision in
BOSM system. The simulation system is established
according to Figure 1. Considering the scene of flat fad-

Copyright © 2010 SciRes.

ing channel in narrow band condition, let K =6 and
symbol rate R, =4800 baud/s. In receiver, the decision

criterion is ML (maximum likelihood). Because parallel
transmission depresses ISl (inter-symbol interference)
remarkably, the BER performance is mainly affected by
channel and ICI (inter-channel interference).

We compare different BOSM and orthogonal systems
on the performance of BER and spectrum efficiency.
They are based on different BOSS which are obtained
respectively by Chebyshev polynomial, Legendre poly-
nomial (general Fourier series) and Fourier series analysis.

The basic function for Chebyshev polynomial analysis
is the example given in Section 4. For Legendre polyno-
mial analysis, the basic function is as following

1L 0<x<l
Fl= {—1, ~1<x<0 (33)

An even symmetrical trapezoid is used as the basic
function for Fourier series analysis, expressed as

t+7r -z <t<-z/2
Tra(t)=y 7/2 -z/2<t<n/2 (34)
—-t+7  z/2<t<»x
Correspondingly, the obtained biorthogonal functions
sets are marked as BOSS-C, BOSS-L, and BOSS-F, in-

dividually. Figure 2 shows the transmitted signal wave-
form of the example of BOSS-C. It seems like noise.

—

Figure 1. Block diagram of baseband BOSM system.

i%llll .lil,l .‘II ‘I I‘Ill Al | | {

Figure 2. Waveform of mixed signal.
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6.1. Spectrum Efficiency

In BOSS-F, the bandwidth of mixed signal is B ~14kHz
(see Figure 3), the spectrum efficiency is 0.34 baud/Hz
approximately, and equal to orthogonal MCM (Multiple
Carriers Modulation) system regardless the guard band.
In BOSS-C and BOSS-L, the PSD (power spectrum
density) of mixed signal is shown respectively in Figures
4(a) and 4(b). The energy of mixed signal is mainly con-
centrated in interval of 0~3.2kHz and 0~4.8kHz, and the

Figure 3. Spectrum of mixed signal for BOSS-F.

@

(b)

Figure 4. Single-side PSD of mixed signal. (a)
BOSS-C; (b) BOSS-L.

Copyright © 2010 SciRes.
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spectrum efficiency approximately is 1 baud/Hz and 1.5
baud/Hz respectively. In fact, the PSD of mixed signals

are changed a bit with the change of basic function f (t).

In OFDM system, the spectrum efficiency is improved
approaching 1 times than orthogonal MCM system.
Compared with OFDM system, the BOSM system based
on 10 Legendre polynomial analyses has similar per-
formance of spectrum efficiency. Therefore, the BOSM
systems based on general Fourier series analysis, includ-
ing Chebyshev series and Legendre series analysis, have
higher spectrum efficiency.

6.2. BER Performance

In paper [10], we had given a conclusion that the BOSM
systems based on Fourier series with different basic
functions have close BER performance. Supposing syn-
chronization is exactly established. The BER perform-
ance of different systems is shown in Figure 5. It reveals
that, in flat fading channel, the BER performance of
BOSS-L and BOSS-C systems are the best, and BOSS-F
and orthogonal-M systems (or OFDM system) have the
close BER performance. Therefore, the BER perform-
ance of the BOSM systems based on general Fourier
series analysis is satisfying.

6.3. Synchronization Property
Synchronization error of biorthogonal signals between

transmitter and receiver leads to ICI. Supposing the error is
ar , then, the output of j-th correlator is (n(t) is omitted)

de. ), R
:_zK:dm O > AR ZK:B”PJ t+az)dt  (35)
2.

(t)F, (t+ar)dt

K
=1 1=1
K

dy (1) iZAkBHL P (t

i=1 k=1 1=1

)P, (t+a7)dt

Figure 5. Spectrum of mixed signal.
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In above expression, the output is impacted by all
other K-1 channels, because the biorthogonal feature is
damaged in different degree with differentaz . When
using the example of BOSS-C, Figure 6 shows the im-
pact of synchronization error to BER performance. The
BER curve is changed periodically with the synchroniza-
tion error, and the period is the length of interval [a,b]
(sample number 40 represents the interval length).
Therefore, synchronization precision needed to be guar-
antied in BOSM system, just same as OFDM systems.

7. Conclusions

The biorthogonal functions were introduced into ordi-
nary orthogonal function systems, and pointed out that
the condition of complete multiplication is not needed. In
the meantime, a more general algorithm for biorthogonal
functions called general Fourier series analysis was pro-
posed. Because the obtained biorthogonal functions are
not orthogonal each other, the BOSS that the obtained
biorthogonal functions were used as scramble signal to
be modulated by transmitted symbols has outstanding
security performance, especially when the order is
enough big. This is very different from orthogonal sys-
tem and traditional biorthogonal modulation system. By
simulation analysis, in flat fading channel, the BOSM
systems based on general Fourier series analysis, such as
Chebyshev polynomial and Legendre polynomial analy-
sis, have better BER performance and spectrum effi-
ciency than the BOSM system based on Fourier series
analysis, orthogonal MCM system or OFDM system.
However, the demand of high synchronization preci-
sion and having high PAPR (peak average power rate) in
BOSM systems are two primary problems, just as OFDM
or multi-carriers systems, and the degree of PAPR rises
with increasing of the order of BOSS. Because smaller
amplitude of polynomial coefficients in biorthogonal
functions appears with the increasing of the order of
biorthogonal function set, the performance of demodulation
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Figure 6. Impact on BER by synchronization error.
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error probability will be deteriorate when the energy in a
symbol interval is significantly weaker than the considered
noise level. Therefore, the order K should be not too big.

To properly choose the basic function can change the
PDF and PAPR of transmitted signal. In order to make
BOSM systems with better performance, how to con-
struct a proper basic function in an orthogonal function
system to obtain the biorthogonal functions, it is still a
challenge.
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Abstract

Wireless capsule endoscopy is a new endoscopic tool for the diagnosis and management of small bowel dis-
eases. The main indication at present is the evaluation of Gl bleeding of obscure origin, Crohn’s disease,
coeliac disease and small bowel tumors. Studies suggest that capsule endoscopy is associated with few ad-
verse events. Whether cardiac pacemaker may interfere with capsule endoscopy is still a controversial issue.
We here report a case showing that there is a possibility of interference between the two procedures, cardiac
pacemaker affecting the proper functioning of capsule endoscopy and that this is related to the distance be-

tween the pacemaker and the recorder.

Keywords: Capsule Endoscopy, Cardiac Pacemaker, Interference, Vascular Ectasias

1. Summary

Wireless capsule endoscopy is a new endoscopic tool for
the diagnosis and management of small bowel diseases.
The main indication at present is the evaluation of Gl
bleeding of obscure origin, Crohn’s disease, coeliac dis-
ease and small bowel tumors. Studies suggest that cap-
sule endoscopy is associated with few adverse events.
Whether cardiac pacemaker may interfere with capsule
endoscopy is still a controversial issue. We here report a
case showing that there is a possibility of interference
between the two procedures, cardiac pacemaker affecting
the proper functioning of capsule endoscopy and that this
is related to the distance between the pacemaker and the
recorder.

2. Case Report

A 75 year old man with ischemic cardiopathy with dila-
tative evolution treated with aorto-coronaric bypass,
complicated by cardiac cirrhosis and mild ascites and
renal failure came to our observation because of melena.
He had been implanted a cardiac pacemaker because of a

Copyright © 2010 SciRes.

complete atrioventricular block (pacemaker model
Biotronik-Kalos 05 VVI n/s 36012460 with electrode
Biotronik HL 150, n/s 56756B). Conventional diagnostic
interventions, including upper and lower endoscopy, fai-
led to identify the site of bleeding. An enteroclysis was
performed and resulted normal. The patient underwent a
small bowel study by wireless capsule endoscopy (En-
docapsule Olympus ®). The recorder was positioned ne-
xt to external abdominal sites near the pulse generator
while the electrocardiogram was continuously recorded
and reviewed by a cardiologist, to confirm the absence of
pacing inhibition by the video transmission. During vid-
eocapsule examination, we revealed an interference last-
ing 20 minutes (Figure 1), with complete absence of any
image on the real time viewer. The interference with
videocapsule proper recording was subsequently con-
firmed after downloading on the workstation. In particu-
lar, we found this interference only when the recorder
was positioned near the cardiac pacemaker while no in-
terferences were found when the recorder was positioned
at a distance from the pacemaker. The patient had con-
tinuous cardiac monitoring for the duration of the proce-
dure and no arrhythmias or other adverse cardiac events
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were noted during videocapsule endoscopy. Wireless
capsule endoscopy revealed the presence of two vascular
lesions in the gastric antrum (Figure 2), suggestive for
gastric vascular ectasias. This was confirmed by an
EGDS, performed on the same day (Figure 3).

3. Discussions

There is a theorical risk of electromagnetic interference
between the UHF digital radiofrequency of the wireless
videocapsule (433.8 MHz), and mobile phones, im-
planted cardiac pacemaker or defibrillator devices.
However, interference between wireless capsule endo-
scopy and cardiac pacemaker has been observed only in
one case [1], but has not been confirmed by others [2-5].

Figure 1. Workstation screen showing significant interfer-
ence in the capsule recording.

Figure 2. Wireless videocapsule imaging of the stomach
showing two gastric lesions suggestive of vascular ectasias.

Copyright © 2010 SciRes.

Figure 3. Esophagogastroduodenoscopy showing two vas-
cular ectasias in the gastric antrum.

In our case, which is the first described using Endocap-
sule Olympus ®, we show that cardiac pacemaker may
interfere with videocapsule proper functioning leading in
our case to a “blank” period of approximately 20 minutes
and this depends upon the distance between the recorder
and the cardiac pacemaker. In particular no interferences
were observed when a distance of about 20 cm between
the two devices was maintained. Also, we confirm that
wireless capsule endoscopy does not interfere with the
correct function of cardiac pacemaker as assessed by
continuous cardiac monitoring of the patient. Interest-
ingly, wireless capsule endoscopy helped identify the
gastric source of the bleeding then confirmed by a sub-
sequent EGDS.
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Abstract

In this review, the authors describe the most recent functional imaging approaches used to explore and iden-
tify circuits within networks and model spatially and anatomically interconnected regions. After defining the
concept of functional and effective connectivity, the authors describe various methods of identification and
modeling of circuits within networks. The description of specific circuits in networks should allow a more
realistic definition of dynamic functioning of the central nervous system which underlies various brain functions.

Keywords: fMRI, CNS, Modeling, Network, Effective Connectivity

1. Introduction

Imaging can be used to locate the brain areas involved in
various forms of motor behavior, attention, vision or
emotion, self-awareness and awareness of others, but
brain network modeling probably remains the greatest
challenge in the field of imaging data analysis [1].
Neuroimaging first allowed researchers to describe the
cortical and subcortical activity of regionally segregated
functional regions during a variety of experimental or
cognitive tasks. More recently, functional integration
studies have described how these functionally special-
ized areas, i.e., areas whose activity is temporally modi-
fied, interact within a highly distributed neural network.
By using functional magnetic resonance imaging (fMRI),
which has become the method most commonly used to
investigate human brain functions and define neural
populations as distributed local networks transiently,
linked by large-scale reciprocal dynamic connections [2].

After defining the concept of functional and effective
connectivity, various approaches to the identification and
modeling of circuits into networks will be presented in
order to more realistically define the dynamics of the
central nervous system which underlies various cerebral
functions. A distinction should be made between meth-
ods that only consider correlations and ignore issues of
causality and influence and methods that attempt to de-
scribe or draw inferences concerning the direction of
influence between regions. Methodological approaches
to the study of connectivity using fMRI data may be
broadly divided into those that are more data-driven and
attempt to map connectivity in the whole brain and those
that use prior knowledge or hypotheses-driven, limited to
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a restricted set of regions [3]. These two categories of
analysis are described, as indicated below, as functional
connectivity and effective connectivity, respectively
[4-6]. Techniques in the first group that consider only
correlations between regions include mapping using
seed-voxel correlations. Techniques in the second group
use more elaborate models and additional assumptions
applied to calculate correlations or covariances to ad-
dress questions about directional influences and include
mapping based on structural equation modeling (SEM),
multivariate autoregressive (MAR) modeling, dynamic
causal modeling (DCM).

2. Functional and Effective Connectivity

The dichotomy between local and large-scale networks
serves as a neural basis for the key assumption that brain
functional architecture abides by two principles: func-
tional segregation and functional integration [2,3,7]. A
large-scale brain network can be defined as a set of seg-
regated and integrated regions that share strong ana-
tomical connections and functional interactions. Whether
top-down or bottom-up, connections and interactions are
quintessential aspects of networks [8,9]. Cognitive and
sensorimotor processes depend on complex dynamics of
temporally and spatially segregated brain activities.
While the segregation principle states that some func-
tional processes specifically engage well-localized and
specialized brain regions, it is now thought that brain
functions are most likely to emerge through integration
of information flows across widely distributed regions
[2,10,11]. According to this approach, it is not only iso-
lated brain areas that are presumed to process informa-
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tion but rather a large-scale network, i.e. a set of brain
regions interacting in a coherent and dynamic way.
Hence, according to the functional integration concept,
cortical areas and therefore functions are integrated
within specific dynamic networks.

This concept supposes the existence of a dynamic in-
teraction between interconnected, active areas and that
the brain areas are expressed as networks within inte-
grated systems. In such a system, localized areas are in-
cluded in networks which become dynamic according to
the cognitive task. Brain areas underlie several functions
and can belong successively to several different func-
tional networks. In other words, a given brain area does
not have a single function; its resources can be exploited
in several different cognitive strategies. The principle of
functional integration which is also known in the field of
electrophysiology was used to analyze the event poten-
tials obtained from multielectrode recordings [12]. Thus,
based on the functional integration principle, the rela-
tionships between several brain areas may be examined.

Effective connectivity, closer to the intuitive notion of
a connection, can be defined as the influence that one
neural system exerts over another, either at a synaptic
level (synaptic efficacy) or a cortical level [13,14]. This
approach emphasizes that determining effective connec-
tivity requires a causal model of the interactions between
the elements of the neural system of interest. In electro-
physiology, there is a close relationship between effec-
tive connectivity and synaptic efficacy [15]. Effective
connectivity can be estimated from linear models to test
whether a theoretical model seeking to explain a network
of relationships can actually fit the relationships esti-
mated from the observed data. In the case of fMRI, the
theoretical model is an anatomically constrained model
and the data are interregional covariances of activity
[16].

Consequently, effective connectivity represents the
dynamic influence that cortical and subcortical regions
exert on each other via a putative network of interde-
pendent areas [5,12]. This approach might be based on
linear time-invariant models that relate the time-course
of experimentally controlled manipulations to BOLD
signals in a voxel-specific fashion. Although various
statistical models have been proposed [17], these stan-
dard models treat the voxels throughout the brain as iso-
lated black boxes, whose input-output functions are
characterized by BOLD responses evoked by various
experimental conditions [18]. fMRI provides simultane-
ous recordings of activity throughout the brain evoked by
cognitive and sensorimotor challenges, but at the ex-
pense of ignoring temporal information, i.e., the history
of the experimental task (input) or physiologic variable
(signal). This is important, as interactions within the
brain, whether over short or long distances, take time and
are not instantaneous which is implicit within regression
models. Furthermore, the instantaneous state of any brain
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system that conforms to a dynamic system will depend
on the history of its input.

3. Data-Driven Approaches

The first category of methods includes seed-voxel corre-
lations, Granger causality derived autoregressive models
[19], fuzzy clustering which assumes that brain voxels
can be grouped into clusters sharing similar activity pat-
terns [20-22], hierarchical clustering [23,24], psycho-
physiologic interactions which test for changes in the
regression slope of activity at every voxel on a seed
voxel that are induced by an experimental manipulation
[25], and spectral analysis [26-28]. Other techniques,
such as principal component analysis [29-31] and inde-
pendent component analysis (ICA) [32-35], suppose that
fMRI data are a linear mixing of a given number of
temporal factors with an associated factor-specific spatial
distribution. Among all of these methods, we propose to
briefly describe the ICA method (time analysis of the
BOLD response) and the spectral method (frequency
analysis of the time response) that are two interesting
methods to spatially identify circuits within networks in
the brain.

3.1. Independent Component Analysis

Independent component analysis (ICA) is a data-based
multivariate statistical technique that uses higher order
statistics to perform decomposition of linearly combined
statistically independent sources [36]. Each statistically
independent component represents a hemodynamic map
of the whole brain. Each independent component is sup-
posed to describe a particular functional activity of the
brain with its deployment over time [37-39]. Each inde-
pendent component extracted by applying a spatial ICA
is spatially independent of all other independent compo-
nents [35]. Therefore, the contribution of a spatial inde-
pendent component to each voxel is given by the inde-
pendent component magnitude at that point modulated
over time by the associated time-course. The main ad-
vantage of ICA is that it requires little knowledge about
the nature of the data. The only necessary hypothesis
concerns the presence of a sufficient amount of inde-
pendent sources (temporal or spatial), which are linearly
mixed. Conversely, one of the main drawbacks of ICA is
the large amount of brain activations resulting from this
kind of decomposition [40]. At some point, hypotheses
are necessary to select relevant from spurious activa-
tions.

For this reason, ICA can be used in conjunction with
other well-established techniques [41] or further infor-
mation may be associated with the reference time-course,
such as the spatial localization of activities [42] and the
covariate relation of independent component time-course
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[43]. ICA could be combined with SEM to extend the
explanatory power of each technique. SEM is a well de-
veloped, computationally minimally intensive connec-
tivity analysis technique suitable for neuroimaging data,
especially when it is combined with other data-driven
methods such as ICA. In this case, SEM coupled with
ICA is capable to handle data from a large number of
subjects [32]. The biological relevance and cortical con-
nections of the SEM models have also been evaluated
with reference to available knowledge based on animal
and human circuitries. The main advantage of spatial
group ICA is its ability to identify the distinct functional
elements involved in the circuitry [33]. Functionally
connected brain regions encompassed in each independ-
ent component are active at the same time, suggesting
that one or more anatomical connections are in use dur-
ing performance of the task. Although this reasoning is
more in line with the “connectionist” approach to brain
functions based on parallel processing mechanisms per-
formed by a group of connected functional elements, the
ICA approach lacks a statistical method to model the
functional connections assumed to exist between regions.
The addition of ICA to SEM can address this issue. Each
ICA map or part of the map corresponds to one compo-
nent in an SEM.

3.2. Spectral Analysis

The description of a correlation structure in the fre-
quency domain can be a promising approach to investi-
gate interregional strengths of interactions of a functional
network. As time-dependent correlations may vary be-
tween fMRI signals and across the space independently
of the underlying neural dynamics, a method of analysis
of frequency-dependent correlations would be one way
to overcome this interregional variability of the BOLD
response and would also be crucial for extracting the fine
detail of information hidden within the fMRI signal.
Functional connectivity analysis in the presence of major
physiologic noise sources is a pitfall especially when the
correlation (or covariance) between BOLD signals is
performed in the time domain. In this case, these noise
sources may artificially increase the magnitude of
cross-correlation. Estimation of coherence between pairs
of voxels at a specific frequency or at a limited range of
frequencies can therefore be one way to deal with nox-
ious physiologic noise.

The frequency domain approach can be used to ana-
lyze a limited range of linear relationships within a re-
stricted frequency band [44]. Consequently, measure-
ment of the correlation between fMRI data can be en-
hanced and can help to resolve the problem of false con-
nectivity derived from cardiac and respiratory cycles
and/or vascular differences. This approach can be per-
formed by using spectral analysis, which allows exami-
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nation of the structure of covariance and provides certain
voxel-based parameters such as coherence which as-
sesses the dependence between voxel signals [26].

The spectral theory for multivariate time series has al-
ready been used in several fMRI studies [27,28,45]. By
using fMRI signals, these authors demonstrated that time
domain approaches may be sufficiently susceptible to
substantially high frequency artefacts, whereas the spec-
tral domain is essentially resistant to these artefacts.
They also demonstrated that the frequency-dependent
correlation is higher than that measured in the temporal
domain. In other fields of neuroscience, for instance in
electroencephalography (EEG), coherence analysis is
widely used to investigate correlated oscillatory activities
between various areas in the brain [46-49]. In magne-
toencephalography (MEG), coherence analysis has also
been demonstrated to be a useful technique in clinical
studies for discriminating different rhythmic behaviors in
various brain regions [50-52]. However, although the
relationship between neuronal currents and hemody-
namic response is poorly understood, simultaneous in-
tracortical neural recordings and fMRI signals acquired
in animals recently revealed a significant correlation
between local field potential and vascular response [53].
The feasibility of a correlation between the synchrony of
low frequency BOLD fluctuations in functionally related
brain regions and neuronal connections that facilitate
coordinated activities has been demonstrated in various
applications [54,55].

4. Hypothesis-Driven Approaches

The alternative to data-based approaches is to use a
model that attempts to describe the relationships between
a set of selected regions, in which region-specific meas-
urements such as BOLD time series are extracted from
whole-brain data prior to the connectivity modeling stage.
This category includes structural equation modeling
(SEM) [56-62], multivariate autoregressive (MAR)
modeling [63,64], dynamic causal modeling (DCM)
[65-67], generative models including neural mass mod-
els [68,69] and large-scale neural models [70-72].

4.1. Structural Equation Modelling

Path analysis, also referred to as structural equation
modeling (SEM), was originally developed in the early
1970s by Joreskog, Keesling, and Wiley, when they
combined factor analysis with econometric simultaneous
equation models [73-76]. In the early 1990s, McIntosh
introduced SEM to neuroimaging [56,59,77-79] for
modeling, testing, and comparison of directional effec-
tive connectivity of the brain. SEM rapidly became
popular in this field [31,57,80-86]. Structural models can
be used to analyze linear relationships between variables
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from analysis of the covariance among the variables.
Structural models were developed from two principal
methods of analyses: factorial analysis (for a review:
[75]) and multiple regression or causal path analysis (a
method developed in the 1930s by Wright e.g., (for a
review: [87]). Structural models examine multiple
sources of influence on the dependent variable in an ex-
periment [88,89].

Structural Equation Modeling (SEM) is a hypothe-
sis-based multivariate statistical technique of data analy-
sis that can be used with neuroimaging data. An increas-
ing number of PET, fMRI and transcranial magnetic
stimulation (TMS) studies have used SEM to investigate
large-scale functional brain networks [90-93] and show
specific networks involved in either working memory
[94-100], attentional processes [64,101-103], face per-
ception [104-106], motor movement processing [61,
107-112], language [32,113,114] or processing of pain-
ful stimuli [62].

SEM methods, in comparison with classical ap-
proaches such as linear regression, allow simultaneous
analysis of several types of interrelationships between
variables in an experiment [13,115-117]. The nature of
the relationship between variables is given by the regres-
sion coefficient; it describes how much the dependent
variable changes when an independent variable changes
by one unit. SEM directly integrates measurement errors
into a statistical model, so that estimates of regression
coefficients are consequently more precise than with
classical methods such as multiple regression, factorial
analysis, or analysis of variance. The older methods ex-
amine only one linear relationship at the same time be-
tween independent and dependant variables and only
within a range of values set by the investigator [14]. In
contrast with classical methods, SEM analyzes a struc-
ture of variances and covariances in a dataset of observed
variables and can be used to predict dependences be-
tween variables. In other words, SEM seeks to explain as
much of the variance in dependant variables as it can
from simultaneous measurement of the variances of the
independent variables included in the model. Similarly,
SEM incorporates measurement errors of the independ-
ent variables into calculation of the estimate, which re-
inforces the statistical power of the method and provides
more precise estimates of regression coefficients. A
model of measurement can therefore be validated from a
theoretical model or empirical data [99]. The objective of
effective connectivity analysis is to estimate parameters
that represent influences between regions that may
change over time and with respect to experimental tasks.

In order to describe a functional network, network
nodes and anatomical connections must therefore be
proposed in conjunction with a SEM model to explain
interregional covariances and determine the intensity of
the connections. When applied to PET or fMRI data,
SEM allows modeling of connection pathways between
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cortical or subcortical areas and reveals relationships,
interdependencies and covariance between the various
areas. In a given anatomical model, SEM shows the ef-
fects of an experimental task on a specific network of
connections [14,118-120]. In this type of statistical
analysis, normalized variables are considered in terms of
the structure of their covariances. SEM therefore allows
inference of interregional dependencies between various
cerebral cortical areas.

SEM is a simple and pragmatic approach to effective
connectivity when dynamic aspects can be disregarded.
A linear model is sufficient and the observed variables
can be measured precisely, the input is unknown but
stochastic and stationary. SEM comprises a set of regions
and a set of directed connections. Importantly, a causal
relationship is ascribed to these connections. Causal rela-
tionships are therefore not inferred from the data, but are
assumed a priori. The strengths of connections can
therefore be set so as to minimize the discrepancy be-
tween observed and implied correlations and thereby fit a
model to the data. Changes in connectivity can be attrib-
uted to experimental manipulation by partitioning the
data set. If, for example, a given fMRI data set is parti-
tioned into those scans obtained for different levels of an
experimental factor, differences in connectivity can then
be attributed to that factor leading to the conclusion that
a pathway has been activated. An SEM with particular
connection strengths implies a particular set of instanta-
neous correlations between regions. Structural equation
models posit a set of theoretical causal relationships be-
tween variables and model instantaneous correlations i.e.,
correlations between regions at the same time-point. In-
stantaneous activity is assumed to be the result of local
dynamics and connections between regions.

4.2. Multivariate Autoregressive (MAR) Models

To overcome the difficulties of SEM, Harrison et al. pro-
posed the use of multivariate autoregressive (MAR)
models for the analysis of fMRI data [63]. They were the
first to introduce multivariate autoregressive (MAR)
models into brain pathway analyses to characterize in-
terregional dependence. MAR models are time-series
models and consequently model temporal order within
measured brain activity. Goebel et al. [19] and Roe-
broeck et al. [121] subsequently generalized the MAR
approach by incorporating Granger causality between
two time series. MAR models posit a set of causal relation-
ships between variables; they incorporate cross-covariances
between regions (covariances at multiple lags) and ex-
ploit temporal relationships between different scans to
allow conclusions about predominant directions of in-
fluence between regions as well as their strength [18,
122,123].
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An autoregressive approach is used to characterize a
structure in a time series, whereby the current value of a
time series is modeled as a weighted linear sum of pre-
vious values. Consecutive measurements within a given
time series contain information about the process that
generated this series. This is an autoregressive process
and is a very simple, yet effective, approach to time se-
ries characterization. This is distinct from regression
techniques that quantify instantaneous correlations, but is
similar to the SEM model in that it estimates the relative
influences over time. Autoregressive models of fMRI
data address the temporal aspect of causality in a BOLD
time series, focusing on the causal dependence of the
present on the past. Each data point of a time series is
explained as a linear combination of past data points.
This approach contrasts with SEM regression-based
models in which the time series can be permuted without
changing the results. MAR models contain directed in-
fluences among a set of regions whose causal interac-
tions, expressed at the BOLD level, are inferred via their
mutual predictability from past time points.

4.3. Dynamic Causal Modeling

A major criticism of SEM or MAR with regard to
neuroimaging data is that they model effective connec-
tivity changes at the “hemodynamic level” rather than
the “neuronal level”. This is a serious problem because
the causal architecture of the system that we want to
identify is expressed in terms of neuronal dynamics,
which are not directly observed using noninvasive tech-
niques. In the case of fMRI data, previous models of
effective connectivity have been fitted to the measured
time series which result from a hemodynamic convolu-
tion of the underlying neural activity. Since classical
statistical models do not include the forward model link-
ing neuronal activity to the measured hemodynamic data,
analyses of interregional connectivity performed on
hemodynamic responses are problematic. For example,
different brain regions can exhibit marked differences in
neurovascular coupling, and these differences, expressed
in different latencies (see above) may lead to false infer-
ences about connectivity [124].

Dynamical Causal Modeling (DCM) has recently been
developed as a generalization of both convolution mod-
els and SEM [66,67]. As described in Penny et al. [66],
SEM can be shown to be a simplified version of DCM
which also depends on the definition of a structural
model. DCM model assumes a dynamic neuronal model
of interacting brain regions, whereby neuronal activity in
a given brain region causes changes in neuronal activity
in other regions according to the structural model. This
neuronal model is then supplemented with a forward
model of how neuronal activity generates a measured
BOLD response through the balloon model which was

Copyright © 2010 SciRes.

initially formulated by Buxton et al. [125] and later ex-
tended by Friston et al. [126]. A Bayesian inference
scheme is devised to infer the model parameters from the
data. The mathematical framework of DCM takes into
account nonlinearities and temporal correlations. It also
quantifies the interaction strength that one brain region
exerts on another brain region at the neuronal level,
whereas SEM only concerns the observed BOLD signal.
DCM is suspected to be less sensitive than SEM to the
number of degrees of freedom. Unlike SEM, DCM also
models the effect of experimental, external, and modula-
tory inputs on network dynamics. Since DCM models
neurobiologically plausible neural activities and takes
into account dynamics and modulations, this mathemati-
cal framework would appear to be more advantageous
than SEM.

4.4. Diffusion Tensor Imaging

While fMRI provides detailed information about the spa-
tial location of functionally active cortical areas, the
question of anatomical interdependency between cortical
areas remains elusive. A key tool to assess the validity of
large-scale distributed networks in fMRI is knowledge of
the underlying anatomical connections. The original idea
behind SEM and functional neuroimaging was to com-
bine two data sets: a functional set with an anatomical set
(connections between regions), based on the assumption
that anatomy was the source of spatial causal relation-
ships. Our understanding of the connections between
regions is limited, but since the advent of newer tracto-
graphy methods, the main white matter tracts can be de-
scribed. Diffusion Tensor Imaging (DTI) is a powerful
MRI technique [127,128] that can be used to translate
self-diffusion, or microscopic motion of water molecules
in tissue into a MRI measure of tissue integrity and
structure (white matter fibers). Data from diffusion ten-
sor imaging (DTI) and fMRI have been combined in a
few previous studies [129-131]. These studies showed
that a combination of techniques can give additional in-
formation about brain organization which may give more
specific information about organization of brain func-
tions and brain injuries. In this latter case, a DTI-driven
SEM would integrate information about white matter
changes (e.g. maturation, aging) [100,132]. The prospect
of using information derived from tractography could be
used to constrain structural models. DTI and fMRI com-
binations will be essential to discover to what extent the
brain functional organization as investigated with fMRI
reflects structural features of the brain and, hence, to
more accurately assess the relevance of fMRI to examine
the relationship between functional and large-scale ana-
tomical networks. However, more studies are still needed
to investigate anatomical correlates which would be re-
lated to effective connectivity.
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5. Conclusions

This article describes the most recent imaging ap-
proaches used to explore and identify circuits within
networks and to spatially and anatomically model inter-
connected regions. Structural equation modeling is the
most widely used method to model effective connectivity
[56,82,133]. The relevance of applying SEM to fMRI
neuroimaging data has been discussed in detail elsewhere
[58,66,82,134]. SEM allows one to start with simpler
models and then progress to more complex models by
repeatedly testing the model fit to real data. SEM is use-
ful when some information is available, such as a small
set of potential structural models or partial information
concerning connectivity. Newer, more sophisticated ef-
fective connectivity analysis methods such as Dynamic
Causal Modeling might circumvent the drawbacks of
SEM and may shed more insight into how brain regions
interact in information processing. Nevertheless, SEM is
a well developed, computationally less intensive connec-
tivity analysis technique suitable for neuroimaging data
especially for block designs and combined with other
methods such as independent component analysis, partial
correlation or DTI. The use of SEM may be justified by
the fact that, unlike DCM, the statistical model underly-
ing SEM is quite simple and not computationally de-
manding.
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Abstract

In this paper model of integrated voice/data cellular wireless networks (CWN) are investigated. The unified
approximate approach to calculate the desired Quality of Service (QoS) metrics in an isolated cell of such
networks under two multi-parametric call admission control (CAC) strategies is developed. One of them is
based on the guard channels scheme while the second is based on a threshold scheme. Results of the nu-
merical experiments are given and a comparison of QoS metrics under different CAC strategies is carried

out.

Keywords: Cellular Networks, Call Admission Control, Quality of Service, Calculation Algorithm

1. Introduction

A cellular wireless network (CWN) consists of radio
access points, called base stations (BS), each covering a
certain geographic area. With distance, the power of ra-
dio signals fade away (fading or attenuation of signal
occurs) which makes it possible to use the same frequen-
cies over several cells, but in order to avoid interference,
this process must be carefully planned. For better use of
frequency resources, existing carrier frequencies are
grouped, and the number of cells, in which this group of
frequencies is used, defines the so called, frequency re-
use factor. Therefore, in densely populated areas with a
large number of mobile subscribers (MS), small dimen-
sioned cells (micro-cells and pico-cells) are to be used.

In connection with the limitation of transmission spec-
trum in a CWN, problems of allocation of common spec-
trum among cells are very important. A unit of the wire-
less spectrum, necessary for serving a single user is
called a channel (for instance, time slots in TDMA are
considered as channels). There are three solutions for the
channels allocation problem: Fixed Channel Allocation
(FCA), Dynamic Channel Allocation (DCA) and Hybrid
Channel Allocation (HCA). Advantages and disadvan-
tage of each of these are well known [1-3]. At the same
time, owing to realization simplicity, the FCA scheme is
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widely used in existing cellular networks. In this paper
models with FCA schemes are considered.

Quality of service (QoS) in the certain cell with the
FCA scheme could be improved if appropriate call
ad-mission control (CAC) strategies for the heterogene-
ous traffic are provided. The use of such an access strat-
egy doesn’t require many resources, therefore this me-
thod could be considered operative and more effective in
view of problems relating to resource shortages.

Apart from original (or new) calls (o-calls) flows, ad-
ditional classes of calls that require a special approach
also exist in wireless cellular networks. These are so-
called handover calls (h-calls). This is specific only for
wireless cellular networks. The essence of this phe-
nomenon is that a moving MS, that already established
connection with a network, passes boundaries between
cells and gets served by a new cell. From the new cell’s
point of view this is an h-call, and since the connection
with the MS has already been established, the handling
of the transfer to a new cell must be transparent for the
user. In other words, in wireless networks the call may
occupy channels from different cells, several times dur-
ing the duration of the call. This means that the channel
occupation period is not the same as the call duration.

Mathematical models of call handling processes in
multi-service CWN can be developed adequately enough

WSN



J.H.Baek ET AL. 219

based on a queuing theory of networks with different
types of calls and random topology. Such models are
researched poorly in literature [4-6]. This is explained by
the fact, that despite the elegance of those models, in
practice they are useful only for small dimensional net-
works and with some limiting simplifying assumptions
that are contrary to fact in real functioning wireless net-
works. In connection with that, in the majority of the
research work models of an isolated cell are analyzed.

In the overwhelming majority of available work,
one-dimensional queuing models of call handling proc-
esses in an isolated cell of mono-service CWN are pro-
posed. However these models cannot describe the study-
ing processes in multi-service CWN since in such
net-works calls of heterogeneous traffic differ signifi-
cantly with respect to their bandwidth requirement and
arrival rate and channel occupancy time. In connection
with that in the given paper new two-dimensional (2-D)
queuing models of multi-service networks are developed.
In order to be specific we consider integrated voice/data
CWN. In such networks voice calls (v-calls) are more
susceptible to possible losses and delays than data (orig-
inal or handover) call (d-calls). That is why a number of
different CAC strategies for prioritization of v-calls are
suggested in various works, mostly implying the use of
guard channels (cutoff strategy) for high priority calls
[7-8] and/or threshold strategies [9] which restrict the
number of low priority calls in channels.

In this paper we introduce a unified approach to ap-
proximate performance analysis of two multi-parametric
CAC in a single cell of un-buffered integrated voice/data
CWN which differs from known works in this area. Our
approach is based on the principles of theory of phase
merging of stochastic systems [10].

The proposed approach allows overcoming an as-
sumption made in almost all of the known papers about
equality of handling intensities of heterogeneous calls.
Due to this assumption the functioning of the CWN is
described with one-dimensional Markov chain (1-D MC)
and authors managed simple formulas for calculating the
QoS metrics of the system. However as it was mentioned
in [11] the assumption of the same mean channel occu-
pancy time even for both original and handover calls of
the same class is unrealistic. The presented models are
more general in terms of handling intensities and the
equality is no longer required.

This paper is organized as follows. In Section 2, we
provide a simple algorithm to calculate approximate
values of desired QoS metrics of the model of integrated
voice/data networks under CAC based on the guard
channels strategy. A similar algorithm is suggested in
Section 3 for the same model under CAC based on a
threshold strategy. In Section 4, we give results of nu-
merical experiments which indicate high accuracy of the
proposed approximate algorithms as well as a compari-
son of QoS metrics in different CAC strategies. In Sec-
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tion 5 we provide some conclusion remarks in conclu-
sion.

2. The CAC Based on Guard Channels
Strategy

It is well-known that in an integrating voice/data CWN
voice calls of any type (original or handover) have a high
priority over data calls and within each, flow handover
calls have high priority over original calls.

As a means of assigning priorities to handover v-calls
(hv-call) in such networks a back-up scheme that in-
volves reserving a particular number of guard channels
of a cell, expressly for calls of this type, is often utilized.
According to this scheme any hv-call is accepted if there
exists at least one free channel, while calls of the re-
maining kind are accepted only when the number of busy
channels does not exceed some class-dependent thresh-
old value.

We consider a model of an isolated cell in an inte-
grated voice/data CWN without queues. This cell con-
tains N channels, 1 < N < . These channels are used by
Poisson flows of hv-calls, original v-calls (ov-calls),
handover d-calls (hd-calls) and original d-calls (od-calls).
Intensity of x-calls is A,, xe{ov,hv,od,hd}. As in almost
all cited works the values of handover intensities are
considered known hereinafter, although it is apparent
that definition of their values depending on the intensity
of original calls, shape of a cell, mobility of an MS and
etc. is rather challenging and complex. However, if we
consider the case of a uniform traffic distribution and at
most one handover per call, the average handover inten-
sity can be given by the ratio of the average call holding
time to the average cell sojourn time [12].

To handle any narrow-band v-call (either original or
handover) only one free channel is required, while one
wide-band d-call (either original or handover) requires
simultaneously b > 1 channels. Here it is assumed that
wide-band d-calls are inelastic, i.e. all b channels are
occupied and released simultaneously (though can be
investigated as can models with elastic d-calls).

Note that the channels’ occupancy time considers both
components of occupancy time: the measure of calls du-
ration, and their mobility. Distribution functions of
channel occupancy time of heterogeneous calls are as-
sumed to be independent and exponential, but their pa-
rameters are different, namely the intensity of handling
of voice (data) calls equals g4 (1g), and generally speak-
ing 47 1g. 1f during call handling the handover proce-
dure is initiated, the remaining handling time of this call
in a new cell (yet as an h-call) is also exponentially dis-
tributed with the same mean due to the memory-free
property of exponential distribution.

In a given CAC the procedure by which the channels
are engaged by calls of different types is realized in the
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following way. As was mentioned before, if upon arrival
of an hv-call, there is at least one free channel, this call
seizes one of any free channels; otherwise this call is
blocked. With the purpose of defining the proposed CAC
for calls of other types, three parameters N;, Ny and Nj
(where 1 <N; <N,<N3;<'N) are introduced. It is assumed
that N; and N, are multiples of b.

Arrived ov-call is accepted if the number of busy
channels is less than Ns, otherwise it is blocked. Arrived
od-call (respectively, hd-call) is accepted only in the case
at most N;-b (respectively, N»-b) busy channels, other-
wise it is blocked.

Consider the problem of finding the major QoS met-
rics of the given multi-parametric CAC strategy — block-
ing (loss) probabilities of calls of each type and overall
channels utilization. For simplicity of intermediate
mathematical transformations first we shall assume that
b=1. The case b > 1 is straightforward (see below).

By adopting an assumption for the type of distribution
laws governing the incoming traffics and their holding
times it becomes possible to describe the operation of an
isolated cell by means of a two-dimensional Markov
chain (2-D MC), i.e. in a stationary regime the state of
the cell at an arbitrary moment of time is described by a
2-D vector n=(ng, n,), where nq (respectively, n,) is the

number of data (respectively, voice) calls in the channels.

Then the state space of the corresponding Markov chain
describing this call handling scheme is defined as
follows:

S={n:n; =0,1,--N,,n, =01---,N,ng +n, <N}.(1)

2y
Elements of generating matrix of this MC
g(n,n"),n,n"eS are determined from the following
relations:

Ag ifn,+n, <N, -1, n"=n+e,

Ay TN <ng+n, <N,-1n"=n+e,

A ifn,+n, <N,-Ln" =n+e,,
q(nn)=454, ifN;<n,+n, <N-1n"=n+e,,

nguy ifn'=n-e;,
nu, ifn'=n-e,,

0 in other cases,
)
where Ag:= Adog+ Ang s Avi= Agv + Anvs €1= (1,0), e, = (0,1)

State diagram of the model and the system of global
balance equations (SGBE) for the steady state probabili-
ties p(n), neS are shown in [13]. Existence of stationary
regime is proved by the fact that all states of finite-di-
mensional state space S are communicating.

Desired QoS metrics are determined via stationary
distribution of the initial model. Let P, denote the blo-
cking probability of the x-calls, xe{hv,ov,hd,od}. Then
by using the PASTA theorem [14] we obtain:
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Rv =2, P(N)S(ng +n,,N) , ®
Pov :=n§ p(MI(ny +n, > N;) )
P :=n§ p(n)I(ng +n, > N,) , )
P ::ngzS p(n)I(ny +n, > N,) , (6)

nes

where 1(A) denoted the indicator function of event 4 and
A, j) represents Kronecker’s symbols.

The mean number of busy channels N is also calcu-
lated via stationary distribution as follows:

N :=§:kp(k) , (7

where p(k)= Z p(n)s(ng +n,.k) k=1N, are mar-
nes
ginal probability mass functions.

Stationary distribution is determined as a result of the
solution of an appropriate SGBE of the given 2-D MC.
However, to solve the last problem one requires labori-
ous computation efforts for large values of N since the
corresponding SGBE has no explicit solution. Very often
the solution of such problems is evident if the corre-
sponding 2-D MC has reversibility property [15] and
hence there exists stationary distribution in a multiplica-
tive form. Given the SGBE has a multiplicative solution
only in a special case when N;= N, =Nz =N (even in this
case there are known computational difficulties). How-
ever, by applying Kolmogorov criteria [15] it is easily
verified that the given 2-D MC is not reversible. Indeed,
according to the mentioned criteria the necessary re-
versibility condition of 2-D MC consists in the fact that
if the transition from state (i,j) into state (i}j) exists, then
there must also be the reverse transition from state (i%j)
to state (i,j). However, for MC considered this condition
is not fulfilled. So by the relations (2) in the given MC
the transition (ng,n,)—(ng-1,n,) exists with intensity Ny
where ng+ n, > N,, but the inverse transition not existing.

In [13], a recursive technique has been proposed as the
solution to the above-mentioned SGBE. It requires mul-
tiple inversion calculations of certain matrices of suffi-
ciently large dimensions that in itself is a complex cal-
culating procedure. To overcome the mentioned difficul-
ties, a new, efficient and refined approximate method for
the calculation of the stationary distribution of the given
model is suggested below. The proposed method, due to
right selection of state space splitting of corresponding
2-D MC allows one to reduce the solution of the problem
considered to calculation by explicit formulae which
contain the known (even tabulated) stationary distribu-
tions of classical queuing models.
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For correct application of phase merging algorithms
(PMA) it is assumed below that A4, A4 and g4, > .
This assumption is not extraordinary for an integrating
voice/data CWN, since this is a regime that commonly
occurs in multimedia networks, in which wideband
d-calls have both longer holding times and significantly
smaller arrival rates than narrowband v-calls, e.g. see [16,
17]. Moreover, it is more important to note, that the final
results as shown below, are independent of traffic pa-
rameters, and are determined from their ratio, i.e. the
developed approach can provide a refined approximation
even when parameters of heterogeneous traffic are only
moderately distinctive.

The following splitting of state space (1) is examined:

N,
s=Js.. S/)S (8)
k=0

whereS, :={neS:n, =k} .
Further state classes S, combine into separate merged

states <k> and the following merging function in state
space S is introduced:

U(n)=<k> ifneS,, k=0,N,.

=, k=k',

©)

Function (9) determines the merged model which is a
one-dimensional Markov chain (1-D MC) with the state

space S = {< k> k=0, NZ} . Then, according to PMA,

the stationary distribution of the initial model approxi-
mately equals:

p(k,i) ~ p ()r(< k >), (ki)eS,, k=0,N,, (10)

where {p, (i):(k,i)e
split model with state space Sy and {z(<k >):<k >e S}

Sk} is stationary distribution of a

is stationary distribution of a merged model,
tively.

By using (2) we conclude that the elements of gener-
ating matrix of this 1-D birth-death processes (BDP)
g(i,j) are obtained as follows:

A IFI<N;—k-1,j=i+1
ifN,—-k<i<N,j=i+1
ifj=i-1,

0 in other cases.

respec-

So, stationary distribution within class Sy is the same
as that M/M/N —k/N—k queuing system where the ser-
vice rate of each channel is constant, s and arrival rates
are variable quantities. Hence

Vi
i_‘;pk(o)
(0) ifN;—k+1<i<N-Kk,

pk (I) = N3 -k i
Vv th

—_ - p
[vth il
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if1<i<N, -k,

(11)
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Ny ki Nk e i )T
vi (v %
0) = e -
where ~0) {; il (vhvj i:st_m ”J
Yy :=A\///uvvvhv :=ﬂ'hv/tuv'

Then, from (2) and (11) by means of PMA elements of
generating matrix of a merged model q(<k >,<k'>),

<k>,<k'>e$§ arefound:

N, —k—1

N, k-1
/Izpk +ﬂhdzpk
i=N; -1

ifO<k<N,-1k'=k+1,

Ang Nzi:_lpk (')

<k> <k'>)= =0 12
o ) N, <k <N, -Lk'=k4l OO

K 44

if k'=
0

in other cases.

k-1,

The latter formula allows determining the stationary
distribution of a merged model. It coincides with an ap-
propriate distribution of state probabilities of a 1-D BDP,
for which transition intensities are determined in accor-
dance with (12). Consequently, stationary distribution of
a merged model is determined as

<0> k

7(<k>)= kl ; l;lq <k-1><k>),k=LN,,
(13)
where, 7(<0>)= {1+Z Hq (<k- 1><k>)J
d i=1

Then by using (11) and (13) from (10) stationary dis-
tribution of the initial 2-D MC can be found. So, summa-
rizing the above given and omitting the complex alge-
braic transformations the following approximate formu-
lae for the calculation of QoS metrics (3)-(7) can be
suggested:

thzk:oﬁ(<k>)pk(N—k), (14)
P, ~ ;ZZO”(< K >)4_NNz'kk o (0); (15)
Py ~ kN_ZO;z(< k >)__NNZ_kkpk (i) (16)
P, szl_:;z <k>) ;kpk(l)+kZN: 7(<k>): (17)
Nziifzzz:)n@b)pk(u—k) (18)
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X ifl<x<k,

Hereinafter fk(X)Z{k ifk<i<N

Now we can develop the algorithm to calculate the
QoS metrics of the investigated multi-parametric CAC
for the similar model with wide-band d-calls (due to the
limited volume of work this algorithm does not present
here).

3. The CAC Based on Threshold Strategy

Now we consider an alternative CAC in the integrated
voice/data networks which is based on a threshold strat-
egy. A more detailed description of the given CAC, fol-
lows. As in the CAC based on guard channels, we as-
sume that an arrived hv-call is accepted as long as at

least one free channel is available; otherwise it is blocked.

For the purpose of definition of CAC based on a thresh-
old strategy for calls of other types, three parameters R,
R, and R;, where 1 <R; <R, <R3 <N are introduced.
Then the proposed CAC defines the following rules for
admission of heterogeneous calls: an od-call (respec-
tively, hd-call and ov-call) is accepted only if the number
of calls of the given type in progress is less than Ry (re-
spectively, R, and R3) and a free channel is available;
otherwise it is blocked.

For the sake of simplicity we shall assume that b=1.
The case b > 1 is straightforward (see Section 2). The
state of the system under the given CAC at any time is
also described by 2-D vector n = (ng, ny), where nq (re-
spectively, ny) is the number of data (respectively, voice)
calls in the channels. Then state space of appropriate 2-D
MC is given by:

S:={n:nd=0,R2, n, =0, +nVsN}. (19)

The elements of generating matrix of the appropriate
2-D MC in this case is determined as follows:
Ay ifn, <R -1 n'=n+e,
Ay IR SN, <R, -LNn"=n+e,
A ifn, <R, -Ln"=n+e,,
q(nn’)=44, ifR <n, <N-Ln'=n+e, (20)
N4, ifn'=n-e;,
ny, ifn'=n-e,,
0 in other cases.

Blocking probability of hv-calls and the mean number
of busy channels are defined similarly to (3) and (7),
respectively. The other QoS metrics are defined as the
following marginal distributions of initial chain:

P =D p(MI(n, 2Ry) (21)

nes
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=2 p(N)5(ng,R,)+ Y. p(n)s(ng +n,,N)I(n, <R,) ,

= nes (22)
Py =2 p(MI(n, =R)+> p(n)s(ng+n, N)I(n, <R) .
(23)

Unlike the CAC based on the guard channel strategy,
it is easy to see that under this one there is no circulation
flow in the state diagram of the underlying 2-D MC, i.e.,
reversible [15]. In other words, there is a general solution
to the system of local balance equations (SLBE) in this
chain. Therefore, by choosing any path between these
states in the state diagram, we can express any state
probability p(ng,n,) using the state probability p(0,0). So,
in case R,+R; < N we get the following multiplicative
solution for stationary distribution of the underlying 2-D
MC:

nV

Ng
Vq

S| =

- P(0,0),

Y

ifn, <R, n, <R,,

1 v —

o0, R
Va Vi [ij . p(0,0),

ng! ntv,

ifn, <R,R, <n, <N,

n n R
ﬁi("_d] -p(0,0)

ifR <n, <R,,n, <R,

21 v —

R; R,
n n, 1 3
i V_[V_] [Vj p(0,0)
ng! nt vy, Vi

ifR <n, <R,,R, <n, <N,

(24)

where p(0,0) is determined from normalizing condition,

v v ) vyl v )
d d h d
= ng!on, Vi ) s gt b vy,
n,

-1
R, R3
Ng 1 Ny n
> Yo W[ Y | [ M D Yoo Ve
e Ng!on, Vid Vi nes, Ng! n,!

v

Here we use the following notations: vy: =Aq/ty, Vhe:
=Andl g

S,={neS:n; <R,n, <R},

S, ={neS:n; <R,R;+1<n, <N},
S;:={neS:R+l<n, <R ,n, <R},

S, ={neS:R+1<n, <R, R, +1<n, <N}

In the case R, + R > N stationary distribution has the
following form:
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vy v
2. n(0,0),
ng! n,! P(0.0)

\

if0<n, <R,0<n, <R,

Ny n, Ry
V_V_[V_J p(0,0)

Vhd

p(ng.n,)= (25)

ifR, +1<n, <R,,0<n,<N-ng,
n, n R

Ve Vi [ W

Za T v b p(0,0),

ng! nv![vm} p( )

ifo<n, <N-R,-1R,+1<n, <N,

where
R, R,
Ny n, 1 Ny n, 3

vy Vv, Vq Vid V. v,

p(0,0): Z '.L'_f_(_j z_lLlJr v
gt nt vy ) aamngt nt (v,

-1
ve V_J .

neTy nd I n

T,:={neS:0<n, <R,0<n, <R}
T,={neS:R+1<n, <R,,0<n, <N-ng},
T,={neS:0<n, <N-R,—-LR;+1<n, <N}

The exact method to determine the steady state
probabilities, in terms of a multiplicative representation
(25) (or (26)) for large values of N, encounters numerical
problems such as imprecision and overflow. These are
related to the fact that with such a method the entire state
space has to be generated, and large factorials and
powers, close to zero, of the quantities (for low loads) or
large values (for high loads) have to be calculated, i.e.
there arises the problem of exponent overflow or
underflow. Hence we can use a developed approximate
method to determine the QoS metrics of the model,
under the use of the proposed CAC based on threshold
strategy, even when state space (19) is large.

As in Section 2, we assume that A, Aqand 14, 1y
and examine the following splitting of the state space

Ry
s={Js. S[)S=@. k=k',
k=0

where S, :={neS:n, =k}.

Next classes of states Sy are combined into individual
merged states <k> and in (19) the merged function with
range S:={<k> k=01--R,} which is similar to
(27) is introduced. As in the exact algorithm, in order to
find the stationary distribution within splitting classes Sk
we will distinguish two cases: 1) R,+R3 <N and 2) R,+R3
> N. In the first case, the elements of the generating
matrix, of appropriate 1-D BDP, are the same for all
splitting models, i.e.
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A, ifi<R, -1, j=i+]
. Ay R, SISN-1 j=i+]
O« (l, J) =9. e 3_ .
iy, ifj=i-1
0  inother cases.
From the last formula we conclude that the stationary

distribution within class Sy is the same as that of the
M/M/N — k/IN — k queuing system with state-dependent
arrival rates and constant service rate of each channel, i.e.

v, ; ;
| ka(o) if1<i<R,,
pk(l): Rs (26)
[Vv j B 5 (0) ifR +1<i<N -k,
th I!

i=0 w ) icRe !

where pk(0)={i‘i/_%+(w)3 fo Vriw} .

So, from (20) and (26) we conclude that elements of
the generating matrix, of the merged model, are

A4 (1_Pk(N _k))
ifO<k<R -LK'=k+1,

A (1_Pk(N _k))
ifR <k<R,-1k'=k+1

q(<k> <k'>)= 27
K 44
if k'=k-1,
0

in other cases.

Distribution of the merged model is calculated by us-
ing (27) and has the following form:

k
”(<—Ok>)Hq(<k—1>,<k >),k=LR,,
Klupg Ga

z(<k>)=

(28)
1

v 1
k'kaq(<k_l>'<k>)J :
Luk 4

Finally the following approximate formulae to
calculate the desired QoS metrics, under the use of the
proposed CAC based on the threshold strategy, are
obtained:

Ry
where, 7(<0>) = (1+ >
k=1

P ziﬁ(<k>)pk(N—k); (29)
R~ Sr(<k>)E o) (30
B, ~7(<R, >)+F§ﬂ(<k>)pk(N—k); (31)
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R, R-1

Po~ Y z(<k>)+> m(<k>)p (N-k); (32)
k=R, k=0
N fry(K)

NaszkZﬂ'(<i>)pi(k_i)' (33)
k=1 im0

In the second case (i.e. when R, + R3> N) distributions
for splitting models with state space Sy for k = 0,1,
-,N—-R3;—1 are calculated by using relations (26) while
distributions for splitting models with state space Sy for k
= N-Rj3,---,R, coincides with distributions of model
M/M/N —k/N —k with load, erl, see (22). And all stages
of the developed procedure, to calculate the QoS metrics,
are the same as in the first case except the calculating of
Po. The last QoS metric in this case is calculated as fol-
lows:
N-Ry N-—k Ry
~ kZS z(<k>)> p( z

i=R, k=N=R;+1

(<k>)p (N-k).

(34)
4. Numerical Results

First briefly consider some results for the CAC based on
the guard channels strategy in the integrated voice/data
model with four classes of calls. The developed ap-
proximate formulas allow, without any computing diffi-
culties, to carry out the authentic analysis of the QoS
metrics in any change of the values of the loading pa-
rameters in the heterogeneous traffic, satisfying the as-
sumption concerning their ratio (i.e. when A, 44 and
1> 1g) and also at any number of channels in a cell.
Some results are shown in Figures 1-3 where N = 16, N
=14, N,= 10, Aoy= 10, 4y=6, Aog=4, Aa= 3, 1= 10,
1y = 2. Behavior of the studied curves fully confirms all
theoretical expectations.

In the given model, at the fixed value of the total
number of channels (N), it is possible to change values of
three threshold parameters (N;, N, and Ng). In other
words, there is three degrees of freedom. Note, that the
increase in value of one of the parameters (in admissible
area) favorably influences the blocking of the probability
of calls of the corresponding type only (see Figures 1
and 2). So, in these experiments, the increase in value of
the parameter N; leads to a reduction of the blocking
probability of od-calls, but other blocking probabilities
(i.e. Phy, Poy and Ppg) increase. At the same time, the in-
crease in value of any parameter leads to an increase in
the overall channels utilization (see Figure 3).

Research in other directions consists of an estimation
of the accuracy of the developed approximate formulas
to calculate the QoS metrics. Exact values (EV) of QoS
metrics are determined from SGBE. It is important to
note, that under fulfilling the mentioned assumptions
related to the ratio of the loading parameters of hetero
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Figure 1. Blocking probability of v-calls versus Ni: 1-P;
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Figure 2. Blocking probability of d-calls versus Nj: 1-Pg;
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Figure 3. Average number of busy channels versus N;: 1-Nj
=15; 2-N3=11.

geneous traffic, the exact and approximate values (AV)
almost completely coincide in all QoS metrics. Therefore
these comparisons are not shown here. At the same time,
it is obvious that finding the exact values of QoS metrics
on the basis of the solution of SGBE appears effective
only for models with moderate dimension.

It is important to note the sufficiently high accuracy
of the suggested formulae even in the case where the
accepted assumption about the ratio of the traffic loads is
not fulfilled. To facilitate the computation efforts, as
exact values of QoS metrics, we use their values calcu-
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lated from explicit formulas, see [21]. In mentioned work,
appropriate results are obtained in the special case b = 1
and g, = 4. Let's note, that condition s, = x4 contradicts
our assumption g, > u4. Highest accuracy of the devel-
oped approximate formulas is observed at the calculation
of the QoS metric for v-calls, since the maximal differ-
ence between exact and approximate values does not
exceed 0.001. Small deviations take place in the calcula-
tion of the QoS metrics for d-calls, but also thus in the
worst case scenario the absolute error of the proposed
formulas does not exceed 0.09, that are quite compre-
hensible in an engineering practice. Similar results are
observed for an average number of occupied channels of
a cell. It is important to note, that numerous numerical
experiments have shown, that at all admissible loads, the
accuracy of the proposed approximate formulas grows
with the increase in the value of the total number of
channels. It is clear that in terms of simplicity and effi-
ciency, the proposed approach is emphatically superior
to the approach based on the use of balance equations to
calculate the QoS metrics of the given CAC in the model
with a non-identical channel occupancy time.

Also note, that high accuracy in the calculation of the
QoS metrics for v-calls is observed even at those load-
ings which do not satisfy any of the accepted assump-
tions above concerning the ratio of intensities of hetero-
geneous traffic. So, for example, at the same values of
number of channels and parameters of strategy, at Ay, = 4,
A= 3, Aog= 10, Ang= 6, 14, = pg= 2 (i.e. when assump-
tions A, > A4, 14> 14 are not fulfilled) the absolute error
for the mentioned QoS metric does not exceed 0.002.
Similar results are observed for an average number of
occupied channels of a cell. However, the proposed ap-
proximate formulas show low accuracy for d-calls since
for them the maximal absolute error exceeds 0.2,

Numerical experiments with the CAC based on the
threshold strategy are carried out also. Due to the limited
volume of work these results are not presented here. As
in CAC based on guard channels, the increase in value of
one of the parameters (in admissible area), favorably
affect the blocking probability of calls of the corre-
sponding type only. So, the increase in value of parame-
ter Ry leads to a reduction of the blocking probability of
od-calls but other blocking probabilities (i.e. Py, P,y and
Png) increase. At the same time, the increase in the value
of any parameter leads to an increase in the overall
channels utilization.

At the end of this section we conducted research on
comparative analysis of QoS metrics of two schemes:
CAC based on the guard channels scheme and the CAC
based on the threshold strategy. Comparison was done in
the broad range of the number of channels and load pa-
rameters. In each access strategy the total number of
channels is fixed and controllable parameters are N;, Ny,
N3 (for CAC based on the guard channels scheme) and R;,
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Ry, Rz (for CAC based on the threshold strategy). As
mentioned above, the behavior of the QoS metrics, with
respect to the indicated controllable parameters, in dif-
ferent CAC, are the same.

It is important to note that with the given number of
channels, loads and QoS requirements in either of the
CAC strategies may or may not meet the requirements.
For instance, in the model of mono-service CWN for the
given values of N = 100, v, = 50 erl, w,= 35 erl follow-

ing requirements P,< 0.1, P,< 0.007 and N > 80 are not
met with CAC based on guard channels irrespective of
the value of the parameter g (number of guard channels),
whereas CAC based on individual pool only for h-calls
(i.e. ro=0) meets the requirements at r,= 40. However,
for the same given initial data, requirements P,< 0.3, Py,

<0.0001 and N = 60 are only met by CAC based on the
guard channel scheme at g = 20, and never met by CAC
based on the individual pool strategy irrespective of the
value of its parameter r,. Thus it is possible to find the
optimal strategy (in a given context) at the given loads
without changing the number of channels.

Apparently, both strategies have the same implemen-
tation complexity. That is why the selection of either of
them, at each particular case, must be based on the an-
swer to the following question: does it meet the given
QoS requirements? These issues are a subject to a sepa-
rate investigation.

5. Conclusions

In this paper, an effective and refined approximate
approach to the performance analysis of the un-buffered
integrated voice/data CWN, under different multi-
parametric CAC, has been proposed. Note that many
well-known results related to the mono-service CWN are
special cases of such proposed ones. In almost all of the
available work on devoted mono-service CWN, the
queuing model is investigated with assumption that both
handover and original calls are identical in terms of
channel occupancy time. This assumption is rather li-
miting and unrealistic. Here, models of the un-buffered
integrated voice/data CWN are explored with more
general parameter requirements. Performed numerical
results demonstrate high accuracy of the developed
approximate method.

It is important to note that the proposed approach may
facilitate the solution of problems related to the selection
of the optimal (in given sense) values of parameters in
the investigated multi-parametric CAC. These problems
are subjects to separate investigation.
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Abstract

This paper describes a numerical solution for two dimensional partial differential equations modeling (or
arising from) a fluid flow and transport phenomena. The diffusion equation is discretized by the Nodal
methods. The saturation equation is solved by a finite volume method. We start with incompressible sin-
gle-phase flow and move step-by-step to the black-oil model and compressible two phase flow. Numerical
results are presented to see the performance of the method, and seem to be interesting by comparing them

with other recent results.

Keywords: Saturation Equation, Nodal Methods, Finite Volume Method, Two-Phase Simulation

1. Introduction

Nodal methods have long been one of the most popular
discretization techniques employed within the reactor
physics community to solve multigroup diffusion prob-
lem [1,2]. A survey of these methods can be founds in
[3].

The Finite volume method (FV) has been proposed
initially by Durlofsky et al. in 1990 for the advection
equations and Burgers. Other works have been intro-
duced by J. P. Cioni, in 1995, R. Eymard et al. in 1997 [4]
and A. Shamsai and H. R. Vosoughifar [5].

In this paper we consider the model for incompressible
two-phase flow in a porous medium. We consider Nodal
methods for solving the diffusion equation and a general
class of explicit finite volume upwind schemes for solv-
ing purely advective transport in the absence of gravity
and capillary forces. We shall employ a Newton-Raphson
method to solve the implicit system.

Section 2 presents the model problem used in this
paper. The discretization by Nodal methods described is
in Section 3. The discretization by finite volume
method for the diffusion equation described is in Section
4. Section 5 shows the discretization by finite volume
method for the saturation equation. Numerical experiments
carried out within the framework of this publication and
their comparisons with other results are shown in Sec-
tion 6.

Copyright © 2010 SciRes.

2. Governing Equations

Here we consider incompressible two-phase flow in do-

main Qc IR?.
The pressure equation is given by

divU)=f on Q,
U=-KA(S)VP on Q,

P=P on TP, ™
U-n=0 on TV,

We consider the saturation equation in its simplest
form (neglecting gravity and capillary forces)

go§+V~(g(S)U)=i on Qx[0,T[ (2)

w

We shall assume that the phases are oil (0) and water
(w) and that the two phases together fill the void space
completely so that

S, +S, =1 ®)

The source term for the saturation equation becomes:

Mo _ max(F,0)+ g(s)min(f,0).
Pu

i:max(f,o)+g(3)min(f,0). 4)

w
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SZ
where g(S)=———
96) S?+(1-S%)

To close the model, we must also supply expressions
for the saturation-dependent quantities. Here we use

simple analytical expressions:

6 A-S) g _ S-S
A= AS) = S

w 0

K is the permeability, ¢ is the Rock porosity, u,
and g, Viscosities, S,
tion, S, is the connate water saturation, and the total
mobility is givenby A=4,+4,.

is the irreducible oil satura-

3. Discretization with Nodal Methods

The discretizations which follow assume that Q is a

rectangular domain and employ an LxM tensor prod-

uct mesh having cells €, =(x ,X )x(y ;.Y ,)-
’ 2 " I s

It is convenient to denote the mesh spacing by
AX; = X 1 =X 4 and Ay, = yj+£ -y 1
2 2 2 2
Common to all nodal discretizations is the choice of
cell-and edge-based unknowns. Generally, these are tak-
en to be moments up to some specified order; hence in
the lowest-order case simple averages are employed.
Specifically, the cell-based unknowns are averages de-
fined by

L i j ZP(x y)dxdy ()

P =
J AxAy

while the edge-based scalar unknowns, namely, edge
averages of the scalar flux, are given by

1 YL
P, =P ,P(X)=— "*P(x,y)dy (6
2y =R R = LJ; (xy)y (6)

with the analogous definitions of P , and P(y).
I,]+E

Similarly, the edge-averaged currents are written as

u* zxmluj(x),uj(x):%yj:l{(Kﬂ) {P(xy)}}

1
I+EJ
while U* | is defined analogously.
I,J+E
All lowest-order members of the nodal method family,
such as the nodal expansion methods (NEM) [6], the
nodal integration method (NIM) [7], the nodal Green's

function method (NGFM) [8] and the coarse mesh ex-

pansion methods [9] yield equivalent discretization of (1).

We have chosen to present a brief discussion of the NIM.
The first step in the NIM discretization consists of posing
the cell-based trans-verse integrated ODEs which govern
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P,(x) and R(y). To this end we assume that a ho-

mogenized diffusion coefficient (K1), is defined on

each cell, and transverse integrate (1) to obtain

,g{(K )., o (x)} ij{ J’%(X)fUJ‘%(x)}Jrfj(x), X 4 <X

1
oX 2

IA

X

i+

NI

1 - +
{(K/l) oy (y)}:’Tx,{u.g(y)’u.g(y)}* fi(y), v
where U (x) and U7,
j* it=
2
normal currents along the edges of the cell, and f; is
defined in analogy with the transverse averaged un-
knowns.

Thus, we have reduced the discretization of the PDE
given in (1) to that of two ODEs that are coupled through
pseudo source terms. The definition of the edge averages
(6) naturally yields Dirichlet boundary conditions for each
cell. Moreover, for lowest-order or constant-constant NIM
the pseudo source term (i.e. U*,(x) and U*, (y)) are

JiE Ii}
assumed to be constant along their respective cell edges.
We assume that the source f(x,y) is constant over

each cell.
With expressions for P,(x) and PR(y) in hand we

construct the discretization. First, note that two inde-
pendent definitions of the cell average are possible:

i ()dx——jjzp(y)dy

L SYsX

11
- &
7 3

are one-sided limits of the

|

£
2

Yielding 2LM equatlons, e.g.

2
(P P ) -y B o |-
Wik 12 Ay, ey

Furthermore, under the assumption of an homogenized
diffusion coefficient and utilizing U =-KA(S)VP we

obtain expressions for U, ,U* |, oneach cell, e.g.

iF=, i jF=
5 ] J+2

. (K4),; 1 U
U, =—=(FP, +P, )+t-— 7( -Ur -1
= Ax ni R 2A% | Ay, hie u—g ‘

Although these comprise for equations per cell, only
three of them are linearly independent, as the same bal-

ance equation arises from both U™, -U", and
I+§,j |—E,J
U~ ,-U" ,. Imposing continuity of J-n yields an
I'HE |,J—E

equation for each interior edge (i.e. (L-1)M + L(M-1)
equations) while the boundary conditions give rise to 2L
+2M discrete boundary equations. Thus we have 7LM +
L + M equations as many unknowns.

Although the constant-constant NIM discretization is
complete at this point, it is seldom used in this form.
Typically in the literature one proceeds by eliminating
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the edge currents Ujl , U* |, followed by the trivial
?E )] 'vJ?E

elimination of the averages P,; to obtain the 7-point

nearest neighbor hexagonally coupled stencils that gov-
ern the edge-based fluxes P

H~]

AY. AV
), [Yille, —p, ey, [Dilfe, —p
WAX g i FLAX, i

3(K2), . AxAy,
zl‘J 2 P 1 +P -P 1 -P 1
Axi +ij i+=,] |—— j i j+= ij-=

3(KA A%, Ay
()HIJ;J{3+P _P..lp..l}
AX|+1+ij i+=,] |+ V] |+1.J+E Hl']_E
_1 Axiij 1 Ax,Hij
2% +Ay: ! 2Axi+l+Ayf e

With the y-oriented rotated analogue at P .

i j+=
! 2

4. Finite Volume Method for the Diffusion
Equation

In a finite volume method for (1) one introduces a family
of control volumes (typically the given mesh) and im-
poses mass conservation locally for each control volume

E: LE—KﬂVP.nds = IE fdx , where n is the outward unit
normal on OE . The cell-centered finite volume method,

which may be expressed as a pressure stencil for each
cell E,,

ZTij(Pi_PJ)

where j loops over all cells neighboring cell E,. The
transmissibilities T. are associated with cell interfaces,

U]

= jE falx, @)

and the expression Tij(Pi—Pj) is a discrete form of

—LE - KA VP.nds, where n; is the unit normal on

I =0E, NGE; pointing into Ej. Thus, T,(R-P)
estimates the total flux across OE; N JE; . The system (7)
is clearly symmetric, and a solution is, as for the con-
tinuous problem, defined up to an arbitrary constant. The
system is made positive definite and symmetry is pre-
served, by forcing P, =0, for instance. That is, by add-
ing a positive constant to the first diagonal of the matrix
=[],
where
ZT”. if k=i,
Ay =9 ! ®)
-T.. ifk=i.

ik
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The matrix A is sparse, consisting of a tridiagonal part
corresponding to the x-derivative, and two off-diagonal
bands corresponding to the y-derivatives.

5. Finite Volume Method for the Saturation
Equation

For the saturation Equation (2), we use a finite volume
scheme on the form

S/ =S/ +(0}), | max(f,,0)->"g(S") U, +g(S7)min(f,,0)
i ij
)
where (5;), :i, @ is the porosity in Q,, f,
' ((pi 1)

denotes the source term, At is the time step, and S is
the cell-average of the water saturation at time t=t,,

Sk :ﬁj‘g S(x,t, )dx

By specifying for time level m in the evaluation in the
fractional flow functions, we obtain either an explicit (m
=n) or implicit (m =n + 1) scheme. Here U is the total
flux (for oil and water) over the edge T'; between two

adjacent cells Q; and Q;, and g; is the fractional

flow function at Ty

_ gW(SI)
gw(S)ij - {gw(sj)

The explicit solver is obtained by using m = n in (9).
Explicit schemes are only stable provided that the time
step At satisfies a CFL condition. For the homogene-
ous transport equation (with f =0), the CFL condition

for the first-order upwind scheme reads

if U.n; >0,

if U.n; <0. (10)

max |9'(S)| max 5‘

|U |<2(1-8,.-S,) (1)

For the inhomogeneous equation, we can derive a sta-
bility condition on At using a more heuristic argument.

Physically, we require that S, <S"" <1-S
This implies that the discretization parameters |Q]
and At must satisfy the following dynamic conditions:

S <87 +(1),| mex(£,,0)—>_g(S") U; +g(S")min( fi,o)]ﬂ—sor
S (12)

The interface fluxes U; satisfy the following mass

balance property:
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unr :max(fi,O)—Zmin(UH,O):—min(fi,0)+Zmax(Uij,O)

:UIOUI.
Thus, since 0<g(S) <1 it follows that
_g(sin)uiin = max( fi,O)—ZQ(S”) Uij +9(§")min(f;,0)
j ij
<(@-g(sMHU"

Then the general saturation dependent stability condi-
tion holds in Q, if the following inequality is satisfied:

max| 9610 1-9(5))
Sin_swc 1_Sor_sin

J(&; Jur<1 (13)

Finally to remove the saturation dependence from (13),
we invoke the mean value theorem and deduce that (13)
holds whenever

< ||
" U max[g'(5)]

(14)

0<8<1

6. Numerical Simulations

In this section we illustrate the performance of the Nodal
methods. We restrict to quarter-five spot problems in two
dimensions with uniform rectangular grids [10,11]. We
compare the solutions obtained using Nodal Methods
with the reference fine scale solution obtained using a
two point finite volume method.

We compute a mean pressure error in the following
manner:
|P— Pref 2

g(P):| |

(15)

2

P ref

ET AL.

where P and P™ are array vectors that contain the
average pressure in each fine element (Nodal Methods
solution and reference finite volume solution, respec-
tively).

We measure velocity solution errors using the follow-
ing measure:

|U>< —U;ef 2 ||Uy —U;Ef 2 16

E(U)— Uref 2 * |Uref 2 ( )

U, and U, are vectors containing the average veloci-
ties in the x-and y-directions, respectively, ||.| and is

the Euclidean norm.

The pressure equation is discretized by the Nodal vol-
ume method (FV). We use an Explicit and Implicit up-
wind finite volume discretization for the saturation Equa-
tion (2).

Example: Here, we present a simulator for incom-
pressible and immiscible Two-Phase flow system. We
first want to look at the so called the quarter-five spot

problems. The reservoir is Q=[0,1]x[0,1] with a unit

injection well placed at (0; 0) and a production well with
unit production rate placed at (1; 1). Let us revisit the
quarter-five spot problems, but now assume that the res-
ervoir is initially filled with pure oil. To produce the oil
in the upper-right corner, we inject water in the lower left.
We assume unit porosity, unit viscosities for both phases,
and set S, =S, =0. We impose no-flow boundary

conditionson 0Q.

We obtain a similar result with J. E. Aarnes et al. [10].
The water saturation is increasing monotonically toward
the injector, meaning that more oil is gradually displaced
as more water is injected, and the pressure fields are
symmetric.

Figuret 1. The left plot shows pressure contours for a homogeneous quarter-five spot obtained using Nodal Methods and the
right plot shows pressure contours for a homogeneous quarter-five spot with the reference solution obtained by J. E. Aarnes

et al. [10], with a 20 x 20 square grid.

Copyright © 2010 SciRes.
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Figure 2. Saturation profiles for the homogeneous quarter-five spot at several different times: t =0.14,t=0.42,t=0.56 and t = 0.7.

Figure 3. The left shows pressure obtained with Nodal Method and pressure obtained by J. E. Aarnes et al., and the right
shows saturation profiles obtained with Nodal Method and saturation profiles obtained by J. E. Aarneset al., witha20 X 20

square grid.

Copyright © 2010 SciRes. WSN
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Figure 4. Saturation profiles for explicit and implicit schemes
for the homogeneous quarter-five spot.

Figure 5. Pressure (left) and Velocity (Right) errors for
different coarse discretizations and well length scales used
to compute the fine well contributions. The error decreases
with increasing numbers of coarse cells.

7. Conclusions

We were interested in this work in the numeric solution
for two dimensional partial differential equations model-
ing a fluid flow and transport phenomena. In this article,
numerical approximation of two-phase incompressible
problems is studied. The diffusion equation is discretized
by the Nodal Methods. The saturation equation is solved
by a finite volume method. The pressure and velocity
field are symmetric about both diagonals for the homo-
geneous field. The water saturation is increasing mono-
tonically toward the injector for the homogeneous field,
meaning that more oil is gradually displaced as more
water is injected.

Copyright © 2010 SciRes.

Numerical results are presented to see the performance
of the method, and seem to be interesting by comparing
them with other recent results.
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Abstract

Cluster-based architectures are one of the most practical solutions in order to cope with the requirements of
large-scale wireless sensor networks (WSN). Cluster-head election problem is one of the basic QoS require-
ments of WSNSs, yet this problem has not been sufficiently explored in the context of cluster-based sensor
networks. Specifically, it is not known how to select the best candidates for the cluster head roles. In this pa-
per, we investigate the cluster head election problem, specifically concentrating on applications where the
energy of full network is the main requirement, and we propose a new approach to exploit efficiently the
network energy, by reducing the energy consumed for cluster forming.

Keywords: Wireless Sensor Networks, Clustering Protocol, Energy Efficiency, Cluster-Head Selection,

Information Routing

1. Introduction

Wireless Sensor Networks can offer unique benefits
and versatility with respect to low-power and low-cost
rapid deployment for many applications, which do not
need human supervision. The nodes in WSNSs are usu-
ally battery operated sensing devices with limited en-
ergy resources and replacing or replenishing the bat-
teries is usually not an option. Thus energy efficiency
is one of the most important issues and designing
power-efficient protocols is critical for prolonging the
lifetime. The latest developments in time critical, low
cost, long battery life, and low data rate wireless ap-
plications have led to work on WSNs. These WSNs
have been considered for work in certain applications
with limited power, reliable data transfer, short com-
munication range, and reasonably low cost such as
industrial monitoring and control, home automation
and security, and automotive sensing applications [1].
The WSNs consist of a set of sensors that communicate
with each other to form a sensor field. These large
numbers of nodes, which have the ability to communi-
cate wirelessly, to perform limited computation, and to
sense their surroundings, form the WSNs [2]. Specific
functions can be obtained through cooperation between
these nodes: functions such as sensing, tracking, and

Copyright © 2010 SciRes.

alerting [3]. These functions make these wireless sen-
sors very useful for monitoring natural phenomena,
environmental changes, controlling security, estimating
traffic flows, monitoring military application, and tra-
cking friendly forces in the battlefields.

For this work, we make some assumptions:

1) The network area is M x M.

2) The number of the network nodes is N.

3) The base station is located in the center of the
network.

4) The data packets length is L bits.

5) All network nodes can reach the Base Station.

6) The clustered nodes transmit to their cluster-head,
and the not clustered nodes transmit directly to the
sink.

7) And, the traffic generation model is supposed a
uniform event generation which mean that every sensor
has a data packet to be reported in a fixed time or
round.

The remainder of this paper is organized as follows.
In Section 2, we briefly review related work. Section 3
describes the energy consumption model. Section 4
presents the detail of our algorithm. Section 5 shows
the performance of the proposed algorithm by simula-
tions and compares it with literature technique. Finally,
Section 6 gives concluding remarks and provides some
future work.

WSN



234 0. Zytoune

2. Related Work

In order to enhance the network lifetime by the period
of a particular mission, many routing protocols have
been devised. One of these is network clustering, in
which network is partitioned into small clusters and
each cluster is monitored and controlled by a node,
called Cluster Head (CH). These cluster heads can
communicate directly with the base station (BS). Other
nodes send the data, sensed from the environment to
these CHs. CHs first aggregate the data from the mul-
tiple sensor nodes, and then finally send it directly to
the BS. Hence the CH should be powerful, closer to the
cluster-centroid a less vulnerable [4]. Heinzelman et al.
proposed LEACH [5] a protocol based on network
clustering. Each cluster has a cluster-head that aggre-
gates all the data received from the near nodes and
send them to the base station. The cluster-head are se-
lected following a distributed algorithm for each round.
The [6] proposed an algorithm called TB-LEACH
which is an improvement of the LEACH one. This al-
gorithm permits to dominate the number of clusters
heads to have at any transmission round, the optimal
cluster-heads amount that modifies the cluster-head
selection algorithm to improve the partition of cluster.
This algorithm assumes that all nodes receive the mes-
sages broadcasted by the nodes selected as clus-
ter-heads. On one hand, if a node is not reachable by a
cluster head it assumes that the number of clusters
heads is insufficient, and elects them to be cluster head,
therefore the number of cluster-heads may be not
dominated, on the other hand, this is not real with the
large networks because the those messages can not
reach all the network. PEGASIS [7] is an improvement
of the LEACH protocol. Rather than forming multiple
clusters, PEGASIS forms chains from sensor nodes so
that each node transmits and receives from a neighbor
and only one node is selected from that chain to trans-
mit to the base station (sink). Gathered data moves
from node to node, aggregated and eventually sent to
the base station. The chain construction is performed in
a greedy way. However, PEGASIS introduces exces-
sive delay for distant node on the chain. In addition the
single leader can become a bottleneck. All the previous
techniques are used for homogenous networks where
all the nodes have the same initial battery energy. SEP
[8] is a proposed scheme for heterogeneous wireless
sensor networks, which is composed of two types of
nodes according to the initial energy. The advance
nodes are equipped with more energy than the normal
nodes at the beginning. This technique prolongs the
stability period, which is defined as the time until the
first node failure.

DEEC [9] is a distributed clustering scheme for het-
erogeneous wireless sensor networks. In DEEC the

Copyright © 2010 SciRes.
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cluster-heads are elected by a probability based on the
ratio between residual energy of each node and the
average energy of the network. The epochs of being
cluster-heads for nodes are different according to their
initial and residual energy. The nodes with high initial
and residual energy will have more chances to be the
cluster-heads than the nodes with low energy. In the
last cited works, for each round, a new cluster-heads
are chosen, so, many control messages are exchanged
between these CHs and their closest nodes to form the
clusters. These control messages makes some energy
lost.

3. Energy Consumption Model

Recently, there is a significant amount of work in the
area of building low-energy radios. For the purpose of
this study we use similar energy model and analysis as
proposed in [5] as shown in Figure 1. For the experi-
ments described here, both the free space (d* power
loss) and the multi path fading (d* power loss) channel
models were used, depending on the distance between
the transmitter and the receiver. If the distance is less
than a threshold, the free space (fs) model is used; oth-
erwise, the multi path (mp) model is used.

Thus, to transmit an L— bits message over a distance d,
the radio expends (1):

ETX (I’d):ETX—eIec(I)+ETX—amp(I1d) (1)
And then:
IE,, +led* ifd<d
E |,d — elec fs 0 2
 (1.0) {uzelec +le,,d* ifd>d, @
where the threshold d, is done by (3):

gfs

do = ©))
&

mp

The electronics energy E,. depends on many fac-

tors such as the digital coding, the modulation, the fil-
tering, and the spreading of the signal, whereas the

amplifier energy, &.d”or smpd“, depends on the dis-
tance to the receiver and the acceptable bit-error rate.

Figure 1. Radio energy dissipation model.
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To receive an I-bit message, the radio expends (4):
ERX (I) = ERx—elec (I) = IEelec : (4)

It is also assumed that the radio channel is symmet-
ric, which means the cost of transmitting a message
from A to B is the same as the cost of transmitting a
message from B to A. The used parameter values in our
work are given in the following Table 1.

4. Clustering Technique for Routing in
Wireless Sensor Networks

All proposed clustering techniques in literature, use a
cluster head rotation in order to balance the transmis-
sion energy cost over the network nodes, because the
cluster head role is energy expansive. That permits to
grant approximately, the same lifetime until the battery
energy depletion. So, in every transmission round,
some new nodes play concurrence to be elected as
cluster head. Each node selected, has to advertise its
status to its neighbor nodes, to know the nodes which
will belong to its cluster and to schedule the TDMA
intervals [5]. Then, some energy is consumed in this
state. This energy for clustering control is considerable,
and it is important to reduce this energy to use it to
exploit the total network energy to extend the network
lifetime.

Our contribution consists in reducing the control en-
ergy for cluster formation by keeping each selected
cluster head for more than one transmission round. So,
each node selected as cluster head, play this role for m
consecutive transmission rounds before conceding it
for upcoming selection nodes. The proposed algorithm,
called Clustering Technique for Wireless Sensor Net-
works (CTRWSN) is a self-organizing, dynamic clus-
tering method that divides dynamically, the network on
a number of a priori fixed clusters. Each cluster has
one cluster-head. In this work, we use two-level het-
erogeneous networks, in which there are two types of
sensor nodes: the advanced nodes and normal nodes.
Let E, the initial energy of the normal nodes and, f

the fraction of the advanced nodes, which own a times

Table 1. Radio parameter values.

Description Symbol Value
Energy consumed by the amplifier L
to transmit at a shorter distance € 10pJ/bit/m

Energy consumed by the amplifier

i+
to transmit at a longer distance Emp 0.0013pJ/bit/m

Energy consumed in the electron-

ics circuit to transmit or receive the Eeiec 50nJ/bit
signal

Energy consumed for beam form- L

ing Epa 5nJ/bit/signal
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more energy than the normal ones. Thus there are
f.N advanced nodes equipped with initial energy of

(1+a)E, and (1-f)N normal nodes equipped with
initial energy of E,.

We can compute the total initial energy of the net-
works which is given by:

E.. = N f)E, + Nf (1+a)E,.

total

The node n becomes cluster-head for t, rounds.

In homogenous networks, to guarantee that there are
average P_ N cluster-heads every round, LEACH let

opt
each node n becomes a cluster-head once every
t,=1P,, rounds. The network nodes will have dif-

ferent residual energy when the network evolves.

If the rotating epoch t, is the same for all the
nodes as proposed in LEACH, the energy will be not
well distributed and the low-energy nodes will die
more quickly than the high-energy nodes. DEEC pro-
tocol; choose different t, based on the residual en-

ergy En(r) of node n atround r.

The probability threshold that each node n use to
determine whether itself to become a cluster-head in
each round, is given as follow Equation (5):

Py if ncG
T(n)= [1— pn.(r mod (;D] 5
0 Otherwise

where G is the set of nodes that are eligible to be clus-
ter-heads at round r.
If node n has not been a cluster-head during the

most recent 1 rounds, we have neG. The p,

n

parameter is given by Equation (6) from the [9].

E (r
p"‘"—”g) if n is a normal node
| @+af)E(r)
" l@+a)p, E (r
M if n is an advanced node
(I+af)E(r)

(6)
where E, (r) is the residual energy of the node n at

the round r, E(r) denotes the average energy of the
network at round r, which can obtained by (7)

£ - S (1- 1, ™

R = Etotal , (8)
Eround
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E

round elec

= L(2NE, . + NEp, +Képdtes + Neyd2e ), (9)

k is the number of clusters, E,, is the data ag-
gregation cost which is expended in the cluster-heads,
d.ss is the average distance between the cluster-head
and the base station, and d,,,, is the average distance

between the cluster members and the cluster-head. If
the nodes are uniformly distributed, from [5,10] we can
give:

and d,g :0.765%.

M
dtoCH = (—2k7r

By the Equation (9), we can find the optimal value

of k that minimizes E,,,, which is (10):
85
- :ﬂ_le (10)
N2r A €mp dtoBS
This value of k is used to determine E and

round !
therefore, by (7) and (8) each node n can find the
value of the parameter p, usedin T(n) calculation.

And, for each round r, when node n finds it is
eligible to be a cluster-head, it will choose a random
number between 0 and 1. If the number is less than
threshold T(n), the node n becomes a cluster-head

during the current round. The operation of CTRWSN is
broken up into rounds where each round consists of a
set-up phase and steady-state phase. In the following
sub-sections we will detail each of these phases.

4.1. A Set-Up Phase

Every transmission round, each node n uses the For-
mula (5) to calculate the T(n) value and choose a

random number between 0 and 1. If this chosen num-
ber is less than the calculated threshold T (n), the node

n becomes a cluster-head. The selected cluster heads
broadcast an advertisement message to the network to
declare themselves as cluster heads. Receiving this
message, the not cluster head nodes belong to the clus-
ter which the energy to join is minimum among all
selected cluster-heads. The node can determine the
needed energy to transmit to the cluster head based on
the received signal strong.

Once the nodes decide to which cluster belong, they
inform the cluster-head transmitting a join-request
message to it, using CSMA/CA MAC protocol.

A header, the node ID and the cluster-head ID,
forms this message, which is a short one. This message
size grants to reduce the time channel access and the
transmission energy cost. Receiving all nodes join-
messages, the cluster-head schedule a TDMA allocat-
ing a slot time to each cluster’s nodes. After that, the

Copyright © 2010 SciRes.
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cluster nodes are informed by a broadcasted message
containing the TDMA schedule. The choice of TDMA
technique in the cluster allows a energy saving, be-
cause no collisions caused and the node can pass to
sleep mode when it is not transmitting; in this way, the
clusters are formed.

4.2. Steady-State Phase

Once the clusters are established, the nodes transmit
their data messages towards the cluster-head. Within
the cluster, the communication uses TDMA, as de-
scribed in the set up phase. When the cluster-head re-
ceives all the nodes data, it performs its compression,
to form a new message that sent to the base station.

Figure 2 gives the flowchart that explains the work
of the proposed algorithm.

The network function is divided into cycles, each
cycle lasts for m transmission rounds. Then, selected
nodes for cluster-heads play this role for m consecutive
transmission rounds.

Figure 2. Protocol flowchart.
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It is so difficult to determine analytically the pa-
rameter m, because the nodes deployment is random
and the cluster-heads position is also stochastic, then
we determine this optimal value based on simulation.

5. Simulation and Results

The simulation parameters values used in our work are
given in the Table 2.

For the simulation bellow, we fix f = 0.2 and a = 3.
Figure 3 represents the DEEC energy consumed in the
network for the clusters forming for every transmission
round. This energy is expended by the messages ex-
changed between the cluster-heads and its belonging
nodes to form the clusters. As we can see, a lot of the
network energy is lost to control the clusters formations.
The total of this energy is evaluated as 33.3824J which
is 41.73% of the total network energy, and in average
0.0057J per round.

To find the optimal value of the parameter m, we do
simulation by varying it. Figure 4 gives the relative
network lifetime. As depicted in this figure, the relative
network lifetime becomes approximately constant
when the parameter m is greater than 10. This lifetime
is maximal when the cluster-head duration m is equal
to 32; each node selected as cluster-head, plays this
role for m consecutive transmission rounds that permits
to economize the energy consumed by the clus-
ter-heads to form their clusters, because the number of
control messages is reduced. As we can see in the fig-
ure, if the cluster-head period duration becomes longer
than a threshold, even if the network control energy is
reduced, oppositely, the network lifetime decreases
slightly. The reason of that is the unbalancing of the
cluster-heads energy load over the network nodes. So,
some nodes are highly solicited when they belong to a
cluster. Continuing to belong to the same cluster, some
unlucky nodes have to transmit for larger distance, and
then there energy drains quickly. We can see in Figure
5 the energy for forming the clusters in the CTRWSN.
Figure 6 gives the network lifetime of the proposed pro-
tocol compared to DEEC one. The first node dies in the
718th round but in CTRWSN it occurs in the 1271st

Table 2. Simulation parameter values.

Description Symbol Value
Network dimension M 100m
Number of network nodes N 100
Data packet length L 4000bits
Control packet length Lert 200bits
Optimal probability Popt 0.1
Advanced Nodes percentage f Variable
Fraction of advanced nodes energy a Variable

to normal nodes
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Figure 3. Total network energy for Clusters forming in DEEC.

Figure 4. Relative network lifetime.

Figure 5. Total network energy for clusters forming in
CTRWSN.

round, which means that the stable region is extended by
up to 77%. The half network nodes die in DEEC at the
832nd round and in CTRWSN it happens in the 1898th
round and the last node die in the 5865th in DEEC, and
9494th round in CTRWSN, which is approximately 62%
longer than DEEC.

Figure 7 gives the network remaining energy. The av-
erage network remaining energy in DEEC is 10.2149J/round
and in CTRWSN is 13.9502/round that means that the
CTRWSN consumes little energy compared to DEEC,
which helps to extend the network lifetime for many ex-
tra-rounds.
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Figures 8(a) and 8(b) gives the network lifetime de-
fined until the first node dies when a and f are varying.

This figure shows that the proposed technique pro-
vides best results when the network parameters change.

Figure 6. Network lifetime comparison.

Figure 7. Network remaining energy comparison.

(@

(b)
Figure 8. Network lifetime until the first node dies. (a) f = 0.2 and
avarying from 0.5 to 5; (b) a= 3 and f varying from 0.1 to 0.9.

Copyright © 2010 SciRes.
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6. Conclusions and Future Works

In this paper, we have proposed a clustering based rout-
ing protocol for heterogeneous WSNSs, which is entirely
distributed. We have interested in reducing the number
of control message, and so, the protocol overhead.
Through the simulation, we demonstrate that the pro-
posed algorithm allows a large stable network lifetime
compared to the most known clustering algorithms in this
area. As future work, we will reconsider the probability of
becoming cluster-head, to extend yet the network lifetime.
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Abstract

This paper aims to describe a solution to improve wireless network security protocols WEP and WPA based
on a modified RC4 algorithm for encryption, and based on initialization vector (V) with secret key for a
session key exchange, and new mutual authentication mechanism.
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1. Introduction

Wireless communications offer organizations and users
many benefits such as portability and flexibility, in-
creased productivity, and lower installation costs. How-
ever, risks are inherent in any wireless technology. The
loss of confidentiality and integrity and the threat of de-
nial of service attacks are risks typically associated with
wireless communications. WEP and WPA are designed
to protect, but they still have weaknesses discussed in
[1-8].

2. Related Work

Many solutions have been proposed for the remedy of
the WEP and WPA encryption, key exchange and mutual
authentication problems. Reference [9] proposes a sch-
eme similar to WEP. The difference is that in EWEP it
encrypts the concatenation of the message and 1V with
RCA4. Encrypting 1V aims to hide it from eavesdropping.
This proposal has many weaknesses represented below:

1) Because IV [i+1] depends on IV [i], if some frames
are lost, all frames coming from the same sender would
not be decryptable.

2) It uses Diffe-Hellman [10] to agree 1V; this is dif-
ficult because there is no clear share value.

3) Rekey is done using special messages. No protec-
tion mechanism for the messages contains the new key.

4) No new authentication mechanism described which
means the authentication process is still weak.

5) It suffers from following attacks:

Disassociation and Deauthentication Attacks.

Shared Key Authentication Attacks.

FMS Attack.

Session Hijacking.

Copyright © 2010 SciRes.

Reply Attack.

Reference [11] proposes new scheme which modifies
the process of WEP Key generation on TKIP. Comparing
with TKIP, the proposed protocol neither changes nor
increases hardware cost. Moreover, it narrows down
hardware computing quantities. Further, SEWTP reduces
authentication frequency. It also provides security func-
tion as well as TKIP and does not affect the performance
of throughput. But it has limitations represented as:

1) Over flooding, any client will send random number.
New secret key has been generated before authentication
process that leads to AP overload, because every client
joining the AP domain will take a time to generate his
secret key.

2) The clear IV still there.

3) Every 22 packet there will be random number
from client to AP, this will lead to:

Over load traffic.

Overload in process time.

4) It suffers from the following attacks:

Disassociation and Deauthentication Attacks.

Shared Key Authentication Attacks.

FMS Attack.

Session Hijacking.

SYCH attack.

2.1. Proposed Solution: WEP and WPA
Improvement

We will propose a novel schema which essentially con-
sists of three mechanisms:

1) Mutual Authentication between AP and Station.

2) Session Key Exchange mechanism.

3) Strong Encryption Protocol using modified RC4,
and 1V shadow.
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2.1.1. Mutual Authentication Process and

Session Key Exchange
This is a solution for weak authentication in Wireless
LAN which uses pre-shared key authentication, and also

can be used in enterprise solution without any third party.

The mutual authentication mechanism and Session Key
Exchange mechanism consisting in the following steps:

1) The first step stores the challenge value in the Sta-
tion like secret key similar to Access point.

2) The second step: When the Station sends associate
request to the Access point, the Access Point sends en-
crypted challenge with the secret key to Station.

3) The Station receives the Encrypted challenge and
decrypts it using the secret key and Access point 1V, and
compares it with the challenge it has. If they are equal
that means this Access point is trusted.

4) If this Access Point is trusted Calculate K', IV’ us-
ing Equations 1, 2 respectively, and uses them with K
(secret key), to encrypt the challenge again and sends it
to the access point.

5) Update the Station challenge by adding IV’ to old
challenge.

6) The Access Point receives the Encrypted challenge
and calculates the K', IV’ and uses them with K (secret
key), to decrypt challenge if it is equal to the challenge
sent. This means the Station is trusted.

7) Update Access Point challenge by adding IV’ to old
challenge.

2.1.2. Session Key Exchange Mechanism
During Authentication process, we can calculate the ses-
sion key, by using the equation below:

K =(IVy; + IV, )+ K +K[i+3] Q)

The result of using Equation(1) to calculate K* shown
in Figures 1, 2 and 3, they explain that there is no linear
relation between old IV[i] and K’[i].

2.1.3. Strong Encryption Using Modified RC4

We modified RC4 to be suitable for use with our ap-
proach, by using K’ instead of feedback j as it is shown
in algorithm below. To prevent first byte attack [9], and
inverse attack:

Figure 1. Shows the relation between k’[0] and old I'V[Q].

Copyright © 2010 SciRes.
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Figure 2. Shows the relation between k’[1] and old IV[1].

Figure 3. Shows the relation between k’[2] and old IV[2].

RC4 Modified key scheduling algorithm:

1) {initialization}

2)forifromOton—1do

3) S[i]: =i

4) end for

5)j:=0

6) {generate a random permutation}

7) forifromOton—1do

8) j: = (K’[I mod e]+S[i]+ K[l mod I])mod n

9) swap SJi] and S[j]

10) end for

As a result of simulation test there is no linear relation
between KSA[i] and old IV[i] as shown in Figures 4, 5
and 6. Which means the first byte attack cannot succeed.

Figure 4. shows the relation between old 1VV[0] and KSA[O].
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Figure 5. Shows the relation between old 1V[1] and KSA[1].

Figure 6. Shows the relation between old 1V[2] and KSA[2].

1) An encryptor and Decryptor that share a RC4 secret
key (K) agree session key or day key depending on the
security level that they need. Using Equation (1).

Where is K' represent session key or day key.

2) The secret key K uses to confuse IV to generate
IV' which will combine with K to generate RC4 key
seed as follows:

For i=0; IV length;

LIV = ((IV *k+ VK™ mod 2563 (2)

From the results of Equation (2) there is no linear rela-
tion between new IV[i] and old IV[i] as shown in Fig-
ures 7, 8 and 9. This means that we can send the old IV
as plaintext. The attacker can not use it to decrypt the
ciphertext.

Figure 7. shows the relation between olV[0] and n1V[0].
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Figure 8. Shows the relation between olV[1] and nlV[1].

Figure 9. Shows the relation between olV[2] and nlV[2].

3) Combine the secret K and 1V, with K’ they will be
the seed for RC4 algorithm.
4) Send cipher text and 1V.

2.2. Comparison the 1V Value Rollover

For a device sending 10000 packets per-second

1) 24-bits, an IV will be reused after 16777216 pack-
ets, after 27.9 min. [WEP static secret Key]

2) 48-bit, an IV will be reused after 281474976710656
packets, after 892.6 years. [WPA static secret Key]

3) 24-bits, an IV will be reused after 16777216*39
*13*16 =136096776192 packets, after 5.2 month [Dy-
namic Session Key].

2.3. Comparison the Bandwidth Overhead

For a device sending 10000 packets per-second:

1) WEP overhead 44byte per-packet, means every sec-
ond 4.4 Kbytes.

2) WPA overhead 56byte per-packet, means every
second 5.6kbyte.

3) Our approach overhead 44byte per-packet means,
4.4 Kbytes.
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Abstract

This paper analyses frequency tracking characteristics of a complex-coefficient adaptive infinite-impulse
response (IIR) notch filter used for suppression of narrow-band interference (NBI) with a randomly-varying
frequency in a quadriphase shift keying (QPSK) modulated direct-sequence code-division multiple-access
(DS-CDMA) communication system. The QPSK DS-CDMA signals are transmitted over a frequency
non-selective Rayleigh fading channel. The analysis is based on a first-order real-coefficient difference equa-
tion with respect to steady-state instantaneous frequency tracking error from which a closed-form expression
that relates frequency tracking mean square error (MSE) with number of DS-CDMA active users and NBI
power is obtained. Closed-form expressions for optimum notch bandwidth coefficient and step size constant
that minimize the frequency tracking MSE are also derived. Computer simulations are included to substanti-
ate the accuracy of the analyses.

Keywords: Code-Division Multiple Access (CDMA), Quadriphase Shift Keying (QPSK), Complex Adaptive

IIR Notch Filter, Narrow-Band Interference (NBI), Frequency Tracking MSE

1. Introduction

Direct-sequence code-division multiple-access (DS-CDMA)
is a preferred multiplexing technique in cellular tele-
communications services as it exhibits desired features
that are not inherently found in other multiple access
techniques, i.e., time-division multiple-access (TDMA)
and frequency-division multiple-access (FDMA). Some
of superior DS-CDMA features include robustness in
multipath fading environment, flexibility in allocation of
channels and increased spectral efficiency due to its ca-
pability of sharing bandwidth with narrow-band commu-
nication systems [1-3]. The bandwidth sharing capability
is made possible by the inherent narrow-band interfer-
ence (NBI) suppression capacity of DS-CDMA due to
the processing gain of spread spectrum systems. How-
ever, for high levels of NBI power, the NBI suppression
capacity of DS-CDMA system can be enhanced by
means of signal processing techniques at the receiver.
Several methods with varying complexities have been
proposed for suppression of NBI in DS-CDMA commu-
nication systems [4-9].

Copyright © 2010 SciRes.

In [10], a complex coefficient adaptive notch filter
implemented as a constrained infinite-impulse response
(IR) filter with a complex Gauss-Newton adaptation
algorithm was proposed. Its application in the suppres-
sion of NBI in quadriphase shift keying (QPSK) di-
rect-sequence spread-spectrum (DSSS) communication
system was shown to result in a better signal-to-noise
ratio (SNR) improvement factor than that achieved by
finite-impulse response (FIR) adaptive prediction filter.
In [11] a complex coefficient adaptive IIR notch filter
with a simplified gradient-based algorithm that does not
require any matrix inversion was presented. Analyses of
its convergence, steady-state and tracking characteristics
were presented in [12-15], respectively. Its application in
suppression of NBI in QPSK-DSSS system with fixed
unknown frequency was introduced in [13].

This paper investigates frequency tracking characteris-
tics of the complex-coefficient adaptive IIR notch filter
in [11] that is used for suppression of NBI with ran-
domly-varying frequency in a synchronous QPSK DS-
CDMA communication system communicating over a
frequency non-selective Rayleigh fading channel. The
analysis is based on the derived first-order real-coeff-
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icient difference equation with respect to steady-state
instantaneous frequency tracking error from which a
closed-form expression for frequency tracking mean
square error (MSE) is obtained. In addition, closed-form
expressions for optimum notch bandwidth coefficient
and step size constant are also derived. Computer simu-
lations are included to substantiate accuracy of the
analyses.

This paper is organized as follows. Section 2 presents
the system model. Complex coefficient adaptive IIR not-
ch filter is presented in Section 3 whereas frequency trac-
king is analyzed in Section 4. In Section 5 simulations are
presented and discussed before a conclusion in Section 6.

2. System Model

We consider a synchronous DS-CDMA system over
frequency-nonselective Rayleigh fading channel using
QPSK modulation, quaternary pseudo-noise (PN) spr-
eading m-sequences and the rectangular chip waveform.
It is assumed that there are K simultaneously transmit-
ting users. Referring to Figure 1, the transmitted signal

for the i-th user s, (t)|i‘<:1 is expressed as

¢ (t) Pcos(27ft+0)

¢’ () JPsin(2zft+0)

L (a)
fCOS(Zﬂ' ft+y)
(k+)T, XI (kT )
— [ o % X(KT,)
r(t) —»
(k+)T,
[ (O |~
i x? (KT,)
TiSin(Zﬂfct+W) J-1
° (b)

A. N. Mvuma

5, (t)=+/Pb' (t)c/ (t)cos(w,t+6)

@
+~/PBR ()¢ (t)sin (.t +6)

where:
P is the power of the transmitted signal.

b'(t) and bS(t)are in-phase and quadrature-phase

binary data signals, respectively.
¢ (t) and c?(t)are in-phase and quadrature-phase
PN spectrum spreading signals, respectively.
o, and @ are the modulator carrier frequency and
phase, respectively.
We define the rectangular pulse p; (t) with duration

T as
1 0<t<T

pT(t)={ - ()

0, elsewhere

Therefore the in-phase and quadrature-phase data and
spectrum spreading signals are expressed as

Z b';py, (t—iT,) ®)

Figure 1. QPSK DS-CDMA communications system model. (a) Transmitter; (b) Receiver.

Copyright © 2010 SciRes.

r(t)
¢ (KT,)
L-1
Complex Re{e(kT,)} > —
Adaptive 1=0
IR e(kT,) To decision
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1=0
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z bl j pT s (4)
t)= _Z i Py, (t=1Te), (5)
Z o py (t-JT,) (6)

where
b, e{+1-1} and b% e{+1-1} are identically and
independently distributed (1ID) random j-th data bits

of the i-th user for the in-phase and quadrature-phase
components.

¢/, e{+1,-1} and ¢} e{+1,-1} are IID random

j-th chips for the i-th user for the in-phase and quad-
rature-phase components, respectively.
T, and T, are the chip duration and the symbol du-

ration, respectively, where T,/T, =L is the number

of chips per symbol or processing gain.

The QPSK DS-CDMA signal comprising of signals
for all K active users is transmitted over a frequency
non-selective Rayleigh fading channel with impulse re-
sponse given by

h(t)=aexp(j9)s(t—7) ©)
where @ is the phase shift with uniform PDF over
[0, 27), 7 is the time delay which is uniformly dis-
tributed over [0, T,) and « is the Rayleigh distrib-

uted attenuation having a probability density function
(PDF) expressed as

azj

aexp|-—— |, a=0,

fala)= [ 2 (8)
0, a <0.

The transmitted signal is corrupted with a zero-mean
additive white Gaussian noise (AWGN) w(t) with

two-sided power spectral density (PSD) N,/2 and a
NBI modeled as

I (t) =23 cos(a,t + (1)) ©)

where J is the power of the interference and ¢(t) is

the instantaneous phase deviation.
The received signal r(t) at the input of the correla-

tor bank in Figure 1 is expressed as
K
t)y=a) s (t-7)+w(t)+1(t)  (10)
i=1

At time kT. the samples x'(KkT,) and x°(kT,) in

Figure 1 can be written as (for simplicity, T,

. is nor-
malized to unity)
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X (k) =s' (k)+n' (K)+¢' (k) a1
()= ()4 (K)+ce (k) (12)
=a ;ibil,kcil,k (13)
be?kc?k (14)

where
b, €{+L-1} and bS e{+1,-1} are the values of

data signals at the k-th sampling instant of the i-th user
for the in-phase and quadrature-phase components.

¢ e{+L-1} and c’ e{+1-1} are the values of

the spectrum spreading signals at the k-th sampling
instant for the i-th user for the in-phase and quadra-
ture-phase components, respectively.

n'(k) and n?(k) areindependent and uncorrelated
random processes with zero mean and variance
ot =No

4T,
Assuming ¢(t) to be varying slowly such that it is

constant over one chip interval, then NBI components
¢'(k) and ¢©(k) in(11) and (12) are expressed as

£ (9= Seosg( a9
ch(k):\/gsinﬂk) (16)

It can easily be shown that s'(k) and s®(k) are
zero-mean uncorrelated random processes each with

variance o = E[az];K :

3. Complex Coefficient Adaptive IR Notch
Filter

Using complex notation, a complex input signal to a
complex coefficient adaptive 1IR notch filter in Figure 1
is of the form

x(k) =s(k)+¢ (k)+n(k), n

where
s(k)=s"(k)+ js (k) (18)
g(k):\gexp(m(k)) (19)
#(k) = gk —1) + o(k), (20)
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n(k) = n' (k) + jn® (k). 1)

o(K) is the instantaneous frequency that follows a
random walk model and is expressed as

oK) = ok -1)+ Bv(K), ©(0) = a, (22)
where v (k) is a zero-mean white noise with variance

o?, p is the scaling factor for the frequency drift and
is assumed to be small, i.e., <1 and @, is the ini-

tial frequency.
Transfer function of first-order complex coefficient

IIR notch filter for suppression of the NBI in (17) is

given by [11].

1+a, 1-e207"
2 l-gpea®zt

H(z) = (23)
where ¢, is the notch bandwidth coefficientand ¢, is

the notch frequency coefficient. Adaptation algorithm
used here to estimate the instantaneous frequency of the
NBI is expressed as [11].

o, (k+1) = o (k) + 1 Re[ e(k)g" (k) |. (24)
Re[.] denotes real number and * denotes complex conju-
gate. Here 4 is the step size constant, e(k) is the
complex notch filter output and ¢(k) is the gradient

signal. Referring to (23), the instantaneous frequency can
be estimated by (k) where

(k) = a, (k). (25)
Transfer function from the input x(k) to the gradient
signal ¢(k) in (24) is given by [11].

l1+a, je'=Wz*
2 1-gpea®zt’

G(z) (26)

4. Frequency Tracking Error Analysis

In this section, frequency tracking error of the algorithm
in (24) is analyzed. We define steady-state tracking error
of instantaneous frequency o(k) as [14], [15].

5(K) = &(K) — (k). @7)

Referring to the coefficient adaptation algorithm in
(24), it follows from (27) that [15]:

S(k+1) =5(k) - pr(k) + uRefe(k)p (K)],  (28)

A first-order difference equation with respectto (k) is

obtained by using approximations for steady-state signals
e(k) and ¢(k) derived in[14], and is expressed by

5(k+1)=[ —%ff}a(kwé(k), 7=i—j’ (29)

0
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where the input to the difference equation &(k) is
given by

£(K) = %%{ne(k)ej(¢(k)+2)+n:(k)ej(¢(k)+2)}
4 30)

1 . « k
#2000 () -+ G0, o) -2
7
Here n, (k) and n, (k) are the output of H(z) and
G(z), respectively, due to s(k)+n(k). By referring to

(29), a first-order real coefficient transfer function
F(z) between the input £(k) and the output &(k)

is given by

F(z) = e . (31)

4.1. Square of Tracking Error Due to Frequency
Drift

By referring to (29), (30) and (31), square of tracking
error due to the frequency drift is found to be given by

ol = o2 (gj %g% F(2)F(z Yz %z = %% (32)

(32) is obtained by assuming that %,u < 4y® which

means the step-size parameter is sufficiently small.

4.2. Frequency Tracking Mean Square Error

Frequency tracking mean square error (MSE) is the sum
of &7 in (32) and frequency error variance o due to

n,(k) and n, (k). o’ is obtained by [12,14].

J ,7 P Ny | > 3

2
622 ~ 2 £ ’ (33)
16(1- ) 1—,e)1+¢)
e=1-2 A 1, (34)
2 4y

The following observations are made from (33) and (34):

1) Frequency tracking error variance is directly pro-
portional to the NBI power J.

2) For small AWGN PSD N, frequency tracking
error variance is directly proportional to the signal
transmit power P and number of active users K.

3) Frequency tracking error variance can be reduced
by expanding the notch bandwidth, i.e., reducing the
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notch bandwidth coefficient «.

4) Frequency tracking error variance varies propor-
tionally with the square of step-size constant.

From (32), (33) and (34), the closed-form expression
for the frequency tracking MSE can be expressed as

2 207 % ;(E[az ZK+;O]”Z
MSE = 22087, "</ (35)
J y7, 32y

4.3. Optimum Step Size and Notch Bandwidth
Coefficients

From (35), the optimum step-size ,, that corresponds

to minimum frequency tracking MSE is derived by
equating the first derivative of MSE in (35) with respect
to u tozero. This yield:

Wl

4ol B'r°
2
J E[aZ]EK + o
2 22T,

Similarly, equating to zero the first derivative of MSE in
(35) with respectto 7 we obtain:

Hop =2 (36)

aUOpt = . (37)

where:

5. Simulation and Discussions

In this section, computer simulation results are compared
with analytical values obtained in (35), (36), (37) and (38)
to substantiate the accuracy of the proposed analytical
method. All simulated results were obtained by averag-
ing over 50 independent computer runs for k =2500 to
14000 with J = 2.0, and P = 0.1, i.e., interfer-
ence-to-signal power ratio (ISR) of 13.0 dB. The values
for B, o2, and @, weresetto 10°, 0.2, and 0.2r,

respectively, and L=255. Here the AWGN PSD N, is

ignored as it is assumed to be much smaller than the NBI
power J.
In Figure 2, simulated results for the frequency track-

Copyright © 2010 SciRes.

ing MSE are plotted and compared with theoretical values
obtained from (29) with the DS-CDMA system number
of active users K as a parameter. Here the step size con-
stant x was set to 10™*. For small values of «,, the
figure shows a decrease in the frequency tracking MSE
which increases after «, exceeds the optimal notch

bandwidth coefficient «,, whose value depends on K.

Close agreement between analytical and simulation re-
sults is clearly demonstrated by the figure.

Figure 3 shows plots of theoretical values of the fre-
quency tracking MSE obtained from (35) and simulated
results with the number of active DS CDMA users K as a
parameter for o, =0.90. It is observed from the figure
that the frequency tracking MSE decreases for values of
u less than the optimal step size ,,, which depends

on K. For values of x above g, , the frequency
tracking MSE increases steadily. Similarly, close agree-

10 ¢

% K=10 USERS
{> K=5USERS
X K=1USER

——ANALYTICAL

Frequency tracking MSE

-6
l00.8 082 084 08 08 09 092 094 096 0.98 1
Notch bandwidth coefficient o,

Figure 2. Frequency tracking MSE with number of
DS-CDMA users K as a parameter.

4
10

% K=10 USERS

{ K=5USERS

X K=1USER
—— ANALYTICAL

Frequency tracking MSE

10°
0

0.5 1 15 2 25 3 35 4 45 5
Step size constant p x 10'A

Figure 3. Frequency tracking MSE with number of
DS-CDMA active users K as a parameter.
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ment between analytical values and simulation results is
clearly shown by the figure.

Figure 4 shows simulated results and theoretical val-
ues for the optimum notch bandwidth coefficient o,

plotted against the number of DS-CDMA active users K
for £ =10". Similarly, the figure shows a decrease in
A%, with the increase in K as predicted by (37) and

(38). There is a close agreement between simulated re-

sults and theoretical values as validated by the figure.
Simulated results and theoretical values obtained from

(36) for the optimum step-size constant s, versus

number of active DS-CDMA users K are plotted in Fig-
ure 5 with a, =0.9. The figure shows a decrease in

Moy With the increase in K as anticipated by (30). Close

agreement between simulated results and theoretical
values is clearly demonstrated by the figure.

@
2
S
g 0.94;-
=
5
Z 093
@
=
=
2
= Uy
£
=
£
2 091f
@]
+*
*
0.9 ‘ . ‘ L ‘ ‘ . .
1 2 3 4 s 6 1 8 9 10

Number of users K

Figure 4. Optimum step-size constant versus number of
active users K.
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)
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Optimum step size constantpOpt

=
N
T

Number of users

Figure 5. Optimum notch bandwidth coefficient versus the
number of DS-CDMA active users K.
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6. Conclusions

Frequency tracking characteristics of the complex-coe-
fficient adaptive IIR notch filter for suppression of NBI
with randomly-varying frequency in a DS-CDMA com-
munication system over a Rayleigh fading channel were
investigated in this paper. Derived closed-form expres-
sions for frequency tracking MSE and optimum step size
and notch bandwidth coefficient have revealed a need for
proper setting of adaptation algorithm and IIR notch fil-
ter parameters to minimize frequency tracking MSE.
Moreover, computer simulation results have demon-
strated the accuracy of the analytical approach. In the
future, probability of bit error of the DS-CDMA system
with NBI suppression complex adaptive IIR notch filter
will be investigated.
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Abstract

The design of a new type heat meters based on RFID technology are presented in this paper. By use of RFID
technology in heat meters, the data can be exchanged between heat meters and heat supplying department by
RF cards. The information can be transmitted in a non-contact way. In this way, the purpose of automatic
identification can be achieved. The experimental study of the heat meters is also performed in the paper. The
results show that the new type of heat meters can meet the demands of users. Compared with the ordinary
heat meters, the new type of heat meters have the advantages of small in meter volume, high accuracy, no

impact of water quality and good reliability.

Keywords: Heat Meters, Design, Experimental Study, RFID

1. Introduction

Radio frequency identification (RFID) technology is a
non-contact automatic identification technology [1].
Based on the wireless data communication technology,
the RFID technology has been widely used for wireless
remote meter-reading technology and provides a suffi-
cient technology foundation. At the present, the central
heating supply in the urban area of China, waste of en-
ergy and unreasonable charges by the heating area, these
problems have restricted the further development of cen-
tral heating. In the implementation of structural reform in
the urban heating, heat meters are the key equipment in
heating metering and charging control system, which can
achieve the metering of urban central heating household
and energy charges in accordance with the implementa-
tion of heat, and this has gradually become a new hot
industry. To make the study of intelligent heat meters
based on RFID technology, we consulted the Interna-
tional Organization of Legal Metrology OIML-R75 rules
and the European standards EN1434 heat meters which
are most advanced in the world, also we draw lessons
from European advanced technology and experience of
similar products, these heat meters can realize not only
for the centralized hot household heat metering, but also
the non-contact measurement of data transmission and
the control of clearing transactions. As a result, the heat
meters provide the possibility of intelligent management
in cities and a firm material foundation for the digital
communities and cities, which can bring high social and
economic benefits.

Copyright © 2010 SciRes.

Heat meters are the terminal equipments of the heat
metering management system, as shown in Figure 1.
They exchange data with the department of heat meter-
ing by radio frequency (RF) cards. As an important as-
pect of RFID technology, the RF cards achieve non-
contact transmission of information by using radio fre-
quency signals through space coupling. Furthermore,
they can achieve the purpose of automatic identification
through the transmission of information.

In heat metering management system, each user gets a
new RF card when installed new equipment. Before us-
ing heat meters, users must open accounts in the depart-
ment and the management system establishes detailed
information for each user. After opening accounts, users
buy heat according to their actual needs of the heat re-
quired and bring about closer ties between RF card and
their own heat meters. From the information security
point of view, in the card all user information, heat data
calorie and other management information is transmitted

i | i
iDepartment! iTransmission mediumj ! User |
L ! e, S S S I i

| 1

! i

L i

w Buy informationt g Buy informationt

< o

v o -

4

o :;3 a

E Backing outinformation| & |Backingoutinformation =3

2 5 g

S 2

< ° I

= < b1

=

[ o

] 15

o

Figure 1. Diagram of the heat supplying management system.

WSN



R.J.MaET AL. 251

in the form of encryption, heat meters do the corre-
sponding decryption work when they accept. At the same
time, heat meters transmit the user's use of heat, the re-
maining heat value, the corresponding record in history
and heat meters state information to heat supplying de-
partment by RF card. Heat supplying department analy-
ses and compares the historical data they collected, and
obtains a large number of heating data, these data pro-
vide strong data support for the department to make de-
cisions.

2. Design of Heat Meters

Heat meters consist of two major parts, the RF card and
smart heat metes.

The Mifare One of Philips chips (referred to M1 card)
is a kind of commonly used RF card. The parameters of
the card are: 8K in storage capacity, 10 years of data
retention, 100,000 cycles for rewriting, unlimited time
for reading, and no battery needed. The card has its own
antenna, encryption control logic circuit and communi-
cation logic circuit, inter-national common DES and
cross-RES secrecy algorithm is adopted in the commu-
nication between the card and reader, its confidentiality
performance is very high, with characteristics of fast
anti-collision, high reliability in data communication,
anti-strong electrical interference, moisture-proof, wa-
terproof, convenience, fast and so on [2].

The smart heat metes contains a microprocessor, a
mechanical rotor-type non-magnetic flow sensor, a pair
of temperature sensor, a voltage monitor and radio fre-
quency modules, and so on. The overall structure of the
heat meters is shown in Figure 2.

The microprocessor uses singlechip of MSP430FW425
type for the wireless long-distance transmission calo-
rimeter. Its internal composite signal processor is key
microprocessor of integrating monitor, superior per-
formance, reliable and cost-effective [3]. The current
sensor is mechanical rotor type multi-striation flowmeter
which is improved to comply with the request of
non-magnetic current signal acquisition calibration mod-
ule and measurement characteristic. It is characterized by
a small wheel rotor installed. Signal damping board is
light in weight, wide flow measurement, and high accu-
racy of flow measurement and applicable to poor quality

Figure 2. Overall structure diagram of heat meters.
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water etc. [4]. A pair of temperature sensors are used for
measuring temperature and signal of difference in tem-
perature about heat exchanger inlet and outlet, the preci-
sion of the sensors less than 0.1°C [5]. Integrating moni-
tor is hardcore. On one hand, it collects and calibrates the
flow rate signal, temperature and signal of difference in
temperature integration demonstration quantity of heat of
non-magnetic flowmeter. On the other hand, it uses RF
transport module to transports data.

Control software of heat meters are designed based on
the modularizaion method, including radio frequency
read-write module, non-magnetic flowmeter scan module,
flow rate module and so on. Each part functionally inde-
pendent designed, effectively to guarantee the reliability
of the scale of intelligent hot work. The table with appli-
cability and flexibility and humanized design concept are
full considered in the design, heat meters based on RFID
technology has superior intelligence and fully meets the
market demand. Flow chart of the main program and the
card interrupt program are shown in Figures 3 and 4.

3. Experimental Study

Three heat meters of DN20 type are used for the proto-
type test. The test includes accelerated wear test, metro-
logical characteristic test and data communication test.

The accelerated wear test requires that the meter is
continuously running 300 hours under the maximum
flow rates. The maximum flow rate of this meter is 5000
kg/h. All the three meters are in good working situation
after the test.

Figure 3. Flow chart of the software program.
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Figure 4. Flow chart of the card interrupt program.

Metrological characteristic test includes temperature
test and flow rate test. The measuring points for the tem-
perature test are 10, 50 and 90 degrees Centigrade, repre-
senting the low, medium and high temperatures respec-
tively. The measurement results of temperatures are listed
in Table 1. It can be seen from the table that all the data
is less than the permit error of level 2 meters (3.5%). The
measurement of flow rates is performed in three tem-
perature points representing the low, medium and high

temperatures. The results are shown in Figures 5, 6 and 7.

It can be seen from the figures that all the data is less than
the permit error of level 2 meters.

The test items of data communication test include Dis-
tance of data reading & writing, resetting data, data sum-

mation, data transfer and replacement of cards and meters.

The measurement results of the data communication
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Figure 5. Measurement errors of flow rates at 10 degree
Centigrade.
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Figure 6. Measurement errors of flow rates at 50 degree
Centigrade.
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Figure 7. Measurement errors of flow rates at 90 degree
Centigrade.

test are listed in Table 2. Compared with the perform-
ance required of the meters (also listed in the table) indi-
cates that all the performance indexes are satisfied with
the requirement of the meters.

Table 1. Measurement results of temperatures.

Temperature Maximum errors (%)
Test points (C)  Prototype A Prototype B Prototype C
10, 50 and 90 1.17 1.92 0.79

Table 2. Results of data communication tests.

. Performance Prototype numbers
Test items .
required No.A No.B No.C
Distance of
datareading >2.0cm 2.2cm 2.4cm 2.3cm
& writing
Resettin The valve is
9 closed after data ~ Normal Normal  Normal
data -
resetting
Data The valve will
. be open after Normal ~ Normal  Normal
summation .
data summation
Data Will be work
normally after Normal ~ Normal  Normal
transfer
the data transfer
Replacement ~ Will be work
of cards and normally after Normal ~ Normal  Normal
meters the replacement
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4. Conclusions

A new type of heat meter is designed based on RFID
technology in this paper. This type of heat meters can
provide centralized heat metering, residence intelligence,
management digitization and information system man-
agement with new plan. The experimental study is also
presented in the paper. The results indicate that the heat
meters have high accuracy in measurement, no impact of
water quality, good reliability and low power consumption.
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Abstract

Many existing real time commit protocols try to improve system performance by allowing a committing co-
hort to lend its data to an executing cohort, thus reducing data inaccessibility. They block the borrower from
sending WORKDONE/PREPARED message and restrict them from lending data so that transaction abort
chain is limited to one. Thus, transaction execution time increases. This paper proposes a modified real time
commit protocol for distributed real time database systems (DRTDBS), Allow Commit Dependent and in
Time borrowers for Incredible Value added data lending without extended abort chain (ACTIVE), where
borrower cohorts are categorized as commit and abort dependent. Further, the commit dependent borrowers
can lend data to executing cohorts with still limiting the transaction abort chain to one only and reducing the
data inaccessibility. Also, an incoming executing cohort having borrowing factor greater than one can only
borrow the dirty data items from lender. This minimizes the fruitless borrowing by the cohort. The perform-
ance of ACTIVE is compared with PROMPT, 2SC and SWIFT protocols for both main memory resident and
disk resident databases with and without communication delay. Simulation results show that the proposed
protocol improves the system performance up to 4% as transaction miss percentage.

Keywords: Distributed Real Time Database System, Commit Protocol, Conflict Resolution, Dependency,

Lender, Borrower

1. Introduction

Maintenance of transaction’s ACID semantics are the
well known complexities that real time distributed data-
base have to contend with when operating on the distrib-
uted data. Several important factors contribute to the
difficulty in meeting transaction deadlines in DRTDBS.
Data conflicts are one of the most important factors
amongst the transactions. Two kinds of conflicts between
transactions [1,2] arise. One occurs between executing
transactions, which is resolved by a concurrency control
protocol to ensure distributed transaction serializability;
the other occurs between executing-committing transac-
tions, which is resolved by a commit protocol to ensure
distributed transaction atomicity. Limited work is done
in case of executing-committing conflicts.

Database systems are currently being used as back-
bone to thousands of applications, which have very high
demands for availability and fast real-time responses. A
large part of the workload consists of read, write-blind
and updates transactions against DRTDBS which these
applications generate. Business transactions using these
applications in the absence of real time could lead to

Copyright © 2010 SciRes.

financial devastations and in worst case cause injuries or
deaths. Examples include telecommunication systems,
trading systems, online gaming, sensor networks etc.
Typically, a sensor network consists of a number of sen-
sors (both wired and wireless) which report on the status
of some real-world conditions. The conditions include
sound, motion, temperature, pressure and moisture, ve-
locity etc. The sensors send their data to a central system
that makes decisions based both on current and past in-
puts. To enable the networks to make better decisions,
both the number of sensors and the frequency of updates
should be increased. Thus, sensor networks must be able
to tolerate an increasing load. For applications such as
Chemical Plant Control, Multi Point Fuel Injection Sys-
tem (MPFI), Video Conferencing, Missile Guidance
System etc., data is needed in real-time, and must be ex-
tremely reliable and available as any unavailability or
extra delay could result in heavy loss. Many applications
listed above using DRTDBS require distributed trans-
action to be executed at more than one site. To maintain
consistency, a commit protocol ensures that either all the
effects of the transaction persist or none of them persist.
Failure of site or communication link and loss of mes-
sages do not hamper the transaction processing. Commit
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protocols must ensure that little overheads are laid upon
transactions during processing. Hence, the need of de-
veloping a new commit protocol for better performance
of DRTDBS arises.

The two phase commit protocol (2PC) referred to as
the Presumed Nothing 2PC protocol (PrN) is the most
commonly used protocol in the study of DDBS [3-5]. It
ensures that sufficient information is force-written on the
stable storage to reach a consistent global decision about
the transaction. A number of 2PC variants [6] commit
protocols have been proposed and can be classified into
following four groups [7].

1) Presumed Abort/Presumed Commit

2) One Phase

3) Group Commit

4) Pre Commit/Optimistic

Presumed commit (PC) and presumed abort (PA) [8]
are based on 2PC. Soparkar et al. [9] have proposed a

protocol that allows individual site to unilaterally commit.

Gupta et al. [10,11] proposed optimistic commit protocol
and its variant. Enhancement has been made in PROMPT
commit protocol [12], which allows executing transac-
tions to borrow data in a controlled manner only from the
healthy transactions in their commit phase. However, it
does not consider the type of dependencies between two
transactions. The impact of buffer space and admission
control is also not studied. In case of sequential transac-
tion execution model, the borrower is blocked for send-
ing the WORKDONE message and the next cohort can
not be activated at other site for its execution. It will be
held up till the lender completes. If its sibling is activated
at another site anyway, the cohort at this new site will
not get the result of previous site because previous cohort
has been blocked from sending the WORKDONE mes-
sage due to being borrower [13]. In shadow PROMPT, a
cohort forks off a replica of the transaction, called a
shadow, without considering the type of dependency
whenever it borrows a data page.

Lam et al. [1] proposed deadline-driven conflict reso-
lution (DDCR) protocol which integrates concurrency
control and transaction commitment protocol for firm
real time transactions. DDCR resolves different transac-
tion conflicts by maintaining three copies of each modi-
fied data item (before, after and further) according to the
dependency relationship between the lock requester and
the lock holder. This not only creates additional work-
load on the systems but also has priority inversion prob-
lem. The serializability of the schedule is ensured by
checking the before set and the after set when a transac-
tion wants to enter the decision phase. The protocol aims
to reduce the impact of a committing transaction on the
executing transaction which depends on it. The conflict
resolution in DDCR s divided into two parts (a) resolv-
ing conflicts at the conflict time; and (b) reversing the
commit dependency when a transaction, which depends
on a committing transaction, wants to enter the decision
phase and its deadline is approaching.

Copyright © 2010 SciRes.
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If data conflict occurs between the executing and
committing transactions, system’s performance will be
affected. Pang Chung-leung and Lam K. Y. [2] pro-
posed an enhancement in DDCR called the DDCR with
similarity (DDCR-S) to resolve the executing- commit-
ting conflicts in DRTDBS with mixed requirements of
criticality and consistency in transactions. In DDCR-S,
conflicts involving transactions with looser consistency
requirement and the notion of similarity are adopted so
that a higher degree of concurrency can be achieved and
at the same time the consistency requirements of the
transactions can still be met. The simulation results show
that the use of DDCR-S can significantly improve the
overall system performance as compared with the origi-
nal DDCR approach.

Based on PROMPT and DDCR protocols, B. Qin and
Y. Liu [14] proposed double space commit (2SC) proto-
col. They analyzed and categorized all kind of depend-
encies that may occur due to data access conflicts be-
tween the transactions into two types commit depend-
ency and abort dependency. The 2SC protocol allows a
non-healthy transaction to lend its held data to the trans-
actions in its commit dependency set. When the prepared
transaction aborts, only the transactions in its abort de-
pendency set are aborted and the transactions in its
commit dependency set execute as normal. These two
properties of the 2SC reduce the data inaccessibility and
the priority inversion that is inherent in distributed real-
time commit processing. 2SC protocol uses blind write
model. Extensive simulation experiments have been per-
formed to compare the performance of 2SC with that of
other protocols such as PROMPT and DDCR. The simu-
lation results show that 2SC has the best performance.
Furthermore, it is easy to incorporate it in any commit
protocol.

Ramamritham et al. [15] have given three common
types of constraints for the execution history of concur-
rent transactions. The paper [16] extends the constraints
and gives a fourth type of constraint. The weak commit
dependency and abort dependency between transactions,
because of data access conflicts, are analyzed. Based on
the analysis, an optimistic commit protocol Two-Level
Commit (2LC) is proposed, which is specially designed
for the distributed real time domain. It allows transac-
tions to optimistically access the locked data in a con-
trolled manner, which reduces the data inaccessibility
and priority inversion inherent and undesirable in
DRTDBS. Furthermore, if the prepared transaction is
aborted, the transactions in its weak commit dependency
set will execute as normal according to 2LC. Extensive
simulation experiments have been performed to compare
the performance of 2LC with that of the base protocols
PROMPT and DDCR. The simulation results show that
2LC is effective in reducing the number of missed trans-
action deadlines. Furthermore, it is easy to be incorpo-
rated with the existing concurrency control protocols.
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Udai Shanker et al. [17] proposed SWIFT protocol. In
SWIFT, the execution phase of a cohort is divided into
two parts, locking phase and processing phase and then,
in place of WORKDONE message, WORKSTARTED
message is sent just before the start of processing phase
of the cohort. Further, the borrower is allowed to send
WORKSTARTED message, if it is only commit de-
pendent on other cohorts instead of being blocked as
opposed to PROMPT. This reduces the time needed for
commit processing and is free from cascaded aborts.
However, SWIFT commit protocol is beneficial only if
the database is main memory resident. Based on the
SWIFT protocol, Dependency Sensitive Shadow SWIFT
(DSS-SWIFT) protocol [18] was proposed, where the
cohort forks off a replica of itself called a shadow,
whenever it borrows dirty value of a data item, and if, the
created dependency is abort type as compared to creating
shadow in all cases of dependency in Shadow PROMPT.
Also the health factor of cohort is used for permitting to
use dirty value of lender rather than health factor of
transaction as whole.

Here, our modified work proposes a commit protocol
ACTIVE, which allows lender to lend data to healthy
borrowers. Also, commit dependent cohorts are further
allowed to lend data. This protocol is beneficial both for
main memory and disk resident databases.

The remainder of this paper is organized as follows.
Section 2 introduces the distributed real time database
system model. Section 3 discusses the type of dependen-
cies created between conflicting cohorts. Section 4 states
the condition for fruitful borrowing. Section 5 presents
ACTIVE commit protocol and its pseudo code. Section 6
discusses the simulation results and Section 7 gives an
outline for future research directions. Finally, Section 8
concludes the paper.

2. Distributed Real Time Database System
Model

The common model for DRTDBS is given below in Fig-
ure 1. The structure of our simulation model including
the description of its various components such as system
model, database model, network model, cohort execution
model, locking mechanism and the model assumptions is
given below [17,18]. At each site, two types of transac-
tions are generated: global transactions and local transac-
tions. Each global transaction consists of m cohorts,
where m is less than or equal to the number of database
sites Nsie. We use the same model for local and global
transactions. Each local transaction has a coordinator and
a single cohort both executing at the same site. Each
transaction consists of Ngr NUMber of database opera-
tions. Each operation requires locking of data items and
then processing.

Copyright © 2010 SciRes.
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Figure 1. Distributed real-time database system model.
2.1. System Model

Each site consists of a transaction generator, a transac-
tion manager, a concurrency controller, a CPU, a ready
queue, a local database, a communication interface, a
sink and a wait queue. The transaction generator is re-
sponsible for creating the transactions independent to the
other sites using Poisson distribution with the given in-
ter-arrival time. The transaction manager generates co-
horts on remote site on behalf of the coordinator. Before
a cohort performs any operation on a data item, it has to
go through the concurrency controller to obtain a lock on
that data item. If the request is denied, the cohort is
placed in the wait queue. The waiting cohort is awakened
when the requested lock is released and all other locks
are available. After getting all locks, the cohort accesses
the memory and performs computation on the data items.
Finally, the cohort commits/aborts and releases all the
locks that it is holding. The sink component of the model
is responsible for gathering the statistics for the commit-
ted or terminated transactions.

2.2. Database Model

The database is modeled as a collection of data items that
are uniformly distributed across all the sites. Transac-
tions make requests for the data items and concurrency
control is implemented at the data item level. No replica-
tion of data items at various sites is considered here.
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2.3. Network Model

A communication network interconnects the sites. There
is no global shared memory in the system. All sites
communicate via messages exchange over the commu-
nication network. The network manager models the be-
havior of the communications network.

2.4. Cohort Execution Model

In our work, we have considered the parallel execution
of cohorts. The coordinator of the transaction spawns all
cohorts together by sending messages to remote sites to
activate them, lists all operations to be executed at that
site and then cohorts may start execution at the same
time in parallel. The assumption here is that a cohort
does not have to read from its sibling and operations
performed by one cohort during its execution are inde-
pendent of the results of the operations performed by
other cohorts at some other sites. In other words, the sib-
ling cohorts do not require any information from each
other to share.

2.5. Locking Mechanism

The main technique used to control concurrent execution
of transactions is based on the concept of locking data
items. A lock is a variable associated with a data item
that describes the status of the item with respect to possi-
ble operations that can be applied to it. Generally there is
one lock for each data item in the database. Locks are
means for synchronizing the access of concurrent trans-
actions to the database items. A transaction is said to
follow the two phase locking protocol if all locking op-
erations precede the first unlock operation in the transac-
tion. There is a number of variations of the two phase
locking (2PL) such as static two phase locking (S2PL)
and dynamic two phase locking (D2PL). The static 2PL
(S2PL) requires a transaction to lock all needed data
items before the transaction begins execution, by prede-
claring it’s read-set and write-set. If any of the prede-
clared data item can not be locked, the transaction does
not lock any items; instead, it waits until all data items
are available for locking.

2.6. Model Assumptions

We assume that the transactions are firm real time tran-
sactions. The model assumptions are listed below.

1) Processing of a transaction requires the use of CPU
and data items located at local or remote site.

2) Arrival of the transactions at a site is independent of
the arrivals at other sites and uses Poisson distribution.

3) Each transaction pre-declares its read-set (set of
data items that the transaction will only read) and up-
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date-set (set of data items that the transaction will up-
date).

4) The cohorts are executed in parallel.

5) A lending transaction cannot lend the same data
item in read/update mode to more than one cohort to
avoid cascaded abort.

6) The communication delay considered is either Oms
or 100ms to study the impact of the network delay on the
system.

7) A distributed real time transaction is said to commit,
if the coordinator has reached to commit decision before
the expiry of the deadline at its site. This definition ap-
plies irrespective of whether cohorts have also received
and recorded the commit decision by the deadlines [19].

8) Each cohort makes read and update accesses.

9) S2PL-HP is used for locking the data items.

10) Studies have been made for both main memory
resident and disk resident database.

11) In case of disk resident database, buffer space is
sufficiently large to allow the retention of data updates
until commit time.

12) The updating of data items is made in transaction
own memory rather than in place updating

3. Types of Dependencies

Sharing of data items in conflicting modes creates de-
pendencies among conflicting transactions and constr-
aints their commit order. We assume that a cohort requ-
ests an update lock if it wants to update a data item x.
The prepared cohorts called as lenders lend uncommitted
data to concurrently executing transactions known as bo-
rrower. Here, the borrower is further divided into two
categories.

1) Commit Dependent Borrower

2) Abort Dependent Borrower

Therefore, modified definitions of dependencies used
in this paper are given below:

Commit dependency (CD). If a transaction T, updates
a data items read by another transaction T;, a commit
dependency is created from T, to T,. Here, T, is called as
commit dependent borrower and is not allowed to com-
mit until T, commits.

Abort dependency (AD). If T, reads/updates an un-
committed data item updated by T,, an abort dependency
is created from T, to T;. Here, T, is called as abort de-
pendent borrower. T, aborts, if T, aborts and T, is not
allowed to commit before T;.

Each transaction/cohort T;, that lends its data while in
prepared state to an executing transaction/cohort T;,
maintains two sets.

1) Commit Dependency Set CDS (T;): set of commit
dependent borrower T;, that are borrowed dirty data from
lender T,.

2) Abort Dependency Set ADS (T;): the set of abort
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dependent borrower T; that are borrowed dirty data from
lender T;.

These dependencies are required to maintain the ACID
properties of the transaction. Each lender is associated
with a health factor defined as follows:

HF (health factor) = TimeLeft/MinTime

where TimeLeft is the time left until the transaction’s
deadline, and MinTime is the minimum time required for
commit processing. The health factor is computed at the
time when the coordinator is ready to send the YES-
VOTE messages. MinHF is the threshold that allows the
data held by committing transaction to be accessed. The
variable MinHF is the key factor to influence the per-
formance of the protocol. In our experiments, we have
taken MinHF as 1.2, the value of MinHF used in
PROMPT [12].

4. Condition for Fruitful Borrowing

If the deadline of an executing cohort is lesser than a
committing cohort’s commit time, then borrowing of
locked data item is useless. Therefore, for fruitful bor-
rowing, an incoming executing cohort having borrowing
factor (BF) greater than a threshold value must be per-
mitted to borrow the dirty data items from lender. The
borrowing factor can be computed as given below.

Let us consider that transaction/cohort T; that lends its
data items while in prepared state to an executing trans-
action/cohort T;j, Here, T;’s voting phase is over and has
entered in decision phase. The commit time (C;) of T; is
the mean time required for the decision phase. It includes
the time for sending the final commit message to the
participating cohorts, the time for writing the final deci-
sion into stable storage, the time for permanently updat-
ing the data items for write operations and the time
needed for releasing the locks [1]. The minimum transac-
tion response time (R;) of T; can be calculated as given
below [17].

The deadline of a transaction is controlled by the run-
time estimate of a transaction and the parameter slack
factor, which is the mean of an exponential distribution
of slack time. We allocate deadlines to arriving transact-
tions using the method given below. The deadlines of
transactions (both global and local) are calculated based
on their expected execution times [1,17].

The deadline (D;) of transaction (T;) is defined as:

Dj = Aj + SF*RJ
where, A; is the arrival time of transaction (T;) at a site;
SF is the slack factor; R; is the minimum transaction re-
sponse time. As cohorts are executing in parallel, the R;
can be calculated as:
Ri=Rp+Rc
where, R, the total processing time during execution
phase and commitment phase, and R., the communica-
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tion delay during execution phase and commitment phase
are given as below. For global transaction

Rp = max. ((2Tlock + Tprocess)Noper |00&|1(2T|0Ck + Tprocess)Noper
remote)

Re = NeommTcom

For local transaction

Rp = 2T+ Tprocess)Noper local
R.=0

Where, T, IS the time required to lock/unlock a data
item; Tprocess IS the time to process a data item (assuming
read operation takes same amount of time as write opera-
tion); Neomm iS NO. of messages; Teom IS COMmunication
delay i.e. the constant time estimated for a message go-
ing from one site to another; Noger 1ocal 1S the number of
local operations; Noger remote 1S Maximum number of re-
mote operations taken over by all cohorts. If T, is abort
dependent on Ty,

The BF can be the ratio of (SF*R;-Tom)/C;. For Fruit-
ful Borrowing.

(SF*Rj-Tcom)/Ci>1

5. ACTIVE Commit Protocol

5.1. Type of Dependency in Different Cases of
Data Conflicts

Let T, be a transaction/cohort with identifier id; and
holding a lock on data item x, and let T, be another
transaction/cohort with id, requesting the same data item
X, two situation may result depending on the status of T,
Situation 1: T, is a prepared cohort called as lender,
lending uncommitted data. When data conflicts occur,
there are three possible cases.

Case 1: Read-update conflict.

If T, requests an update-lock and it’s BF > 1 while T,
is holding a read-lock a commit dependency is defined
from T, to T,. First, the transaction id of T, is added to
the CDS (T;). Then T, acquires the update-lock
Case2: Update-Update conflict.

If T, requests an update-lock and it’s BF > 1 while T,
is holding an update-lock and HF(T;) > MinHF an abort
dependency is defined from T, to T;. The transaction id
of T, is added to ADS (Ty), and T, acquires the up-
date-lock; otherwise, T, is blocked.

Case 3: Update-Read conflict.

If T, requests a read-lock and it’s BF > 1 while T, is
holding an update-lock and HF(T;) > MinHF, an abort
dependency is defined from T, to T;. The transaction id
of T, is added to ADS (T;), and T, acquires the read-lock;
otherwise, T, is blocked.

Situation 2: T, is commit dependent borrower going to
become a lender simultaneously by lending its uncom-
mitted data to an incoming transaction/cohort Ts. When
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data conflicts occur, there are two possible cases of con-
flict.
Case 1: Update-Update conflict.

If T5 requests an update-lock and it’s BF > 1 while T,
is holding an update-lock and HF(T,) > MinHF an abort
dependency is defined from T3 to T,. The transaction id
of T3 is added to ADS (T,), and Tz acquires the up-
date-lock; otherwise, T3 is blocked.

Case 2: Update-Read conflict.

If T3 requests a read-lock and it’s BF > 1 while T, is
holding an update-lock and HF(T,) > MinHF an abort
dependency is defined from T3 to T,. The transaction id
of T5 is added to ADS (T,), and T3 acquires the read-lock;
otherwise, T3 is blocked.

In our Protocol, locks on data item are granted to those
borrowers whose BF > 1. On the basis of the data con-
flicts discussed above, the access of data items in con-
flicting mode are processed by lock manager as follows.
If (T, is an independent lender)

{ If (T, (BF>1)CDT,)
{ CDS(Ty)=CDS(Ty) U {To}
T, is granted Update lock.
}
else if ((To(BF > 1) AD T;) AND (HF(T,) > MinHF))
{ ADS (T;) = ADS (Ty) U {To};
T, is granted the requested lock (read or
Update).
}

else T, will be blocked;
}
else if(T, is commit dependent borrower)
{ If (T, (BF > 1) AD T;) AND (HF (T, >
MinHF))
{ ADS(Ty)=ADS (T U {T.};
T, is granted the requested lock (read

}
else T, will be blocked;  }

else T, is not allowed to lend data

or Update)

5.2. Mechanics of Interaction between Lender
and Borrower Cohorts

Let us consider three transactions Ty, T, and Ta. T, has
borrowed the data locked by T, being an independent
lender. If T, is commit dependent borrower and has be-
come a lender simultaneously by lending uncommitted
data to an incoming transaction/cohort T3, the following
three scenarios are possible:
Scenario 1: T; receives decision before T, is going to
start processing phase after getting all locks.
T, is an independent lender

If the global decision is to commit, T, commits.

1) All cohorts in ADS (T;) and CDS (T,) will execute
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as usual and the sets ADS (T,) and CDS (T,) are deleted.

2) If the global decision is to abort, T, aborts. The co-
horts in the dependency sets of T; will execute as fol-
lows:

All cohorts in ADS (T;) will be aborted;

All cohorts in CDS (T,) will execute as usual;

Sets ADS (T;) and CDS (T,) are deleted.

If, there is another commit dependent cohort T, on T,
that has lent its dirty data to another cohort T3, process-
ing will be done as follows.

If T, aborts or commits, there are two possibilities

1) It has either received the Yes-Vote message from its
coordinator, or

2) It is still in wait state for the same.

In case of possibility 1, T,’s Yes-Response Message
will be send to its coordinator. Type of Dependency be-
tween T, and T; will be governed by either Situation 1
Case 2 or Situation 1 Case 3 already discussed earlier
depending on whether T is update or read. In case of
possibility 2, T; can not commit until T, terminates (i.e.
commits or aborts) [21].

Scenario 2: T, is going to start processing phase after
getting all locks before T; receives global decision.

If T, is independent lender, T, is allowed to send a
WORKSTARTED message to its coordinator, if it is
commit dependent only; otherwise it is blocked from
sending the WORKSTARTED message. It has to wait
until

1) Alternative 1: either T, receives its global decisions,
or.

2) Alternative 2: its own deadline expires, whichever,
occurs earlier.

In Alternative 1, the system will execute as in the Sce-
nario 1. In Alternative 2, T, will be killed and will be
removed from the dependency set of T,

If, there is another cohort T; has borrowed dirty data
from commit dependent borrower T,, Tz can not commit
until T, terminates (i.e. commits or aborts).

Scenario 3: T, aborts before T, receives decision

In this situation, T,’s and T3’s updates are undone and
T, will be removed from the dependency set of T;. T, and
T; will be killed and removed from the system.

5.3. Algorithm

On the basis of above discussions, the complete pseudo
code of the protocol is given below. if (T; (an inde-
pendent lender) receives global decision before, T, is
going to start processing phase after getting all locks)

{

ONE: if (T,’s global decision is to commit)

{

T, enters in the decision phase;
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All cohorts in ADS (T;) and CDS (T,) will execute as
usual;
Delete set of ADS (T,) and CDS (T);

else //T,’s global decision is to abort

{

T1 aborts;

The cohorts in CDS (T,) will execute as usual;
Transaction in ADS (T,) will be aborted;

Delete sets of ADS (T,) and CDS (T,);

}

if (T, commit dependent on T, has lent its dirty data to
another cohort T3)

{

if (T, has received the Yes-Vote message from its coor-
dinator) // T has aborted or committed

{

T, send its Yes-Response Message its coordinator

T, & T3execute as two normal cohorts with T3 dependent
onT,

}

else // T, is still waiting for

{
T, can not commit until T, terminates
}
}
}

else if (T, is going to start processing phase after getting
all locks before, Ti(an independent lender) receives
global decision)

Yes-Vote message

check type of dependencies;
if (T,’s dependency is commit only)

{
T, sends WORKSTARTED message;
}

else

{

T, is blocked for sending WORKSTARTED message;
while (! (T, receive global decision OR T, misses dead-
line))

if (T, misses deadline)

{

Undo computation of T;

Abort T;

Delete T, from CDS (T,) & ADS (Ty);

}
else GoTo ONE;

by

if (T3 has borrowed dirty data item from commit de-
pendent borrower T,)
T, cannot commit until T, terminates

}
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else //T, is aborted by higher transaction before,
/I T, receives decision

{

Undo computation of T, & Tj;

Abort T, & Tj;

Delete T, from CDS (T;) & ADS (Ty);

}
5.4. Main Contributions

1) Borrower cohorts are categorized as commit or abort
dependent.

2) Commit dependent borrowers are allowed to further
lend data, thereby reducing the data inaccessibility. The
length of cascaded abort chain is same as in the case of
PROMPT.

3) Borrowing factor is computed for each borrower, so
that lock on requested dirty data items can be granted to
borrowers in fruitful way only.

To maintain consistency of database, cohort sends the
YES-VOTE in response to its coordinator’s VOTE-REQ
message only when its dependencies are removed and it
has finished its processing.

6. Performance Measures and Evaluation

The default values of different parameters for simulation
experiments are same as in [17]. The concurrency control
scheme used is static two phase locking with higher pri-
ority. Miss Percentage (MP) is the primary performance
measure used in the experiments and is defined as the
percentage of input transactions that the system is unable
to complete on or before their deadlines [19].

Since there were no practical benchmark programs
available in the market or with research communities to
evaluate the performance of protocols and algorithms, an
event driven based simulator was written in C language.
In our simulation, a small database (200 data items) is
used to create high data contention environment. For
each set of experiment, the final results are calculated as
an average of 10 independents runs. In each run, 100000
transactions are initiated.

6.1. Simulation Results

Simulation was done for both the main memory resident
and the disk resident databases at communication delay
of Oms and 100ms. We compared ACTIVE with
PROMPT, 2SC and SWIFT in this experiment. Figure 2
to Figure 6 show the Miss Percent behavior under nor-
mal and heavy load conditions with/without communica-
tion delay. Figure 2 and Figure 3 deal with main mem-
ory based database system while rest of the figures deal
with disk resident database system. In these graphs, we
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first observe that there is a noticeable difference between
the performances of the various commit protocols throu-
ghout loading range. This is due to careful lending of
data to a borrower. Here, commit dependent borrowers
has also lent data to executing cohort reducing the data
inaccessibility. At the same time, the transaction abort
chain restricts to one only. Also, an incoming executing
cohort having borrowing factor greater than one has been

permitted only to borrow the dirty data items from lender.

Thus, the work done by the borrowing cohort is never
wasted because of better borrowing choice. This mini-
mizes the fruitless borrowing by the cohort. In general
the number of transaction being committed are more than
number of aborted transactions in real life situations. In
this way, we can increase some more parallelism in the
distributed system. The ACTIVE commit protocol pro-
vides a performance that is significantly better than other
commit protocols.

Main Memory Resident Database
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0 24 T T T 1
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Figure 2. Miss % with (RC + DC) at communication delay
Oms normal and heavy load.
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Figure 3. Miss % with (RC + DC) at communication delay
100ms normal and heavy load.
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Disk Resident Database System
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Figure 4. Miss % with (RC + DC) at communication delay
Oms normal load.
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Figure 5. Miss % with (RC + DC) at communication delay
0ms heavy load.
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Figure 6. Miss % with (RC + DC) at communication delay
100ms normal and heavy load.

7. Future Research Directions

Following are some suggestions to extend this work
[13,20].

1) Despite much research in the area of wireless sensor
networks in recent years, the programming of sensor
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nodes is still time-consuming and tedious. A new para-
digm which seems to be qualified to simplify the pro-
gramming of sensor networks is the Service Oriented
Architecture. The composition of simple services to
more complex ones can be a convenient way to design
applications. To enable the sophisticated techniques
known from service oriented architectures like replica-
tion and migration of services, a transaction model for
sensor networks is required. The paper [22] studied the
applicability of the standard commit protocols Two
Phase Commit (2PC) and Transaction Commit on
Timeout and show in experiments with real sensor nodes
that 2PC can enable consistent service migration in
wireless sensor networks. This study can further be ex-
tended with this protocol.

2) Our performance studies are based on the assump-
tion that there is no replication. Hence, a study of relative
performance of the topic discussed here deserves a fur-
ther look under assumption of replicated sensor data-
bases.

3) The work can be extended for Mobile DRTDBS,
pear-to-pear database systems, grid database systems etc.
where memory space, power and communication band-
width are bottleneck. There is a need to design various
protocols for different purposes that may suit to the spe-
cific need of hand held devices.

4) Biomedical Informatics is quickly evolving into a
research field that encompasses the use of all kinds of
biomedical information, from genetic and proteomic data
to image data associated with particular patients in clini-
cal settings. Biomedical Informatics comprises the fields
of Bioinformatics (e.g., genomics and proteomics) and
Medical Informatics (e.g., medical image analysis), and
deals with issues related to the access to information in
medicine, the analysis of genomics data, security, inter-
operability and integration of data-intensive biomedical
applications. Main issues in this field is provision of
large computing power such that researchers have access
to high performance distributed computational resources
for computationally demanding data analysis, e.g., me-
dical image processing and simulation of medical treat-
ment or surgery and large storage capacity and distrib-
uted databases for efficient retrieval, annotation and ar-
chiving of biomedical data. What is missing today is full
integration of methods and technologies to enhance all
phases of biomedical informatics and health care, in-
cluding research, diagnosis, prognosis, etc. and dissemi-
nation of such methods in the clinical practice, whenever
they are developed, deployed and maintained. Hence it is
another topic of research interest.

8. Conclusions
This paper proposes a new commit protocol ACTIVE for

DRTDBS, where the commit dependent borrower is al-
lowed to lend its data to an incoming cohort. It reduces
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the data inaccessibility by allowing the commit depend-
ent borrowers to further act as lenders. Also, to increase
the benefit of borrowing, an incoming cohort having bor-
rowing factor greater than one can borrow the dirty data
items from a lender. This reduces the fruitless borrowing.
To ensure non-violation of ACID properties, checking of
the removal of cohort’s dependency is required before
sending the Yes-Vote message. The performance of AC-
TIVE is compared with other protocols for both main
memory resident and disk resident databases with and
without communication delay. Simulation results show
that the proposed protocol improves the system per-
formance.

As future work, it is desirable to study the perform-
ance of the proposed protocol in real environment.
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Abstract

A wireless mobile ad hoc network (MANET) is a self-created self-organized and self-administering set of
nodes connected via wireless links without the aid of any fixed infrastructure or centralized administrator. In
this paper we propose a solution of self-umpiring system that provides security for routing and data forward-
ing operations. In our system each node in the path from source to destination has dual roles to perform:
packet forwarding and umpiring. In the umpiring role, each node in the path closely monitors the behavior of
its succeeding node and if any misbehavior is noticed immediately flags off the guilty node. The umpiring
system proposed is sufficiently general and can be applied to any networking protocol. For demonstration,
we have implemented the self-umpiring system by modifying the popular AODV protocol. Simulation stud-
ies show that the proposed system increases throughput by 166.9% with an increase in communication over-
head of 13.3% as compared to plain AODV, when 40% of the nodes are malicious and are roaming with a

mobility of 20 m/s.

Keywords: MANET, Security, AODV, Self-Umpiring System

1. Introduction

A wireless mobile ad hoc network (MANET) is a
self-created self-organized and self-administering set of
nodes connected via wireless links without the aid of any
fixed infrastructure or centralized administrator. Each
node moves and operates in a distributed peer-to-peer
mode, generating independent data and acting as a router
to provide multi-hop communication. MANET is ideally
suited for potential applications in civil and military en-
vironments, such as responses to hurricane, earthquake,
tsunami, terrorism and battlefield conditions. Security is
an important aspect in such mission critical applications.

In this paper we tackle the problem of securing the
network layer operations from malicious nodes. Mali-
cious nodes may disrupt routing algorithms by transmit-
ting a false hop count; they may drop packets, route the
packets through unintended routes and so on. Our work
rests on the foundations of two excellent systems already
proposed: the twin systems of watchdog and pathrater [1]
and SCAN [2].

Our self-umpiring system has been strongly influenced
by the above two schemes. In our system all the active
nodes have dual roles just as in watchdog; we also ex-
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ploit promiscuous hearing functionality as done by both
SCAN and watchdog. We have adopted the token con-
cept from SCAN. However we have dropped partially
the pathrater functionality. We believe link reliability
assessment of pathrater may not be correct; a proper re-
liability metric for path assessment should consider the
direction and velocity of movement of active nodes.
Having dropped the link reliability factor from the path-
rater, the only other functionality that remains is avoid-
ance of malicious nodes. We achieve the avoidance of
malicious nodes by a system of tokens, which is similar
to the ones used in SCAN. Token is a pass or validity
certificate enabling a node to participate in the network.
It contains two fields: nodelD and status bit; nodelD is
considered to be immutable. Initially the status bit of all
participating nodes is set as O indicating “green flag”
with freedom to participate in all network operations. It
is assumed that a node cannot change its own status bit.
When an umpiring node finds its succeeding node mis-
behaving it sends a M-Error message to the source and
malicious node’s status bit is changed using M-Flag
message (set to 1 indicating “red flag™). With “red flag”
on the culprit node is prevented from participating in the
network.
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The rest of the paper is organized as follows: Section 2
provides an overview of Self_USS models. Section 3
presents simulation results; Section 4 gives the related
work and Section 5 gives the conclusions

2. Self-Umpiring System Security Model:
Self _Uss

In the self-umpiring system each node is issued with a
token at the inception. The token consists of two fields:
NodelD and status. NodelD is assumed to be unique and
deemed to be beyond manipulation; status is a single bit
flag. Initially the status bit is preset to zero indicating a
green flag. The token with green flag is a permit issued
to each node, which confers it the freedom to participate
in all network activities. Each node in order to participate
in any network activity, say Route Request RREQ, has to
announce its token. If status bit is “1” indicating “red
flag” protocol does not allow the node to participate in
any network activity. The working of the self-umpiring
system is explained with reference to Figure 1.

In the self-umpiring system all the nodes have dual
roles—packet forwarding and umpiring. In the forward
path during data forwarding, each node monitors the per-
formance of immediate next node. That way, node A can
tell correctly whether B is forwarding the packet sent by
it, by promiscuously hearing B’s transmissions. Similarly
during reply process RREP, C can verify whether B is
unicasting the route reply RREP and whether the hop
count given by B is correct. Thus during forward path A
is the umpire for B and C is the umpire for B during re-
verse path operations.

When a node is found to be mishehaving—say drop-
ping packets, the corresponding umpire immediately
sends a M-ERROR message to the source and the status
bit of guilty node is set to “1”"—red flag using M-Flag
message. In order to correctly correlate the overheard
messages an additional field next_hop has been intro-
duced in all routing messages as done in SCAN [2].
Though there are several kinds of misbehavior that could
be captured by promiscuous hearing we are focusing
only on two types of malicious actions: dropping packets
and transmitting false hop count.

During round RREP, C is the umpire for B.

S: Source; D: Destination; A ,B,C intermediate nodes

Figure 1. Self umpiring system model.

Copyright © 2010 SciRes.

ET AL. 265

3. Simulation and Results

We use a simulation model based on QualNet 4.5 in our
evaluation [3]. Our performance evaluations are based on
the simulations of 100 wireless mobile nodes that form a
wireless ad hoc network over a rectangular (1500 x 600
m) flat space. The MAC layer protocol used in the simu-
lations was the Distributed Coordination Function (DCF)
of IEEE 802.11 [4]. The performance setting parameters
are given in Table 1.

Before the simulation we randomly selected a certain
fraction, ranging from 0% to 40% of the network popula-
tion as malicious nodes. We considered only two attacks
—modifying the hop count and dropping packets. Each
flow did not change its source and destination for the
lifetime of a simulation run.

3.1. Throughput

In the world of MANET, packet delivery ratio has been
accepted as a standard measure of throughput. Packet
delivery ratio is nothing but a ratio between the numbers
of packets received by the destinations to the number of
packets sent by the sources.

From packet delivery ratio the following conclusions
can be drawn:

1) In general packet delivery ratio decreases as mobil-
ity and percentage of malicious nodes increase.

2) We observe that the same results are obtained with
Self_USS also. With zero percentage malicious nodes,
self-umpiring system and plain AODV have almost iden-
tical performances.

3) We find similar increase in throughput at all other
combinations of malicious node percentages and mobil-
ity values, with self-umpiring system.

From the above results we conclude that self-umpiring
system leads to a substantial improvement over plain
AODV, from the point of view of throughput.

3.2. Failure to Deduct (False Negatives) Probability

False Negatives Probability can be defined as:
False Negatives Probability = number of malicious
nodes left undetected/total number of malicious nodes.

Table 1. Parameter settings.

1500 seconds
Two-ray Ground Reflection

Simulation Time
Propagation model

Transmission range 250 m

Bandwidth 2 Mbps
Movement model Random way point
Maximum speed 0-20 m/s

Pause time 0 seconds

Traffic type CBR(UDP)
Payload size 512 bytes

Number of flows 10/20
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The above definition requires some elaboration. We
can think of two groups of malicious nodes that are left
undetected. In the first group are those nodes, which
never played a part in the network operation; they were
probably traveling along the boundaries and never had a
chance to participate in the network activity.

The second groups of malicious nodes are those that
played a role as a forwarding node, but went undetected.
Clearly our umpiring system is responsible only for the
second group. The first group of nodes is similar to re-
serve players in the sidelines and clearly any umpire
cannot show red flag and march off players in the side-
lines. Appropriately we have done the failure to detect
probability calculation taking into consideration only
those nodes, which took part in the network activity.
Other researchers adopt the same approach also. The
results are similar that of SCAN [2].

3.3. False Accusation (False Positives) Probability

This is the probability of wrongly booking innocent
nodes. We find false positive probability increases with
increasing percentage of malicious nodes and increased
mobility. The values vary between 0 to 10% and are
similar to the patterns obtained for SCAN [2].

3.4. Communication Overhead

Communication overhead can be evaluated based on the
number of transmissions of control messages like RREQ,
RREP, RERR in the case of plain AODV and in addition
M_ERROR, M-Flag messages in the self umpiring sys-
tem. RREQ are to be decimated to the entire network,
where as RREP messages are unicasts.

From communication overhead following inferences
can be drawn:

1) The communication overhead increases with in-
creasing percentage of malicious nodes and mobility for
both plain AODV and Self_USS.

2) Further we find that when there is no malicious
nodes (0% malicious nodes) the nodes in their umpiring
role have very few message packets to send and the
communication overheads for plain AODV and Self _USS
are nearly same.

4. Related Works

The key distribution center (KDC) architecture is the
main stream in wired network because KDC has so many
merits: efficient key management, including key genera-
tion, storage, distribution and updating. The lack of
trusted third party (TTPs) key management scheme is a
big problem in mobile ad hoc network [5-7].

All the above schemes only try to protect the system
from the attacker, but not bother about quarantining at-
tackers. The twin systems of watchdog and pathrater [1]
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not only detect the mischievous nodes but also prevent
their further participation in the network. SCAN [2] also
has similar action, but is more comprehensive, in the
sense not only packet dropping but also other misbehav-
iors like giving wrong hop count are covered. Our self-
USS is an extension of the above two works.
Routeguard [7] is similar to pathrater and is run by
each node. Routeguard introduces more detailed and
natural classification system that rates each node into one
of the five classes: fresh, member, unstable, suspect or
malicious. Accordingly each node is treated differently.

5. Conclusions

A self-umpiring system for security for wireless mobile
ad hoc network has been proposed. Simulation studies
show that the proposed system increases throughput by
166.9% with an increase in communication overhead of
13.3% as compared to plain AODV, when 40% of the
nodes are malicious and are roaming with a mobility of
20 m/s. Research work is in progress.
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