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Abstract

Researchers have used extensive simulation and experimental studies to understand TCP performance in
wireless multihop networks. In contrast, the objective of this paper is to theoretically analyze TCP perform-
ance in this environment. By examining the case of running one TCP session over a string topology, a sys-
tem model for analyzing TCP performance in multihop wireless networks is proposed, which considers
packet buffering, contention of nodes for access to the wireless channel, and spatial reuse of the wireless
channel. Markov chain modelling is applied to analyze this system model. Analytical results show that when
the number of hops that the TCP session crosses is fixed, the TCP throughput is independent of the TCP
congestion window size. When the number of hops increases from one, the TCP throughput decreases first,
and then stabilizes when the number of hops becomes large. The analysis is validated by comparing the nu-
merical and simulation results.

Keywords: Wireless Multihop Networks, TCP Modelling, TCP, Ad Hoc Networks

1. Introduction of hops increases from one, and then stabilizes when the
number of hops becomes large. Gerla gave an expression
in [2] and predicted that the throughput would drop faster
than exponentially with hop length, without giving fur-
ther theoretical analysis.

An adhoc network has no fixed infrastructure: data tran-
smission depends on the temporary location of nodes and
the transit distribution of traffic in the fly. Originally de-
signed for the wired Internet, TCP exhibits anomalous
performance features in adhoc wireless networks, such as
mobility induced retransmission [1], capture effect and
unfairness [2] over the IEEE 802.11 MAC layer protocol,
and RED-like packet dropping behaviour from link layer
contention [3]. TCP performance in multihop adhoc wir-
eless networks has been an active research topic. Exten-
sive simulations have been conducted to obtain a better o ,
understanding of TCP behaviour in adhoc wireless net-
works and to find ways of enhancing TCP performance
in that environment. There is not much effort, however,
contributing to theoretical analysis of TCP performance
in adhoc wireless networks. ol v ]

This research work was motivated by the interesting S S S
observations of TCP in adhoc wireless networks (in
simulations) reported in [1,2,4]: when a TCP connection
runs over a static string topology (Figure 1), the TCP
throughput measured decreases rapidly when the number Figure 1. TCP performance over a String topology.

1wy | ' [ N S AL ' 1

t

k

th oo

) (bkt = packet)

Copyright © 2010 SciRes. WSN



494 H.N. XIAO ET AL.

In this paper, a system model for analyzing TCP per-
formance in adhoc wireless networks is proposed after
examining the case of running one TCP session over a
string topology. The system model considers the features
of wireless multihop network such as contention of
nodes for access to the wireless channel, packet buffering
intermediate nodes, and spatial reuse of the wireless
channel. A Markov chain modelling is applied to analyze
this system model starting from a single hop case to mul-
tiple hop cases. Analytical results show that when the
number of hops that the TCP session crosses is fixed, the
TCP throughput is independent of the TCP congestion
window size. When the number of hops increases from
one, the TCP throughput decreases first, and then stabi-
lizes when the number of hops becomes large. The
analysis is validated by comparing the numerical and
simulation results.

The rest of the paper is organized as follows. Section 2
discusses related work in two areas, i.e., TCP perform-
ance in multihop wireless networks and system models
for TCP analysis in different networks. Section 3 pro-
poses a system model for analyzing TCP performance in
multihop wireless networks, following which Section 4
applies a Markov chain modelling of the system model.
Section 5 presents the theoretical analysis of the TCP
throughput over the string topology from specific cases
to the general case and Section 6 evaluates the analysis
by comparing the simulation and numerical results. Fi-
nally Section 7 concludes the paper.

2. Related Work

2.1. TCP Performance in Wireless Multihop
Networks

TCP was initially designed for wired networks to provide
reliable data transmission by retransmitting lost packets
due to network congestion that is detected at the sender
by time-out or duplicated acknowledgments. Packet loss
triggers TCP congestion control which reduces the cong-
estion window size, effectively the sending rate, as a
reaction to network congestion. TCP, however, has per-
formed poorly in wireless multihop networks where
packet loss may happen from various reasons other than
network congestion, such as error-prone wireless link,
link layer contention and routing failure or breakage.
Many approaches have been proposed to improve TCP
performance in the environment of wireless multihop
networks from different aspects. Based on the nature of
the approaches, they may be summarized into three
groups as in [5]:
® TCP with feedback [1,6-11] where feedbacks from
networks are sent back to the sender to distinguish
packet losses due to congestion from link error,
link contention or routing breakage or failure.

Copyright © 2010 SciRes.

® TCP without feedback [12,13] where TCP conges-
tion control strategy is modified according to the
scenarios in multihop wireless networks.

® TCP with lower layer enhancement [14-18]. This
approach is more popular recently as more work
have been done to understand the cross-layer in-
teraction, especially lower layer impact on TCP
performance in wireless multihop networks.

The above work shares one similarity i.e., they all ob-
serve TCP performance in multihop wireless networks
by simulations and then propose improvements. Very
few works, however, have been devoted on theoretical
analysis of TCP performance in multihop wireless net-
works. We proposed a system model for TCP analysis
over one-hop string topology as early as in 2001 [19] and
then extended the modelling to multihop cases in [20].
So far our analysis only applies when there is no packet
loss in the multihop wireless TCP packet transmissions.
Multiple lossy links are modelled in [21] which also
consider different proportions between the interference
range and transmission range in the spatial reuse prop-
erty of the wireless channel.

2.2. System Models for TCP Analysis

There are various approaches to modelling TCP in the
literature. Some papers have tried to capture the essential
TCP dynamics through closed-form expressions. Lak-
shman and Madhow [22] and Kumar [23] use Markovian
analysis to develop a closed-form expression for the thr-
oughput of TCP connections by observing the cyclical
evolution of the TCP transmission window. The latter
work introduces some extensions for several versions of
TCP, incorporating such features as coarse timers, fast
retransmit and fast recovery. Mathis et al. [24] focus on
the stochastic behavior of the congestion avoidance
mechanism, deriving an expression for the throughput
that is then applied to study the behavior of several
flavors of TCP sources and queueing techniques. Padhye
et al. [25] have derived a steady-state model that ap-
proximates the throughput of bulk TCP flows as a func-
tion of loss rate and round trip time, comparing their es-
timates with real-life traces of TCP traffic. In [26], in-
stead of trying to establish a closed-form expression for
key metrics such as throughput, queueing delay and
packet loss, a novel methodology, reciprocal model tun-
ing, combines a Markovian model of a single TCP sou-
rce in isolation, and the analysis of superposition and
interaction of several TCP sources through standard
queueing analysis techniques. Notably, some researchers
[27,28] have chosen a different approach whereby the
observation of “actual” TCP traces is the foundation of
empirical models. These efforts imply collecting hours’
(days’) worth of data, and finding suitable statistical dis-
tributions for the observed data.

WSN



H.N.XIAO ET AL 495

There are two system models in the literature most
similar to our model. The first one is used by Chaskar,
Lakshman and Madhow in [29] to analyze TCP per-
formance over a wireless channel with link level error
control. There, ACK packets are assumed to arrive in the
source node after a constant delay and are never lost.
Thus the path of ACKs is omitted (Figure 2(a)). The
second one is proposed by Lakshman, Madhow and
Suter in the same research group to analyze TCP per-
formance with random loss and bidirectional congestion
[30]. There, for the first time the path followed by ACKs
is explicitly modeled (Figure 2(b)). These models, how-
ever, cannot be used in our case of multihop wireless
networks where the TCP packets and ACKs are con-
tented to use the same wireless channel. Instead of start-
ing with analyzing the TCP protocol with assumptions as
in [22-26], our approach is to study the process of how
TCP works between a source and destination pair by
examining the simulation trace file. The resulting model
considers the channel access probability of both the
source and the destination (Figure 3).

3. System Model

Consider the simple adhoc wireless network scenario
shown in Figure 1 nodes form a string with length N.
Each node has the same transmission radius, the same
carrier sense radius, and the same interference radius.
One TCP connection is run from node O to node N
crossing all the intermediate nodes in the string.

We model the communication process of the TCP
connection as in Figure 3 after analyzing the trace files
from simulations carefully. The source and destination
nodes both have a First In First Out (FIFO) forward
buffer of size. The source has infinite data to send, so that
TCP packets are always of the maximum packet size. For
each packet that is received by the destination, a cumula-

N\ — | —

T 7T
@ ‘

(b)

Figure 2. Reference system models for TCP analysis.

Copyright © 2010 SciRes.

Figure 3. System model of TCP in wireless ad-hoc networks.

tive acknowledgment (ACK) is generated which can be
modeled as containing the next expected segment num-
ber. TCP packet service rate is U,, the typical number

of TCP packets the system serves per unit time when it is
constantly busy. ACK packet service rate is U,, the

typical number of ACK packets the system serves per
unit time when it is constantly busy. The “unit time” in-
cludes TCP/ACK packet transmission delay, propagation
delays, processing delays at the nodes from layer to layer
and the average MAC layer contention delays. The
TCP/ACK packet service rates are affected by the spatial
reuse of wireless channel in the string topology. As all
nodes compete to use the channel, the chance for any
node to send packet is determined by the underlying
MAC protocol and traffic distribution. Generally, we
denote the average probability of the source to send a
TCP packet as g, and the average probability of the

destination to send an ACK packet as p. The reason to

use the average probability of the node accessing the
channel is because the performance metric of interest is
the average TCP throughput.

The system model captures the unique communication
features of TCP in adhoc wireless networks including
link layer channel contention and channel spatial reuse. It
is similar to but different from system models used in
analyzing TCP performance in other kind of networks
[29,30].

4. Markov Chain Modelling

We use Markov chain modelling to analyze the proposed
system model. Firstly, a discrete Markov chain is formed
for the case when the source and the destination are sin-
gle-hop away. The Markov chain is then extended to the
general case when the source and the destination are
multiple hops away. The assumptions made are as fol-
lows:
® There is no random loss of packets due to channel
error. The channel appears error-free to the upper
layer because of the error coding schemes and link
layer retransmission protocols.

WSN
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® The channel also appears collision-free to the up-
per layer because the MAC layer protocol is colli-
sion avoided, such as MACAW [31].

® The maximum TCP congestion window size is less
than the buffer size at each node.

® There is no packet dropping due to buffer overflow,
and no packet loss due to link layer contention.
This assumption is supported by simulation results
demonstrating that packet loss due to buffer over-
flow is rare and packet loss due to link contention
is very low for single TCP over a string topology.

® The distribution of inter-service time of TCP pac-
kets and ACK packets are exponentially distrib-
uted which include packet retransmissions. This
assumption is based on the fact that exponential
backoff during contention is commonly used in
MAC protocols, e.g., IEEE 802.11.

4.1. Single-Hop Case

There are only TCP packets at the source and only ACK
packets at the destination. Either the source or the desti-
nation sending packets will change the number of the
packets queued in their buffers. Ignoring the slow start
phase which is a small part of the data transmission, the
sum of the TCP packets at the source and the ACK pack-
ets at the destination equals to the TCP congestion win-
dow size in packets. As it is assumed that no packet loss
exists due to channel error, buffer overflow, or link con-
tention, the TCP connection thus increases its congestion
window size to the maximum value and stabilizes there.

Discrete-time Markov chain is applied to analyze TCP
performance here. Let us focus attention at times 0, &,
26 ..., ko,... as in [32] (pages 162-173), where & is
a small positive number. Let F denote as the number of
TCP packets in the source node buffer at time ko . F
thus is a Markov chain on the state-space {m:W >
m>0}, where W the maximum TCP congestion win-
dow size. The transition diagram of the Markov chain is
shown in Figure 4.

When there are W TCP packets in the source node,
i.e., the first state in Figure 4, the destination node does
not have ACK packets to send. Therefore, the source
node catches the wireless channel for sure. The resulting

transition probability from the state of F=W to F =
W-1is &J,, where U, is the service rate of TCP
packets and the inter-service time is assumed to be ex-
ponentially distributed. Similarly, the transition probabil-
ity from the state of F=0 to F=1is U, Where
U, is the service rate of ACK packets and the inter-
service time is assumed to be exponentially distributed.
When there are F, where W —-1>F >1 TCP packets
in the source, there are W —F ACK packets in the des-
tination node. The source node and destination node
compete with each other to use the channel. The source
node has average probability of q to access the channel

(Figure 3), the transition probability from the state of
F=W-i to F=W-i-1 is thus qoU, , where
1<i<W -1. Similarly, the transition probability from
the state of F=W —i to F=W —-i+1is pdU,, where
p is the average probability of the destination to access
the channel.

4.2. Multiple-Hop Case

When the source and destination are multiple hops away,
an accurate Markov model at times ko would be on the

state space {(F,, A,),(F, A),....(Fy, Ay)}, where (F,A)
are the numbers of TCP and ACK packets at node i.
This multi-dimensional Markov chain modelling consid-
ers the number of TCP packets and ACK packets in the
source, the destination and the intermediate nodes along
the string topology. Unfortunately, such a modelling is
difficult to tackle. For example, even when the string
topology is 2-hops long, and the TCP maximum conges-
tion window size is 2 packets, the Markov chain already
has 11 states as shown in Figure 5, and the number of
states increases quickly with the increase of the TCP
maximum congestion window size and the length of the
string. This happens due to the sharing of wireless chan-
nel between nodes. When two nodes within interference
range both have packets to send, there are two possible
next states. The more states the Markov chain has, the
more difficult it is to solve. A heuristic alternative is ap-
plied as follows.

The more states the Markov chain has, the more paths
are available in the transition diagram for a TCP packet

[1-6U ou 0

pouU 1-poU —qgouU gqouU

0 pouU 1-poU —qgouU
Q: . . .

0 0 0

_() 0 0
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1 1 1

Figure 4. Transition diagram when the number of hop is 1 and TCP maximum congestion window size is W.

Figure 5. Transition diagram when the number of hop is 2
and the maximum TCP congestion window size is 2 packets.
The number of TCP packets at nodes are shown as 1 or 2;
the number of ACK packets are shown as 1’ or 2’. (1, 1°, 0)
denotes that there is 1 TCP packet at the source node, 1
ACK packet at the middle node, and none packet at the
destination node.

to be transmitted from the source to the destination, or
for an ACK packet from the destination to the source.
Whatever states the packet goes through in between, it
finally passes all the nodes of the string. Let us denote
the path for a TCP packet to be transmitted from the
source to the destination as a forward path; and the path
for an ACK packet to be transmitted from the destination
to the source as a backward path. A transmission round
of TCP is composed of one forward path and one back-
ward path.

The average utilization of the string topology should
be the average of all the transmission rounds. Intuitively,
for each forward path, a corresponding complementary
backward path exists which makes this round of trans-
mission to be exactly the average value. With this un-
derstanding, the analysis can be sought out based on a
specific transmission round with a pair of complemen-
tary forward and backward paths only. All the TCP
packets go through the specific forward path, and all the
ACK packets go through the specific backward path in
such analysis.

A simple transmission round is chosen as follows: for
the forward path, when the source node gets chance to
start sending a TCP packet, the packet passes all the in-
termediate nodes continuously until it reaches the desti-
nation; the forward path can be path 1 or path 2 in Fig-
ure 5. Likewise, for the backward path, when the desti-
nation node gets chance to start sending an ACK packet,
the ACK packet passes all the intermediate nodes con-
tinuously until it reaches the source; the backward path
can be path 3 or path 4 in Figure 5. These paths are

Copyright © 2010 SciRes.

complementary.

In the above specific transmission round, once one pa-
cket in the source node is sent out, the number of packets
in the buffer of source node decreases by 1. After the
packet goes continuously to the destination, the destina-
tion absorbs the TCP packet and generates an ACK
packet. The reverse process is the same. Consequently,
the changing of number of packets in the source and the
destination is the same as in the single-hop scenario. The
Markov modelling of this complete transmission round is
thus exactly the same as in Figure 4 when we only con-
sider the marked paths and states in Figure 5.

In the following subsections, we are going to analyze
the discrete Markov chain in Figure 4 for both the sing-
le-hop and multiple-hop cases.

5. Analysis

5.1. TCP Throughput

The transition matrix Q of the Markov chain in Figure
4 is listed in (1). Let 7 =(m, ,7,_4....7,) denote the

stationary probability distribution of the Markov chain,
we have 7 =7 xQ at steady state. From this it is derived

that

i e
T _l[ip] 7., 1<i<W -1
avp
ﬂO = p(ip] ﬂ-w
a\p
. . . U,
where p istheratioof U, to U,,i.e, p:U—.
From > 7 =1, itis further derived that
7, = T @
L+ 30 p) + (o)
2o qp qp
WSN



498 H.N. XIAO ET AL.

From the transition diagram, we denote the TCP
throughput of state i by 4 and the average through-

put of TCP packets by A. Thus A:Z‘itozri/li , Where

A, =U, 4 =qU, when W-1>i>1,and A,=0. The-
refore,

e 4)
1- gp
p

The source and destination nodes are located at the
two ends of the string topology with N —1 intervening
nodes. The positions of the source and destination are the
same, and they also have the same number of packets to
send since we assume that one ACK is generated for
each TCP packet. Thus, the source and destination nodes
have the same average probability to access the channel
successfully, i.e., p=q. (3) and (4) can then be simpli-

fied as:

Ty = 1-p (5)

1 1 -
1-p"" +(a—1)p(l—pw Y

1-p"
t 1
@-p"M+ (a -Dp-p""

A=U (6)

p is the ratio of TCP packet service rate to the ACK

packet service rate. Since TCP packets and ACK packets
are transmitted at the same channel, and they travel the
same number of hops between the source and the desti-
nation, p is always approximately equal to the ratio of
the TCP packet service rate to the ACK packet service
rate in the case when there is only one hop between the
source and the destination. This is further approximately
equal to the ratio of the ACK packet size to the TCP
packet size. The TCP packet (say, 1460 bytes) is nor-
mally much larger than the ACK packet (say 40 bytes),
p is thus much smaller than 1 (say, around 40/1460 =
0.027), i.e., p<l. The maximum TCP congestion

window size W pkts is an integer and when it is big
enough, it is expected that
1_pW z:I-_pW—:l.z:L_pWH. (7)
Thus from (6) and (7), the average TCP throughput is
derived as:
1

e
1+ -Dp
q

(®)

In the above analysis, it is shown clearly that the ratio
of ACK packet size to TCP packet size being much less
than 1 is required to carry out the approximation.

Copyright © 2010 SciRes.

5.2. TCP Service Rate

We have defined U, as the service rate of TCP packets
seen q as the average probability for the source node to
access the wireless channel. Their values, however,
change with the length of the string, i.e., the number of
hops that the TCP session crosses from the source to the
destination (Figure 1). This is because of the effect of
global channel spatial reuse and local channel contention
in adhoc wireless networks. By definition, service rate is
the “typical number of customers the system serves per
unit time when it is constantly busy” [32] (page 152).
When the number of hops is N, let the average number
of TCP packets being transmitted (served) in the system

be m and the service time to transmit a packet be T,
the definition of service rate gives:

Uy = ©

Let g, be the average probability that the source
node accesses the wireless channel when the number of

hops is N . As N changes, m Ty, and q, also

change. In the following, we evaluate the values of m
Ty.and gyas N changes.

521. N isl1,2,3o0r4
When N is 1, I_lzl pkt, qlzé. Let T, =T, where

T is the service time to transmit a packet over one hop
when the source and destination nodes are one hop away.

When N is 2, each TCP packet travels two wireless
links to reach the destination. Therefore, approximately
T, = 2T . During the transmission from node 0O to node 1,

and then from node 1 to node 2, only 1 TCP packet can
be transmitted in the system without collision. Therefore

Ezl pkt . In the string topology, the source node only

forwards TCP packet, the destination node only forwards
ACK packets but the middle node forwards both TCP
and ACK packets. Since one ACK packet is assumed for
each TCP packet, the middle node sends out packets
twice as much as the source and destination node. As a
result, the average probability of the middle node to ac-
cess the channel successfully is twice as much as that of
the source and destination node. In addition, the summa-
tion of the average probability of all nodes to access the
channel is 1. Derivation from these relationships gives

a, =%. When N is 3, by similar analysis we have

1, =1pkt, T, =3T, g, :%-

When N s 4, it looks that node 0 and node 3 could

WSN
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send packets concurrently without collision. However,
although node 3 is outside of node 1’s transmission range,
it is within the carrier sensing range and interference
range of node 1. Node 3 is thus a potential hidden termi-
nal of the transmission pair node 0 to node 3. Conse-
quently, only 1 TCP packet can be transmitted in the
system without collision. This analysis is consistent with
that in [3]. Further derivation gives E:lpkt, T,=4T,
1

Q4:§-

We summarize the value for 1, , g, as shown in
Table 1.

522. N is5,6,7,0r8
When N is 5, each TCP packet crosses five wireless
hops to reach the destination. Among the five hops from
node 0 to node 5, the 1* hop (i.e., from node 0 to node 1)
and the 5" hop (i.e., from node 4 to node 5) can be util-
ized at the same time as shown in Figure 6. But when
the 2" | 3" or 4™ hop isused, only that hop can be used
without collision.

Assuming that the system is utilized fully, the number
of packets in the system is:

2 pkts when the 15t and 5" hops
are used

when the 2™ | 3 or 4 hops
are used

I =
* |1pkt

Since each hop has equal opportunity to be utilized,
the average number of packets in the system is: 1, =2

><2+1><§ pkts .
5 5

Tablel. N is1,2,30r4

N T, N Oy
1

1 T 1 pkt E
2 2T 1 pkt l
P 4

1

3 3T 1 pkt =
1

4 4T 1 pkt 3

Figure 6. Two TCP packets are transmitted together when
N =5.
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Although there are six nodes, however, node 0 com-
petes to use the channel locally with nodes 1, 2, 3 and 4
only. The probability for node 0 to access the channel
can therefore be taken as the same as when there are 4

hops. Thus o =%, T, =5T.

When N is 6, each TCP packet crosses six wireless
links to reach the destinatiopn. Figure 7 shows the sce-
narios when two of the six wireless links are utilized at
the same time. The number of packets in the system is:

2 pkts when the (I*tor 2") and
lg = (5" or 6™) hops are used
1pkt whenthe 3¢ or 4" hop is used

The average number of packets in the system is: I_S:
2><%+1><% pkts. It is also easy to get g :%, Ts =6T.

Similarly, when N is 7, we get

2 pkts when the (Ist, 2" or 3) and
I, = (5%, 6% or 7t) hops are used
1pkt whenthe 4% hop is used

— 6 1 1
I, =2x—+1x=pkts, q, ==, T, =7T
7 X7 ><7p q, g 7

When N is 8, I, =1, =2 pkts, when the (1%, 2",
3 or 4™ and (5™, 6", 7™ or 8") hops are occupied, and

1
Og :g,Tg =8T.

5.2.3. Generalization of TCP Service Rate
Let N=4M + j, where M >1, jc {1,2,3,4}, the
generalization of the above analysis is as follows.
When N is 4M,we have I,, =1,, =M pkis.
When N is 4M +1,

Figure 7. Two TCP packets are transmitted together when
N =6.
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M +1pkts when thel and5" and ...

(4M +1)™ hops are occupied
when the (2", 3 or 4") and ...
(6,7t or8")and ...
((4M-2)", (4M —2)* or
(4M)™) hops are occupied

M pkt

IV

T = (M +1)><4'\|<'/|++11+M
Similar derivation gives:
When N is 4M +2,

M +1 pkts when the (15t or 2") and

(5" or6 ™)and ... and
(4M =3)" or (4M —2)tn

hops are occupied
when the (3¢ or 4") and

(7*or8M)and ...and
((4M-1)" or (4M)™)
hops are occupied

N (4M +1)-(M +1)

kts
IM +1 P

Lz = M pkt

2(M +1)

4M +2

oM M D -2M 4D
4M +2

liviz =(M +1)x

When N is 4M +3,

M +1 pkts when the (2t, 2" or 3) and
(5", 6™ or7")and ... and
(4M =3)" or (4M —2)tor
(4M -1 hops are occupied

vz =

M pkts when the 4"and 8" and ...
and (4M)™ hops are occupied
— 3(M +1)
| =(M+)x—=
sz = ) % AM +3
M x (4M +3)-3(M +1) okts
4M +3

Finally, it is summarized that:

sy =M+ JMHD gy (M D= MD)
4M + ] 4AM + j
(10)
Where M >1, jg{1,2,3,4}_

Combining (10) and the analysis when N is 1, 2, 3
or 4 in Table 1, we have the average number of packets
in the system as:
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JM +1)% +(4— )M ?
awr = AM + ]

(11)

Where M >0, jc {,2,3,4}.

The service time to transmit a packet is generalized as
Tum:j = (4M + j)xT . From (9), the TCP service rate is
derived as:

(12)

iM 4D+ (@~ IM? 1
(4M + j)? T
where M >0, j < {1,2,3,4}.

The average probability of the source to access the
channel is:

Ut(4M+j) =

i_ whenM =0andj c {1,2,3 4}
2] (13)
3 when M >1andj c {1,2,3,4}

Qum+j =

5.3. Generalization of TCP Throughput

Substituting (12) and (13) into (8), the TCP throughput

becomes:
1 1

e

ja+@2j-Dp) T

when M =0and jc {1,2,34}

M2 @-M? 1 1 (14)
(4M + j)? 1+7p T

when M >1and jc {1,2,3,4}

ﬂ“4M+j =

When M goes to infinity, N =4M + j goes to in-
finity, we have

11
X—X
T 1+7p

lim A4,, ==
M —>00 4M + j 4

(15)

Equation (14) shows that the TCP throughput is inde-
pendent of the maximum TCP congestion window size
W ; instead it is decided by (@) 4M + j, the value of the
number of hops of the string topology, (b) p, the ratio
of service rate of TCP packet to ACK packet, and (¢) T,
the time needed for a TCP packet to be transmitted over
a single hop. Furthermore, (15) illustrates that as the
number of hops increases and goes to infinity, TCP
throughput converges to a constant value.

6. Evaluations

The analytical results are verified by the comparison of
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simulation results in ns2 and numerial results in Matlab.

In simulations, N +1 nodes forma string (Figure 1)
with adjacent nodes 200 m apart. All nodes communicate
with identical, half-duplex wireless radios which have a
bandwidth of 2 Mbps and a nominal transmission radius
of 250 m. Nodes have carrier sense radius of 550 m and
interference radius of 550 m. They are configured with
the Dynamic Source Routing (DSR) protocol. One TCP
Reno session is introduced from node 0 (TCP source) to
node N (TCP destination) to transfer FTP bulk data,
crossing N hops. TCP and ACK packets size are of
1460 bytes and 40 bytes respectively. Simulations were
run with various numbers of hops and various maximum
TCP congestion window sizes. One simulation with the
same number of hops and the same maximum TCP con-
gestion window size was run for five times, each for 300
secs, and the overall throughput was measured from 50
secs to 250 secs. During the time the throughput is quite
stable, but the average of five simulations was used as
the simulation result.

To get the numerical results in Matlab, two parameters
are needed:

® p: the ratio of service rate of TCP packet to ACK
40 bytes

1460 bytes
tio of ACK packet size to TCP packet size.

) 1: the average transmission rate of one packet
over a single hop link, where T is defined as the
average transmission time of one packet over one
hop link. However, — cannot be easily assigned
a value considering the bandwidth used on the
channel contention, MAC control packets exch-
ange, etc. Instead, we decide the value of — with
the help of simulation results so that the numarical
results could best match the simulation results

packet. Here p = =0.027, i.e., the ra-

Figure 8 shows the comparison of simulation and
numerical results of the TCP throughput as the number
of hops changes from 1 to 11. Simulation results are pre-
sented when the maximum TCP congestion window size
is 8 packets. Numerical results are presented with two
values of % so there are three curves in Figulre 8: the
simulation results, the numerical results when — =1300
kbps , and the numerical results when %: 900 kbps .

It is observed that the numerical results with ==
1300 kbps match the simulation results well at N =1,
2,30r 4 hops, and the numerical results with T
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900 kbps match the simulation results well at N >5.
The reason is as follows. When N =1,2,30r 4 , no link
is used simultaneously due to the hidden terminal prob-
lem. When N >5, there are links used simultaneously
because of channel spatial resue. However, although
channel spatial reuse helps improve the overall system
utilization, it has higher local contention overhead. This
results in a lower payload transmission rate. Therefore,
1 is chosen as 900 kbps when N >5 and 1300 kbps
v-\l;hen N =1,2,30r 4 respectively. In Figure 8, TCP
throughput is shown to decrease rapidly when the num-
ber of hops increases from 1, and stabilizes when the
number of hops becomes large. This is in line with the
observation we described in the introduction and verifies
the analysis in (13) and (14).

Next, we look at the trend of TCP throughput with
varying maximum window size. Simulation results of
TCP throughput is shown in Figure 9 with varying num-
ber of hops (from 1 to 11 hops) and TCP maximum
window size (from 1 to 12 packets). When the number of
hops is fixed, TCP throughput is kept constant independ-
ent of the maximum window size, i.e., the throughput
curve is almost a straight line parallel to the x-axis. This is
consistent with (14) where the TCP throughput (4 )is not
a function of TCP maximum window size (W ). This
result, however, looks inconsistent with the claim in [3]
that “given a specific network topology and flow patterns,
there exists a TCP window size W™, at which TCP
achieves best throughput via improved spatial channel

p =0.027, 1T = 1300 kbps
p =0.027, 1/T = 900 kbps

Figure 8. Comparison of simulation and numerical results:
TCP throughput with varying number of hops. Simulations
run for 300 seconds.
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Figure 9. Simulation result: TCP throughput with varying
number of hops and maximum window size, simulations
run for 300 seconds.

reuse”. However, a close look at Figures 2(a) and (b) in
[3] reveals that TCP throughput at the “optimal” TCP
window size is not much higher than those at non-opti-
mal TCP window sizes; furthermore, TCP throughput is
a constant at most values of TCP window size. This ob-
servation is consistent with our analysis here.

We notice a phenomenon in the left lower part of the
figure. When the number of hops is greater than 5 and
the maximum window size is 1 or 2 packets, TCP thr-
oughput is less than the constant value when the maxi-
mum window size is greater or equal to 3 packets. This is
due to the fact that we assume the system is always busy,

i.e., all the available links are fully used at every moment.

However when the window size is 1 packet, the whole
system goes into a stop-and-wait process and the source
will only issue a TCP packet after it receives an ACK
from the destination. Therefore the system is not fully
occupied. The achieved throughput is thus less than the
fully occupied value. The same reason explains the case
when the maximum window size is 2 packets but the
string topology can support a maximum of 3 packets
when the number of hops is 9, 10, or 11.

The above analytical result is interesting as it shows
that the setting of TCP congestion window size does not
matter that much in wireless multihop networks, which is
different from the scenario in wired networks where TCP
performance is largely affected by its congestion window
size. However, our analysis considers single a TCP con-
nection over static chain without interfering background
traffic. Further evaluations are necessary.

7. Conclusions

This study takes a step to theoretically analyze TCP per-
formance in adhoc wireless networks. The analysis is
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based on a string topology containing N hops. A sys-
tem model for analyzing TCP performance in adhoc
wireless networks is proposed, which considers packet
buffering, contention of nodes for access to wireless
channel and spatial reuse of wireless channel. Markov
chain modelling is applied to analyze the system model.
Analytical results are presented to show that when the
number of hops that the TCP session crosses is fixed, the
TCP throughput is independent of the TCP congestion
window size. When the number of hops increases from
one, the TCP throughput decreases first, and then stabi-
lizes when the number of hops becomes large. The
analysis is validated by comparing the numerical results
with the simulation results.
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Abstract

A convergecast is a popular routing in sensor networks. It periodically forwards collected data at every sen-
sor node along a configured routing path to the outside of a sensor network via the base station (BS). To ex-
tend the lifetime of energy-limited sensor networks, many previous researches proposed schemes for data
compression. However, few researches investigated the relation between packet compression ratio and span-
ning trees. We propose packet Compression ratio dependent Spanning Tree (CST) which can provide effective
routing paths in terms of the tree length for all ranges of compression ratio f. CST is equivalent to the Short-
est Path spanning Tree (SPT) which is optimum in the case of no-compression (f = 0) and is equivalent to
the Minimum Spanning Tree (MST) in the case of full-compression (f = 1). CST outperforms SPT and MST
for any range of f (0 < f < 1). Through simulation we show CST provides shorter paths than MST and SPT in

terms of the tree length by 34.1% and 7.8% respectively. We confirm CST is very useful in convergecasts.

Keywords: Packet Compression, Convergecast, CST, Spanning Tree, Sensor Network

1. Introduction

A sensor network is a distributed wireless network to
monitor various conditions of a remote area through an
autonomously configured routing path [1-4]. This paper
studies packet compression-dependent convergecasts. A
convergecast is a type of communication in the reverse
direction of a broadcast in which all collected packets are
forwarded to a single control node called a base station
(BS) [2,5]. To perform convergecast effectively, each
node forwards its packets to its neighbor once and only
once. If we trace these packet routes, we can build up a
spanning tree. A convergecast is very popular in sensor
networks [3,4]. It is common in sensor networks that
intermediate nodes try to reduce packet size during forw-
arding. This is called packet compression. Most previous
researches focused on no-compression or full-compre-
ssion cases for simplicity.

The compression ratio f is represented by the relatively
decreased packet lengths over all added packet lengths to
a unit length at each sensor node [2,6,7]. At no-com-
pression (f = 0), a node relays all collected packets with-
out reducing them. At full-compression (f = 1), a node
generates an x-bit packet after merging many received
x-bit packets and an x-bit packet generated at the node.

Copyright © 2010 SciRes.

The Shortest Path spanning Trees (SPTs) and the Min-
imum Spanning Trees (MSTs) are useful for converge-
casts to save energy because transmission energy typi-
cally proportional to the square of distance. SPT mini-
mizes the length of paths from the root to all nodes, and
MST minimizes the sum of lengths of a set of links
which are used to connect all nodes. In terms of packet
compression, SPT and MST are optimum in total trans-
mission energy for a convergecast in no-compression and
full-compression cases respectively.

There are only a few previous researches about packet
compression-related spanning trees. Upadhyayula et al.
[7] tried to find a spanning tree that minimizes energy
and ‘time’ for a convergecast. Time indicates the number
of time slots required for a convergecast in a wireless
TDMA environment. To achieve less time, the paper
explains how to configure spanning trees and suggests an
algorithm for building them. The proposed algorithm
tends to prefer balanced trees.

Luo et al. proposed Minimum Fusion Steiner Tree
(MFST) [8] and Binary Fusion Steiner Tree (BFST) [9].
Both assume that sensor nodes must perform complex
calculations spending energy for packet compression.
They tried to minimize the sum of transmission energy
and packet compression energy. In MFST, packet com-
pression occurs at every intermediate node. In reality,
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packet compression is not always beneficial to energy
saving if a compression ratio is low or the energy for
packet compression is large. BFST proposes a feasibility
test of packet compression. If a node passes the test, it
compresses packets and transmits the reduced packet. If
it fails, it sends packets without packet compression.
These researches focused on the packet compression side,
leaving transmission oversimplified. Spanning trees were
not their main interest. They assumed all transmissions
spend a unit of energy regardless of transmission dis-
tance. We could not find any packet compression related
paper that investigates the interaction between spanning
trees and packet compression ratio.

We propose three ideas in this paper. The first one is a
packet compression-related metric in defining the tree
lengths. Second, we propose a one-time compression
model that does not allow infinitely repeated packet
compression. The third idea is a packet Compression
ratio dependent Spanning Tree (CST) which builds a
spanning tree using the one-time compression model.
This new type of tree bridges the gap between SPT and
MST. CST can be briefly described as a mixture of f
times MST and (1 — f ) times SPT. CST is equivalent to
SPT at no-compression and MST at full-compression.

This paper consists of the following sections. Section
2 defines a new distance that includes SPT, MST and
CST, and merges them into a unified tree and defines our
problem. Section 3 describes how to build CST. In Sec-
tion 4, we give simulation results and compare CST with
SPT and MST in terms of tree length. In Section 5, we
reach the conclusions.

2. Definition of Distance and Our Problem

This section defines distance rules and our problem using
the defined terminologies. Subsection 2.1 introduces three
metrics that define distances including our proposed met-
ric d(:) which is a function of the compression ratio f. If
we use d(-), no-compression (f = 0) and full-compression
(f = 1) network problems are automatically solved be-
cause they are incidences of the generic f-compression
network problem (0 < f <1). Subsection 2.2 defines this
paper’s main problem, a unified CST problem using d(')
which covers SPT, MST and CST problems.

2.1. Definition of Distance

We first define several terms. We represent the link from
a node i to a node j by I(i, j) and the link cost by C(i, j).
The kth ancestor node of a node q is defined as pk(q).
p1(q) is the parent node of g, and po(q) is q itself. The
root node is BS for a convergecast and is represented by
R. For convenience we assume all ancestor nodes of R
are also R, providing:
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p.(R)=R, k=012... 9]

The distance of a node q is defined as the shortest path
from g to R along the configured spanning tree. We use
three metrics (distance rules) to define distance: 1) nor-
mal distance J(:), 2) constant compression distance A(:),
and 3) our one-time compression distance d(-). Later
definitions commonly assume q is the kth (k = 1, 2, ...)
descendent node from R.

d(') defined in (2) simply adds costs of all active links
to R without considering packet compression. Active
links are the set of links that constitutes the routing path.

s@=2.C(p(a), p(a)). )

We define the constant compression distance as A(-)

which is the most general compression model. Upa-

dhyayula et al. [7] use A(-). This rule assumes packets are

compressed at a constant ratio f in all intermediate nodes.
We formulate A(}) as

A@= Y- f)*-C(p(a), pi (). ®3)

i=1,2,..k

The last distance d(-) we propose is defined as

C(a, p,(a)) it p(a)=R,
"_1;(5(&_1((”1 pi(Q)) otherwise.

In d(qg), packets are compressed with the compression
ratio f only once at the parent node along the path to R.
Figure 1 shows the sum of packet lengths transmitted at
each link I(i, j). A node q generates an mq-byte packet
and forwards it to R along the spanning tree. Although
this paper assumes the lengths of the generated packets
are identical, we use m, for clear understanding. Note all
packet lengths can be represented by the linear equation
of f: (ay f +by). This property is utilized to calculate the
best estimate compression ratio f from statistics in the
Appendix.

We can use any defined metric in defining the tree
length L(Ts) of a spanning tree Ts. This paper chooses
only d(-) because d(-) includes o(-) and A(:). L(Ts) in (5) is
defined as the total distance from every node q to the

Figure 1. An example of one-time packet compression d(:).
The length of transmitted packet is written on each wireless
link.
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root node R in Ts. The notation I in this paper

denotes summation is done for all values of the index
variable g in Ts.

L) = Y.d(@). (5)
{alaeTs}
Minimizing L(Ts) at no-compression is equivalent to
finding SPT, and minimizing L(Ts) at full-compression is
equivalent to finding MST.

2.2. Formulation of Our Problem

2.2.1. Assumption of Sensor Network and
Convergecast

In a sensor network, all locations of sensor nodes are

known. All nodes periodically generate a fixed-length

packet which is convergecast to the root node R. During

convergecast, packet compression occurs, and we have

enough statistics about packet compression.

2.2.2. Definition of Problem

Assuming Subsection 2.2.1, we want to find the spanning
tree Ts that minimizes total forwarding energy for a con-
vergecast. To numerically define the problem, our goal is
to find the Ts that has minimum tree length using defini-
tions in (4) and (5).

2.3. Analysis of Our Metric d(')

The metric metrics d(-) and A(-) are nonlinear. If we use a
nonlinear operator, the link cost C(i, j) contributes dif-
ferently to the tree length. This influences the preferred
type of spanning trees. If we apply d(-), nodes close to R
prefer short links, and nodes distant from R choose
straight paths to R. If we use A(-), nodes prefer short links
and do not mind choosing very long-hop paths.

The nonlinear operator d(-) is very difficult to handle.
We found a strange characteristic about d(:). Under d(-),
a node can be more distant from R than its descendant.
We also found that there is no greedy solution, and are
strongly convinced that there is no polynomial optimum
solution. Therefore, we decided to rely on heuristics.

Figure 2 can be used to explain why there is no gre-
edy solution. Figure 2(a) describes a given four-node
network. There are four usable wireless links in Figure
2(a), and their link costs are written by them. The node R
is the root node of the spanning tree. Figures 2(b) and
2(c) illustrate two spanning trees. Figure 2(b) shows the
spanning tree solved by a greedy solution. In Figures
2(b) and 2(c), node distance is recorded in each node
circle.

The greedy solution chooses a link that minimally in-
creases the tree length if the link addition still keeps the
sub-tree connected. The sub-tree grows with the addition
of selected links. The greedy method firstly chooses
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I(R,A). The selected links, especially I(R,A), are never
removed from the spanning tree. If we add three node
distances, the length of the greedy spanning tree T, be-
comes 196. In contrast, the length of the minimum tree
T. in Figure 2(c) is 189.4. L(T,) is shorter by 6.6 than
L(Tp). Figure 2 shows the optimum tree does not always
include greedy selection.

We choose one-time compression d(:) instead of con-
tinuous compression A(:) for two reasons. Firstly, d(-) is
very simple. Because of simplicity, we can not only cal-
culate the best estimate compression ratio f from sta-
tistics easily, but also obtain the core operation expressed
in (7) with 6(1) -complexity. Secondly, the A(-) model
only covers partial ways of compression. A(-) cannot de-
scribe a typical nonzero compression. Compression ratio
generally decreases as compression repeats. Nonzero
length is common after infinite compression. A(-) cannot
cover this type of compression.

3. Packet Compression Ratio Dependent
Spanning Tree (CST)

In this section we define CST in two steps and explain its
operation. Step A calculates the best estimate f of f
using statistics. Step B establishes a spanning tree with
calculated f . Step B has two sub-steps. Step B.1 gen-
erates an initial spanning tree and Step B.2 describes
how to transform to a shorter one.

3.1. Step A: Calculation of the Best Estimate f
of f

To deduce the best estimate f , we need statistical data
about the average packet length for every active link in a
spanning tree. As our major target is to find out the op-
timal spanning trees with obtained f , we leave this part
to the Appendix.

(@) (b) (©
Figure 2. Evidence that shows CST solution cannot be
greedy. (a) A given network. f=0.8 ; (b) A tree T, by greedy
method, L(T;)=196 ; (c) A tree T. by optimum method,
L(T,)=189.4.
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3.2. Step B: Tree Establishment

~

This step finds the local shortest spanning tree with f

obtained in Step A. We heuristically generate a CST in
two sub-steps. An initial tree is built up in a top-down
process (from R to leaf nodes) in Step B.1, and is recon-
figured in a bottom-up process (from leaf nodes to R) to
a shorter one in Step B.2.

3.2.1. Step B.1: Initial Tree Setup

Step B.1 defines how to establish an initial tree. An ini-
tial tree is built by a combined algorithm of Dijkstra’s
SPT [10] and Prim’s MST [11]. These two famous algo-
rithms are very alike in definition. They are both greedy
and satisfy the greedy properties mentioned in Section
2.3. Dijkstra chooses a link that connects a node whose
distance to R is minimum, and Prim picks up the link
whose link cost is minimum. Because both protocols al-
ways maintain the working sub-tree as connected, merg-
ing two algorithms is straightforward.

Our algorithm uses the Dijkstra’s SPT algorithm until
it generates an ns-node sub-tree including R. Then we
use the Prim’s MST algorithm until a complete n-node
spanning tree is made. ns is calculated from (6). In (6),
[x] represents the integer closest to x and not smaller

than x. We fix W in (6) as 8 based on simulation with
various n-node sensor networks and f values.

n,=|@-f")n| w=8 o0<f<1 ©6)

We can make two comments on the initial tree. First,
W has a very large value 8. This makes ns very close to n
in (6) for most values of f. This means the initial tree is
very similar to SPT. Second, we use the SPT algorithm
in establishing a spanning tree near R. It is because the
node, having many descendants, prefers SPT in selecting
its parent node.

We explain the reason as follows. Suppose a node m is
looking for a better parent node. m’s current parent node
is p1(m), and there is a candidate m; in Figure 3. m de-
cides its parent node as the one that produces less tree
length. Assume m’s uplink I(m, piy(m)) and d(m;) are
short, and I(m,m;) and d(p;(m)) are long. For m, the link
cost of its first hop contributes 100% to the tree length,
and the link costs of later hops are added as a ratio of
(1- ). However, for m’s descendants, the costs of all
up-links above m are reflected fairly with a ratio of
(1-f). If mis a leaf node, it prefers p;(m) because the
first hop to R is more important than later hops. If m has
many descendants, m has to consider them too. For the
sake of its descendants, m chooses m; as a parent node
sacrificing itself.

3.2.2. Step B.2: Spanning Tree Establishment
Step B.2 reduces tree length from the initial tree estab-
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lished according to Step B.1. We are going to explain the
core operation of the algorithm that decides m’s best up-
link as shown in Figure 3. The node m is called a ‘des-
ignate node.” Throughout the operation, a designate node
m prepares: 1) 10 closest nodes representing m;
(1<i<10), 2) d(m), and 3) the number of m’s descen-
dent nodes denoted by h(m). A list Q is maintained that
sorts all nodes in reverse order of d(-).

Figure 3(a) is the current spanning tree To, and Fig-
ure 3(b) is a candidate of a new spanning tree T,,; for one
of 10 my’s. p(m) and m’s descendants are excluded from
m;. For To and all candidate spanning trees T, we cal-
culate L(To) and L(T.,;) and choose a tree with the least
tree length. If the chosen parent node is different from
p:(m), we reconfigure the spanning tree according to
Figure 3(b) and update influenced variables.

The Tree improvement L,; defined by (L(Tyi) — L(To))
indicates relatively improved tree length with a new
parent node m;. Positive L,; means the new tree is better.
If we apply our metric d(-), Ly; becomes (7). If we re-
place d(}) with o(:), (7) changes to (12). Note (12) has
6(1) -complexity because it only includes known terms

including () |, -

So far we have explained how to improve the tree for a
designate node. We will now give comments on how to
assign designate nodes. A designate node m is chosen
from Q by the reverse order of d(m). After performing all
jobs mentioned above, the algorithm updated the queue
Q to choose the next designate node m,, as the one whose
d(m,) is the smallest but larger than dm which is d(m)
before reconfiguration. We call a cycle every related
operation during which Q is totally scanned once for
choosing designate nodes. Cycles repeat until no more
improvement is possible. We observed through simula-
tion that calculation usually finishes at the second or the
third cycle. In this way, we achieve the locally best CST.

The CST algorithm for a cycle is summarized below.

1) Prepare m;, d(m), h(m) for every m and establish a
queue Q in reverse order of d(*). Letdm = 0.

2) Check whether m' exists whose d(m') is the largest
but less than dm.

@ ()

Figure 3. Spanning tree before and after reconfiguration. (a)
Tree T, before reconfiguration; (b) Tree T, after recon-
figuration.
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(If m' does not exist,) the current cycle is completed.

(If m' exists,) assign m' as a new designate node m and
update dm to the value of dm'.

3) For every allowed m;, calculate Ly; using (12).
Check whether a positive Ly exists.

(If a positive Ly; exists,)

a) m’s new parent node is assigned by m; which gener-
ates the largest positive Ly among m;.

b) Reconfigure the tree as drawn in Figure 3(b).

c) Update d(-) and h(-) at the nodes p;(m), m; , m and
all of m’s descendants.

d) Re-sort the queue Q in reverse order of d(-).

4) Go back to 2.

Now we define L, as a (1) -complexity expression.
Reconfiguration in Figure 3 changes node distance for
node m and m’s descendants only. To visualize the dep-
endency between a spanning tree and distance, the used
tree is specified after d(:) or 4(-). m’s descendant nodes
vary in distance after reconfiguration by (- f)-s(m)};

—(1-f)-6(m) ;). If we denote m’s descendent node set

by p_(m), the above discussion is mathematically expr-
essed as (7).

Lmi = I—Umi) - I—Uo)
= 2d@k,-  >d@k,

{glag{mup_(m)}} {alag{mwp_(m)}} 7
=d(m)f,, +@-f)-h(m)-5(m) |

—(d(m) |, +@~f)-h(m)-5(m) |, ).

The complex nonlinear operator d(-) in (7) can be re-
placed by 6(m) using (8) and (9).

dm)ly, =@ F)-(m, +f-C(mm), (@

d(m) |, = @-f)-5(m)f, +f-C(m, p,(m)). 9)

Because Q maintains d(m) in the tree To, we remove
o(m) | . using Figure 3(b).

8(m)ly, = 5(m) , +C(m,m,). (10)

Replacing d(m) in (7) with 6(m) using (8) and (9), and
removing o(m)|; . using (10), Ly is expressed in terms

of d(-) in (11). This is finally transformed to (12) to de-
note Ly; with d(:) using (9).

Ly = @=F)-@+h(m))- ((5(m;) = 5(M)) |y,

(11)
+C(m,m))+ f-(C(m,m;)-C(m, p,(m)))
= (L+h(m)-{(d(m) —d(m)) |,
- f-C(m, p(m)+ f-C(m, p,(M)) 12)

+(@1-1)-C(m,m)}+ f-(C(m,m;)
—C(m, p,(m))).
We hope CST be better than or equal to MST and SPT
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forany f (0< f <1). To do so, CST at least has to sat-

isfy the next two properties. As two proofs are very
similar, we only prove Property 1.

Property 1 If fis 1, CST is equivalent to MST.

If fis 1, the CST algorithm assigns MST as the initial
tree at Step A. MST is optimum at f =1. As the initial tree
is already optimum, finding a positive L for any desig-
nate node m is impossible. This leads to no reconfigura-
tion at Step B.2.

Property 2 If fis 0, CST is equivalent to SPT.

4. Simulation and Analysis

We investigated the tree lengths of CST, SPT and MST
for various fs according to (4) and (5). We have 25-node,
100-node and 400-node sensor networks with nodes lo-
cated randomly in a unit-length square sensor field. We
also select the root node randomly. We prepare 100
kinds of sensor networks for each condition and deduce
the average tree length to draw curves. We basically use
the link cost C(i, j) as a square of distance from i to j, and
we consider the case of the fourth power of distance ad-
ditionally because the transmission loss model is propor-
tional to 12~1* with the wireless transmission distance I.
Figure 4 shows five CSTs with varying f from 0 to 1
in a 35-node sensor network with fixed root node R at the
center top position denoted by big dots in the sensor field.
CSTs in Figures 4(a) and 4(e) are equivalent to SPT and
MST respectively. We can observe that paths along SPT
have a tendency to be straight toward R in Figure 4(a),
and SPT links are longer than MST links in Figure 4(e).
When f increases from 0 to 0.75, we notice only a few
changes. Most changes occur in the range of 0.75< f <1.

Figures 5 to 8 draw the tree lengths using (5) for the
entire range of f (0 < f <1). Figures 5 to 7 indicate the

tree lengths of SPT, MST and CST when the numbers of
nodes are 25, 100 and 400 respectively. All curves in
these figures decrease monotonously with increasing f
because the tree length is short with a high f value due to
(4). CST is always the shortest for all fs, and SPT and
MST curves cross each other at f value of a little more
than 0.9. The difference in tree lengths between SPT and
MST cases are large at a large sensor network and a
sparse sensor network.

We additionally examined the case of the fourth power
of distance instead of square distance assigned to the link
cost C(i, j) in Figure 8. As tree length in Figure 8 drops
sharply as f increases, we use the log scale in the y-axis.
Except when using log or nonlog scales, Figures 5 to 8
are similar in curve pattern.

Table 1 shows tree lengths and their averages for SPT
and MST relative to CST for various fs at 20% intervals.
‘Relative’ means the results are obtained after being di-
vided by CST length for the same condition. A special f
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(® (b) (© (d) (e)
Figure 4. Changes in CSTs with varying f. (a) 0%; (b) 25%b; (c) 50%; (d)75%0; (¢)100%.

Figure 5. Tree lengths of MST, SPT and CST with varying f Figure 6. Tree lengths of MST, SPT and CST with varying f
in 25-node sensor networks. in 100-node sensor networks.

Figure 7. Tree lengths of MST, SPT and CST with varying f Figure 8. Tree lengths of MST, SPT and CST with varying f
in 400-node sensor networks. in 100-node sensor networks. (C(i, j) is re-defined as fourth
power of normal transmission distance.)

Table 1. Relative tree length of CST, SPT and MST in 100-node sensor networks.

) F(%) 0 20 40 60 80 93 100 Average
Routing tree
csT 1000 1000 100.0 1000 1000 1000 1000 1000
SPT 100.0 100.1 1005 1015 1042 1103 1407 107.8
MST 1480 146.0 143.9 138.4 1285 111.4 100.0 134.1
MSPT" 1000 100.1 1005 1015 1042 1103 100.0 102.4

“ MSPT is the tree from SPT and MST which produces the shorter tree length.
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value of 93% is added at which the SPT curve and MST
curve coincide. Table 1 introduces MSPT in the last row.
MSTP is defined as the shorter tree from MST and SPT
for each given condition.

The far right column in Table 1 shows averages of the
relative tree lengths on a line except for the value at f =
93%. The average MSPTs include this value specially
because MSPT has a peak value at f = 93%. According to
Table 1, CST is 34.1% and 7.8% shorter than MST and
SPT respectively in terms of tree length. CST still out-
performs MSPT by 2.4%.

5. Conclusions

In convergecast sensor networks, many routing schemes
have proposed packet compression to save energy. The
Shortest Path spanning Tree (SPT) and the Minimum
Spanning Tree (MST) are only popularly used because
they are optimal at no-compression and full-compression
respectively. We proposed two important concepts. One
is a simple one-time compression model. The other is a
new routing method called packet Compression ratio
dependent Spanning Tree (CST).

CST is superior to SPT and MST for three reasons.

Firstly, CST provides us the best estimate f of com-

pression ratio f using collected statistics. Secondly, we
can calculate CST easily using a one-time compression
model. Thirdly, CST outperforms CST, MST and SPT at
all considered sensor network environments and is opti-
mum at no-compression and full-compression. Simula-
tion shows CST outperforms MST and SPT by 34.1%
and 7.8% respectively in averaging over many compres-
sion ratio fs. These observations confirm that CST is
very useful in convergecast sensor networks.
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Appendix: Step A—Calculation of the Best
Estimate f of Compression Ratio f

This step demonstrates how to calculate the best estimate
f of compression ratio f with a given spanning tree Ts

from collected statistics. We call the quadratic modeling
error Mg by adding the square of link estimate error
L: (11, j)) of our one-time compression model through-

out all links in Ts shown in (13). We can find the only
f that minimizes M_(f) in (14).

Me(f)=  SL(G, )" (13)
{3 DI, 1)eTs 3
Me(f)=minfMe(H}<Mc(f).  (19)

The link estimate error Le( (. 1)) s defined in (15).
To perform convergecast, every node forwards packets
along Ts, compressing the received packets with the

compression ratio f. To calculate the best estimate f ,
we use statistics to provide the average message length
Ejj on a link I(i, j) in Ts. If we apply our one-time com-
pression model, we can build up the one-time compres-
sion model length Wj; for all active links I(i, j) according
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to the procedure mentioned in Subsection 2.1 and Figure
1. Utilizing the property that Wj; is a linear equation of f,
we can obtain every a;; and by; for every active links I(i, j)
in (16).

Le (G, ) = E; - W,

ij b

(15)
(16)

Combining the four definitions (13) to (16), we get
(17). Equation (17) turns to a simple quadratic equation
of f in (18) for the constants « , f,and y.

W; =aq; - f +by, a

;b are constants.

ME(f): Z{aij'f+(bij_Eij)}2
DG DeTs @an
=a-f2-p-f+y,
a(z0), B,y are constants. (18)

The quadratic equation in (18) has the minimum value
at the origin. Because a parabolic and its axis cross at the
origin, the axis of the parabolic guarantees the minimum
modeling error M (f). The axis corresponds to

N L
LA (5 [(B)55; 19
2a 2.3 o
L DI ))eTs}
All Ej;, a3, and by; are available, thus we can get f
WSN
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Abstract

Wireless Sensor Networks (WSNs) are mainly deployed for data acquisition, thus, the network performance
can be passively measured by exploiting whether application data from various sensor nodes reach the sink.
In this paper, therefore, we take into account the unique data aggregation communication paradigm of WSNs
and model the problem of link loss rates inference as a Maximum-Likelihood Estimation problem. And we
propose an inference algorithm based on the standard Expectation-Maximization (EM) techniques. Our algo-
rithm is applicable not only to periodic data collection scenarios but to event detection scenarios. Finally, we
validate the algorithm through simulations and it exhibits good performance and scalability.

Keywords: Wireless Sensor Networks, Passive Measurement, Network Tomography, Data Aggregation, EM

Algorithm

1. Introduction

Recent deployments of Wireless Sensor Networks (WS-
Ns) indicate that energy-efficient mechanisms of per-
formance measurement are needed. The unattended na-
ture and complexity of WSNSs require that the network
managers are given updated indications on the network
health, for instance, the state of network links and nodes,
after deployment [1]. Such information can provide early
warnings of system failures, help in incremental de-
ployment of nodes, or tuning network algorithms [1-3].
However, WSNs measurement is not a trivial task be-
cause sensor nodes have limited resources (bandwidth
and power). Considering further the distributed nature of
the algorithm, the large number of the nodes, and the
interaction of the nodes with the environment, leads to
the fact that WSNs are very hard to measure. The most
commonly used approach for evaluating network per-
formance is active measurement, which collects statistics
from internal nodes directly or even injects probe mes-
sages into the network to aid in performance evaluation.
However, it is usually impractical to rely on the use of
active measurement in WSNs, which is not scalable or

*Supported by the National High Technology Research and Develop-
ment Program of China (No. 2007AA12Z321) and the National Natural
Science Foundation of China (No. 60772070; 60873244).
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bandwidth-efficient. On the other hand, WSNs are mai-
nly deployed for data acquisition, thus the network per-
formance can be passively measured by exploiting wh-
ether application data from various sensor nodes reach
the sink.

The typical mode of communication in WSNs is from
multiple data sources to one sink, rather than communic-
ation between any pair of nodes. Thus it usually involves
tree-based topology rooted at the sink. Furthermore, si-
nce the data being collected by multiple nodes are based
on common phenomena, there is likely to be some re-
dundancy in the data being communicated. Moreover, for
many node designs, the wireless transceiver requires the
largest share of the overall power budget. Thus data ag-
gregation has been put forward as a particularly useful
communication paradigm for WSNSs [4]. The idea of data
aggregation is to combine the data coming from different
sources, to eliminate redundancy, to minimize the num-
ber of transmissions and thus to save energy. In the
process of data aggregation, sensor nodes in the network
attempts to forward the sensing data they have collected
back to the sink via a data aggregation tree. When an
intermediate node in the aggregation tree receives data
from multiple source nodes, it checks the contents of
incoming data, combines them by eliminating redundant
information and then forwards the aggregated packet to
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its parent [1,4].

Specifically, WSNs can be used advantageously for
periodic data collection or events detection scenarios [5].
Periodic data collection is required for operations such as
tracking of the material flows, health monitoring of
equipment/process. In these scenarios, all the nodes in
the network are typically organized into one aggregation
tree, through which nodes periodically send application
data to the sink. On the other hand, WSNs are more often
used in events detection scenarios, where sensor nodes
are deployed to detect and classify rare and random
events, such as alarm and fault detection notifications.
Figure 1 depicts an example of data aggregation com-
munication paradigm in events detection scenarios. In
this example, two interested events happened in the de-
ployment area. Then sensor nodes within a distance S
(called the event range) and other related nodes construct
two aggregation trees, through which the information of
the two events collected by the sensor nodes is aggre-
gated and sent to the sink.

In view of the unique data aggregation communication
paradigm of WSNs, this study is the first to develop the
network model to represent the network topology comp-
osed of multiple aggregation trees. Based on the network
model, we further model the problem of link loss rates
inference as a Maximum-Likelihood Estimation (MLE)
problem and an inference algorithm using the standard
Expectation-Maximization (EM) techniques [6] is pro-
posed. Compared with those in wired communication
networks, links in WSNs are prone to suffer high packet
loss rates, which will result in unreliable and incomplete
data [1]. It would thus be useful to identify links with
high loss rates (lossy links) at run-time. The presented
algorithm passively monitors the application traffic be-
tween sensor nodes and the sink, and then uses network
tomography technology [7,8] to locate lossy links. Our
algorithm handles well topology changes and hence is

Figure 1. Data aggregation communication paradigm in ev-
ents detection scenarios: An example.
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applicable not only to periodic data collection scenarios
but to events detection scenarios.

The rest of this paper is organized as follows. Section
2 focuses on the related work. The inference models are
presented in Section 3 and the inference algorithm is
proposed in Section 4 based on the models. Then the
simulation is shown in Section 5. Finally, Section 6 con-
cludes the paper.

2. Related Work

WSNs measurement recently has received considerable
attention from the research community. Existing work
can be classified into two categories: active and passive
measurement. Active measurement researches mainly
rely on proactive approaches [9-13]. The basic idea un-
derlying these approaches is that sensor nodes periodi-
cally report the internal status information of themselves
to the sink, such as residual energy, node failures, link
status, neighbor list, and the like. However, regularly
sending status information from sensor nodes to the sink
requires significant communication overheads, which
would inevitably speed up the depletion of energy. Fur-
thermore, contrary to wired networks where network
measurement information can be delivered reliably, re-
ports sent from sensor nodes also suffer losses. The sink
has therefore no guarantee that it will receive up-to-date
information.

Recently, some researches have shown that application
data that sensor nodes send to the sink can be used to
measure the network itself. In 2004, G. Hartl et al. con-
sidered firstly applying network tomography in WSNs
based on data aggregation paradigm [14]. They formu-
lated loss inference as an MLE problem and presented an
inference algorithm based on the standard EM algorithm.
However, their approach requires two restrictive as-
sumptions: first, there is only one aggregation tree in the
network and second, the aggregation tree remains static
for the entire loss rate inference process. Obviously,
these assumptions limit the potential applications of their
algorithm in practice.

In 2005, Mao et al. employed the factor graph ap-
proach to solve the link loss inference problem [15]. In
2007, Li et al. formulated the problem of link loss rate
estimation as a Bayesian inference problem and a Gibbs
sampling algorithm was proposed [16]. In 2008, E. Sha-
kshuki et al. presented an inference mechanism adopting
iterative computation under Markov Chain [17]. How-
ever, these inference methods also rely on the above two
assumptions. On the other hand, there are also some
other researches on the loss inference problem in WSNs
[18-20]. However, these approaches can only used in the
situation where sensor nodes report application data to
the sink through multi-hop paths separately. Thus they
can not be applied to data aggregation paradigm.
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3. Inference Models

In this section, we develop the models which are the ba-
sis for the inference. We first model the network and
then formulate the loss performance.

3.1. Network Model

Let N = (V(N), L(N)) denote a network with sets of nodes
V(N) and the set of links L(N). The sink is denoted by s
and is assumed to have greater resources available than
the other nodes. (i, j) € L(N) denotes a directed link from
node i to node j in the network. Let ¥ denote a set of
aggregation trees embedded in N, i.e.,, VT € ¥, V(T) <
V(N) and L(T) < L(N). Note that (i, j) can appear in more
than one tree. Thus for V(i, j) € L(N), we denote ¥;; ¥
the set of trees which include link (i, j). Let (@ — p)r
denote the path from node q to node p in T and L((q —»
p)r) denote the set of links on the path. The set of chil-
dren of node i in T is denoted by d(i, T) = {k € V(T) | (k,
i) € L(T)}. Define the set of leaf nodes in T by R(T), i.e.,
R(T) = {k € V(T) | d(k, T) = &}. For Vk e V(T)\R(T), let
T(k) denote the subtree within T rooted at k. Then R(k, T)
=R(T) N V(T(k)) is defined as the set of leaf nodes which
are descended from k in T. Also, we denote the set of all
of the leaf nodes in the network by R=U;_, R(T).

3.2. Loss Model

For each link an independent Bernoulli loss process is
assumed, which is a reasonable assumption [21]. Thus
Y(i, j) € L(N) can be associated with a transmission rate
aij € (0,1). Let o;; be the probability that packets sent
from node i to node j are received successfully by j. Ac-
cordingly, the loss rate of (i, j) is , =1-«,_. The flow

of the data through an aggregation tree T therefore can be
modeled by a stochastic process Xr = (Xpq1)pgev(n):
where X, 41 € {0,1}. X, 41 = 1 means that the data sent
from node g were successfully received by intermediate
node p in the path (g — s)r. Similarly, X;q1 =0 means
that the data sent from g did not successfully reach p. Let
a = (aij)ijeLy denote the set of transmission rates for
all links.

We assume that information about which leaf nodes’
data is present in the aggregated data must also be bun-
dled into the aggregated packet. Thus for VT € ¥, con-
sider the collection of data by the sink to be an experi-
ment. Each round of data collection will be considered a
trial within this experiment. Suppose each leaf node tries
to send data in each round. The outcome of each trial
will be a record of which leaf nodes the sink received
data from in that round. It is worth noting that the infer-
ence method in [14] needs the record about all nodes in
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the network, including leaf nodes and intermediate nodes.
Therefore our method is more practical than that in [14].
In terms of the stochastic process X; defined above,
each trial outcome is a random value Xgry = (Xsk1) ker(m
e Qrm = {0,13RML Thus the overall outcome of ¥ can
be denoted by X, =U,_, X,,, . Let Qg(i) be the set of

outcomes Xger in which there is at least one node in R(i,T)
whose data were successfully received by the sink, i.e.,
Qpry (1) = {XR(T) € Qgery “Vieram) Kok :1}- M

Let ny denote the data collection rounds of T. The
probability of the ny independent observations of Xg(r) is
then

p(XR(T);a) :H::l p(XQ(T);a) )
and the probability of the observations of Xy is
p(XR;a):HTe\P p(xR(T);a)' 3

p(Xr; @) is the likelihood function, that is, the probabil-
ity that we observe the data Xg given the link transmis-
sion rates a. Therefore the problem of inferring link loss
rates from measurements at the sink can be formulated as
an MLE problem. That is, our goal is to estimate « by
a such that @ maximizes the likelihood of observing
the outcomes of Xg, i.e.,
a =argmax p(Xg;a). @
However, X is not sufficient to obtain a direct expres-
sion for p(Xg;@) and then the above equation can not be
solved directly. Fortunately, the standard EM techniques
can be applied to the data taken from all of the trees to
efficiently solve the problem. The basic idea is that
rather than performing a complicated maximization, we
“augment” the observable data with unobservable data so
that the resulting likelihood has a simpler form.

4. Inference Algorithm

In this section, we further formulate the loss inference
problem as an MLE problem with complete observations
and then efficiently solve it using the EM algorithm. We
begin by presenting some brief background information
and then apply the EM algorithm to the loss inference.

4.1. Background

The EM Algorithm is a general method for finding MLE
of parameters in statistical models, where the model de-
pends on missing data [6]. Although a problem at first
sight may not appear to be an incomplete-data one (as it
is in our case), there may be much to be gained computa-
tion-wise by artificially formulating it as such to facili-
tate MLE. For many statistical problems, the complete-
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data likelihood has a nice form.

To be more specific, the EM algorithm attempts to
find an estimate, &, of parameter o from the complete
data X, i.e.,

a =argmax p(X.;a). (5)

Beginning with an arbitrary initial assignment, /%, the
EM algorithm is iterative and alternates until conver-
gence. On each iteration, there are two steps—called the
Expectation (E) step and the Maximization (M) step.
Hence the name EM algorithm is given to this class of
techniques. The E-Step computes the conditional ex-
pected value of the complete data likelihood given the
observed data, under the probability law induced by the
current estimates of ¢, i.e.,

Qar &) =E i [P(Xe; @) | Xogs ], (6)

where @ s the current estimates of o and X is the
observable data. In the M-Step, the expected complete
data likelihood function is maximized with respect to «
to obtain the new estimates, i.e.,

a™ =argmaxQ(a | &). (7

4.2. Application to Loss Inference

In our loss inference problem, the observable data, Xops,
is Xg. Following the method in the above section, we
augment the actual observations with the unobservable
observations at the interior nodes. To be more specific,
for VT e W, it is assumed that for V(i, j) € L(T), we can
observe at node j whether the packets sent from node i
successfully reach j in every round of data collection. In
terms of the stochastic process X defined in Subsection
3.2, the complete data of T are X¢m = (Xji1)j)<Lm)- Base
on the independent Bernoulli distribution assumption in
Subsection 3.2, therefore, it is easy to realize that the
likelihood function of X,y can be written as

) njiT =N
cm)y %)= i, p)eL(T i,J'IT Rl "

where njir is the number of those outcomes of X;;r
whose value is equal to 1. Similarly to (3), the likelihood
function of the complete data of P, X; = (X¢m)rew, is

p(Xe;@) =], PXerys ). ©9)
It is convenient to work with the log-likelihood func-
tion, £ (X;;) = log p(X.; @), which is given by

L(X ;a)= Z ( Z Nt loga

(i, ))eL(N) Te¥;;

+( z N, — Z nj,i,T)IOQO_‘i,j)- (10)

Te‘i—’i’j Te‘i—’i’j
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It can be seen from Subsection 4.1 that the key of the
EM algorithm is to compute the conditional expectation
of the complete data likelihood. Based on (6) and (10),
we can obtain

Qa| &(t)) = E&(t) [L(X ;) | Xg]

= Z (z ﬁj,i,T log «; ;

(i, ))eL(N) Te¥;

+( Z N — Z ﬁj,i,T)|090_‘i,j): (11)

Te¥j Te¥j

where n,;;; is the conditional expectation of n;;r given
the observable data Xge under the probability law in-
duced by a®,i.e.,

ﬁj,i,T = Ed(t) [nir [ Xem]- (12)
Remember that
Njir = :leTi,T- (13)

Thus we have

ﬁj,i,T = :le,;,(r) [Xiir =1 Xy = Xeem]
= > n (Xery)P.o
XR(T) €QR(T) (14)

[Xir =1 Xy =X 1;

where nr(Xg(ty) denotes the number of collection
rounds for which the outcome xgr) is obtained. Then the
problem is turned into the computation of the conditional
probability, P [X;;r =1| Xgqry =Xz To facilitate

the computation, we divide the set of outcomes xg(r) into
two groups:

1) Xr(T) € QR(T)(i)

This group of outcomes implies that there is at least
one node in R(i,T) whose data are aggregated at node i
and then successfully received by the sink through path (i
— S)r. This clearly indicates that node j successfully re-
ceived data from node i, and hence

P&(t)[xj,i,T =1 Xaery = Xeerys Xrery € Qrery (D1=1.(15)

2) Xxm € Qra)\Qrm(i)

This group of outcomes suggests that there is none of
nodes in R(i,T) whose data successfully reached the sink.
Obviously, this does not indicate whether node j suc-
cessfully received data from node i. Thus we divide this
group of outcomes into two categories and handle them
accordingly (for clarity, let X5 denote the situation
X = Xy = Xrry Xremy € Qrm)\Qr(ry(1)}):

a. There is at least one node in R(i,T) whose data reach
node i, i.e., V,gam Xixr =1. In this case, the data

should reach node j and then be lost on path (j — 9)r.
Thus,
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m[X |VkeR(|T) —1]

_ 5 ~ 16

e T A (19
(p.9)eL((j—>s)r)

b. There is none of nodes in R(i,T) whose data reach
node i, i.e., Vi pir) Xixr =0. In this case, the value of

X;it is independent of Xz and depends only on the per-
formance of link (i,j). Thus

(t)[x |VkeR(|T) +=0] —a(t) a7

For VieV(T)\R(T), define A(i,T) to be the probability
that there is at least one node in R(i,T) whose data reach
node i, i.e.,

BA,T)=P 0] [Vierimy Xigr =11 (18)

Based on the formula of total probability, therefore,
for Xr(m) € QR(T)\QR(T)(i)v we obtain

(,,[XQ] P m[xg | i, T :1]',30,-'_)
+ Py [Xg | wr =01 BGT). (19

ke R(. T)

kR( )

B3, T)=1-4(i,T) is the probability that i does not
receive data from any node in R(i,T). This means that i
does not receive data from any leaf node descended from
all of i’s children, namely from R(q,T), q € d(i,T). For
any R(q), there are two reasons that i does not receive
data from it, one is that q does not receive data from any
node in R(qg), the other is that g receives data from R(q),
but the data are lost on link (qg,i). Thus for Vi e V(T)\
R(T), the following recursive equation can be obtained,

BGT)=TT,00m, B@T)+A@T)-A-ED). (20

Using (20) we can recursively compute /(i,T) for Vi

V(T) based on a® (for Vi e R(T), Ai,T) = 1).
While combining(14), (15), and (19), we can work out

ﬁj,i,T and then use (11) to compute the conditional ex-

pectation of the complete data likelihood, Q(«x|a®).
For the M-Step of the EM algorithm, maximization of
Q(a|a) istrivial, as the stationary point conditions

Q(a]a")

Gaiyj

=0, () eL(N). 1)

immediately yield

. Drew, Nt -
G :ZT:WI—J C (L) elN). (22
TeYj
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4.3. Algorithm Description

The algorithm starts with an arbitrary initial assignment

of link transmission rates, @® . Simulations suggest that
the values that the algorithm converges to are independ-
ent of initial values, which is a property of the EM algo-
rithm. Then the E-step and M-step are iterated until the
inferred transmission rate of each link changes by less
than a termination criterion between consecutive itera-
tions. Finally, the algorithm use a threshold t; to decide
whether a link is lossy. That is, for V(i, j) € L(N), if
&i,j lies below t,, (i, j) is added to the solution set of lossy

links, X, which originally is empty. The algorithm is
presented in Table 1.

5. Simulation

5.1. Simulation Setup

The algorithm is simulated over OMNeT++ network
simulator. Random networks consisting of 500, 1000 and
2000 nodes (N500, N1000 and N2000) are generated.
Furthermore, two different distributions are used for ass-
igning loss rates to links. The first loss distribution (LD1)
is a random selection model, where the intended link loss
rate is selected randomly in the interval [0.01, 0.4]. In the
second loss distribution (LD2), link transmission rates
are drawn from a distribution with probability density
function f(e) = Ad/™, for 0 < < 1 parameterized by A >
1. The expected value of this random variable is A/(1 +
A). In our simulations, A is chosen as 4 so that the ex-
pected link loss rate is 0.2.

Table 1. The description of the EM algorithm.

/Nnput:

/I Network model N = (V, L)

/I Observations at the sink, Xg

/I Data collection round of each tree, i.e., (N1)7cy

//Output:

/I The set of lossy links X

1. Initialization. Select the initial link transmission rates
a;

2. Expectation. Given the current estimate &® , compute the
conditional expectation of the log-likelihood given the ob-
servable data Xz under the probability law induced by
&® using (11) ~ (20);

3. Maximization. The conditional expectation is maximized
to obtain the new estimates &V, which is given by (22);

4. Iteration. Iterate steps 2 and 3 until a termination criterion
is satisfied. Setg = 4", where | is the terminal number of
iterations;

5. Decision. for V(i, j)eL(N)

if g}i_j <t then add (i, j)to X
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We say a link is lossy if its transmission rate lies be-
low 0.8 (i.e., its loss rate is above 0.2); otherwise, it is
normal. The termination criterion of the algorithm is
chosen as 0.0001. Moreover, the performance of the al-
gorithm is evaluated using two metrics: the detection rate
(DR), which is the percentage of links that are correctly
inferred as lossy, and the false positive rate (FPR), which
is the percentage of links that are normal but are inferred

as lossy. With F denoting the set of the actual lossy links

and X the set of links identified as lossy by the algorithm,
these two rates are given by:

DR =|FNX|/F;FPR=| X\ F|/X.

5.2. Simulations in Periodic Data Collection
Scenarios

The algorithm is first evaluated in periodic data collec-
tion scenarios. In this group of simulations, one random
tree topology is generated in every network. The bra-
nching ratio at each non-leaf node is randomly chosen
between 1 and an upper bound of 10. The data collection
rounds in each simulation are chosen as 200 and the al-
gorithm is performed every 20 rounds to observe its
convergent tendency.

Figure 2 and Figure 3 plot DR and FPR of the algo-
rithm with LD1 and LD2 respectively. We observe that
the algorithm is quite insensitive to different loss distri-
butions. We also note that the algorithm shows good
scalability. As the network size increases, the algorithm
has high DR and low FPR and the accuracy slightly de-
creases. Furthermore, we observe the accuracy increases
as the data collection rounds increases and the algorithm
converges fast: when the data collection rounds reach
100, DR is about 0.9 and FPR is about 0.1.
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: e : : : :
0.8F---- S e
. . . . . .| —m—n500, DR
. . . . . . | —m—N500, FPR
. . . . . . | —A-N1000,DR
06 b ... |-a-nN1000,FPR | |
x Y : . : : . :
@ —m—N2000, DR
I —m—N2000, FPR
T ) .
f=
o 0dp---- PEREES: R RRRRTFIRREE R REE el
Q . . . . . . . .
02L----- e N e e o
i . : : : . ; .
l\—\i\ . .
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0.0 i

20 40 60 80 100 120 140 160 180 200
Data collection rounds

Figure 2. DR and FPR with LD1.
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Figure 4 shows how accurate the inference is when
the links are rank ordered based on our “confidence” in
the inference. We quantify the confidence as the inferred
loss rates of the links. The links in N1000 with LD2 are
considered in the order of decreasing inferred values (the
data collection rounds are 100). We plot 3 curves: the
true number of lossy links in the set of links considered
up to that point, the number of correct inferences, and the
number of false positives. We note that the confidence
rating assigned by the algorithm works very well. There
are zero false positives for the top 112 rank ordered links.
Moreover, each of the first 346 true lossy links in the
rank ordered list is correctly identified as lossy (i.e., none
of these true lossy links is “missed”). These results sug-
gest that the confidence estimate of the algorithm can be
used to rank the order of the inferred lossy links so that
the top few inferences are (almost) perfectly accurate.
This is likely to be useful in a practical setting where we
may want to identify at least a small number of lossy
links with certainty so that corrective action can be
taken.
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Figure 3. DR and FPR with LD2.
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Figure 4. The links are rank ordered based on inference con-
fidence (N1000, LD2, 100 collection rounds).
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5.3. Simulations in Events Detection Scenarios

In this section, the algorithm is evaluated in events de-
tection scenarios. The experimental setup of this group of
simulations is as follows. The networks are randomly
placed in a square area of D size and the sink is located
at the upper left corner of the area. The communication
radius of sensor nodes is set as 0.05D. In each experi-
ment, 100 events randomly happen one after another in
the area with the event range S. For each event, a data
aggregation tree is constructed using the greedy incre-
mental tree algorithm proposed in [22] to transmit the
event information to the sink. See Figure 1. After data
collection, the algorithm is performed on the observa-
tions of all trees to obtain the combined results.

The simulations are divided into two groups. The first
group of simulations is used to evaluate the convergence
of the algorithm in events detection scenarios. In this
group the data collection rounds of each aggregation tree
are selected randomly in [0, 50], [50, 100] or [100, 150]
and the event ranges are set as 0.1D. The second group is
used to investigate the performance of our algorithm
with different scales of aggregation trees in events detec-
tion scenarios. In this group the event ranges vary be-
tween 0.05D, 0.1D and 0.15D while the data collection
rounds of each aggregation tree are uniformly distributed
in [50, 100].

Figure 5 and Figure 6 depict the simulation results of
the first group of experiments. The figures suggest that
the algorithm is also robust against different loss distrib-
utions and scales well. Furthermore, the algorithm shows
good convergence: even through the collection rounds of
each tree are less than 50, the algorithm still has high DR
and low FPR. The underlying reason for this success can
be attributed to the fact that for the links that are con-
tained by more than one trees, the algorithm can combine
more observations and therefore the results are more
accurate.

The simulation results of the second group of experi-
ments are illustrated in Figure 7 and Figure 8. We also
note that the algorithm performs similarly under different
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o
o
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o
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o
IN)

0.0
100 ~ 200

Data collection rounds

Figure 5. DR and FPR with different data collection rounds
of each aggregation tree (LD1).
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Figure 6. DR and FPR with different data collection rounds
of each aggregation tree (LD2).
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Figure 7. DR and FPR with different event ranges (LD1).
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Figure 8. DR and FPR with different event ranges (LD2).

network scales and loss distributions. Moreover, we obs-
erve that its accuracy increases as evnt range, S, inc-
reases. The number of the links that shared by multiple
trees will increase when S increase. Thus the algorithm
can perform more accurately by combining more obser-
vations.

6. Conclusions
In this paper we consider the problem of inferring link

loss rates from the application traffic between sensor no-
des and the sink taken from a collection of aggregation
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trees. Based on the data aggregation communication par-
adigm, we propose a practical loss performance infer-
ence algorithm using the standard Expectation-Maximi-
zation (EM) techniques. Our algorithm simply observes
the application traffic of the network and handles well
topology changes. Therefore, our approach is applicable
not only to periodic data collection scenarios but also to
events detection scenarios. Via simulations varying be-
tween different network scales, application scenarios,
loss distributions, it can be observed that the algorithm
converges fast and exhibits good scalability and stability.
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Abstract

The energy industry and in particular the Oil Refineries are extremely important elements in Iraq’s infra-
structure. A terrorist attack on one oil refinery will have a catastrophic impact on oil production and the
whole economy. It can also cause serious damage to the environment and even losses of human lives. The
security of information systems and industrial control systems such as Supervisory Control and Data Acqui-
sition (SCADA) systems and Distributed Control System (DCS) used in the oil industry is a major part of
infrastructure protection strategy. This paper describes an attempt to use several security procedures to de-
sign a secure, robust system for the SCADA and DCS systems currently in use in the North Qil Refinery in

the city of Baiji located in northern Irag.

Keywords: DCS, SCADA, Security, Encryption, Internet, Public Key, DMZ, Data Security

1. Introduction

The increased use of computer network in control sys-
tems and the use of internet as communication backbone
have brought benefits in communication and for the pro-
cess control in general. The ability to share information,
making decision concerning production stoking and dis-
tribution has been greatly improved [1]. New informa-
tion technologies have recently been introduced for con-
trol system based on open standards like Visual Basic,
Java, Open Database Connectivity (ODBC), Ethernet
communication and finally the use of internet based con-
trol system. Internet or web based control system uses
some internet protocols in the application layer to moni-
tor and control plants at a distance. Older control systems
were based on closed protocols implemented by vendors
of SCADA, DCS, and Programmable Logic Controller
(PLC) systems. However, the new common technology
and the use of internet introduced many challenges in the
area of security, such as cyber threats [2].

The North Oil Refinery in Baiji is a large industrial
complex located on various sites scattered around the
city of Baiji, north of Baghdad. This complex comprises
four basic big refineries: 1) Salah Aldine-1, 2) Salah Al-
dine-2, 3) North, and 4) Chemical Products. All these
refineries are functioning under the same direction and
are technically sported by unified sections. Each ref-
inery unit has many DCS systems controlling several
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chemical processes. These processes are independent of
each other and are situated at different geographical lo-
cations. Each DCS acts as standalone control system
with its private communication network and local control
room (LCR).

DCS systems in operation are based on new informa-
tion technology (IT) with open standards such as TCP/IP
protocols using fiber optic Ethernet for data transmission
between field and LCR. The refineries direction begins a
new project to connect all DCS systems to a Central
Control Room (CCR) via intranet. Local server of each
DCS will be connected to system server located at the
CCR. System server will be connected to the Internet as
part of web based control system of the refineries.

Multi-layered security system is suggested for Baiji
Oil Refineries. This strategy of security will be based on
the “ring of defense” around each local network of each
DCS and also around the overall corporate intranet
(which will be similar to SCADA system) [2].

The suggested security system can also be used for
other SCADA systems in general like those used in Ele-
ctrical Power Plants, Water Purification and many other
Oil Industries.

2. Networking DCS’s

The model to be adopted in this work is to consider each
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DCS system as a node or “station” of a global SCADA
system in the perspective of grouping all LCR of all
DCS's of the North Refineries in the CCR. CCR will be
the central control of the overall SCADA system. Each
DCS will keep its local server, local database, and local
LCR, and will be connected to the CCR via appropriate
communication links.

The connection of local servers to the system server
(or web server) of SCADA system located at the CCR is
made via corporate intranet as depicted in Figure 1.
Communication links between LCR sites and CCR can
be accomplished by fiber optics, coaxial cable or wire-
less links regarding several factors related to topology,
geography, and required bandwidth. Reliability, avail-
ability and redundancy are major factors for the design of
network topology. System database and all local data-
bases use the same standard SQL database. The system
database is located near the system server at the interface
zone between corporate intranet and the internet. This
location is chosen at the border of the system to mini-
mize the risk of unauthorized intruder. The topology
definition and the reliability of the communication net-
work are not a part of this work.

3. Security Strategy

The similarity of the new SCADA system and the ordi-
nary IT system leads to the adoption of the same security
approach used in computer communication network. The
principal of networks separation into “rusted network”
and “non-trusted network” fit perfectly for securing
SCADA systems [3]. The ring of defense (multi-layer
security system) will be implemented using various
techniques, which are cited as the principal countermea-
sure for securing SCADA [4]. The goal of such model
will be the repetition of countermeasures to enhance the
global system security as shown in Figure 2.

Figure 1. Networking DCS’s.

Copyright © 2010 SciRes.

Each layer will acts against one or more of possible
security challenges. There exist many cyber threats fac-
ing control systems as cited in Table 1 [5]. Each security
layer will be part of the defense on depth against threats.

The possible attack will be considered from the exter-
nal non trusted network (the Internet) in the direction of
the internal trusted network (the corporate intranet).

The Internet
Non-trusted net.

/ Medium trust \

DCS network
Trusted net.

Refinery
intranet

(1) Enerypted authentication

(2) Data eneryption

]

(3) Security policles
(4) Demilitarized zone (DMZ)

(6) Applications

(7) DCS DMZ

Atrack direction

I JLJL_JL_JL_J LJ

[
L
I
L
(
I
| (5) Proxy server
(
[

(8) Data eneryption intern to DCS

<

Figure 2. Ring of defense.

Table 1. Correlation of security threats and properties.

Properties Cyber threats Importance
Message Eavesdropping Low
confidentiality Traffic analysis Low
Message Message modification High
integrity False message injection High
Message .
freshness Message replay High
Denial-of-service Middle
Availability
Malicious codes Middle
Source Masquerade High
authentication Unauthorized access Middle
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The compatibility of countermeasures like encryption
standards, firewall, antivirus, intrusion detection techni-
ques will be accomplished by the use of standardized
techniques. Each DCS system can be isolated immedi-
ately from the SCADA network and then be controlled
locally if needed. The connection or the disabling of
connection of one DCS can be made locally or from the
CCR by some fixed authorization protocol. The connec-
tion of DCS system to the CCR server and then to the
internet will be subject to several layers of security de-
fense rings as illustrated in Figure 3. Between each DCS
system and the corporate intranet network a demilitarized
zone (DMZ) is used where the local server and database
of DCS reside. The global SCADA system is connected
to the internet via another DMZ. To login from browser
to the SCADA intranet an original process of encrypted
authentication and digital signature is implemented.

3.1. Encrypted Authentication

It is the first security stage for an external client. An origi-
nal authentication process is developed based on asym-
metric key encryption algorithm as shown in Figure 4.
The RSA algorithm is used to encrypt the password two
times for the implementation of authentication and the
secrecy of password [3,6].

7~ N\
KA
£ )
Liﬁ
dargbase
DCS
DCS router
Inner firewall ~ server  Quter firewall
DCS DCS
A J
To Internet
router
Systemyserver
Outer firewall ¢  Innerfirewall
SCADA SCADA
v ]
N’
System
database

Figure 3. Security layers from DCS to internet.
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Browser side

The browser writes the password and username

A4

Eneoding the password

A 4

Eneiphering the result with the browser private key
and then again with public key of the server

v

Sending the message
(Authentication + confidentiality)

Internet

Server side

The server checks the username, finds the
corresponding public key of the browser

A 4

The server receives the encrypted password

\ 4

Decryption with server private key and again
Decryption the result with browser public key

A 4

Compare the password with that in the server

A 4

Sene an acknowledgment to the browser as accept
for communication

Figure 4. Authentication process.

The implementation of public key algorithm was made
with two key groups (e;,d;), and (e, d,), where ey is the
public key of the first key group, d; is the private of
browser (personal private key), e, is the second public
key, and d, is the private key of server.

The method of defining these keys, and the encryption
algorithm is as follows:

Choose two large prime numbers (p and q), let:

n=pxq @
The function g(n) is the number of numbers less than
(n) with no factors in common with (n).
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Choose an integer number e, (e < n) relatively prime
to S(n). Find second integer (d) such that

{e x d mod B(n) = 1}

Then, the Public Key = (e, n)

The Private Key = (d, n)

The encryption function of RSA for a plain text (M) is
(C) such that:

C=M%mod n 2)
Then, the recovered plain text (M) is:
M=C®modn (3)

If (e) is used instead of (d) for the encryption of equa-
tion (2), then (d) will be used for the decryption in Equa-
tion (3).

The password will be encoded using ASCII code or
other encoding system. Each byte will be encrypted two
times: the first with (d;) and the second with (e,) This
will ensure both secrecy and authentication of the pass-
word. At the server side, the reverse process is executed.
The received cipher password will be first decrypted
using (d,) and then (e;) in order to get the original plain
text password.

The result will be compared to usernames table in the
server. If matching is achieved then the server will open
a communication channel and begin responding to brow-
ser requests.

3.2. Data Encryption

To protect SCADA system already connected to the in-
ternet and its data from unauthorized accesses many al-
gorithms for data protection exist. In this work two en-
cryption algorithms are used to encrypt data.

1) Encryption-1(security layer 2): This encryption al-
gorithm used to encrypt data over the Internet. We pro-
pose to use the Secure And Fast Encryption Routine
(SAFER+), which is one of the known symmetric key
algorithms that accomplishes requirements for real time
data encryption. The SAFER+ was designed by James
Messey for Cylink Corporation in 1998 as the new algo-
rithm of SAFER family (safer-64, safer-128...) [7]. It was
one of the candidates of the Advanced Encryption Stan-
dard (AES) chosen for its good hardware-software tra-
deoff orientation, simplicity, high throughput compared
to other algorithms, and low memory requirement [8],
[9]. Also, this algorithm brought attention recently by the
use in as security measure in Bluetooth and wireless
communication [10,11].

A detailed analysis of maximum bit rate for one DCS
proves that SAFER+ fits well for the encryption of data
over Internet to get the required real data transmission.
SAFER+ is published with three options, 128 bits, 192,
bits and, 256 bits key lengths. All three options are used
to encrypt 16-byte plaintext. The plaintext block then
passes through R rounds of encryption where R is deter-
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mined by the key length chosen for encryption in the
following manner:

o If key length = 128 bits then R = 8 rounds.

o If key length = 192 bits then R = 12 rounds.

o If key length = 256 bits then R = 16 rounds.

Our choice was the adoption of SAFER+ with 128 bits
key length as other key lengths were found with certain
key weaknesses [12]. Also, by increasing key length
more computation time is needed related to rounds num-
ber which will affect the assumption of real data trans-
mission in control system.

This algorithm will be implemented as hardware in the
server side and portable software in the client side. If
there is wireless link between two sites interior to the
corporate intranet, SAFER+ must be used with hardware
encryption decryption processes. SAFER+ algorithm is
divided into three blocks: the key scheduling, encryption
process, and decryption process. Programming is accom-
plished using Turbo Pascal.

2) Encryption-2 (security layer 8): This algorithm is
used to encrypt data over the network of one DCS. This
algorithm is not a part of this work but we can use the
American Gas Association (AGA) standard which is
proven to be a good choice for data over DCS network
when dealing with protocols such as MODBUS or DNP3
[13]. In this work we found that securing data over the
DCS network has no significant impact to enhance the
security of overall system because all DCS system are
well physically protected in isolated areas and we take
care about data security when data circulate outside DCS
network by other countermeasures. This encryption pro-
cedure is mentioned here merely for other case studies
with other compromises and challenges related to other
situations.

3.3. SAFER+ Encryption/Decryption

Giving the 16-byte key (128 bits), SAFER+ begin by
calculating a set of 17 keys each with same length 16
bytes. The calculation uses sample arithmetic and logic
functions like bit rotation, bit-by-bit exclusive-or of
bytes, modulo 256 addition of bytes, and selection byte
process.

The 17 sets of keys are used in the encryption rounds.
Two keys are used for each round. Round (i) uses key
K1 and Ky At the end of 8 rounds key K is used for
the output operation which is the output transformation.
The output transformation uses bit-by-bit exclusive-or of
bytes and modulo 256 byte addition as shown in Figure 5.
At the reception the reverse process is used for decrypt-
ing the cipher text. Beginning by the input transforma-
tion, Key K7 is used. The input transformation uses
same functions of the output transformation but with
modulo 256 subtraction of bytes instead of addition of
bytes. Each encryption round (i) begin by the bit-by-bit
Xor of bytes, and modulo 256 addition of bytes for the
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key K1 to the input 16-byte of the round Figure 6. The
16-bytes result are then fed to a layer of nonlinear func-
tion. The value x of byte j is converted to 45 mod 257
forj=1,4,5,8,09, 12, 13, and 16 (with the convention
that when x = 128, then 45 mod 257 = 256 is repre-
sented by a 0). The value x of byte j is converted to
logss(x) for j = 2, 3, 6, 7, 10, 11, 14, and 15 (with con-
vention that when x = 0, then log,s0 = 128). The output
of the nonlinear layer is then subject to same addition
and Xor operation similar to the first block with key K.
At the end of round (i), a block of matrix multiplication
is used. The 16 bytes are multiplied by matrix T in mod
256 arithmetic. T is a 16 x 16 predefined matrix.

The operations in the decryption round are simply
conducted in reverse order to the operations from the
encryption round.

The first operation in the decryption round (i), is to
post multiply the 16-byte round input by matrix T,
which is the modulo 256 inverse of T to give the 16-byte
result (S). The first round sub key Kig.oisa, is then “sub-
tracted” from (S) in the manner that the round sub key
bytes 1, 4, 5, 8, 9, 12, 13, and 16 are subtracted modulo
256 from the corresponding bytes of (S), while round sub
key bytes 2, 3, 6, 7, 10, 11, 14, and 15 are added
bit-by-bit modulo 2 to the corresponding bytes of (S).
The 16-byte result is then processed nonlinearly in the
manner that the value x of byte j is converted to 10gss(x)
for bytes j =1, 4,5, 8, 9, 12, 13, and 16 (with the con-
vention that when x = 0, logss0 = 128). Forj =2, 3, 6, 7,
10, 11, 14, and 15, the value x is converted to 45" mod

16-Byte input plain text

A

Ksir and Ky; SAFER+
P> single round

Round (i)
Key - E’
2

@ | -
Ky Output transformation
v Mixed xor/byte addition

\ 4
16-Byte output cipher text

Figure 5. SAFER+ encryption process.
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Round (i) input 16-bytes
Bl B2 B3 B4 B5 B6 B7 B8
B9 B10 Bl1ll Bl12 B13 B14 B15 B16

xor add add xor xor add add xor
xor add add xor xor add add xor

BL B2 B3 B4 B5 B6 B7 B8 Kars
B9 B10 B11 B12 B13 B14 B15 B16
\
exp log log exp exp log log exp
exp log log exp exp log log exp
Bl B2 B3 B4 B5 B6 B7 B8
B9 B10 Bl1ll1 Bl12 B13 Bl14 B15 B16
\
xor add add xor xor add add xor
xor add add xor xor add add xor K
Bl B2 B3 B4 B5 B6 B7 B8 2l
B9 B10 Bl11 B12 B13 Bl14 B15 B16

Multiplication of 16-byte by T (16*16
Matrix) in mod 256 arithmetie
Bl B2 B3 B4 B5 B6 B7 B8
B9 B10 Bl11 B12 B13 B14 B15 B16

Round (i) output 16-bytes
Bl B2 B3 B4 B5 B6 B7 B8
B9 B10 Bl11 Bl12 B13 B14 B15 B16

Figure 6. Encryption round (i).

257 (with the convention that when x = 128, 45" mod
257 = 256 round sub key Kigoi.1, IS then “subtracted”
from the 16-byte result in the manner that the round sub
key bytes 1, 4, 5, 8, 9, 12, 13, and 16 are added bit-by-bit
modulo 2 to the corresponding input bytes. Sub key
bytes 2, 3, 6, 7, 10, 11, 14, and 15 are subtracted modulo
256 from the corresponding input bytes to produce the
16-byte output of the round.

3.4. Demilitarized Zone (DMZ)

DMZ is a good technique for securing communication
network based on the principal of “networks separation
strategy”, between trusted network (like DCS LAN) and
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another network with less level of trust [1,3]. In the
DMZ the server and database reside in safe place, see
Figure 3. Proxy server and application action like anti-
virus are also deployed in the DMZ. In this work a dou-
ble protection is found by the use of two DMZs. The first
is as a security interface between SCADA system and the
external non-trusted Internet (security layer 4), while the
second is between the DCS trusted network and the less
trusted corporate intranet for SCADA (security layer 7).
DMZ is a zone between an inner firewall and an outer
firewall. This firewall, properly configured, can protect
passwords, IP addresses, and files. Firewall acts as a fil-
ter that permits the data to enter from certain ports and
blocks others. At the DMZ output a router is used as
border router to route information to correct destination.

3.5. Security Policies

Security policies must be fixed by the security committee
of the enterprise. Correct procedure of effective policies
can reduce violation of security rules. Training personnel
at the vocation of security can increase the defense in
depth strategy. Developing documentation and well de-

fining the access authorization will be a very active point.

The choice of password must be as random as possible
with at least ten characters, including symbols and num-
bers.

In this work all the required information of the group
of DCS in the North Oil Refinery will be available in the
system server in the master DMZ (between corporate
network and the internet).

4. Simulation Results

RSA and SAFER+ encryption algorithms are implemen-
ted in Turbo Pascal language. As example to show how
the encrypted authentication will be calculated. Let the
password be chosen as the random word ‘playmyaudio’.
Encoding this password with simple code from 01 for (a)
to 26 for (z), will give:

M =16, 12,1, 25,13, 25,1, 21, 4, 9, 15.

C will be composed by the same number of 11 bytes.
Consider for our example the following values for the
keys are taken:

91:13,d1:53,92:37,d2:17,n:77
Using equation (2) twice with browser private key d;
and then with server public key e, the cipher text will be:
(16°* mod 77)*" mod 77 = 60
(12°* mod 77)* mod 77 = 45
For the same for other bytes, we have:
C =60, 45, 1,58, 13, 58, 1, 21, 37, 53, 15.
At the server, the received cipher text will be con-
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verted back to the original password using Equation (3)
twice:

(60" mod 77)*" mod 77 = 16
(45" mod 77)* mod 77 = 12
So on for other bytes to get the original password:
M =16, 12,1, 25,13, 25, 1, 21, 4, 9, 15.

The use of double RSA encryption procedure will
gives both authentication and secrecy.

SAFER+ algorithm uses matrix to represent the 17-
sub keys (17 x 16 matrix).given the secrete key (K,) as
series of 16 bytes, the 16 other keys, each of 16 bytes
will be generated. The calculation of each round is made
using iterative process and many preprogrammed proce-
dure (for Xor, Exp, log..).

As an example for the encryption/decryption process,
let the 16 byte user selected input key (secrete key) be:
41, 35, 190, 132, 225, 108, 214, 174, 82, 144, 73, 241,
241, 187, 233, 235.

After the execution of key schedule procedure of Fig-
ure 7, for 128 bit key we have the (17 x 16) matrix
which represents the 17 sub keys each of length 16 bytes
(128 hits). Each key is represented by a row, where row
(1) represents K; (the secrete key), to row (17) which
represents Ki;, this will give the matrix (K) shown in
Figure 8. The resulting 17 sub keys and the plain text are
used to generate the cipher text as presented in Figure 5.

The plain text block input (16 byte plain text) = 179,
166, 219, 60, 135, 12, 62, 153, 36, 94, 13, 28, 6, 183, 71,
222,

The resulting cipher text will be = 224, 31, 182, 10, 12,
255, 84, 70, 127, 13, 89, 249, 9, 57, 165, 220.

The predefined bias matrix (B) is given as (16 x 16)
matrix as input to generate sub key matrix [7]. This pro-
cedure will be used to encrypt input data by block of 16
bytes at a time. The schedule procedure will be executed
next time when the secrete key is changed to find the
new matrix (K).

5. Conclusions

The use of open standard improves the control operations
by improving the possibility of interconnecting many
systems from different vendors together without restrict-
ions in term of standards. Action for the security of SC-
ADA system must be up to date regarding the continued
advances in information technology. Care must be taken
for the use of latest version of antivirus, and intrusion
detection programs. Symmetric encryption algorithms
can be used to encrypt data over internet for SCADA
system if the required bit rate is accomplished. SAFER+
algorithm can accomplish the real data transmission re-
quirement. Using SAFER+ give us the possibility to en-
crypt data by software or hardware implementations.
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Enter the key Ki:  By1,By2...By16

Byl By2 By3 By4 By5 By6 By7 By8 By9 By10 By11 By12 By13 By14
By15 By16

Composition of By17 bit by bit
By17 = sum (By1..By16) bit by bit mod 2

Rotate each byte left by 3bits position
By(1) By(2) By(3) By(4) By(5) By(6) By(7) By(8)become
By(4) By(5) By(6) By(7) By(8) By(1) By(2) By(3) for all 17 bytes

Rotate each byte left by 3 bits position

Byl By2 By3 By4 By5 By6 By7 By8 By9 By10 Byl1l By12 By13 Byl4
By15 By16 By(17)

Rotate each byte left by 3 bits position

Byl By2 By3 By4 By5 By6 By7 By8 By9 By10 By11 By12 By13 Byl4
By15 By16 By(17)

AL.

Figure 7. Sub keys generation process.

[41 35 190 132 225 108 214 174 82 144
95 140 213 201 6 109 133 156 73 129
155 204 34 225 28 64 236 49 74 22
147 134 176 54 199 141 87 219 38 162
123 29 255 9 250 122 240 218 65 124
96 204 15 93 122 189 245 243 244 52
5 190 201 32 12 248 157 109 168 81
15 26 46 250 110 124 137 222 74 13
K=207 61 251 224 179 66 183 96 253 60
68 215 94 56 94 49 35 230 120 133
78 156 190 181 130 222 6 159 38 59
221 238 152 211 241 232 248 255 101 167
55 111 165 66 105 237 214 179 86 233
34 65 73 224 185 205 107 140 123 117
212 162 91 17 41 175 56 251 163 238
51 1 59 215 18 174 202 253 151 91
127 111 186 111 62 132 35 230 184 23

Select key
K;=123...16
Byte: 2,3..17
Byte: 3,4..17,1
Byte: 17,1,2..15
73 241 241 187
66 88 55 119
114 92 224 214
98 167 109 138
92 57 59 43
219 76 177 210
214 221 102 105
5 12 134 18
37 78 211 15
111 195 97 68
53 238 123 180
37 36 134 238
14 214 53 115
55 254 4 179
13 249 50 54
101 89 167 98
199 252 186 75

Figure 8. Sub key matrix (K).
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K1

Mod
256

B2

Mod
256

B3

Mod
256

[B17

233 135
11 35
2 135
186 230
149 127
163 209
53 81
149 185
222 9
203 173
138 107
244 243
165 201
82 236
180 74
148 104

227 149 |

Kz

Ks
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The use of computer network protection can be very
useful in SCADA like DMZ, and network segmentation
from the trust point of view. Layered strategy is a good
method to secure SCADA, DCS and control systems in
general. The use of different layered actions against cy-
ber threats makes the defense in depth active. Authenti-
cation is one of most used and active countermeasure for
security in control systems. The use of RSA public key
algorithm for encrypt password will ensure security and
authenticity.
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Abstract

This paper presents a novel real-time routing protocol, called CBRR, with less energy consumption for wire-
less sensor networks (WSNs). End-to-End real-time requirements are fulfilled with speed or delay constraint
at each hop through integrating the contention and neighbor table mechanisms. More precisely, CBRR main-
tains a neighbor table via the contention mechanism being dependent on wireless broadcast instead of bea-
cons. Comprehensive simulations show that CBRR can not only achieve higher performance in static net-
works, but also work well for dynamic networks.

Keywords: Wireless Sensor Network, Real-Time Routing Protocol, Contention-Based Scheme, Beaconless

1. Introduction

WSNs are comprised of tiny, low power sensor nodes,
which are densely deployed in a monitored area and coll-
aborate to forward the sensed data to a base station thr-
ough multiple hops. WSNs can be widely used in many
applications, such as environmental monitoring, military
surveillance, disaster recovery, and healthcare related
applications [1]. However, many mission-critical appli-
cations require that WSNs can guarantee the satisfied
quality of service (QoS), especially with real-time con-
straints. e.g., in forest fire detection, the abnormal tem-
perature information should be delivered to a base station
as soon as possible. Otherwise, the outdated data will be
irrelevant and even have negative effects on the applica-
tions.

WSNSs have particular features different from other wi-
reless networks [2-4]. Firstly, each sensor node has se-
vere resource constraints on bandwidth, memory, proc-
essing capability, and especially energy. Secondly, the
number of sensor nodes is very large and the nodes are
always densely deployed. Thirdly, it has been recognized
that the network topologies of WSNs may change con-
stantly due to sleep policy, node mobility, node failure,
and so on. The features mentioned above will pose chal-
lenges to fulfill the real-time requirements.

*This work is supported by Nature Science Foundation of China under
Grant 60775055 and Guangdong Nature Science Foundation of China
under Grant 06023190.
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Due to the high routing overhead and the poor scalab-
ility of global routing decisions, several real-time routing
protocols [5-7] utilize the localized geographic informa-
tion to heuristically find a satisfied path to a target. These
protocols are mostly governed by the conventional geo-
graphic routing schemes, in which each node has to pe-
riodically broadcast beacons for obtaining the accurate
information of its neighbors and to store the information
in its neighbor table for routing decisions. Although the
neighbors’ information can be collected by broadcasting
beacons, some drawbacks inevitably arise. Firstly, re-
dundant beacons can lead to more energy consumption
and higher communication cost. Secondly, only one
neighbor or very small subset of neighbors can take part
in routing decisions, but each node should store all of
neighbors’ information in a neighbor table. Therefore,
the utilization of a neighbor table is much inefficient, and
the unused neighbors’ information still occupies some of
the limited memory. Thirdly, when a network topology
changes constantly, the collected neighbor information
will be outdated quickly, which in turn leads to higher
packet miss ratio, and nodes should broadcast beacons
more frequently to update the neighbor tables. It inevita-
bly incurs not only longer delay, but also consumes sig-
nificant energy. Furthermore, frequently broadcasting
beacons can result in more serious collisions thus higher
packet miss ratio.

Contention-based beaconless scheme [8-12] has been
proposed to handle with the issues abovementioned. The
main idea is that when a node has a DATA packet to be
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transmitted, it first broadcasts a contention request, and
one neighbor with the shortest wait delay is selected as
the most suitable next-hop forwarder. The contention-
based scheme is completely stateless and reactive be-
cause each node can on-line select an available next-hop
forwarder without any prior knowledge of its neighbors.
This results in less energy consumption. Furthermore, it
can be found that the current forwarder can obtain the
information of the selected next-hop forwarder during a
contention procedure. Although the information of the
selected neighbor is not utilized in the scheme, it can
benefit to future routing decisions. The character indi-
cates that the approach for selecting the information of
neighborhoods is energy efficient.

This paper presents a Contention-based Beaconless
Real-time Routing protocol for WSNs, called CBRR.
CBRR aims at fulfilling end-to-end real-time requirem-
ents with less energy consumption through integrating
the contention and neighbor table mechanisms. The ad-
vantage of our approach is to remove the limitations of
the beacon-based routing schemes, especially, in dy-
namic networks. Three remarkable aspects of CBRR are
emphasized as follows. Firstly, the key to CBRR is that
the information in a neighbor table is obtained through a
contention mechanism without beacons, and CBRR em-
ploys the contention mechanism to select a new forward-
der only when there is no an available neighbor, which
meets the real-time requirements, in the neighbor table.
Secondly, the neighbor table allows CBRR to select a
next-hop forwarder by direct unicast or contention-based
forwarding. As a consequence, the end-to-end real-time
requirements can be fulfilled with speed or delay con-
straint at each hop. Thirdly, CBRR can collect the infor-
mation from the two-hop neighbors during the wireless
broadcasting, and the two-hop neighbor table can be
helpful for further meeting the real-time requirements in
the two-hop range.

The rest of the paper is organized as follows. Section 2
outlines the related works. Section 3 presents the pro-
posed real-time routing protocol. Section 4 reports the
experimental results.

2. Related Works

Recently, real-time routing protocol has aroused much
research interests in WSNs. SAR [13] was the first QoS
protocol for WSNS. It could find multiple paths between
a source and a target with different priority in terms of
energy efficiency and fault tolerance. EQR [14] tried to
find a least-cost yet energy efficient path for real-time
data, and to maximize the throughput for non-real-time
data with a class-based queue model, simultaneously.
However, both SAR and EQR were based on global
routing decisions, which result in much higher routing
overheads. Therefore, localized geographic routing deci-

Copyright © 2010 SciRes.

sions have been popular employed in a variety of real-
time routing protocols. SPEED [5] was designed to pro-
vide soft end-to-end real-time guaranty with a desired
delivery speed, Sseipoint, Which could support the real-time
communication between a source and a sink, through a
combination of feedback control and non-deterministic
geographic forwarding. Only the node, whose progress
speed was higher than Sepoin, Could be selected as the
next-hop forwarder. MMSPEED [6] was an extension to
SPEED with additional service differentiations both in
the timeliness and reliability domains. RPAR [7] fulfilled
the end-to-end real-time requirements with low energy
consumption by dynamically adapting transmission po-
wer and assigning one-hop velocity. Unfortunately, these
localized routing protocols had to broadcast beacons to
collect the neighbors’ information and were inevitably
suffered from the aforementioned drawbacks.

Contention-based beaconless scheme has been devel-
oped to address the issues aforementioned. IGF [8] only
allowed the nodes within the 60-degree sector towards
the sink to participate in the contention. The wait delay
of each available node was determined by the combina-
tion of the progress distance to a sink, the remaining en-
ergy of the node and a random delay. GeRaF [9,10] used
the busy tone to avoid collisions and replaced the wait
delay function by time slots, which were assigned to dif-
ferent regions of forwarding areas. SGF [11] introduced
a forwarding scheme through integrating the contention
mechanism and gradient for unexpected node/link fail-
ures in highly dynamic networks. OGF [12] combined
the contention mechanism with a neighbor table to for-
ward packets in slowly dynamic networks. OGF was
similar to our approach, but it did not consider the
real-time constraints.

3. Main Results

Our design goal is to fulfill the end-to-end real-time re-
quirements with less energy consumption for WSNSs.
Two versions of CBRR protocol are proposed, such as
CBRR-OneHop and CBRR-TwoHop, which are based
on one-hop neighbor table and two-hop neighbor table,
respectively. CBRR-OneHop protocol is the foundation
of CBRR, and CBRR-TwoHop protocol is an extension
to CBRR-OneHop. Before describing CBRR protocol,
we first introduce the relevant definitions and assump-
tions.

3.1. Definitions and Assumptions

Denote source node and sink node as S and D. Let d(i, j)
and Delay] be the Euclidean distance and the delay

between node i and node j, respectively. Deadline(D) is
the required deadline of a DATA packet for D and is
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carried in the header of the DATA packet. R, is the radio
range.
Neighbor Set of Node i: NS, is the set of nodes wi-

thin the radio range of node i. Formally, NS, =
{itd@, <R}

Contention Candidate Set of Node i: CCS; is the
set of nodes which are in NS, and closer to D than node
i . Formally, CCS; ={j|d(i,D)>d(]j,D),jeNS}.

Relay Speed: Speed/is the velocity between node i
and j, which is the ratio of the distance to the delay be-
tween node i and j. Formally, Speed, =d(i, j)/ Delay, .

Required Speed: Speed” is the velocity, which

meets the real-time requirements. It is the ratio of the
distance between node i and D to the remaining time of a

DATA packet’s deadline. Formally, Speed” =d(i,D)/
(Deadline(D) —T,,,) , where Ty, is the current time.

Estimated Hop: Hop,” is the estimated hop number
between node i and D, which is the ratio of the distance
between node i and D to R.. Formally, Hop? =d(i,D)/
R

ow

Required Delay: Delay’ is the one-hop delay,

which meets the real-time requirements. It is the ratio of
the remaining time of the packet’s deadline to the esti-

mated hop. Formally, Delay® = (Deadline(D)-T,,,)/
Hop? .

Speed Constraint: Speed constraint is used for each
node to find an available neighbor, whose relay speed is
no less than the required speed, in its neighbor table. If
having an available neighbor, the node can send the
DATA packet to the neighbor by direct unicast. Other-
wise, the node has to invoke a contention procedure to
select a new next-hop forwarder.

Delay Constraint: Delay constraint is used for each
node to determine whether its contention candidates can
take part in the contention or not. If there is an available
neighbor, whose one-hop delay is no less than the re-
quired delay, in the neighbor table of the contention can-
didate, this candidate can be admitted to participate in
the contention. Otherwise, the candidate is forbidden to
do that.

Assume that each node is aware of its position, and it
has the same radio range and initial energy with a unique
ID and an out-of-band busy tone.

3.2. CBRR-OneHop Protocol
CBRR-OneHop protocol is the foundation of CBRR, and

it consists of five components, such as unicast forward-
ing policy, contention forwarding policy, contention fun-
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ction with wait delay, delay estimation and one-hop
neighbor table, which is created or updated only during a
contention procedure. When a source intends to send its
first DATA packet, the node has to employ the conten-
tion forwarding policy to select a next-hop forwarder
because the neighbor table of each node has not been
created. After the first DATA packet is successfully for-
warded to the sink, each node, which is on the previous
forwarding path, has at least one neighbor in its one-hop
neighbor table. Therefore, the first DATA packet can be
regarded as a special packet for the path discovery. In the
future forwarding, the one-hop neighbor table can play
an important role to help with selecting an available
next-hop forwarder, which meets the speed constraint or
delay constraint, by the unicast forwarding policy or the
contention forwarding policy.
® Unicast Forwarding Policy

As shown in Figure 1, the unicast forwarding policy
can utilize the speed constraint to determine that a
DATA packet is forwarded by direct unicast or invoking
the contention forwarding policy. If the neighbor table
has an available neighbor, which meets the speed con-
straint, the current forwarder selects the neighbor as the
next-hop forwarder and unicasts the DATA packet to the
neighbor directly. Otherwise, the current forwarder has
to invoke the contention forwarding policy to select a
new next-hop forwarder.

@ Contention Forwarding Policy

If the unicast forwarding policy fails to unicast a DA-
TA packet, the contention forwarding policy can employ
ERTS-ECTS-DATA-ACK handshake to select a new
next-hop forwarder. The delay constraint is used to de-
termine whether a contention candidate can take part in
the contention or not. ERTS is an extension to RTS with
additional information including the positions of the cur-
rent forwarder and the sink, and the required delay.

Figure 1. Unicast forwarding procedure.
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ECTS is also an extension to CTS with additional posi-
tion of CTS’s sender. Busy tone is an out-of-band signal
which is used to avoid multiple candidates taking part in
the contention, simultaneously. The current forwarder
and its contention candidates work as follows.

As shown in Figure 2, the current forwarder first
broadcasts an ERTS packet to start a contention, and
then waits for receiving an ECTS packet. If overhearing
the ECTS packet, the current forwarder should send a
busy tone immediately, and continues receiving the
ECTS packet. After finishing receiving the ECTS, the
current forwarder can unicast the DATA packet to the
selected next-hop forwarder directly. When the current
forwarder finishes receiving the ACK packet sent by the
next-hop forwarder, it inserts the information of the new
forwarder including the ID, position and one-hop delay,
or updates the one-hop delay, in its neighbor table. If the
current forwarder fails to select a next-hop forwarder, it
just discards the DATA packet.

The contention candidate’s contention procedure is
shown in Figure 3. After receiving the ERTS packet,
each contention candidate has to determine whether to
participate in the contention or not according to its
one-hop neighbor table. If its neighbor table has an
available neighbor, which meets the speed constraint, the
candidate can be assigned higher contention priority with
short wait delay, T If None of the neighbors in its
one-hop neighbor table can meet the speed constraint, the
candidate is forbidden to take part in the contention.
Otherwise, if the neighbor table is empty, which means
that the candidate has never been the forwarder, the can-
didate is also admitted to take part in the contention but
with long wait delay, Tiong. The candidate with the short-
est wait delay can first respond an ECTS packet thus to
win the qualification of the new forwarder. Other candi-
dates, which receive the busy tone during their wait de-
lay, must quit the contention immediately. When finish-
ing receiving the DATA packet, the new forwarder
should respond an ACK packet to the current forwarder.

Figure 2. Current forwarder’s working procedure.
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Figure 3. Contention candidate’s contention procedure.

It needs to be pointed out that although the delay con-
straint never takes the wait delay into account, it does not
affect the real-time performance because the selected
neighbor is the most suitable forwarder, which has the
shortest wait delay.

® Contention Function and Wait Delay

Contention function is the key factor to the conten-
tion-based beaconless scheme because it determines the
wait delay of each contention candidate. Due to real-time
constraint and energy efficiency, our contention function
takes into account the combination of the progress dis-
tance toward a sink, the remaining energy of the node
and the number of packets waiting in the output queue.
For node i, its contention priority is computed as follows.

P =(q +1)(ad; /R +BE | E +y(1-¢, /Q)+7r5) (1)

where P; is the contention priority; d;is the progress dis-
tance towards a sink; E;is the remaining energy and E; is
the initial total energy; q;is the number of packets wait-
ing in the queue and Qqis the total queue size; r;is a ran-
dom value between 0 and 1; «, B, y and n are weights
assigned to distance, energy, queue and random value,
respectively, and meeta + g +y + 5 =1.

Using the contention function, we can calculate the
wait delay of Tsnorcand Tiong as follows.

Tshort =SIFS +0.5SIFS(1- Pi) (2)

T

short

- SIFS+SIFS(L-R) (3)

where SIFS is Short Inter Frame Spacing and is defined
as 10 ps in IEEE 802.11 standard [15]. From (2) and (3),
it can be guaranteed that T is smaller than Tigng.
@ Delay Estimation
Delay estimation is responsible to calculate the one-
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hop delay between two neighborhoods. The current one-
hop delay is evaluated based on two timestamps. One is
the time Tarriving When the received DATA packet enters
the tail of the output queue. Another is the time Tack
when the node receives the ACK packet responded by
the next-hop forwarder. The time interval between these
two timestamps is employed to characterize the one-hope
delay here.

The new one-hop delay can be calculated by the com-
bination of the currently measured delay and the previ-
ous one-hop delay as follows.

Delayggvevhop :/‘(rACK _Tarriving)+(l_'u) Delayg?gc%%s (4)
® One-Hop Neighbor Table

As shown as in Table 1, NeighborID and Neighbor-
Position are obtained through an ECTS packet; One-
HopDelay can be computed from (4). Counter is used to
record how many times a neighbor has been a next-hop
forwarder.

One-hop Neighbor table is managed as follows.

1) If the newly selected forwarder is not in the neig-
hbor table, the current forwarder has to add the informa-
tion of the new forwarder in its neighbor table after re-
ceiving the ACK packet sent by the new forwarder. Oth-
erwise, the current forwarder needs to update the One-
HopDelay of the neighbor in its neighbor table.

2) If the Counter in the entry of a neighbor is up to
MaxCount, the neighbor is forbidden to take part in the
current forwarding, and its Counter should be cleared to
zero. MaxCount is the maximal times that a node can be
a next-hop forwarder. If the network topology is stable, a
neighbor in the neighbor table can always be valid so as
to be the next-hop forwarder continuously. In this case,
the node not only consumes away its energy quickly, but
also deprives other neighbors of being a next-hop forw-
arder. Therefore, MaxCount is used to balance the net-
work load thus to prolong the lifetime of WSNs.

3.3. CBRR-TwoHop Protocol

CBRR-TwoHop protocol is an extension to CBRR-One-
Hop protocol. It can depend on wireless broadcast to
collect the information of the two-hop neighborhoods for
building two-hop neighbor table. With the help of two-
hop neighbor table, CBRR-TwoHop is able to further
meet the real-time requirements in the two-hop range.
® Two-Hop Delay Estimation

As shown in Figure 4, node A, B and C are regarded
as the last-hop forwarder, the current forwarder and the
next-hop forwarder, respectively. While node B unicast-
ing a DATA packet to node C, node A can also overhear
the DATA packet, which carries the position information
of node C.

In order to obtain the two-hop delay, each node needs
to create a Sent DATA table for recording the DATA
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packets, which have been sent by the node successfully.
As shown in Table 2, the record of a DATA packet in-
cludes the items of source’s 1D, sequence number and
Received_Time, which is the timestamp that the DATA
packet enters the tail of the output queue. With the help
of the Sent_DATA table, the two-hop delay estimation
between node A and C can be obtained as follows.

1) After receiving the ACK packet sent by node B,
node A needs to add the relevant information of the
DATA packet, which has been sent to node B previously,
in its Sent. DATA table.

2) While node B unicasting a DATA packet to node C,
node A can overhear the packet so as to look up its
Sent_DATA table to see if A has sent this DATA packet
previously. If true, the current two-hop delay between
node A and C is approximated by the interval between
the Received_Time in A’s Sent_DATA table and the
time Thow When node B finishes transmitting the DATA
packet to node C. After estimating, node A needs to de-
lete the entry of this DATA packet from its Sent_ DATA
table for reducing the storage overhead. However, if the
DATA packet is not in the Sent_DATA table, node A
has to ignore the packet and to do nothing.

We also compute the new two-hop delay by the com-
bination of the currently measured delay and the previ-
ous two-hop delay as follows.

twohop twohop

DEIaynew = :u(Tnow _TReceived 7Time) + (1_ /u) DEIayprevious

©)

® Two-Hop Delay Estimation
The two-hop neighbor table extends the one-hop neig-
hbor table with additional information of the two-hop
neighbor including ID, position and two-hop delay, as

Table 1. Structure of one-hop neighbor table.

NeighborID NeighborPosition ~ OneHopDelay Counter

Table 2. Structure of Sent_DATA table.

SourcelD SequenceNo. Received_Time
e Mmoo,
e g - N, P /"'\\ \s\
7 4 e \ RN
7 // ')\ \ N
i / Y \ \
{ / A \ 3
i I g-DATA{ i \ \
! | A==R —___{ DATA 1 H
\ | iB/ Ci ;
Ay \ s [l i
“\ \ \/ / /
AN \ A ’ /
\ ~ / /
S, N LT 3 \\ . 7/ /:
-------------- \\ 4
<l
Figure 4. An example of wireless broadcast.
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shown in Table 3. The ID and position of the two-hop
neighbor are obtained through a DATA packet, and Two-
Hop Delay can be computed from (5). Other items are
the same as those in one-hop neighbor table.

It should be noted that if a node fails to select a next-
hop forwarder, the node maybe encounters a void around
it. In this case, the node will not unicast the received
DATA packet, and its last-hop forwarder can never
overhear the packet. As a result, the information of the
two-hop neighbor should be null in the two-hop neighbor
table of the last-hop forwarder. For avoiding more inva-
lid contentions, if the two-hop table has more than two
records, which have null information of the two-hop
neighbor, the node maybe has a serious void problem in
its two-hop range thus to be forbidden to take part in the
latter contentions.

® Forwarding policy

The forwarding policy of CBRR-TwoHop is similar to
that of CBRR-OneHop. The difference is that CBRR-
TwoHop needs to employ the speed constraint between
the two-hop neighborhoods. If there is a one-hop neig-
hbor, which the two-hop relay speed between the current
forwarder and the two-hop neighbor is no less than the
required two-hop speed, in the two-hop neighbor table,
the current forwarder can uincast the DATA packet to
the one-hop neighbor directly. Otherwise, the current
forwarder has to invoke the contention forwarding policy
with the two-hop delay constraint to select a next-hop
forwarder.

4. Experimental Studies

To validate the CBRR protocol proposed in the paper,
CBRR-OneHop and CBRR-TwoHop are compared with
SPEED. Experimental studies are conducted by means of
J-Sim simulator [16], which is an open-source, compo-
nent-based network simulation environment and is de-
veloped entirely in Java.

Table 3. Structure of two-hop neighbor table.

OneHop OneHop OneHop TwoHop TwoHop TwoHop Counter
1D Position  Delay 1D Position  Delay

Table 4. Parameters for experiments.

Parameter Values Parameter Values
Network Size ~ 200mx200m MAC Layer 802.11
Node Number 200 Initial Energy 100J
Radio Range 40m Bandwidth 2 Mbps

Send/Receive/ldle
PacketSize 512 bytes W 660/395/35

power(mw)
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4.1. Simulation Setting

We randomly choose four source nodes in the left of
network, and two sink nodes in the right of network. We
test the above protocols in two network topologies:

B Static network, where the topology is invariable
including packet generation rate and node density
scenarios.

B Dynamic network, where the topology is change-
able due to node mobility or sleep policy.

We choose constant bit rate (CBR) traffic and set CBR
at 2 packets/s in all experiments except in the packet
generation rate scenario. Unless specially noted, all pa-
rameters for experiments are set as shown in Table 4.

4.2. Performance in Static Networks

In static networks, the position of each node is not chan-
geable. Therefore, we set the interval of beacon broad-
cast at 10 s in SPEED. Two scenarios are evaluated in
the static networks including packet generation rate and
packet size.
® |mpact of packet generation rate

The comparative results between CBRR and SPEED
are plotted in Figure 5. It can be seen that the both
CBRR protocols achieve nearly 100% delivery ratio
(Figure 5(a)) and stable end-to-end delay around 0.05s
(Figure 5(b)). All these in CBRR contribute to the Rout-
ing/MAC cross-layer design, which can timely collect
the state information of wireless channel thus to avoid
more collisions during the forwarding procedures. In
contrast, higher packet generate rate may bring forth
more packet collisions thus lead to higher packet miss
ratio (Figure 5(a)) and longer delay (Figure 5(b)) in
SPEED. In Figure 5(c), SPEED consumes the average
energy about two times more than those of the two
CBRR protocols due to its beacon broadcasting. It is
worth noting that the average energy consumption of
each protocol decreases slowly as the packet generation
rate increasing. The reason is that when the packet gen-
eration rate is small, most nodes are always kept in idle
state, whose energy consumption is the main part of the
total consumed energy. However, more and more packets
have been forwarded thus can lead to lower average en-
ergy consumption as the generate rate increasing. Fur-
thermore, Figure 5 illustrates that the overall perform-
ance of CBRR-TwoHop is little better than that of
CBRR-OneHop because the two-hop neighbor table can
be helpful for further meeting the real-time requirements
in the two-hop range.

® Impact of packet size

Larger DATA packets may lead to higher probability
of the collisions between a DATA packet and other pac-
kets, such as RTS/ERTS, CTS/ECTS, ACK or beacon.
Figure 6 illustrates the comparative results between
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CBRR and SPEED in the packet size scenario. It can be B
observed in Figure 6(a) that the delivery ratio of SPEED
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tocols for their nearly 100% delivery ratio. The results
may indicate that the collisions between DATA packets
and beacons are much more severe than others between
DATA and RTS/ERTS, CTS/ECTS or ACK packets. As
a result, with larger packet size, more serious packet col-
lisions can lead to longer end-to-end delay (Figure 6(b))
and more energy consumption (Figure 6(c)) than those
of the two CBRR protocols.

It can be viewed from above experimental results that
the two CBRR protocols have much better performance
than SPEED in the static networks. Furthermore, CBRR-
TwoHop can outperform than other two protocols due to
the help of the two-hop neighbor table, which can be
helpful for further meeting the real-time requirements in
the two-hop range. In addition, it can also be suggested
that broadcasting beacons can aggravate the packet colli-
sions thus to degrade the performance of the beacon-
based routing protocols.

4.3. Performance in Dynamic Networks

WSNs are highly dynamic networks and their topologies
can change constantly due to node mobility, sleep policy,
node failure, and so on. In the following experiments, we
compare CBRR with SPEED in node mobility and sleep
policy scenarios. In addition, we set the frequency of
broadcasting beacons at 1 s and 10 s, respectively, for
SPEED to timely collect fresh information of the neig-
hborhoods.
® Impact of node mobility

We adopt the Random Waypoint mobility model with
zero pause time in the experiment. Figure 7 plots the
comparative results between the two CBRR protocols
and SPEED in the node mobility scenario. Figure 7(a)
illustrates that the delivery ratio of SPEED drops much
more quickly, which shows that SPEED can hardly work
when the mobile speed is higher than 10 m/s. This is
because the information of the neighbor table is totally
outdated thus to be useless for the forwarding. In contrast,
although the two CBRR protocols drop more packets at
higher mobile speed, they can still achieve about 60%
delivery ratio at 20 m/s in contribution to the contention
forwarding policy, which can on-line select a favorite
next-hop forwarder. It can be observed in Figure 7(b)
that the average end-to-end delay of SPEED becomes
much instable for its extremely high packet miss ratio.
However, at higher node mobility, the both CBRR pro-
tocols have little longer delay due to the failure of direct
unicast. Figure 7(c) shows that the two CBRR protocols
have very close performance, which consume far less
energy than SPEED. It needs to point out that we set 100
as the maximum in Figure 7(c), and the values of
SPEED, which is plotted as 100, are actually more than
100. Furthermore, it can be observed in Figure 7 that the
performance of SPEED-1 is no better than that of
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SPEED-10, which suggests that higher frequency of
beacon broadcasting can not improve the performance of
SPEED in the node mobility scenario.
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Figure 7. Impact of node mobility.

WSN



536 C. HUANG ET AL.

® Impact of sleep policy

In order to support energy conservation in WSNs, the
most practical way is to use node sleep policy. Our sleep
policy is designed as that the lifetime of each node is
divided into several same periods, and each period in-
cludes an active sub-period and a sleep sub-period.

Figure 8 plots the comparative results between the
two CBRR protocols and SPEED in the dynamic sleep
policy scenario. Similar to the node mobility scenario,
the sleep policy has far more negative impact on SPEED
than those on the two CBRR protocols. The impact can
be observed in Figure 8(a) that if the sleep percentage is
larger than 50%, the delivery ratio of SPEED is appro-
ximate 0. The reason is that the next-hop forwarder,
which is selected by SPEED in the neighbor table, would
be usually in sleep state, and SPEED needs to retransmit
more packets. However, the both CBRR protocols ach-
ieve more than 90% in delivery ratio at 50% sleep per-
centage. Although dropping more packets after 50%, the
two CBRR protocols still outperforms SPEED very
much. Other results are similar to those in the node mo-
bility scenario as shown in Figure 8(b) and Figure 8(c).

(a) Packet Delivery Ratio

(b) Average End-to-End Delay
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(c) Average Energy Consumption

Figure 8. Impact of sleep policy.

It can be concluded from the above experimental re-
sults that CBRR is not only particularly suitable for the
dynamic networks, but also has fair well performance
than SPEED in the static scenarios with much less en-
ergy consumption. Furthermore, it can be observed that
CBRR-TwoHop outperforms the other two protocols due
to the help of the two-hop neighbor table. It also suggests
that SPEED is totally not suitable for the dynamic net-
works, and increasing the frequency of beacon broad-
casting can not improve but degrade the performance of
the beacon-based routing protocols.

5. Conclusions

This paper presents a novel real-time routing protocol,
CBRR, for WSNs. The point distinguishing our approach
from the existing schemes is that CBRR collects the in-
formation of neighborhoods by the contention mecha-
nism instead of beacons. This contribution can lead to
more energy efficiency. In addition, it is notable that the
end-to-end real-time requirements are well fulfilled with
speed or delay constraint at each hop, which attributes to
the combination of the contention and neighbor table me-
chanisms. The validity of CBRR is illustrated by means
of experimental studies. It has been shown that CBRR
can outperform SPEED in terms of delivery ratio, end-to-
end delay and energy consumption, especially in dy-
namic networks.

Our future work is to conduct the theoretical analysis
on the energy consumption of CBRR. It is also interested
to investigate how to provide reliability in CBRR.
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Abstract

Stability is one of the major concerns in advancement of Wireless Sensor Networks (WSN). A number of
applications of WSN require guaranteed sensing, coverage and connectivity throughout its operational period.
Death of the first node might cause instability in the network. Therefore, all of the sensor nodes in the net-
work must be alive to achieve the goal during that period. One of the major obstacles to ensure these phe-
nomena is unbalanced energy consumption rate. Different techniques have already been proposed to improve
energy consumption rate such as clustering, efficient routing, and data aggregation. However, most of them
do not consider the balanced energy consumption rate which is required to improve network stability. In this
paper, we present a novel technique, Stable Sensor Network (SSN) to achieve balanced energy consumption
rate using dynamic clustering to guarantee stability in WSN. Our technique is based on LEACH
(Low-Energy Adaptive Clustering Hierarchy), which is one of the most widely deployed simple and effec-
tive clustering solutions for WSN. We present three heuristics to increase the time before the death of first
sensor node in the network. We devise the algorithm of SSN based on those heuristics and also formulate its
complete mathematical model. We verify the efficiency of SSN and correctness of the mathematical model
by simulation results. Our simulation results show that SSN significantly improves network stability period
compared to LEACH and its best variant.

Keywords: Network Stability Period, Clustering, Energy Consumption Rate

1. Introduction

With the emergence of highly dense fabrication technol-
ogy and low production costs, wireless sensor networks
(WSN) prove to be useful in myriad of diversified appli-
cations. In a typical WSN application, sensor nodes are
scattered in a region from where they collect data to
achieve certain goals. Data collection may be continuous,
periodic or event based process. WSN must be very sta-
ble in some of its applications like security monitoring
and motion tracking. Death of only one sensor node may
disrupt coverage or connectivity and thus may reduce
stability in this sort of applications. Therefore, all of the
deployed sensor nodes in WSN must be active during
operational lifetime. However, sensor nodes are gener-
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ally equipped with one-time batteries and most of the
batteries are of low energy. For this reason, each sensor
node must efficiently use its available energy in order to
improve the lifetime of WSN. Different techniques are
used for efficient usage of this low available energy in a
sensor node. Clustering is one of these most well-known
techniques.

In some related research works, lifetime of WSN is
considered as the time required for the last sensor node
to die. Some other related research works also consider
lifetime of WSN as the time required for half of the de-
ployed sensor nodes to die. However, lifetime can be
termed as stability period of WSN when it considers the
time required for the first sensor node to die. There is an
impact of efficient usage of available energy in a sensor
node on stability period of WSN. This period is mainly
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controlled by balanced energy consumption rate throug-
hout the network. Therefore, we have to ensure balanced
use of the available energy throughout the network along
with the efficient use of the available energy in a sensor
node to assure stability in WSN. In this paper, we pro-
pose a novel technique Stable Sensor Network (SSN),
which ensures balanced use of the available energy
throughout the network. It also achieves the efficient use
of the available energy in a sensor node by exploiting
clustering technique.

Clustering is a technique in which deployed sensor
nodes are grouped into some clusters. Only one sensor
node is solely responsible to communicate to the base
station in a cluster. This sensor node is called cluster
head and the remaining sensor nodes in the cluster are
called followers. The followers collect data and send it to
their corresponding cluster heads. The cluster heads agg-
regate its own data with the data received from its fol-
lowers. Aggregated data is then sent to a sink to acc-
omplish a specific goal. Cluster heads remain closer to
their follower sensor nodes compared to the sink. It takes
less energy to transmit data to the cluster head instead of
the sink, which allows the sensor nodes to conserve more
energy and live longer in WSN.

There are different clustering techniques already
established for ad-hoc networks. However, those techni-
ques cannot be directly used in WSN because of the fact
that WSN imposes strict requirements on the energy
efficiency than that ad-hoc networks do. As a result,
many techniques have been proposed for clustering in
WSN. Dynamic clustering techniques are more useful for
WSN because of the dynamic variation in residual en-
ergies of the sensor nodes. LEACH [1] is one of the
simple but popular dynamic clustering techniques used in
WSN. LEACH rotates cluster headship very effectively
among the sensor nodes of a network based only on
some locally available information. However, LEACH
does not consider the variation in residual energies of the
sensor nodes when it selects the cluster heads. There are
some already proposed modifications of LEACH to
incorporate the variation. We consider this variation in
more efficient way in SSN. We also incorporate the bal-
anced use of residual energy in the network with the help
of some heuristics in SSN. We formulate mathematical
model for SSN. We prove that SSN has a significant
improvement in network stability over LEACH and its
best variant by simulation results.

In the next section, we briefly describe some related
works. Then, we briefly describe the underlying app-
roach of our technique along with its variants in Section
3. We present our novel clustering technique SSN with
three heuristics and complete mathematical model in the
next section. In Section 5, we evaluate SSN by simula-
tion results. In last two sections, we conclude the paper
shedding some lights on our future works.
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2. Related Works

Several techniques have already been proposed to imp-
rove network lifetime in WSN. Clustering in one of the
widely accepted techniques among them. Clustering is
also used in wireless ad-hoc networks, mobile ad-hoc ne-
tworks along with sensor networks. Several clustering te-
chniques have already been introduced for partitioning
nodes in these areas. Some of the early clustering techni-
ques are—Hierarchical Clustering [2], Distributed Clu-
stering Algorithm (DCA) [3], Spanning Tree (or BFS
Tree) based Clustering [4], Clustering with On-Demand
Routing [5], Clustering based on Degree or Lowest Iden-
tifier Heuristics [6], and Distributed and Energy-Efficient
Clustering [7], Adaptive Power-Aware Clustering [8].
Some of the recently developed clustering techniques are
PEGASIS (Power-Efficient Gathering in Sensor Inform-
ation Systems) [9], Energy Efficient Clustering Routing
[10], PEACH (Power Efficient And Adaptive Clustering
Hierarchy) [11], Optimal Energy Aware Clustering [12],
ACE (Algorithm For Cluster Establishment) [13], HEED
(Hybrid Energy-Efficient Distributed Clustering) [14],
PADCP (Power Aware Dynamic Clustering Protocol)
[15], LEACH (Low- Energy Adaptive Clustering Hierar-
chy) [1], SEP (Stable Election Protocol) [16], and LEA-
CH with Deterministic Cluster Head Selection [17].

In [9] PEGASIS introduces a near optimal chain-based
protocol. Here, each node communicates only with a cl-
ose neighbor and takes turns transmitting to the base stat-
ion, thus reducing the amount of energy spent per round.
It assumes that all nodes have global knowledge of the
network and employ the greedy algorithm. It maps the
problem of having close neighbors for all nodes to the
traveling salesman problem. PEGASIS is a greedy chain
protocol that is near optimal for a data-gathering problem
in sensor networks. Greedy approach considers the phy-
sical distance only, ignoring the capability of a prospec-
tive node on the chain. Hence, a node with a shorter dist-
ance but less residual energy may be chosen in the chain
and may die quickly.

In [10] a routing algorithm is proposed which com-
bines hierarchical routing and geographical routing. The
process of packet forwarding from the source nodes in
the target region to the base station consists of two pha-
ses—inter-cluster routing and intra-cluster routing. For
inter-cluster routing, a greedy algorithm is adopted to fo-
rward packets from the cluster heads of the target regions
to the base station. For intra-cluster routing, a simple flo-
oding is used to flood the packet inside the cluster when
the number of intra-cluster nodes is less than a predeter-
mined threshold. Otherwise, the recursive geographic
forwarding approach is used to disseminate the packet
inside target cluster, that is, the cluster head divides the
target cluster into some sub-regions, creates the same
number of new copies of the query packet, and then diss-
eminates these copies to a central node in each sub reg-
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ion. Like [9], it uses greedy algorithm based on the dist-
ance only but not on the capability or the residual energy.
Although it deals with the optimal forwarding approach
the criteria to choose the cluster heads optimally is not
clearly explained.

PEACH [11] is a cluster formation technique based on
overheard information from the sensor nodes. Acco-
rding to this approach, if a cluster head node becomes an
intermediate node of a transmission, it first sets the sink
node as its next hop. Then it sets a timer to receive and
aggregate multiple packets from the nodes in the cluster
set for a pre-specified time. It checks whether the dist-
ance between this node and the original destination node
is shorter than that of between this node and already sele-
cted next hop node. If the distance is shorter, this node
joins to the cluster of the original destination node and
the next hop of this node is changed to the original des-
tination node. PEACH is an adaptive clustering approach
for multi-hop inter-cluster communication. However, it
suffers from almost the same limitations of PEGASIS
due to the choice of physical propinquity.

Optimal energy aware clustering [12] solves the ba-
lanced k-clustering problem optimally, where k signifies
the number of master nodes that can be in the network.

The algorithm is based on the minimum weight matching.

It optimizes the sum of spatial distances between the me-
mber sensor nodes and the master nodes in the whole
network. It effectively distributes the network load on all
the masters and reduces the communication overhead
and the energy dissipation. However, this research work
does not consider of residual energy level while choosing
a node as the master. Hence, the choice of the master or
cluster head is far away from the optimal energy efficient
distribution of the cluster heads.

ACE [13] is a distributed clustering algorithm which
establishes clusters into two phases-spawning and migra-
tion. There are several iterations in each phase and the
gap between two successive iterations follows uniform
distribution. During the spawning phase, new clusters are
formed in a self-elective manner. When a node decides
to become a cluster head, it will broadcast a message to
its neighbors to become its followers. During migration
phase, existing clusters are maintained and rearanged, if
required. Migration of an existing cluster is controlled by
the cluster head. Each cluster head will periodically poll
all of its followers to determine which could be the best
candidate to elect as a new leader for the cluster. Current
cluster head will promote the best candidate as the new
cluster head and abdicate itself from its position. ACE
results in uniform cluster formation with a packing effi-
ciency close to hexagonal close-packing. However, ACE
does not consider the residual energy of the nodes while
selecting cluster heads. Hence, the clustering is far away
from the optimal energy efficient.

HEED [14] introduces a distributed algorithm cons-
idering the residual energy of sensor nodes. It results in
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some clusters by uniformly distributing the cluster heads
across the network. It periodically selects cluster heads
according to a hybrid parameter which consists of a pri-
mary parameter, the residual energy of a node, and a
secondary parameter, such as propinquity of a node to its
neighbors or node degree. HEED converges in O(1) iter-
ations using low messaging overhead and achieves fairly
uniform cluster head distribution across the network. Ho-
wever, it chooses the initial percentage of cluster heads
randomly. This random choice remains as a severe limi-
tation of this algorithm.

PADCP [15] uses several adaptive schemes like dy-
namic cluster range, dynamic transmission power and
cluster head re-election to form clusters. In this approach,
the sensor nodes are assumed to have the same transmis-
sion capability and the ability to adjust transmission
power in five levels. PADCP has four major phases—
neighbor information collection, cluster head election
using a cost function, cluster formation using HEED, and
cluster head re-election in case of residual energy lower
than a pre defined threshold value. The mobility of the
sensor nodes is considered in cluster formation. However,
it suffers from the same randomly chosen initial probab-
ility limitations of HEED as it completely follows HEED
algorithm for cluster formation in its third phase. More-
over, there is no suggestion about the optimal weights of
the cost function used in cluster head selection and the
threshold used in cluster head re-election.

LEACH [1] introduced a simple mechanism for loc-
alized coordination and control for cluster set-up and op-
eration. It also introduces the randomized rotation of the
cluster heads and the corresponding clusters. However, it
does not consider the variation of the initial energy nor
the residual energy of sensors during cluster head selec-
tion. SEP [16], a LEACH variant, modifies the equation
of the threshold. However, it considers two types of nod-
es only, normal and advanced, instead of many types that
can be encountered in the wireless sensor network after a
significant amount of time of operation. Deterministic
Cluster Head Selection [17], another variant of LEACH
also modifies the threshold to accommodate the hetero-
geneity of residual energy based on some heuristics. LE-
ACH-C, proposed by the same authors of LEACH in
[18], is a centralized technique which selects the cluster
heads based on their positions. It considers uniform dist-
ribution of the cluster heads based on their positions and
the average residual energy in the network. They did not
consider the relative residual energy in each sensor node.
Adaptive Cluster Head Selection [19], a distributed clus-
tering technique based on LEACH, considers the posi-
tions but not the relative residual energies of the sensor
nodes.

There are a number of different research works that
maximize network lifetime other than clustering. Lifet-
ime is defined in a various ways in those works. In [20],
functional lifetime is analyzed solving the linear progra-
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ms only for simple and regular network topologies. Fun-
ctional lifetime of a sensor network is defined as the ma-
ximum number of times a certain data collection task can
be performed without the death of any sensor node. In
[21], average network lifetime is maximized for a sensor
network which is under physical node destruction by
deriving deployment plan. In [22], o-lifetime of a wirel-
ess sensor network is maximized. a-lifetime is the time
duration during which at least o portion of deployed sen-
sor area is covered. In [23], a mathematical model is dev-
ised for sensor network, where data generation events are
spatially and temporally independent. Based on the mo-
del, it also introduces a routing protocol for optimal ave-
rage lifetime. In [24], a method is introduced using the
k-shortest simple path algorithm and a dynamic program-
mming method rooted in operational rate-distortion (RD)
theory to increase the operational lifetime of a multi-hop
802.15.4 wireless sensor networks. In [25], sensor trees
with desired properties are constructed from fusion cen-
ter and then these sensor trees are scheduled to maximize
network lifetime. It considers network lifetime as the
time passed before the death of first node in the network.
Load Balancing Protocol (LBP) [26] makes the number
of live sensor nodes as large as possible by the enforce-
ment of load balancing. Deterministic Energy-Efficient
Protocol for Sensing (DEEPS) [27] allows higher energy
consumption for sensors with higher total supply and mi-
nimizes energy consumption rate for low energy targets.
Deterministic Energy-Efficient Protocol for Adjustable
Range Sensing (ADEEPS) [28] is an extension of DE-
EPS. ADEEPS controls sensing range with the underly-
ing approach of DEEPS. In [29], lifetime as time till the
death of first node is improved by real time classifier
using ART1 neural network model along with co-opera-
tive routing. In [30], network lifetime in terms of the
death of first sensor node or the first failure of a transmit-
ssion in the network is maximized by optimal sensor sch-
eduling. It maps the problem to a stochastic shortest-path
multi-armed bandit problem and thus chooses the sensor
with the largest Gittins index for optimal transmission. In
[31], Maximum Lifetime Data Aggregation (MLDA) pr-
oblem is solved by selecting the best data aggregation
tree using integer programming. It considers lifetime as
the time during which information from all the sensors
can be gathered to the base station. In [32], a combina-
tive measurement is defined based on information utility,
communication cost, and energy level. Weights of these
factors are self-optimized using autonomic computing. In
[33], average lifetime is maximized by reducing energy
consumption through the enforcement of disjoint sets of
sensor nodes. This approach maps Disjoint Set Cover
problem to Maximum Flow Problem and then solves the

Maximum Flow Problem by mixed integer programming.

In [34], average lifetime is maximized by near optimal
routing protocol which performs two shortest path com-
putations to route a message. In [35], average lifetime is
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maximized by optimal routing through the formulation of
linear programming problem. It considers both commu-
nication energy consumption rates and residual energy
levels of two end nodes in the computation of link cost.
In [36], lifetime of a fault tolerant sensor network in te-
rms of death of first sensor node in the network is maxi-
mized by using multipath diversity and erasure codes.
SPINDS [37] maximizes lifetime in terms of time till the
failure of first Aggregation and Forwarding Node (AFN)
in two steps. It formulates joint problem of energy provi-
sioning and relay node placement into a mixed-integer
nonlinear programming (MINLP) problem. Then it trans-
forms MINLP problem into linear programming (LP)
problem with maintaining all critical points in the search
space. In [38], sensing ranges of sensor nodes are consi-
dered as adjustable. It finds maximum number of set co-
vers and the sensing ranges of sensor nodes to achieve
maximum lifetime in terms of time until BS detects the
first failure. MLDR [39] attempts to improve network
lifetime based on the death of first sensor node in the
network by efficient routing using integer programming.
This research work also uses data aggregation. In [40],
network lifetime based on the death of first sensor node
in the network is improved by distributed optimal routing
technique using linear programming and sub-gradient al-
gorithm.

A number of research works [20,25,29-31,36,39,40]
attempts to improve network stability period by various
techniques like—routing, scheduling, aggregation etc.
However, in this paper we attempt to improve the netw-
ork stability period using clustering as it can serve as a
better platform for upper layer functionality such as bro-
adcasting, aggregation etc. Our novel algorithm SSN ex-
ploits the underlying method of LEACH due to its wide
acceptability. In experimental analysis, we compare SSN
with LEACH and its best variant. For this reason, we de-
scribe LEACH and its variants in detail in the following
section.

3. Leach

LEACH is a self-organizing and adaptive clustering prot-
ocol [1]. It dynamically creates clusters in order to distr-
ibute the energy load evenly among all of the sensor no-
des. This algorithm needs time synchronization. Cluster
heads are randomly rotated during each time interval.
The resultant cluster heads directly communicate with
the base station.

3.1. Mechanism
In LEACH, the lifetime of the network is divided into

some discrete, disjoint time intervals. Each interval is ag-
ain divided into some subintervals or rounds as shown in
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Figure 1. Each subinterval begins with an advertisement
phase followed by a cluster set up phase. In the adverti-
sement phase, each node independently decides whether
to become a cluster head or not. In the cluster set-up ph-
ase, the clusters are organized based on the decisions
made in the advertisement phase. Then a steady-state
phase follows. In this phase, the followers, i.e., the sen-
sor nodes except cluster heads, will send data to the corr-
esponding cluster head. The cluster heads accumulate
and compress the received data with its own data. Cluster
heads send the compressed data to the base station. In
order to minimize cluster establishment overhead, the
duration of steady-state phase must be longer than that of
cluster set-up phase.

At the very beginning of advertisement phase, each
node decides whether it wants to become a cluster head
for the current round. This decision is based on the sug-
gested percentage of cluster heads for the network, which
is set a priori. This decision also depends on the number
of times the node has already been a cluster head. This
decision is made by a node n choosing a random number
between 0 and 1. If the number is less than a threshold
T(n), the node decides to become a cluster head. The
threshold is calculated as follows:

P
1
T(n)=4 1-Px (r modE)

0 otherwise

ifneG

where,

P = the percentage of nodes that can become cluster
heads (e.g., P = 0.05);

1/P = the number of subintervals in an interval;

r = the current subinterval,

G = the set of nodes that have not been cluster heads
yet in the current interval.

Using this threshold, a node can be a cluster head in
any one of 1/P subintervals in an interval. At the first su-
binterval of an interval (r = 0), each node has a probabil-
ity P to become a cluster head. The nodes that are cluster
heads in the first subinterval cannot be cluster heads in
the next (1/P — 1) subintervals of the same interval. Thus
the probability that the remaining nodes are becoming
cluster heads is increasing. After the completion of 1/P
subintervals, a new interval will start and all the nodes
are again eligible to become cluster head.

Each node that has chosen itself as a cluster head in
the current subinterval, broadcasts an advertisement me-

A
g
Interval Subinterv: Time

Figure 1. Discrete and disjoint intervals in the whole netw-
ork lifetime; discrete and disjoint subintervals in an interval.
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ssage to the rest of the nodes. The non-cluster-head
nodes will choose the cluster to which it will belong in
this subinterval. This decision is based on the received
signal strength of the advertised message. Assuming
symmetric propagation channels, the cluster head whose
advertisements have been heard with the largest signal
strength will be selected by a non-cluster-head sensor
node as its cluster head. In case of a tie, a cluster head is
chosen randomly.

3.2. Mathematical Models

There are some incomplete mathematical models avai-
lable on LEACH. In [18], a mathematical model is prop-
osed to compute the total energy dissipation in the sensor
network for the transmission of a frame. Taking the deri-
vative of the total energy it finds the optimum number of
clusters, Kop as:

\/W gfs M

oot T ooa . 4 2
N2r \ &np dgg

where, N is the total number of sensor nodes, M is the
dimension of the sensor area, dgs is the distance between
cluster head and base station, ¢, and &, are the amp-

lifier energies.

In [41], a mathematical model is proposed to compute
the total energy consumption in the sensor network dur-
ing a single round. Taking the derivative of the total ene-
rgy it also finds the optimum number of clusters, Ko as:

AN [er
» \/; gmp d882

In [42], a mathematical model is proposed to calculate
the total energy consumption in the sensor network dur-
ing a single round. It also finds the optimum desired clu-
ster head probability, pey as:

k

k

p _l st
i 2 ﬁ’(gmpd BS4 - Eelec - EDA)

where, A is the intensity of homogeneous spatial Poisson
process that indicates the sensor node density, Eg. is the
electronic energy required for coding, modulation, filteri-
ng etc. and Epa is the energy required for data aggregation.

However, the lifetime of a sensor node is directly the
inverse of its long run rate or expected rate of energy co-
nsumption. Therefore, in order to elongate network life-
time, the long run rate of energy consumption must be
given more importance than other metrices (for example,
energy required to transmit one frame [41] or total ener-
gy consumption in an interval [42]). Moreover, none of
these models consider the situation in which all the sen-
sor nodes in the network can pick a random number hig-
her than its respective threshold and become a temporary

WSN



A.B.M. A A ISLAM

follower. In this case, no sensor node will find any other
node to choose as its cluster head under which it can ke-
ep its follower status. In this circumstance, every node
changes its state from follower to cluster head, i.e., all

the sensor nodes will become a one-member cluster head.

In [43,44], a complete mathematical model is proposed
incorporating all these factors.

In [48], Heinzelman First Order Radio Model [21] is
used as the energy model and Renewal Reward Process
[26,48] is used as the underlying stochastic process to
calculate long run rate of energy consumption. It defines
the following parameters in the model:

1) P be the desired percentage of cluster heads,

2) s be the number of subintervals in an interval,

therefore s = 1/P,

3) Py be the probability of becoming cluster head of a

follower node at the start of any subinterval,

4) Py’ be the probability of becoming cluster head of

a cluster head node at the start of a subinterval in
the next interval,

5) @, be the probability of becoming cluster head of a

sensor node at the start of any subinterval,

6) T(n) be the currently considered threshold value.

7) N be the total number of sensor nodes in the net-

work.

8) a x b be the two dimensions of rectangular sensor

area.

According to Renewal Reward Theorem, the rate of
reward will be:

jim R0 _ ER) (1)
E(X)

where, R is reward and X is cycle length. It considers the

energy consumed by the sensor as the reward and the dif-

ference between two consecutive subintervals in which a

sensor node becomes cluster head as the cycle.

It considers different state transition diagrams for a se-
nsor node between two states while changing the subin-
terval in an interval and between two states while chang-
ing the subinterval as well as the interval to compute
E(X). Figure 2 shows those state transition diagrams.

Using these state transition diagrams, the probability
of becoming a cluster head, ®,, at the start of any subint-
erval is calculated as follows:

@, =(%J+ R, =(s+1)x (%j )

After a number of steps, the long run rate of energy
consumption is calculated as:

t— t

R() _E(R)
t%@T_m
:(1—®0)X|:(Eeleck)+(eamp—': k)% (a;bj
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Figure 2. State transition of a node while (a) Changing sub-
interval without changing Interval, (b) Changing subinter-
val as well as the interval.
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Here, Eeec is energy required per bit to run the cir-
cuitry in transmitter or receiver, Ep, is the energy re-
quired for data aggregation, € amp r iS the energy con-
stant for the radio transmission of a follower node,
€ amp_n IS the energy constant for the radio transmission
of a cluster head node, k is number of bits in a message, 1
is the path loss exponent, dgs is the distance between
cluster head and base station, and p, is the percentage of
the circular area (centered at a follower and with radius
equals distance to a cluster head) falls within the sensor
area. As we cannot get any closed form for derivative of
Equation 3, we can get the optimal percentage of cluster
heads by plotting the value of long run rate of energy
consumption from the equation.

3.3. Limitations

This algorithm introduced a fairly simple strategy whi-
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ch is more efficient than the direct transmission and the
minimum-transmission-energy (MTE) protocol that cho-
oses the route to minimize the transmitter energy. How-
ever, it has some limitations:

1) LEACH always wants to achieve an even distribu-
tion of energy consumption which might not be rational.
Residual energies in different nodes do not remain same
after a significant amount of time of operation. Nodes
with higher residual energy should get preference to be
elected as cluster head. Otherwise, longer network stabil-
ity as well as longer network lifetime cannot be ensured.

2) When the number of live nodes becomes small, the
number of prospective cluster heads which is equal to the
number of live nodes multiplied by desired percentage of
heads will also become very small and in some cases it
may become less than one. For example, if the initial nu-
mber of sensor nodes is 100 and the desired percentage
of heads P is 0.05 then the initial number of prospective
heads is 100 x 0.05 = 5. However, with the same P when
the number of live nodes becomes less than 20 the num-
ber of prospective heads will become less than one. Un-
der this condition in most of the subintervals, none of the
live sensor nodes can become a cluster head by choosing

a random number which is less than the current threshold.

In other words, there will be no cluster head available to
the sensor nodes to which they can become followers.
Rather, all the live sensors will force themselves to bec-
ome a one member cluster head. In this particular case,
the resultant cluster setting will behave like a setting
which does not have any clustering. For this reason, no
energy efficiency will be gained.

A number of variants have already been proposed for
LEACH to overcome its limitations. Some of them are
briefly summarized in the following section.

3.4. LEACH Variants

SEP [16] is variant of LEACH, which elects the clust- er
heads based on weighted probabilities according to the
residual energy of the sensor nodes. It assumes that a pe-
rcentage of the sensor nodes are coming with higher ene-
rgy resources and studies the impact of heterogeneity of
nodes based on their energy levels. It follows the underl-
ying synchronization approach used in LEACH. In addi-
tion, it considers the variation in the residual energy as-
suming two types of nodes—normal and advanced.

It assumes m fractions of the nodes are advanced
nodes, which have o times energy than that of the normal
nodes. As a result, it assumes n(1 + a« m) number of virt-
ual normal nodes in the network. It extends the number
of subintervals from 1/P to (1 + a m)/P in an interval.
The objective of this extension is to elect a normal node
once and an advanced node (1 + a) times as the cluster
head in an interval. The probability equation to become
cluster head has been modified. In fact, two different eg-
uations are used for the normal and the advanced nodes.
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The weighted election probabilities for the normal and
the advanced nodes are pnm and pag, respectively. Their
equations are as follows:

popt
pnrm 1 + a % m
and,
Pacy Popt x(l+a)
1+axm

where, pqy is the optimal probability of a node to become
a cluster head. It also uses two different equations for the
threshold. One for the normal nodes called T(Sym) and
the other for the advanced nodes called T(Sagv). T(Shrm)
and T(s,qv) are calculated as follows:

pnrm If Sm,m eG!
T(Sum)=3 1= Pum x[r mod 1]
pnrm
0 otherwise
and,
padv If Sadv EGH
T(sadv)= l_ padv X(I" mOd 1]
padv
0 otherwise

where, G' is the set of normal nodes that have not bec-
ome cluster head yet within the last 1/pnm Subintervals
and G” is the set of advanced nodes that have not bec-
ome cluster head yet within the last 1/p,q, Subintervals in
an interval.

This works introduced the heterogeneity to LEACH in
terms of two levels of residual energy. However, it has
some limitations:

® In SEP, the percentage of cluster heads is optim-
ized based on the energy consumption in an in-
terval. However, this value should be optimized
on the basis of the long run rate or expected rate
of energy consumption for achieving the higher
network stability period.

® SEP considers two types of nodes only in terms
of residual energy. However, during the life cy-
cle of the network the different levels of the res-
idual energies may exist which will not be cove-
red by only two types. More types of nodes are
necessary to consider covering numerous resid-
ual energy levels in different nodes to achieve
maximum network stability.

@ |t did not attempt any improvement to enhance
the network stability.

Deterministic Cluster Head Selection [17] introduces
the heterogeneity to LEACH in terms of residual energy.
It considers the residual energies of the sensor nodes in
order to manage rational power consumption throughout
the network. It follows the underlying mechanism of LE-
ACH exactly. It has changed the equation of the thresh-
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old value only to incorporate the residual energy in clus-
ter head selection process as follows:

E
T(n)new — P 1 x En_current
1- Px[r mod P) n.max

where, En current IS the current energy, En max the initial
energy of the node. The other parameters have the same
definitions as of LEACH.

After a significant amount of time of operation, the re-
sidual energies of the sensors would become very low
and then this threshold value will be very low. This can
result in a situation where all the live sensors are one
member cluster head. In this case the energy consump-
tion rate will be very high. To break this stuck condition
another modified equation of the threshold value has
been proposed:

_ P
new
1—Px(r mod 1)
p

« |: En_current + (I’Sdivijx(l— En_current J
En_max P En_max
where, r, is the number of consecutive rounds in which a
node has not been cluster head.

This works introduced the heterogeneity to LEACH in
terms of different levels residual energy. However, it has
some limitations:

® Deterministic Cluster Head Selection uses a
random value for the percentage of heads pa-
rameter like LEACH. Therefore, it does not
consider the optimal value of this parameter.

® |t does not suggest any optimum value for r,.

@ |t did not attempt any improvement to enhance
the network stability.

LEACH-C [18] is a centralized technique to cluster se-
nsor nodes based on their positions. In this approach, ba-
se station selects cluster heads to get uniformly distribu-
ted clusters. In LEACH-C, sensor nodes detect their curr-
ent locations using GPS (Global Positioning System)
receiver or any other technique. At the beginning of each
interval, each node informs the base station its current
location and residual energy level. After receiving the in-
formation from all the sensor nodes, base station comp-
utes the average residual energy in the network. It prec-
ludes those sensor nodes whose residual energy is below
the average residual energy from attaining cluster heads-
hip. Base station selects the cluster heads from the rema-

T(n)

ining nodes using the simulated annealing algorithm [47].

Base station also selects corresponding followers for the
clusters while selecting the clusters and cluster heads,
and the base station broadcasts a message into the net-
work informing these selections.
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This algorithm minimizes the total sum of squared dis-
tances between all the non-cluster-head nodes and the
corresponding closest cluster head node. Thus, it minim-
izes the amount of energy necessary to use to transmit
data to the cluster head nodes by the non-cluster-head no-
des. However, it suffers from the following limitations:

® In LEACH-C, the base station selects the cluster
heads based on their positions and the average
residual energy in the network. Like LEACH,
the individual residual energy in each sensor
node has little impact on the cluster head selec-
tion process in LEACH-C. This centralized al-
gorithm also suffers from non-scalability.

® Incorporating GPS receiver or similar device in
the sensor nodes increases sensor node cost.

@ |t did not attempt any improvement to enhance
the network stability.

Adaptive Cluster Head Selection 19 assumes that a
sensor node knows its distance from another sensor node
by observing the signal strengths in the received mes-
sages. At first, this approach randomly selects cluster
heads following LEACH. Next it reselects the cluster
heads considering the distance between each cluster head
and the sensor nodes farthest from the cluster heads. The
reselection is done in order to distribute the cluster heads
uniformly in the network. When a sensor node is selected
as a cluster head by LEACH, it broadcasts an advertise-
ment message to all other nodes. Other sensor nodes re-
spond to the broadcast. From the received responses, a
cluster head calculates its distance to its farthest follower
node and its distance to the nearest cluster head of
neighbor clusters. It subtracts the first distance from the
later. Three cases may arise as follows:

Case 1: The result is positive.

Case 2: The result is negative.

Case 3: The result is zero.

In order to place the cluster head in an optimum loca-
tion, the cluster head is moved to the direction of the
closest head in Case 1 and to the direction of the farthest
sensor node in Case 2. Cluster head position remains the
same in Case 3.

This approach ensures uniform distribution of the
cluster heads. However, it has the following limitations:

® |t completely ignores the relative residual ene-
rgy of each sensor node in the network while
selecting the cluster heads. It also suffers from
other LEACH limitations.

® In this work cluster head movement, if necess-
ary, is not clearly defined.

@ |t did not attempt any improvement to enhance
the network stability.

Therefore, none of the research works mentioned in
this section makes any attempt to improve network stab-
ility. In the next section, we propose a novel technique,
Stable Sensor Network (SSN) to improve this metric.
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4. Stable Sensor Network (SSN)

In this section, we propose a new algorithm to cluster se-
nsor nodes in a network to improve network stability in
terms of death of the first sensor node. We follow the
underlying approach of LEACH. In LEACH, each sensor
node is given equal chance to get cluster headship and
thus its lifetime depends only on its own residual energy.
Therefore, a sensor node with low residual energy dies
within a short period. However, there may be some other
sensor nodes alive after its death. If that sensor node
could exploit the residual energies of the live sensor
nodes then it would live longer. Therefore, we should use
the total residual energy of the network to increase the
lifetime of the sensor node which dies first. We present
three heuristics to achieve this goal. We illustrate our
complete clustering algorithm SSN in details after des-
cribing those heuristics. We also adapt the mathematical
model derived in [44] for SSN incorporating the heuris-
tics accordingly.

4.1. Heuristics

We propose three heuristics for SSN. First two heur-
istics basically attempt to use the residual energy of the
network in a sensor node. A sensor node needs residual
energy status of other sensor nodes in the network for the
second heuristic. It can get that information from unac-
knowledged broadcasts from other sensor nodes. Some
of the information will not be available to the sensor
node due to unacknowledged broadcasts. Third heuristic
attempts to make up this missing information.

Heuristic 1: Energy consumption of a cluster head no-
de is higher than that of a follower node. Therefore, sen-
sor nodes with higher residual energy should be elected
as cluster heads. In the original LEACH algorithm, if a
node becomes cluster head in a subinterval it cannot bec-
ome cluster head again in any of the subsequent subint-
ervals of the same interval. However, if a sensor node
with higher residual energy can become cluster head ag-
ain in other subintervals in the same interval then a sen-
sor node with lower energy can escape from being clus-
ter head. In that case, the lifetime of this lower energy
sensor node will increase by using residual energy of a
higher energy sensor node. For this reason, we make the
subintervals completely memory less and eliminate the
use of the separate set of nodes that have not been cluster
head yet in the current interval. With this modification,
the probability of becoming cluster head of a sensor node
in a subinterval does not depend on its status in the prev-
ious subintervals. This heuristic partially increase net-
work stability period.

Heuristic 2: We can expect higher stability period of a
sensor network if we increase the probability to become
cluster heads for sensor nodes with higher residual ener-
gies. We should consider relative residual energy of a
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sensor node to determine whether it is with higher resi-
dual energy or not. For this reason, we judge the relative
residual energy of a sensor node while selecting it as a
cluster head. We map the relative residual energy of a
sensor node in its threshold computation so that it keeps
its expected value at the optimal percentage of cluster
heads P. At the beginning of each subinterval, each node
knows its own residual energy (E) along with maxi-
mum (Ecur max), Minimum (Ecyr_min), and average (Ecur avg)
residual energies of all sensor nodes alive in the network.
Considering average residual energy (Ecur avg) COrre-
sponds to expected percentage of cluster heads (P), we
map Ecur_min: and Ecur_max to (1 - Prange) and (1 + Prange)
respectively, where Pange is the minimum between P and
(1-P). If P <(1-P), (P — Prange) becomes zero and if P
>(1-P), (P + Prange) becomes one. This has been shown
in Figure 3.

We define deviation from P for a sensor node based
on the difference between its residual energy E., and the
average residual energy Ecur agin the network. Hence,
the deviation is:

AP = Prange x E, 4)
where,
E..—E
cur cur _avg .
E , if Ecur < Ecuriavg
cur_avg ~ —cur_min
Er = 0 , if Ecur = Ecur_avg
Ecur - Ecur avi
_avg H
E , if Ecur > Ecur_avg
cur_max ~ —cur_avg

In order to make the threshold value proportional to
the residual energy of a sensor node, we assign threshold
value equal to P plus AP, i.e.

T(n)=P+AP (5)

This heuristic along with the previous one enable a se-
nsor node to become cluster head according to its relative
residual energy in the network. A sensor node with hig-
her residual energy is ensured to be more probable and a
sensor node with lower residual energy is ensured to be
less probable in the selection of cluster heads.

Heuristic 3: To apply the previous heuristic, a sensor
node must know the maximum, minimum, and average
residual energies of all sensor nodes alive in the network.
To calculate these values it must know residual energies

P - Prang_e P P + Prange
Threshold - - 4 | Lo e

RN
Residual energy \ \ \

1 1
Ecur_avg

Ecur_min cur_max

Figure 3. Distribution of Threshold Value according to Res-
idual Energy.
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of all other sensor nodes. Therefore, each node must bro-
adcast its residual energy level. For guaranteed availabil-
ity of this information, some acknowledgement based
data transmission technique should be followed. Howe-
ver, this will incur a significant energy cost. For this
reason, we make a trade-off between the accuracy of this
information and the energy required to transmit them.
We simply adopt one pass broadcast and to overcome the
accuracy problem we multiply the threshold by the ratio
between total number of deployed sensor nodes (N) and
number of sensor nodes (Njie) from whom residual ene-
rgy information is received. This will increase the proba-
bility of a sensor node to become cluster head when it
finds a lower number of live sensor nodes in the network.
This ultimately ensures the preservation of overall opti-
mal percentage of cluster heads among those reachable
sensor nodes irrespective of the statuses of the unreach-
able sensor nodes. This heuristic changes the equation of
the threshold as the following way:

T(n)= (P+AP)x (6)

live

4.2. SSN Algorithm

We divide the lifetime of the network into some discrete
and disjoint equal length intervals in SSN. Each interval
has three consecutive phases—advertisement, cluster-set-
up, and steady-state phase. The algorithm depicted in Fig-
ure 4 runs independently in each sensor node in each
interval. The parameters are initialized at the start of the
algorithm. E, is set to its current residual energy level.
Ecur maxs Ecur_min, @Nd Eqyr avg are set to its own current re-
sidual energy level, i.e., equal to E,. The number of live
sensor node, Ny, iS set to one assuming it is the only
live sensor node in the network. Advertisement, cluster-
setup, and steady-state phases are executed as follows:

1) Advertisement Phase: During this phase, each no-
de executes two parallel processes. In one process, each
node waits for a uniformly distributed random amount of
time and then broadcasts its current residual energy level.
This random delay reduces the probability of collision.
Another process receives the current residual energy lev-
els of other sensor nodes. A sensor node may receive
multiple copies of a current energy level advertisement
me- ssage from the same sensor node due to multi-path
effect. A receiver sensor node detects these duplicate
receptions and ignores them. A receiver sensor node up-
dates the parameters_Ecur_max: Ecur_miny Ecur_avga and NIive
using the fresh advertisement messages only.

2) Cluster Set-up Phase: In this phase, each sensor
node independently decides whether to become a cluster
head or not based on the information gathered in the ad-
vertisement phase. At first, it calculates the threshold T(n)
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using Equation 6. Next, it picks a random number and
compares the random number with the threshold. Three
cases may arise as follows:

CASE 1: The random number is less than the thres-
hold. In this case, the sensor node becomes a cluster head
and broadcasts HEAD_EXPOSURE message.

CASE 2: The random number is not less than the
threshold and it does not receive any HEAD_EXPO-
SURE message from other sensor nodes. In this case, the
sensor node becomes a one member cluster head.

CASE 3: The random number is not less than the
threshold and it receives one or more HEAD EXPO-
SURE messages from other sensor nodes. In this case,
the sensor node becomes a follower of the nearest cluster
head and sends a FOLLOWER_ACCEPTANCE: Mes-
sage to the nearest cluster head.

3) Steady-state Phase: In this phase, the followers
send data to the corresponding cluster head. The cluster
heads accumulate, aggregate, and compress the received
data with its own data. Cluster heads send the aggregated
and compressed data to the base station. The duration of
steady-state phase is significantly longer than the sum-
mation of the durations of the advertisement and clus-
ter-setup phases in order to minimize cluster establish-
ment overhead.

4.3. Mathematical Model of SSN

The difference between underlying mode of operations
of LEACH and SSN arises because of three new heuris-
tics. The last two heuristics make change only in the thr-
eshold value (T(n)). This change merely affects the prob-
ability of becoming cluster head of a follower node at the
start of any subinterval (Py). Otherwise, there is no imp-
act of these two heuristics on Equation 3, which is the
latest mathematical formulation of LEACH. However,
heuristic 1 of our new clustering algorithm makes the
subinterval completely memory less. For this heuristic,
the first state transition diagram of Figure 2 is no longer
applicable. However, @, is formulated form the weighted
combination of two state transition diagrams of Figure 2
in the mathematical model of LEACH. Therefore, the fo-
rmulation of ®, needs to be changed in the mathematical
model of SSN. With the introduction of heuristic 1, any
sensor node can become cluster head irrespective of its
status in the previous sub interval. Therefore, the probab-
ility of becoming cluster head of a follower node at the
start of any subinterval (Py,) will no longer differ from the
probability of becoming cluster head of a sensor node at
the start of any subinterval (®g). As a result, formulation
of @, in the changed mathematical model of SSN will be
@, = Py,. With this change, we can use Equation 3 as the
mathematical model of SSN.
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Algorithm SSN ()
Set the value of Eq,
Initialize Ecurﬁmax; Ecurﬁmim and Ecuriavg to Ecur,
Initialize Njie to 1
Advertisement(); broadcasts and receives current energy levels
Cluster_Set_Up(); generates the clusters
Steady State(); receive and transmit data

- Algorithm Advertisement()
: Transmit_Current_Energy_Residual_Level()
Receive_Current_ Residual_Energy_Level()

Algorithm Transmit_Current_ Residual_Energy_Level()
Wait for a random time
Broadcast own current residual energy level

Algorithm Receive_Current_ Residual_Energy_ Level()
For each received current residual energy level, E ¢
if E', is not a repetition from an already received node
Update_Parameters(Niie, E cur)
endif

Algorithm Update_Parameters(Niie, E'ewr)
if E cur > Ecurﬁmax )
Ecurﬁmax = E cur
endif
|f E cur < Ecurﬁmin ,
Ecurﬁmin =E cur
endif
Njive *Ecur_avg +Ecur

Ecur_avg =
- Niive *1

Increment Niive
Algorithm Cluster_Set_Up ()
Prange = max(P, 1-P)
if ECUI’ < ECUILa\/g
e Ecur —Ecur_avg
pr—— ==
Eeur_avg - Ecur_min
else if Ecur > Ecurﬁavg

- Ecur —Ecur_avg
p=—————="9
Ecur_max ‘Ecur_avg
else
E,=0
endif

AP = Prange * Er

T(n)= (P+aP)x

live
Choose a random number r
if (r <T(n)) then
status=head
broadcast HEAD_EXPOSURE message

else
Receive HEAD_EXPOSURE messages from other sensor nodes
if (no HEAD_EXPOSURE message received) then
status=head
else
status=follower
send FOLLOWER_ACCEPTANCE message to nearest cluster head
endif
endif

- Algorithm Steady_State ()
if status=follower
send self originated data to own cluster head

else
receive messages from own followers
aggregate and compress them with own message
send to base station

endif

Figure 4. Algorithms for Stable Sensor Network (SSN).
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We compare these mathematical models from simul-
ation results in the next section. We also analyze the eff-
iciency of SSN in that section.

5. Simulation Results

We conduct our simulation runs on a randomly deployed
wireless sensor network. Our simulation program is wri-
tten in visual C++. In this section, we first describe our
network settings along with various parameters used in
energy rate calculation. Then, we compare mathematical
models of SSN with that of LEACH. Finally, we evalu-
ate network stability in SSN with that of LEACH and its
high performance variant.

5.1. Network Settings

We use network settings as shown in Figure 5 in our
simulation runs. The network settings do not make any
impractical assumption to simplify the analysis. The set-
tings are as follows:
® The dimension of sensor area is 200 x 200 m*
® Total number of sensor nodes in the network is 100.
® The sensor nodes are randomly distributed over
the sensor area.
® Each sensor node is initially equipped with a bat-
tery of 5 Joule.
® The base station is located at position (400 meter,
100 meter).

We use the following parameters in the simulation ru-
ns for verification of mathematical models and in the fir-
st runs of the subsequent analyses:

1) The amount of energy per bit to run sensor node
circuitry, Eeec is 5 % 1078

2) The value of energy constant, €xm,, for radio trans-
mission, is 1 x 107

3) The number of data packets generated during each
subinterval by a sensor node is normally distributed in
the range of [0, 50], with the value of mean equal to 25.
We applied Box-Muller transformation [48] to achieve
this normal distribution from the uniform distribution of
the built-in rand() function in visual C++.
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4) Each data unit contains 8 bits data;
5) The probability that a message successfully arrives
at its destination is 90%.

5.2 Verification of Mathematical Model

We first plot the long run rate of energy consumption
from Equation 3 versus the percentage of heads for a LE-
ACH node in Figure 6. The value of the probability of
becoming cluster head of a sensor node at the start of any
subinterval ®, must not exceed 1 and the value of ®, can
be computed from Equation 2. According to Equation 2,
if the value of P exceeds 0.61 then the value of ®, will
exceed 1. In order to avoid this, we plot the graph against
the percentage of cluster heads P up to 0.61. According
to the graph:

1) Energy consumption rate initially decreases very sh-
arply with the increase of the percentage of cluster heads.

2) There is an optimal point for which energy cons-
umption rate is the lowest. After this point the energy
consumption rate increases with the increase of the perc-
entage of cluster heads. In our simulation runs this opti-
mal point is (0.045, 0.000337).

We also plot the long run rate of energy consumption
from Equation 3 versus the percentage of heads for a SSN
node in Figure 7. Here, the probability of becoming clu-
ster head of a sensor node at the start of any subinterval
@, is no longer computed from Equation 2 as in SSN @,
directly maps to Py,. Therefore, we plot the graph against
the percentage of cluster heads P up to 1.

The graph in Figure 7 exhibits almost the same trends
found in the graph in Figure 6. Energy consumption rate
initially decreases very sharply with the increase of the
percentage of cluster heads and after an optimal point the
energy consumption rate increases with the increase of
the percentage of cluster heads. In Figure 7, the optimal
point for SSN is (0.045, 0.000331) which gives lower
long run rate of energy consumption than the optimal
point for LEACH found in Figure 6. This improvement
is only due to heuristic 1 as only this heuristic modifies
the mathematical model.
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Figure 5. Network Settings: Uniformly distributed sensor nodes with a base station.
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Figure 6. Long run rate of energy consumption against Dif-
ferent Percentage of Heads according to the Mathematical
Model of LEACH.

Figure 7. Long run rate of energy consumption against Dif-
ferent Percentage of Heads according to the Mathematical
Model of SSN.

We evaluate network stability of SSN against that of
LAECH and its best variant. The authors of Determinis-
tic Cluster Head Selection [17] claimed that it improves
the network stability period by 30% over LEACH where-
as the authors of SEP [16] claimed that it does the impro-
vement over LEACH by 26%. These two are the most
improved LEACH variants claimed so far. For this rea-
son, we take Deterministic Cluster Head Selection [17]
as the best LEACH variant instead of SEP in our perfor-
mance comparison. We already find P = 0.045 as the
optimal percentage of cluster heads from the mathemati-
cal models of both LEACH and SSN. We use this value
for all of the three techniques under evaluation. Our eva-
luation is based on three metrics:

1) Data rate of a sensor node,

2) Position of base station, and

3) Initial energy of a sensor node.

In the evaluation process, for each simulation run we

take average of values found from fifty simulation passes.

Each simulation run generates a point in a graph. We st-
art with already described network settings for the first

Copyright © 2010 SciRes.

point in each of the graphs.
I. Data rate of a sensor node
In the initial network settings, number of data packets
generated by a sensor node in a subinterval is normally
distributed in the range of 0 to 50, with mean 25. We
conduct fifteen simulation runs varying this range. We
change the upper limit of the range from 50 packets with
step of 10 packets in each simulation run. We plot the
values of network stability periods in terms of FND in
Figure 8 and the values of HND in Figure 9. Figure 9
indicates that HNDs of SSN, LEACH and LEACH vari-
ant are comparable. However, there is a significant ste-
ady improvement in FND for SSN over LEACH and its
variant. We plot these improvements in Figure 10. The
average improvement over LEACH and its variant is
53.42% and 35.62% accordingly.

G

Figure 8. Network stability period in terms of First Node
Dies (FND) for different data rates.

Figure 9. Half of the Nodes Die (HND) for different data ra-
tes.
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I1. Position of base station
In the initial network settings, base station is located at
(400 m, 100 m). Therefore, distance of the base station
from the center of network area is 300 meter. We cond-
uct fifteen simulation runs varying this distance. We cha-
nge the position of base station in first dimension from
400 meters with step of 25 meters in each simulation run.
We plot the values of network stability periods in terms
of FND in Figure 11 and the values of HND in Figure
12. Figure 12 indicates that HNDs of SSN, LEACH and
LEACH variant are comparable. However, there is a sig-
nificant steady improvement in FND for SSN over LE-
ACH and its variant. We plot these improvements in
Figure 13. The average improvement over LEACH and
its variant is 48.55% and 30.22% accordingly.
I11. Initial energy of a sensor node
In the initial network settings, initial energy of a sen-
sor node is 5 Joule. We conduct fifteen simulation runs

W]

Figure 10. Improvement in network stability period in ter-
ms of First Node Dies (FND) in SSN for different data rates.

Figure 11. Network stability period in terms of First Node
Dies (FND) for different positions of base station.

Copyright © 2010 SciRes.
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Figure 12. Half of the Nodes Die (HND) for different posi-
tions of base station.
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Figure 13. Improvement in network stability period in ter-
ms of First Node Dies (FND) in SSN for different positions
of base station.
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Figure 14. Network stability period in terms of First Node
Dies (FND) for different initial energies of a sensor node.

varying this initial energy. We change the initial energy
of a sensor node from 5 Joule with step of 1 Joule in each
simulation run. We plot the values of network stability
periods in terms of FND in Figure 14 and the values of
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HND in Figure 15.

Figrue 15 indicates that HNDs of SSN, LEACH and
LEACH variant are comparable. However, there is a sig-
nificant steady improvement in FND for SSN over LEA-
CH and its variant. We plot these improvements in Fig-
rue 16. The average improvement over LEACH and its
variant is 52.04% and 34.25% accordingly.

These values clearly indicate that, SSN provides sig-
nificantly higher time before first node dies in compare-
son to LEACH and its variant irrespective of data rate of
sensor node or position of base station or initial energy
of a sensor node.

6. Conclusions

We propose a novel self-organizing and adaptive clust-
ering protocol SSN in this paper. We use three heuristics
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Figure 15. Half of the Nodes Die (HND) for different initial
energies of a sensor node.
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Figure 16. Improvement in network stability period in ter-
ms of First Node Dies (FND) in SSN for different initial
energies of a sensor node.
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for SSN with proper justifications. We present its comp-
lete mathematical formulation with the help of that of
LEACH. We evaluate its stability period with that of LE-
ACH and its best variant. We get a significant steady im-
provement in the evaluation in different circumstances.

7. Future Works

We propose SSN for homogeneous sensor nodes, i.e., se-
nsor nodes with similar transmission and sensing ranges.
In our future works, we will attempt to enhance SSN for
sensor nodes with different transmission and sensing ran-
ges. We will also attempt to enhance SSN for multi radio
sensor nodes, which are now emerging in the recent res-
earch works.
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Abstract

In this paper bit error rate (BER) performance is analyzed for multiple input-multiple output (MIMO) com-
munications systems using antenna selection in the transmitter, maximal ratio combining (MRC) and linear
de-correlating detector (LDD) in the receiver in wide band code division multiple access (WCDMA)
downlink channels with correlated Nakagami fading. The MRC maximizes signal to noise ratio of the re-
ceived signal, then the LDD cancels out multiple access interference (MAI). Theoretical results are validated
using computer simulations. Moreover, a pilot based estimation method is proposed to jointly estimate the
channel gains and the rows of the LDD operator. Simulation results show that using this proposed method,
diversity order is maintained in the receiver. Furthermore, our analysis shows the spectral efficiency degra-

dation due to the pilot based strategy is negligible.

Keywords: MIMO, Transmitter Antenna Selection, WCDMA, Maximum Ratio Combining

1. Introduction

Wide band code division multiple accesses (WCDMA)
has been proposed to satisfy ever-increasing demands for
higher data rates, as well as to allow more users to sim-
ultaneously access the network [1]. So, it is employed in
the third generation mobile networks to provide multi-
media services with required qualities. Multiuser detec-
tors (MUDs) are used to detect the desired signal and to
simultaneously cancel out interferences coming from co-
users in WCDMA systems [2]. In downlink scenario,
blind multiuser detectors are proposed for multiple ac-
cess interference (MAI) cancellation [3], but use of these
detectors increases computational complexity of mobile
stations (MSs). Another approach for MAI cancellation
in downlink multiuser scenario is the precoding method
at the base station (BS) [4], but it requires error free links
between each MS and the BS, which is not the case in
practical scenarios.

Multiple input-multiple-output (MIMQO) systems sig-
nificantly increase system capacity and improve perfor-
mance [5,6] at the cost of increasing hardware complex-

Copyright © 2010 SciRes.

ity by increasing the number of transmitting and receiv-
ing antennas. Transmitter antenna selection (TAS) can
reduce the cost of multiple antennas and at the same time
can retain many advantages of MIMO systems. A com-
bined transmitter antenna selection and maximal ratio
combining (MRC) has been proposed in [7]. This method
selects the transmitter antenna that maximizes the total
received signal power at the receiver. Inactivating other
transmitter antennas reduces the hardware complexity;
furthermore, this method reduces the number of radio
channels used in a MIMO system. Bit error rate (BER)
performance of this method has been analyzed in inde-
pendent and correlated Rayleigh fading channels, respec-
tively in [8] and [9]. As well, recently a BER perform-
ance analysis of TAS/MRC has been studied in corre-
lated Nakagami fading channels [10], however it is for a
single user scenario in a non CDMA system.

In this paper, the downlink scenario of MIMO WCD-
MA systems using TAS/MRC plus LDD has been stud-
ied. MIMO is a strong tool for capacity increasing and
performance improvement. But the limitation in the size
of a MS necessitates employing receiver antennas with a
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small distance among them; therefore the correlation
among channel gains should be considered even in rich
scattering environments. For hardware complexity re-
duction and keeping diversity order in the base station,
TAS in the transmitter is a good candidate, which is con-
sidered in this paper. Furthermore for reducing effect of
MALI, a linear de-correlating detector (LDD), which is a
sub optimum multi user detector, is used in the receiver.
The LDD has simple structure with good performance
for MAI mitigation [2]. In this paper, the BER perform-
ance of a downlink WCDMA system in the correlated
Nakagami fading channels is analyzed, and theoretical
results are validated using computer simulations. MAI
cancellation using MUDs needs to know the user’s and
co-users’ spreading sequences, which increases the com-
plexities of MSs. In this paper, we consider the case in
which the links between each MS and the BS are error
prone. So, precoding techniques can not be applied. Fur-
thermore, we give up the blind MUDs for their high
computational complexities [11]. In this paper, we pro-
pose a low complexity pilot based channel estimation
method for the joint estimation of the channel gains and
the rows of the LDD operator in order to cancel out the
MAI. The proposed method does not require the spread-
ing sequences of all active users (which are not available
in the MS), as well as the calculation of the inverse cross
correlation matrix. So, using this estimation method, the
MSs can cancel out the MAI with-out prior knowledge
about spreading sequences of co-users by decorrelating
users’ signals.

The remaining of this paper is organized as follows. In
Section 2, system models are considered. BER perform-
ance analysis has been presented in Section 3. Joint es-
timation of channel and the LDD operator is proposed in
Section 4. Simulation results are presented in Section 5
in order to validate our performance analysis and evalu-
ate the performance of our proposed joint estimation
method. Finally conclusions are presented in Section 6.

2. System Model

We consider the downlink scenario of a WCDMA sys-
tem. The jth antenna of the MS receives signals of K
users which have been sent by the ith transmitter antenna
in the base station. It is given by

K o

ni®=> > AdIh t-IT, -7 ) +n(), )
k=1l=—0

where Ay, dfl], Ts and 7, ; are, respectively, the re-

ceived amplitude, Ith data symbol of kth user, symbol
period and path delay between ith transmitter antenna
and jth receiver antenna and n(t) is additive white

Gaussian noise. The h, ; is expressed by:
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1 N4
h,j(t)_W%Ck[m]pi,j(t_m-rc)i )

where N is the processing gain, T, =T/N is the chip
time, p,;(t) is the convolution of three components:

the chip pulse shaping waveform, the channel filter be-
tween the ith transmitter antenna and the jth receiver
antenna (which represents the channel echoes) and the
receiver filter, with unit energy. c,[m] is the value of

the mth chip of kth user’s spreading sequence with
|c,[m]|=1. Data symbols {d,[]} of different users are

independent with identical distributions (i.i.d). The
channel between the ith transmitter and the jth receiver

antenna denotes as /5, ;(t) = & ; e is assumed to
be a quasi-static fading and its envelope «; ;(t) follows
Nakagami-m distribution

2 (mY' Lo, —mx
P, (X)=m(§j X eXp(T) (3)

where m:EZ/E[(afj—g)z} . 0=E(a)

F(n):j:u”’le’“du . Therefore &, ; =a; has gamma
distribution,
m)" x™* —mx

2.1. Transmitter Antenna Selection

The TAS is performed so that the total received signal
power is maximized. Mathematically, it is equivalent to
selection antenna such that:

Ll'
i, =arg max[z iy ‘2] (5)

1sist| 43

The MS sends Is using only [log, (L,)]bits, where
[] denotes ceiling operation. In performance analysis,

channel estimation is assumed to be performed perfectly
at the receiver, also the feedback link between the re-
ceiver and the transmitter is considered to be perfect and
without delay (using forward error correction (FEC) it is

possible to send a few flag bits, i.e., [log,(L,) |, without

error even in error prone link). The size of a Ms limits
the use of antenna diversity and this makes the channels
correlated. The covariance matrix among channel power

gains, e.g., &, :[5@1 O, 1, JT in the receiver is
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given by
Q=E{5,5."}, (6)

where, E{-}and ", respectively denote expectation and
Hermitian operations.

2.2. BER Performance Analysis

In this section, BER performance of TAS/MRC plus
LDD in the downlink scenario of WCDMA systems is
analyzed. In the following, a bold capital letter denotes a
matrix (A), a bold small letter denotes a vector (a), and
an unbolded letter denotes a scalar (a or A). Samples of
the channel are considered to be constant for each sym-

bol; such that for the Ith symbol defined as
B.i1=p4.,3T) Defining A =diag(A,...A)
C=[c, .. ] , ¢ =N"[g[0],..c[N-1]]

di]=[d,0],...d, [1]] and n[I]:[n?[l],...,nj“’l[l]]T :

which contains the noise samples in the jth receiver an-
tenna, the received signal form the ith transmitter an-
tenna to the jth receiver antenna is given by

rslll = ;[1ICAd[I]+n[l]. ()
For any linear detector combined with MRC, the deci-

sion variable, a[l] is obtained by a linear combination
of r;[1],ie,

a[1]=sign{Re(DY. 41115, , D)}, ©®)
j=1

where the matrix D represents the operation of the mul-
tiuser detector. For the LDD, D is the Moore-Penrose
generalized inverse of the code matrix C [2], given by

Dipp = =(C'CQ)'C’=R7'CT, 9)

where R=C'C is a KxK matrix containing the

autocorrelation coefficients of the users’ spreading codes.

In (9), it is assumed that K users’ codes are linearly in-

dependent, to guarantee the existence of R™'. The re-
ceiver output is obtained as follows

YOE z' RCT 4, [1rll]

s

:Z |ﬂ,,[|]| CTCAd[I]+R*C™n[l] (10

s

=Zl|ﬂ. 07 AdQT+RCTn]1]

The & =(R™),, =1 is the noise enhancement fac-
tor produced by the de-correlating operation, therefore
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noise variance in the receiver side is increased to
ol op = &0-, Where o7 is variance of n[l], which is
equal to N,/2.

In the first step of the BER performance analysis, the
probability density function (PDF) of maximum channel
gains, which has been selected by criterion given by (5)

=max{s,}, where § = z

I<i<ly
j=
The PDF of ¢, is obtained as [12]
P, (%) = L (F5 (0) 7 £ (%), (11)
F; (x)and f; (x) are respectively, the cumula-

tive distribution function (CDF) and PDF of &,. F,; (x)
and f; (x) for multi user scenario over correlated Na-

must be obtained, 3,

where

kagami fading channels are extracted similar to those of
a single user scenario over correlated Nakagami fading
channels, which proposed in [10].

The TAS in the transmitter and MRC in the receiver
increase the received SNR of kth user to

&= Yl Ayl (12)

in which 7, = Eb/(gkanz) , where E, is average energy
per bit in the transmitter. For the BPSK modulation the
instantaneous BER of the kth user is obtained as
Q(\/E) where Q(-) is the Q-function. The BER is
obtained by integration of instantaneous BER from zero
to infinity, as [13]

P =], QW2&)p, (£)dé - (13)

Since &, in (12) is 7,5,,,, the PDF of & is also
obtained similar to (11), e.g., p, ()=p,_ (). Hence,
calculation of integral in (13) can be performed using
Ps,, () - Calculation of above integral, which is related

to BER performance of multi-user scenario, is similar to
the calculation of BER performance in a single user sce-
nario, which has been performed in [10]. The final BER
is obtained as (14), where, ! denotes the factorial opera-
tionand{4,1<I<L.} are the eigenvalues of the matrix
JQ/m. As well, y, is defined as (15), and the ex-
pressions of a;,b;,c; can be obtained using the multi-
nomial theorem [14].

3. Joint Estimation of Channel Gains and
LDD Operator

In this section, effect of joint estimation of the channel
gains and the rows of the LDD operator is investigated.
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m(m+1) 0

L (L-1)(L

m

)
_ l/llr 2 ) /11
Fex = L‘éémr(r) Jzo a‘(b +

cj+r ) ) ) ) EEb)h
j 4} (Cj+r 1/2)! . \/Eb/1+(bj+ﬂ1)gkNo

cj+r

s (14)
ci+r-1 _
) JZ - [Cj +r—1+ sj s | E.A
=i s \ijm(bj +2) &N
L -m
H _ﬁ , r<m
k=1,k=l ﬂf.
= L " [Ta-sz)™ r=m (15)
] ez e v
0, r>m
In the downlink scenario of a WCDMA system, each MS pilot y
knows only its own spreading sequence and doesn’t have i =AB, e ®F +n, n

any knowledge about spreading sequence of any other
user, however using the LDD in the receiver needs the
knowledge of spreading sequences of all other active
users. Moreover, even if a mobile user knows the code
matrix of all users (e.g., C) it needs to calculate the in-
verse cross correlation matrix among spreading se-

quences of all active users (e.g., R™), which has high
computational complexity. Furthermore, the mobile user
is allowed to detect only its own data. On the other hand,
the total D, is not required in the mobile. And the

kth user requires only the kth row of the D,,, denoted
by D'EDD in the Ith detected data as can be seen in the
following equation

v 1= 305, [B, 00 CAdI+nT], (16)

where nI]=D* n[l]. To obtain D* in the receiver,
LDD LDD

in this paper, a new method is proposed, in which the

base station sends D'iDD through a pilot signal. In the

proposed method, the base station transmits the D"LDD

periodically, whose period is much larger than the sym-
bol time since the number of mobile users changes much
slower than the symbol time. Moreover, the base station

spreads the pilot signal for transmitting DkLDD using the

kth spreading sequence. This strategy avoids generating
interference and maintains the system security since only

the kth mobile user can obtain the D‘EDD for detecting its
data. The received pilot symbol is as follows:

Copyright © 2010 SciRes.

where F =c,®D* | n"=c,®n and ® denotes
LDD

element by element multiplications of two vectors. If
A =1 then rf"™ will be equal to f_[I]F, +n". Fig-

ure 1 shows block diagram of the proposed strategy for
joint channel and LDD operator estimation, in which TSy
[1] denotes Ith symbol of the training sequence of kth
user. Training sequences for LDD operator estimation
have been sent in non-overlapping time slots, hence MAI
is not produced due to the transmission of pilot signals.

If the pilot symbols length of each user increases, the
effect of n” in (17) reduces and a better estimation of

D*  can be exploited. Error reduction of D*  esti-
LDD LDD

mation is obtained at the expense of increasing the train-
ing duration from NT, to gNT,, where q is the number of
pilot symbols repetition for the desired user.

In the feedback link, A _;[I]F, is sent from the mo-

bile user to the base-station to be used for the TAS. Since,
Fi is known at the base-station, S_;[I] can be easily

calculated at the base-station. Exactly like the previous
section, feedback link is assumed to be error free and
without any delay.

Using pilot based strategy for joint estimation of chan-
nel gains and LDD operator reduce the spectral effi-
ciency. Hence, effect of using pilot based strategy on the
spectral efficiency is analyzed in this section. The spec-
tral efficiency of joint estimation of channel and LDD
operator is defined as,

_TIB _, dK2

— = , 18
TTB R, 18)
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Figure 1. Block diagram of proposed joint channel estimation and LDD operator method.

where, TIB and TTB are transmitted information bits
and total transmitted bits, respectively; also, 4 and R,

are variation rate of number of arriving user to the cell
and bit rate, respectively. The spectral efficiency of the
proposed method is analyzed for practical values of q,

Kand A in the next Section.

In the next section, the currently explained algorithm
is used for the joint estimation of channel and the LDD
operator. Also, the bit error probability performance of
this method is evaluated and compared with the bit error
probability of the same system with the perfect estima-
tion of channel and the LDD operator.

4. Simulation Results

In this section, we validate our analysis, equation (14),
using computer simulations. We simulate the TAS/MRC
plus LDD scheme in flat Nakagami correlated fading
channels. Furthermore, the effect of the proposed method
for joint estimation of channel and the LDD operator is
studied on the BER performance of TAS/MRC plus
LDD system.

The base station transmits data with equal amplitudes
for each of K = 25 users. Random sequence with length
of 63 has been used for short spreading codes. A rectan-
gular pulse shaping waveform p(t) is used for shaping
filter in the transmitter side. The type of modulation is
BPSK. Simulations are performed for a MIMO system
with 2 transmitter antennas and 3 receiver antennas over
correlated Nakagami flat fading channels. The normal-
ized correlation antenna matrix is the same as the one
given in [9], it is given by a 3 x 3 matrix denoted by

Q=[2,2,2] , where @ =[1 0727 0913] |,

@Q,=[0727 1 0913] and @,=[0913 0913 1].

Figure 2 shows the BER of the TAS/MRC plus LDD
in the aforementioned Nakagami correlated fading chan-
nels for m = 1, 2 and 3. It is obvious that our analytical

result given by (14) is validated by computer simulations.

Moreover, the system with TAS/MRC plus LDD has a
better performance so that it has approximately 3.5 dB
SNR gain relative to that of the MRC plus LDD without

Copyright © 2010 SciRes.

the TASat P, =10" with the diversity order m = 1.
Figure 3 shows the effect of proposed joint estimation
of channel gains and the LDD operator on the perform-
ance of the TAS/MRC plus LDD with a training sequence
having length of either 25 or 50, which needs once (q = 1)
or twice (q = 2) repetition of D,,, elements, respec-

tively. From Figure 3, it is obvious that the diversity
order remains almost constant since the slope of the three

O m=1, MRC+LDD, Sim.
-==+m = 1, MRC + LDD, Theo.

O m=1, TAS/MRC + LDD, Sim.
--e-m =1 TAS/MRC + LDD, Theo

¢ m=2,MRC+LDD, Sim.
_|——m=2,MRC + LDD, Theo.

Y m=2, TASIMRC + LDD, Sim.
—e—m =2 TAS/MRC + LDD, Theo

X m=3, MRC+ LDD, Sim.
----- m =3, MRC + LDD, Theo.
A m=3, TAS/MRC + LDD, Sim.
----m =3 TAS/MRC + LDD, Theo

SNR [dB]

Figure 2. BER performance of MRC plus LDD and TAS/
MRC plus LDD.

10*
CTTEE - —=q=1
B ——q=2
'\E\ =€ Perfect Channel i i
1070 Y it
o \ . ¢
o S
4 o100
B,
10* ‘
§ B
’G,\' ~g
0 2 4 6 8 10 12
SNR [dB]

Figure 3. BER performance of TAS/MRC plus LDD for m
= 1 with imperfect channel estimation.
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curves are approximately the same, and there is only 4.5
dB or 3 dB loss in the SNR at P,, =10 due to using

the proposed joint estimation of channel and the LDD
operator with training sequence whose length is 25 or 50,
respectively. It is notable that by increasing g the SNR
loss reduces.

The mean square error (MSE) of the proposed joint
estimation of channel and the LDD operator is defined

as,
} (19)

is kth row of the estimated LDD op-

MSE = EU‘(DLDD )..~(Duoo)

k,:

where (BLDD )k

era- tor,

“(DLDD )k,; _(IADLDD )k':

Figure 4 shows MSE of the proposed joint estimation of
channel and the LDD operator over AWGN, in terms of
number of pilot repetition g, for different values of SNR.

It is obvious that by increasing g, MSE of (D)

E{} denotes expectation operator and

2
denotes square norm of matrix.

k.:
estimation is reduced.

Figure 5(a) shows the 7 in terms of the q for dif-
ferent values of active users in the cell with traffic varia-
tion of 4 =10 user/secand R, =5 Mbps. It is obvious
even with g = 50 bits and k = 90 users, the efficiency is
greater than 0.99. Figure 5(b) is similar to Figure 5(a)
with 4 =20 user/sec. It can be seen with g = 50 bits
and k = 90 users, the efficiency is greater than 0.98. Fig-
ure 5(c) and 5(d) are similar to Figure 5(a) with
A =50 user/sec and A =100 user/sec, respectively.

—HB—sNr=0dB
100 —O—SNR=3dB

—O—SNR=6dB
—k— SNR=9dB
—A—SNR=12dB

MSE

107

Training Length, g

Figure 4. Mean Square error of joint estimation of channel
and the LDD operator in terms of training length.
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(a) A1 = 10 user/sec

1.005

0.995

0.99

0.985

Training Length, g
(b) A2 = 20 user/sec

Training Length, q

(c) A3 = 50 user/sec

q

[

[

|
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Figure 5. Efficiency in terms of number of pilot symbols
repetition for different number of active users in cell with
(a) variation of input traffic of A, =10 user/sec, (b) A,=20

user/sec, (c) A, =50 user/secand (d) A, =100 user/sec.
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4. Conclusions

In this paper, the BER performance analysis of the TAS/
MRC plus LDD is performed for the downlink WCDMA
network in correlated Nakagami fading channels. Equa-
tion (14), derived in the analysis, was validated using
computer simulations. Also a pilot based channel estima-
tion method is proposed for joint estimating of the chan-
nel gains and the LDD operator. Simulation results show
that with joint estimation of channel gains and the LDD
operator, diversity order is kept in the receiver. Moreover,
our analysis shows that the spectral efficiency degrada-
tion due to using the pilot based strategy for joint estima-
tion of channel gains and LDD operator is negligible.
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Abstract

This paper discusses an accurate distributed algorithm for diffusive source localization while maintaining the
low energy consumption of sensor nodes in wireless sensor networks. In this algorithm, the sensor selection
scheme based on the information utility measure is used. To update the estimation in each selected node, a
neighborhood radius equal to the communication range of the sensor nodes is defined and all sensors located
in the neighborhood circle, whose radius is equal to the neighborhood radius and the selected node is its cen-
tre, collaborate their information. To decrease the energy consumption, the neighborhood radius is reduced
gradually based on the error covariance value of the estimation. In addition, this paper includes a new
method for the initial point calculation which is important in the recursive methods used for distributed algo-
rithms in wireless sensor networks. Numerical examples are used to study the performance of the algorithms.
Simulation results show the accuracy of the new algorithm becomes better while its energy consumption is

low enough.

Keywords: Information-Driven Collaborative Processing, Wireless Sensor Network, Diffusive Source

Localization

1. Introduction

Densely scattered low-cost sensor nodes provide a rich
and complex information source about the sensed world.
A major application of wireless sensor networks is to
perform monitoring tasks like localization and tracking
of one or more targets in their coverage field. In this pa-
per, we focus on the localization of a diffusive source.
The problem under consideration has application in the
fields of security, environmental and industrial monitor-
ing and pollution control [1]. Since in a typical wireless
sensor network each sensor node has limited battery
power, efficient collaborative signal processing algo-
rithms that consume less energy for computation and less
bandwidth for communication is needed [2]. In central-
ized estimation methods, sensor nodes transmit their row
observations to a fusion centre for processing [3-5]. How-
ever, some of their innate properties such as high-energy
consumption limit their use in a wireless sensor network
[6]. Therefore, recent research has concentrated on de-
veloping distributed processing.

Most of the current distributed estimation methods are
categorized in to two groups. In one group, the distrib-

Copyright © 2010 SciRes.

uted estimation is developed using the sequential Bayes-
ian method [7-9]. In this method, the state belief (poste-
rior density function) is updated in the selected nodes
and when the quality of estimation is good enough (base
on the predefined threshold), the sensor selection is
stopped and the location is estimated. The most impor-
tant disadvantage of this type of method is that the con-
vergence of the estimation is not easy to be proven [6].
In the other group, the distributed estimation is yielded
by implementing the common centralized estimation
methods like Maximum Likelihood (ML) estimation in a
distributed manner [10]. As in this type the communica-
tion burden is high, the most important challenge is to
develop the accuracy of algorithms while considering the
total energy consumption. In this paper, we propose a
new method to improve the accuracy of diffusive source
estimation while maintaining the energy consumption in
a reasonable level.

The recent relevant work is presented in [6] where a
distributed Information-Driven Collaborative Processing
(IDCP) is derived. The essential point in this algorithm is
that by applying information utility measure, a sequence
of sensor nodes is chosen to reduce the required data
communications under the framework of ML estimation;
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however, for estimation update, only selected node ob-
servations are used. In this paper, we propose the modi-
fication of the above method to improve the estimation
performance. In our algorithm called Modified IDCP
(MIDCP), each node calculates the new estimation of the
target location by averaging over the information of its
own observation and neighbors. However, the energy co-
nsumption increases because of large amount of trans-
mission. To mitigate this energy consumption we pro-
pose Energy Efficient MIDCP (EFMIDCP) in which the
neighborhood radius is decreased gradually based on the
estimation covariance value. In general, Iterative meth-
ods used in distributed algorithms may not yield the ML
estimate if the initial value is not selected carefully.
Therefore, we propose a new method to calculate initial
value for the iteration algorithms in our scenario.

This paper is organized as follows. In Section 2, we
present the physical and statistical models of the released
substance distribution. The IDCP algorithm is investiga-
ted in Section 3. In Section 4, we propose the MIDCP
and EFMIDCP algorithms. Section 5 includes a new
method to calculate initial estimation in all of these itera-
tive algorithms. In Section 6 the numerical examples are
used to demonstrate the performance of the proposed
methods. Conclusions are presented in Section 7.

2. Problem Formulation
2.1. Physical Model of a Difusive Source

Let c(r,t) denote the substance concentration diffuse-

ion at a position r = (x, y) and time t. For a source-free

volume and space-invariant diffusivity, without biome-
dical reaction during the transport of biochemical agents,
the concentration of a diffusing substance follows the
well-known diffusion equation [5]:

2 2
X _yyre=k| 2C,0C )
ot ox~ oy

Where k is called the diffusivity in units of kg/m?s and
dependence on r and t is omitted to simplify the presen-
tation. It has been proved that in a rectangular parallele-
piped space and for certain types of initial and boundary
conditions, the solution of (1) is the product of the solu-
tions of the two single spatial-variable problems [5]. That
is,

c(r.t)=c(r.t)c, (r.t) 2)

where ¢, (r,t) is the solution of the diffusion equation
with single spatial-variable x:

ac, (x.t) _kazc(x,t) 3
a ®)
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with the similar definition for ¢, (y,t). We use the dis-

tribution equation which is derived in [5] for a continu-
ous point diffusive source (our desired source). The con-
centration of our source in a semi-infinite medium is
obtained using the following integral:

c(r,t):yj':;3

8|:7Z'k (t—T):'Z

where 1, =(X,,Y,) represents the exact source location,

(4)

4 is the substance realizing rate and t, is the initial
time of diffusion.

2.2. Statistical Measurement Model

We assume that a continuous point diffusive source is at
position 1y =(X%,,Y,), from which the diffusion sub-

stance is liberated continuously at a certain rate 4 and at
time t,. The sensor nodes of a WSN are deployed in

which each sensor node is located at a known position
and can measure the substance concentration from the
diffusive sources. The measurement taking by sensor
node i attime t; can be written as:

y(r,t;) =c(r,t;) +b+e(r,t;)

e(r,t;) ~ N(0,6%), ©)

where r; is the known location of sensor node I, the
term c(r;,t;) is the concentration distribution shown in

Equation (4), b is a constant bias term representing the
sensor’s response to foreign substances assumed to be a
known and e(r;,t;) is the sensor measurement’s Gaus-

sian noise independent in space and correlated in time,
ie.,

_Jou, b=l
E[e(rilitjl)e(rizltjz):|_{0 il;ﬁiz . (6)
Therefore, for each sensor node, we have e, =

[6,-& ], an N-dimension Gaussian distributed ran-

dom vector with the mean zero and covariance matrix
%, . By denoting y; =y(r,t;) , e =e(r,t;) and

ey (0) =c(r;,t;), we can rewrite (1) as:
y; =a; (0)x+e. )

Where aij(ﬁ):[arij(e),l]T and c(r.t;) = ua; ()
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x=[u,b]" is called the linear parameter vector and
0=[x,Y,]" represents the source parameters.

3. Information-Driven Collaborative
Processing

M sensor nodes are activated to estimate the location of
the diffusive source located in the network’s range. The
covariance matrix, X, is known for each node because
this matrix can be estimated during the calibration step in
practical applications. The measurements {y;...yy| of
all sensor nodes can be written as a vector form [6]:

y=A(0)x+e (8)

y S g LI
whereyz[yl ,...,yM} is a MNx1 vector, A(O):[AI(O),

esents the additive Gaussian noise. Regarding to the as-
sumptions, it follows a MN-dimension multiple normal
distribution with mean zero and covariance matrix X
with X =diag{X,,..X2y}, X is diagonal because
the measurement noise of each two sensors is independ-
ent. We assume each sensor-node takes N samples.
According to the above measurement model, the log-
likelihood function of the measurements vector y is [6]:

L(y;9)

M 13
=——1Ilog27—-=) log|Z,
N 109275 2 logx| ©

_% i‘,[Yi -A (B)X]T Z;l [Yi -A (B)X]-

By maximizing this log-likelihood function, the ML
estimation of @ is obtained:

0 =argmin
0

v ; (10)
{E[yi —A O] Z7y, - A (e)xj}.

To derive a distributed estimation, it is necessary to
use an incremental optimization method. Therefore, the
Gauss- Newton method is used to implement a distrib-
uted estimation. When employing this method to solve
the non-linear weighted least-square problem in (10), an
iterative process is obtained to update the estimate of 0
[6]:

gD — g

+[HTO@)ZH(OW)] (11)
xH(0W)5*(y — AB)x),

Copyright © 2010 SciRes.

ET AL.

where H(9) = is an MNxP Jacobian ma-

O[AB)X]

00
trix, when P parameters of desired source are unknown.
As it is necessary to collect all sensor node observations
to update the estimation, it is not a fully distributed algo-
rithm. So, the fully distributed information-driven col-
laborative processing (IDCP) investigated in the next
section.

3.1. Distributed Information_Driven Maximum
Likelihood Estimation

It is proven that the update stage of the Gauss-Newton
method can be divided in to a sequence of updates at
each sensor node. By applying this idea, instead of tran-
smitting the messages through all the sensor nodes, at
each sensor node some information is used to update the
estimation and determine which sensor in the neighbor of
the current node is the best one regarding information
amount (more details are in [6]).

The algorithm is initialized by sensor node i=1. It is
assumed that an initial value of 6 is available at this

sensor node, denoted by 6 .
At sensor node i, the following steps are performed:
® Data receiving: the sensor node i has been acti-
vated by the previous node and has received the
transmitted required data.
® New variable calculation: Calculate the new ma-

trix H,(097Y) as

g 6[A. (e)x]
H, @ivy=_L 1 "~ J : (12)
00" y
6=9(D
then, update the information utility matrix, r;, as
I=ry
+HT (0)ZH, (09Y).
® Estimation update: Update and obtain the current
estimate ") as
00 —gl-b

+T7H] (6(“1) ) xz ! [yi -A (e“‘l))x].

(13)

(14)

® Estimation quality test: Test the quality of the

updated parameter, 8", according to some per-
formance measures, e.g., the trace or determinant
of the covariance matrix in each sensor-node. If
the estimation of parameter is “good enough,”
the estimation process is terminated; otherwise,
the algorithm continues with the following steps.
® Sensor node selection: Select a sensor node from
its neighbor according to the certain information
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utility criteria. The selected node should provide
the information that has the most potential to de-
crease the estimation uncertainty and increase the
performance.

In [6], the Cramer-Rao bound is chose as information
utility criteria and the estimation performance for two
reasons: 1)The CRB is the lower bound on the variance
of any unbiased estimators; it equals the inverse of the
Fisher information matrix (FIM). Hence, the measures
are calculated directly from the FIM. 2) The calculation
of the FIM as a performance measure is an intrinsic part
of the algorithm, i.e., it can be obtained without any extra
computation and data transmission. In [6] the recursive
equation for FIM is obtained. By denoting the matrix

F (0) in the sequence {F(0),i=12,..} as the FIM
of the parameter 6 when collect the measurements
from the first i sensor nodes, i.e., y={y,,...y;}, and
according to the definition of FIM [11,12],

F (9):—E{M}

0000"

=F,(0)- E{—az n p(yi;e)}

(15)

0000"

The second term on the Right Hand Side (RHS) of (16)
can be calculated as [6]:

_E{azln p(yi;e)}

000"
:E{aln p(yiiﬂ)a'”p(yiie)} (16)
o0 o0

0 0 0 0

Where H, (0) :[ ['A‘( )XJ ['Aﬁ( )X]}

06, 00,

Hence, the recursive equation for the FIM sequence is
obtained as:

R(0)=F.(0)+H ()Z'H(0) @D

By comparing (17) and (13) it can be easily observed
that the updating formulas for the matrix F () and T
are the same. This equivalence represents that using FIM
as the performance measure will not increase the com-
putation complexity and the required transmission.

Consequently, if the trace of the FIM matrix is used as
the information measure, the information utility function
for node selecting is:

1(1;0) =Tr {H] ()% H, (0)}. (18)

Then, the sensor node | that maximizes this informa-
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tion utility function is selected as the next sensor node
i+1:
i+1=argmaxI(l;0) (19)
leS
® Data transmission: The current sensor node trans-
mits the current estimate 8" and T, to the se-

lected node and then the current node returns to
sleeping status.

4. Modified Information-driven
Collaborative Processing and
Energy Efficient Algorithms

4.1. Modified Information-Driven Collaborative
Processing

In wireless sensor networks, good collaboration among
distributed sensor nodes can be very useful to improve
estimation accuracy and keep the energy consumption in
a reasonable level. In the following, we propose a new
approach for estimation update motivated by the above
distributed estimation, i.e., IDCP. Here, we assume that S
is the collection of the sensor nodes located in the
neighbor area of the current sensor nodeiand leS;

S={l:r-r|<r} (20)

Where r,, r, represent the location of the ith sensor

node and the neighborhood radius (here sensing range)
of the sensor nodes, respectively.
Through this approach, the sensor node i sends the

update information, 82, to all of its neighbors, then
all these neighbors calculate the new private Jacobian
matrix, H,(89~?), and information utility matrix, T,.
Based on these calculated matrixes, each node obtains
the 0" as:

0 =0+ ok (09)

2|y - A G )| “

Each node transmits 8 to the ith node when this
node also performs the step 2 and 3 of IDCP algorithm to

obtain éfi). Consequently, the estimation is updated as
follow:

o) - lie,(". (22)
L 1=1

Note that in (22) the estimated value of current node,

0% , is included because the current node is considered

in its neighborhood set. In our new algorithm, Modified
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IDCP (MIDCP), for estimation update, the information
utility of all neighbor sensor nodes are used instead of
one node and it can be reasonable to expect that the ac-
curacy of the algorithm increases. Generally, since every
possible value of the information utility in a sensor
node’s neighborhood is used, the node can estimate the
location of the source more accurately in comparison
with IDCP. The sensor selection scheme is as same as
one in IDCP. However, one of the most important chal-
lenges in designing new algorithms for wireless sensor
networks is energy consumption for signal processing.
Therefore, it is necessary to consider energy consump-
tion for new algorithms.

4.2. Energy Efficient Algorithm

In this paper we consider Rough order of Magnitude
(ROM) model [13]. Technically, the model provides the
energy required for a node to reach another node in one
hop. Given | bits of data, the model states that the energy
to transmit the data to a distance of d meters is:

Et = I‘c"elec + I‘C"ampd ‘ (23)

and the energy to receive the data is
Er = I‘c"elec (24)

The energy per bit to run the electronics such as the
filters is represented by &,.., and the energy to run the

elec !

power amplifier is presented by &

amp *

= 50 nJbit and &, =

0:0013 pJ/bit/m4. The model assumes 1/d* for propa-
gation loss in the channel because of the complicated
transmission medium. It is predicted that the node an-
tenna will be low to ground, possibly hidden under the
grass. Finally, we set the packet size to be | = 384 bits to
encompass the information required to perform distrib-
uted localization along with the overhead for error cor-
recting and security [13]. It is important to note that the
energy consumption in sensor nodes for computational
tasks is much less than energy consumption for receiving
and transmitting. As a result, we do not consider the en-
ergy amount used for computational processes.

It can be seen from (22) that the energy consumption
in each node is related to distance between destination
node and receiver node with the power of four. Therefore,
one of the most efficient ways to reduce the energy con-
sumption can be decrease the distance between transmit-
ter and receiver nodes. This fact motivates us to design a
new algorithm in which the neighborhood radius of the
nodes decreases gradually. This new algorithm is called
Energy Efficient MIDCP (EFMIDCP). The flowchart of
EFMIDCP is shown in Figure 1.

As Figure 1 shows, at first, the selected node receives

The values for
these parameters are ¢,

elec

Copyright © 2010 SciRes.

ET AL.

the required parameters, 6" and FH((A)(H)) from

the previous node which has already updated the estima-
tion. In fact, the inversion matrix of FIM is Cramer-Rao
Bound (CRB) and it is a lower bound for unbiased esti-
mators like ML. As a result, by calculating determinant
of CRB the covariance error of the ML estimation is ob-
tained at each iteration.

According to Figure 1, the next step is to decide
whether the neighborhood radius is required to decrease
or not. The Information utility of nodes located near the
desired target is very high; therefore, saturation state of
information is more likely to occur, i.e., change in
amount of energy is trivial from one node to another.
Consequently, it can be expected that the performance of
estimation is not change dramatically by reducing the
number of nodes in this area.

It can lead us to decreasing the neighborhood radius
for update estimation to abate energy consumption. Ba-
sed on the above definitions, we use predefined thresh-
olds and their correspondence neighborhood radius to
decrease this radius at each iteration. According to (22),
by applying this algorithm, the energy consumption de-
creases due to elimination of transmitting the data to
further distance.

Receive Data
from previous
node

Reduce
neighborhood
radius

Det(CRB)< predefined
value

Update
Estimation

Select next
node

y
Finish

Figure 1. Flowchart of MIDCP algorithm.
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5. New Method for Initial Target Location
Estimation

All iterative algorithms, such as Gauss-Newton method,
are sensitive to the initial point of estimation. For better
conception, a sample function for the estimation error is
shown in Figure 2. It can be seen that many sub-opti-
mum points exist in error function. Thus, if the initial
point is not estimated accurately, the algorithm requires
much iteration to diverge; even in some cases the diver-
gence is probable.

The method that we will propose in this section needs
at least three sensor nodes. As we mentioned before, the
distribution model for a diffusive source is:

c(rt)=—*= rf Ir—r
(r.4) 47zk|r—r0| 2\/k(t—t0)

(25)

2 x g2
Where €rf (X)=—=| €7 dt |f the observation of
( ) \/; jo
2
one node can satisfy t—1, > (|l’. —l’o| )/4k , the erf

function is approximately one and with renunciation of
noise, the observation of this node is equal to:

- H
y(ri'oo)~4k7r|ri—ro|+ (26)
Therefore,
y(r,)-y(r, o)
y(ry,0)-y(r, o) -

|r‘—r0|7l—|r1—r0|fl )
= 3<i<n

) Ir, —r0|71 -, —r0|71

-logf(6)]

Figure 2. Logarithm of the error function of a distributed
ML algorithm [14].
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If n = 4, two unknown variable, I, = (XO, yo), exist

and they are obtained by using numerical methods to
solve the set of equations and if n > 4 these are obtained
by solving set of equations and then averaging over the
results. In our proposed algorithm, we choose one node
arbitrary and this node is considered as the central proc-
essor. It gathers all observation of its neighbor nodes and
solves (27) to achieve the initial point for estimation. In
addition, this node is the first node in our sequence of
selected node.

6. Numerical Examples

This section presents a simulation of a sensor network
with M = 100 sensor nodes, distributed randomly in a

1007 00m field. At each sensor, the measurement of the
diffusive source is generated according to (5). Here,
source position r, =(X,,Y,) is the unknown parameter

we need to estimate. We define a pair of neighbor sensor
nodes whose distance is less than 20m, i.e., the commu-
nication range (neighborhood radius) is 20 m. For the
diffusion model, we consider the environment as ho-
mogenous semi-infinite with an impermeable boundary
which can represent dispersion in air above the ground.
We use a scenario of a stationary impulse source located

at r,=(50,30) meter. The bias term in (5) is b=10"

g/m? and the noise standard deviation is o =6x10°
g/m? We take 10 temporal samples at each sensor node
with a sampling interval of 5 seconds. The other pa-
rameters 4, k, and t, are taken to be 1 g/s, 20 m%/s

and 0 s, respectively.

In Figure 3, the trajectory of target estimation for
IDCP and MIDCP is shown. The trajectory is depicted
with 10 iterations of both algorithms. This figure is the
result of averaging over 200 independent experiments in
which the location of sensor nodes and target are as-
sumed constant but the observations and measurement
noise of each sensor changes. In addition, the initial
value for estimation is obtained based on our proposed
algorithm in Section 5. In this figure, the “star” denotes
the exact location of the desired target and “triangles”
denote estimated location at each iteration. We observe
that although the initial bias is relatively high, the trajec-
tory nearly reach to the exact source location in MIDCP.
This means the algorithm can converge accurately and
nearly in comparison with IDCP.

For better conception, we compare bias estimation and
covariance error of these two algorithms in the following.
In Figures 4 and 5 we compare the estimation bias

A2
“9—0” of 0 and the logarithm of determinant of
CRB for IDCP and MIDCP with respect to the number
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of iterations. These figures are the result of averaging
over 200 independent experiments in which the location
of the sensor nodes and target are constant, but the ob-
servations and measurement noise of each sensor change.

701
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E 40}
=
30} *
£
A
A
20}
99 20 30 40 50 60 70
X(m)
(®)
70
60}
50}
€ 40"
s
30 T Lo~
A
. A
20}
90 20 30 ) 50 60 70
X(m)
(b)

Figure 3. Trajectory of target estimation in a square area
with 100 sensor nodes randomly placed for a) IDCP and b)
MIDCP.
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Figure 4. Estimation bias versus number of iterations for
IDCP and MIDCP algorithms.
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According to these two above figures, we find that the
estimation performance of MIDCP is much better than
IDCP and this means that using all information utilities
of neighbor sensors can greatly improve the accuracy of
the estimation.

Before we discuss the simulation results for EF-
MIDCP, we provide the estimation bias and energy con-
sumption of MIDCP with the different neighborhood
radiuses. At first, we calculate the energy consumption
for neighborhood radiuses equal to 5, 10, 15, 20 for
MIDCP based on (23) and (24). The experiment condi-
tions are similar to the previous one. The results are
shown in Table 1.

As can be seen, by increasing the neighborhood radius
(communication range) the energy consumption increase
and the bias estimation decreases. Therefore, it is a
tradeoff between the accuracy of the algorithm and the
bias estimation. It motivates us to decrease the energy
consumption without dramatic change in the accuracy of
the algorithm; we decrease the neighborhood range with
regard to the error covariance of MIDCP calculated at
each iteration. (See Section 4.)

In the second example, we compare the performance
of MIDCP with EFMIDCP. In Figures 6 and 7 the esti-

Al12
mation bias “9—9“ of @and logarithm of determi-

nant of CRB with respect to the number of iterations are
shown. These figures are the result of averaging over 200
independent experiments in which the location of sensor

T T T T T T T
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| | | | | —MIDCP
B5FNNIT T -
\ | | | | I I
N | | | | | |
S | | I | I I
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Figure 5. Log determinant of CRB versus number of itera-
tions for IDCP and MIDCP algorithms.

Table 1. Energy consumption and estimation bias for Ml-
DCP with different neighborhood radiuses.

Neighborhood radius 5 10 15 20

Bias Estimation(m) 5.25 0.85 0.88 0.67

Energy Used (wJ) 0.14 1.56 49 24.38
WSN
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nodes and the target are assumed constant but the obser-
vations and measurement noise of each sensor change.
Other conditions are as same as our first example. In this
scenario, we change the neighborhood radius with the
following pattern:

® If log(CRB|)>—4.5 then the neighborhood ra-

dius is set to 20.
® If —5<log(CRB|)<-45 then the neighborhood

radius is set to 15.
® If log(|CRB|)<-5 then the neighborhood radius

is set to 10.

According to these two figures, we find that the esti-
mation performance of MIDCP is somewhat better than
EFMIDCP. In addition, in this example we compare en-
ergy consumption of these tow algorithms and the result
is shown in Table 2. As it shows, the energy consump-
tion decreases dramatically and it can be observed that
the EFMIDCP reduces the energy consumption by half
while duplicates the accuracy of the algorithm.

12

T T T T T T
: : : : : ===EFMIDCP
| | | | | —MIDCP
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Figure 6. Estimation bias versus number of iterations for
MIDCP and EFIDCP algorithms.
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Figure 7. Log determinant of CRB versus number of itera-
tions for MIDCP and EFMIDCP algorithms.
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Table2. The energy and bias estimation for MIDCP and
EFMIDCP.

MIDCP EFMIDCP
Bias Estimation (m) 0.67 1.45
Energy Used (wJ) 24.38 13.05

7. Conclusions

In this paper, we addressed the problem of developing an
accurate and energy efficient distributed algorithm for a
diffusive source location estimation in wireless sensor
networks. At first, we defined the neighborhood radius
that was equal to the communication range of the sensor
nodes. Then, we used the information of every node loc-
ated within the neighborhood circle. This method im-
proved the accuracy of estimation. However, based on
ROM model, we observed that the energy consumption
in our new algorithm was somewhat high. As our pri-
mate goal was to reduce energy consumption and inc-
rease the accuracy, we proposed another algorithm in
which the neighborhood range decreased gradually based
on the covariance error of the estimation. In addition, we
proposed a new algorithm for the initial point calculation
which was necessary for iterative methods like Gauss-
Newton method. Finally, we used numerical examples to
compare the performance of our proposed methods and
found that EFMIDCP was the most suitable algorithm to
apply in wireless sensor networks when we considered
both energy consumption and the accuracy of the estima-
tion. In future work, a mathematical relationship between
the neighborhood radius and the number of covariance
error can be derived; therefore the neighborhood radius
can be changed adaptively instead of changing it with
regard to predefined value. In addition, the distributed
implementation of other recursive methods such as New-
ton method can be derived.

8. Acknowledgements

This research has been supported by Iran Telecommuni-
cation Research Center, Tehran, Iran, which is appreci-
ated.

5. References

[1] T. Zhao and A. Nehorai, “Detecting and Estimating Bio-
chemical Dispersion of a Moving Source in a Semi-Infi-
nite Medium,” IEEE Transactions on Signal Processing,
Vol. 54, No. 6, June 2006, pp. 2213-2225.

[2] X.Shengand Y. H. Hu, “Maximum Likelihood Multiple-
Source Localization Using Acoustic Energy Measure-
ments with Wireless Sensor Networks,” IEEE Transac-

WSN



570

(3]

(4]

[5]

(6]

[7]

(8]

H. KHONSARI

tions on Signal Processing, Vol. 53, No. 1, January 2005,
pp. 44-53.

A. Pardo, S. Marco and J. Samitier, “Nonlinear Inverse
Dynamic Models of Gas Sensing Systems Based on
Chemical Sensor Arrays for Quantitative Measurements,”
IEEE Transactions on Instrumentation and Measurement,
Vol. 47, No. 3, June 1998, pp. 644-651.

H. Ishida, T. Nakamoto and T. Moriizumi, “Remote sen-
sing and localization of gas/odor source and distribution
using mobile sensing system,” Proceedings of the Inter-
national Conference on Solid-State Sensors and Actua-
tors, Chicago, Vol. 1, June 1997, pp. 16-19.

A. Nehorai, B. Porat and E. Paldi, “Detection and Locali-
zation of Vaporemitting Sources,” IEEE Transactions on
Signal Processing, Vol. 43, No. 1, January 1995, pp. 243-
253.

T. Zhao and A. Nehorai, “Information-Driven Distributed
Maximum Likelihood Estimation Based on Gauss-New-
ton Method in Wireless Sensor Networks,” IEEE Trans-
actions on Signal Processing, Vol. 55, No. 9, September
2007, pp. 4669-4682.

A. T. Ihler, J. W. Fisher, R. L. Moses and A. S. Willsky,
“Nonparametric Belief Propagation for Self-Localization
of Sensor Networks,” IEEE Journal on Selected Areas in
Communications, Vol. 23, No. 4, April 2005, pp. 809-
8109.

J. L. Williams, J. W. Fisher and A. S. Willsky, “Optimi-
zation Approaches to Dynamic Routing of Measurements

Copyright © 2010 SciRes.

ET AL.

9]

[10]

[11]

[12]

[13]

[14]

and Models in a Sensor Network Object Tracking Prob-
lem,” IEEE International Conference on Acoustics,
Speech, and Signal Processing (ICASSP), Philadelphia,
Vol. 5, March 2005, pp. 1061-1064.

J. Liu, J. Reich and F. Zhao, “Collaborative In-Network
Processing for Target Tracking,” EURASIP Journal on
Applied Signal Processing, Vol. 2003, No. 4, 2003, pp.
378-391.

M. G. Rabbat and R. D. Nowak, “Decentralized Source
Localization and Tracking,” IEEE International Confer-
ence on Acoustics, Speech, and Signal Processing
(ICASSP), Montreal, May 2004, pp. 921-924.

P. Stoica and A. Nehorai, “MUSIC, Maximum Likeli-
hood, and Cramer-Rao Bound,” IEEE Transactions on
Acoustics Speech and Signal Processing, Vol. 37, No. 5,
1989, pp. 720-741.

S. F. Yau and Y. Bresler, “A Compact Cramer-Rao
Bound Expression for Parametric Estimation of Super-
imposed Signals,” IEEE Transactions on Signal Proc-
essing, Vol. 40, No. 5, 1992, pp. 1226-1230.

L. Kaplan, “Global Node Selection for Localization in a
Distributed Sensor Network,” IEEE Transactions on
Aerospace and Electronic Systems, Vol. 42, No. 1, Janu-
ary 2006, pp. 113-135.

D. Blatt and A. O. Hero, “Energy-Based Sensor Network
Source Localization via Projection onto Convex Sets,”
IEEE Transactions on Signal Processing, Vol. 54, No. 9,
September 2006, pp. 3614-3619.

WSN



2
%38% scientific
6% Research

Wireloce Semcor Netuork Wireless Sensor Network
T o L (W S N )

Call for Papers

http://www.scirp.org/journal/wsn

e 10452078

— ISSN 1945-3078 (Print) ISSN 1945-3086 (Online)

WSN is an international refereed journal dedicated to the latest advancement of wireless sensor
network and applications. The goal of this journal is to keep a record of the state-of-the-art
research and promote the research work in these areas.

@’ Editor-in-Chief
Dr. Kosai Raoof , GIPSA LAB, University of Joseph Fourier, Grenoble, France

@’ Subject Coverage

This journal invites original research and review papers that address the following issues in wireless
sensor networks. Topics of interest are (but not limited to):

® Network Architecture and Protocols ® Software Platforms and Development Tools
® Self-Organization and Synchronization ® Routing and Data Dissemination

® Quality of Service ® Energy Conservation and Management

® Data Processing, Storage and Management ® Security and Privacy

® Network Planning, Provisioning and Deployment ® Developments and Applications

® [ntegration with Other Systems ® Network Simulation and Platforms

We are also interested in short papers (letters) that clearly address a specific problem, and short
survey or position papers that sketch the results or problems on a specific topic. Authors of selected
short papers would be invited to write a regular paper on the same topic for future issues of the WSN.

C? Notes for Intending Authors

Submitted papers should not have been previously published nor be currently under consideration
for publication elsewhere. Paper submission will be handled electronically through the website. All
papers are refereed through a peer review process. Authors are responsible for having their papers
checked for style and grammar prior to submission to WSN. Papers may be rejected if the language
is not satisfactory. For more details about the submissions, please access the website.

@ Website and E-Mail
http://www.scirp.org/journal/wsn Email: wsn@scirp.org




Wireless Sensor Network, 2010, 2,493-570
Published Online July 2010 in SciRes (http://www.SciRP.org/journal/wsn/).

TABLE OF CONTENTS

Volume 2 Number 7 July 2010

Modelling and Analysis of TCP Performance in Wireless Multihop Networks
H.N. Xiao, Y. Zhang, J. Malcolm, B. Christianson, K. C. Chua................ccieiiiiiiiiniineee e 493

Packet Compression Ratio Dependent Spanning Tree for Convergecast

CL o Suh, oS ShIN. . e 504

Passive Loss Inference in Wireless Sensor Networks Using EM Algorithm

Y. Yang, Z. L. AN, Y. J. XU, Ko W Lt 512

Developing a Multi-Layer Strategy for Securing Control Systems of Oil Refineries
M. K. Mahmood, F. M. ALNGIMA. ..o e e 520

Contention-based Beaconless Real-time Routing Protocol for Wireless Sensor Networks

CLHUANE, G L WaNG. .ottt ettt e e e e 528

Stable Sensor Network (SSN): ADynamic Clustering Technique for Maximizing
Stability in Wireless Sensor Networks

A.B.M.A.Alslam, C. S. Hyder, H. Kabir, M. NaZNin.........cc.oeiiiiiiiiiiieie e 538

Performance Analysis of Downlink MIMO WCDMA Systems Using Antenna
Selection in Transmitter and MRC plus LDD in Receiver over Correlated

Nakagami-Fading Channels
S. Ghavami, M. M. Feghhi, B. ADOIRaSSani........ccc.uiiiiiiiiiiiiiii e 555

Information-Driven Collaborative Processing for Diffusive Source Estimation in Wireless

Sensor Networks

H. Khonsari, M. H. KaRA€i. ... e 562

Copyright 2010 SciRes. Wireless Sensor Network, 2010, 2,493-570



	wsn2-7dy 1
	wsn2-7dy 2
	WSN online
	WSN 2.7 Contents
	journal information WSN
	1-9501033
	2-9501053
	3-9501057
	4-9501064
	5-9501054
	6-9501061
	7-9501049
	8-9501045

	wsn2-7dy 3
	wsn2-7dy 4


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.66667
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.66667
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 807.874]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.66667
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.66667
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 807.874]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.66667
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.66667
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 807.874]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.66667
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.66667
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 807.874]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.66667
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.66667
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 807.874]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.66667
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.66667
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 807.874]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.66667
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.66667
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 807.874]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.66667
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.66667
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 807.874]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.66667
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.66667
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 807.874]
>> setpagedevice


