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Abstract

Cognitive radio is an exciting emerging technology that has the potential of dealing with the urgent require-
ment and scarcity of the radio spectrum. Although having multiple radio interfaces and available spectrum
bands can generally increase the effective throughput, a problem arises as to what the best strategy to dy-
namically assign available bands to secondary users for maximizing throughput by minimizing the interfer-
ence, and what the best scheme to allocate the spectrum holes to unlicensed users to maximize the fairness.
This paper presents a distributed and heuristic spectrum assignment algorithm for multi-radio wireless cogni-
tive networks in a cognitive network environment. The proposed algorithm (Fairness Bargaining with Max-
imum throughput, FBMT) considers the problems including system throughput and the fairness. Extensive
simulation studies in 802.11 based multi-radio cognitive networks have been performed. The results indicate
that the proposed algorithm can facilitate a large increase in network throughput and acquire a good fairness
performance in comparison with a common spectrum assignment mechanism that is used as a benchmark in

the literature.

Keywords: Cognitive Network, Distributed Spectrum Assignment, Throughput, Fairness, FBMT

1. Introduction

As wireless technologies continue to grow, more and
more spectrum resources will be needed. Within the cur-
rent spectrum regulatory framework, however, all of the
frequency bands are exclusively allocated to specific
services, and no violation from unlicensed users is al-
lowed. A recent survey of spectrum utilization made by
the Federal Communications Commission (FCC) has
indicated that the actual licensed spectrum is largely un-
derutilized in vast temporal and geographic dimensions
[1]. For instance, a field spectrum measurement taken in
New York City has shown that the maximum total spec-
trum occupancy is only 13.1% from 30 MHz to 3 GHz
[2,3]. Similar results, obtained in the most crowded area
of downtown Washington, D.C., indicated occupancy of
less than 35% of the radio spectrum below 3 GHz. More-
over, the spectrum usage varies significantly in various
time, frequency, and geographic locations.

1.1. Spectrum Opportunity

Spectrum segments in a licensed band that are currently

Copyright © 2010 SciRes.

unused by its primary users (PU) are referred to as the
spectrum opportunity/holes. Spectrum holes appear as
useable spectrum bands to a secondary user (SU) with
respect to the licensed band in question. For a secondary
user, given its locations, a set of spectrum holes can be
available at a given time. Such a set of available bands
are referred to as the spectrum opportunity of the secon-
dary user.

Spectrum utilization can be improved significantly by
allowing a secondary user to utilize this spectrum oppor-
tunity when the primary user is absent. Cognitive radio
(CR), as an agile radio technology, has been proposed to
promote the efficient use of the spectrum [4]. By sensing
and adapting to the environment, a CR is able to fill in
spectrum holes and serve its users without causing harmful
interference to the licensed user.

Amid these usage trends, it is desirable to introduce
dynamic spectrum allocation strategies so that the unused
segments of a licensed band which owned by its primary
users can be used by unlicensed or secondary users. A
fixed spectrum policy was sufficient in the past but with
the increasing disparity in utilization rate between the
licensed and unlicensed bands, dynamic spectrum alloca-
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412 L.YU ET AL.

tion policies are needed.
1.2. Related Work

Dynamic spectrum allocation strategies enable secondary
user to sense local usable bands (including the bands
without license), and to use them by some certain rules/
algorithms without interference to primary users. Ac-
cording to the difference of structures of networks, the
algorithms can be divided into two categories: the cen-
tralized and the distributed. In centralized spectrum allo-
cation algorithms, due to higher computing complexity,
the centralized control devices become a bottle-neck be-
cause they are not competent for such complex comput-
ing work. So the distributed algorithms are much better
than the centralized algorithm in spectrum assignment.
Most distributed algorithms adopt heuristic assignment
methods, in which algorithm’s astringency is a very im-
portant target, and the higher the astringency of algo-
rithms is, the better the algorithm can adapt to the time-
varying systems. Beside astringency, in [5-7], Zheng
et al. put forward other two basic targets, Max-Sum-
Bandwidth (MSB) and Max-Min-Bandwidth (MMB),
these targets are used to describe the improvement of
throughput that the algorithm brings to system. In [8],
Cao et al. proposed a FBFP (fairness bargaining with
feed poverty) algorithm to Ad Hoc networks, in this
algorithm, secondary users are divided into different
groups based on their regions. Simulation result present
that this algorithm can decrease the computing complex-
ity effectively but increase the system cost because it
needs extra packet to set up and maintain the groups. In
[9,10], Wang and Liu proposed several algorithms which
based on the max-spectrum-employ rate and max- fair-
ness, but the throughput of system is absent in their con-
sideration. In [11], by using the time-continuous Markov

chain to model the spectrum access, Xing et al. proposed
a random spectrum access algorithm, but this algorithm
is only applicable in simple systems which consist of
fewer primary users and secondary users.

Motivated by this, considering both the fairness and
throughput, we bring forward a heuristic algorithm called
Fairness Bargaining with Maximum Throughput (FBMT).
The simulation will demonstrate that FBMT not only
contribute to promote the systems fairness, but also im-
prove the system throughput.

The rest of this paper is organized as follows. In Sec-
tion 2, a completely distributed system model will be
briefly reviewed, and a mathematic model will be de-
signed for the spectrum assignment and coordination
process. In Section 3, we give the detailed description
of FBMT. We evaluate the performance of FBMT by
our simulation in Section 4. Finally, we conclude the

paper.
2. Preliminary

2.1. Wireless Cognitive Network Architecture

First, we characterize a distributed system model: M
primary users and N secondary users are randomly
distributed in an X xY area (Figure 1(a)), secondary

can using a certain signal detection techniques such as
matched filter detection, energy detection or cyclosta-
tionary detection to get the usable spectrum opportunity.
In the system, available spectrums are divided into K
completely orthogonal bands. We assume that these
bands are symmetric, which means that these bands have
the same bandwidth, meanwhile, have the same spectrum
quality and the spectrum availability. We also assume
that the interference between two nodes only rest with
the relative distance of theirs, all of the primary users and

= PU = @
o SU . -
n m o
[s} o o u
= = = © {H HI} {I Hl}/
o = A g ?'JL
- o " i o2 \
i o o Iy
u o v om s Y
o IR
O 1 o] —
. = 7 ? Bands: 1, IL11I wPU oSU
(a) (b)

Figure 1. (a) Sketch map of the cognitive radio system; (b) An example of cognitive radio system.

Copyright © 2010 SciRes.
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secondary users utilize the omni-antenna, we define the
transmission radius of primary users and secondary
users are 6, (i,k) and ©,(j,k) respectively, where

i, j and k denote the serial number of the primary

user, secondary user and spectrum bands respectively.
If the distance between the primary user and secondary
user is greater than @, (i,k) +©,(j,k), the secondary

user will not conflict with primary user when they se-
lect the same band to propagate data simultaneously. In
order to analyze simply, we assume that all of the pri-
mary users have the same transmission range (express
as 6,), and all of the secondary users have the same

transmission range (express as &, ). Moreover, we
define that the node i and j are neighbours if their

transmission coverage area is overlapped with each
other.

Figure 1(b) depicts generic wireless cognitive net-
work architecture. The network consists of four primary
users and five secondary users; there are three orthogonal
wireless bands which are denoted by I, II and IIL
From the figure we can see that the transmission range of
SU; conflicts with the transmission of PU; and PU,,
which occupy the band I and III respectively. Definitely,
SUscan only utilize the spectrum Il to transmit data. As
for SUy, it can use the spectrum I, II and III without
interference to any PUs; As for SU,, it also can use the
spectrum I, II and III, meanwhile, SU, and SU; is
neighbour node mutually, in order to avoid the conflict
between them, they cannot use the same spectrum to
propagate data simultaneously. We need to establish
some rules to assign the available spectrums to each
secondary user. In this paper, we aim to maximize the
system throughput by maximize the total spectrum utili-
zation rate.

2.2. Definitions

1) In a network waiting for spectrum assignment, there
are N secondary users indexed from 1to N compet-
ing for K spectrum bands indexed 1to K.

2) S={s;,fi=1...,N;k=1..,K} characterize the

per user available spectrum, i.e., spectrum band k is
available for user i if s, =1. Due to differences in

user locations, technology employed in different spec-
trums and user requirements, different users will per-
ceive different available spectrum. In Figure 1(b), we
can obtain

w

Il
L
L
o~ o
=)
L
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3) We also consider that the throughput achieved by
different bands is different, depending on the user’s en-
vironment and the attribute of spectrums. Let

B={b,[i=1..N;k=1..K}

describe the reward that a user | gets by successfully
acquiring available spectrum band k, i.e., b, repres-
ents the maximum throughput that can be acquired (as-
suming no interference from other neighbours). Let

5o = {51 B

denote the bandwidth weighted available spectrum.
4) We characterize interference between two compet-
ing users by a constraint set. Let

C= {ci'j,k |Ci,j,k € {0,1}}

represent the constraint, where if ¢ ;, =1, users i and
j can cause interference if they use the spectrum band
k simultaneously.

NxM xK

5) We define a valid spectrum assignment
A= {aLk la,, < {0,1}}N

where @, =1 denotes that spectrum band k is as-
signed to user i, A satisfies all the constraints defined
by C,thatis:

a,-a, =0if ¢; =Li,j<N;k<K (1)

xK

Finally, we use A, to denote the set of valid spec-

trum assignments for a given set of N wusers and K
spectrum bands.

6) We must pay attention that different secondary us-
ers have different neighbors in different bands, which
means that different secondary users have various influ-
ence to system throughput if they are assigned to identi-
cal band. We must take this heterogeneity into consid-
eration in spectrum allocation process, we define the gain
matrix

R={rfi=1...N;k=1..,K]}

to describe this impact, where 1, =b, /¢, @, is
the neighbor numbers of user i in spectrum band k.

2.3. Optimization Problems

The objective of a general resource allocation problem
can be defined in terms of a utility function. In spectrum
related resource allocation problems, we usually need to
solve the optimization problem expressed as follows:

1) Max-Sum-Bandwidth (MSB): This aims to maxi-
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414 L.YU ET AL.

mize the total spectrum utilization in the system. The
optimization problem is expressed as:

N K
A”J\ax Zzsi,k 'bi,k (2)
SANK =1 k=1
2) Max-Min-Bandwidth (MMB): This aims to maxi-
mize the bottleneck user’s spectrum utilization. The op-
timization problem can be expressed by:

K
max min » s, -b 3
AeAy k i<N é bk HLk @)

2.4. Color-Sensitive Graph Coloring Problem

By mapping each spectrum into a color, the spectrum
allocation problem can be simplified as a GMC (Graph
Multi-Coloring) problem. First, we define a bidirectional

graph G ={V,E.,Sz}, where V is a set of nodes de-

noting the users that share the spectrums, S; represents

the bandwidth weighted available spectrum as defined in
Section 2.2, or the color list at each node, and E. is a
set of undirected edges between nodes representing in-
terference constraints between two nodes defined by C.
For any two distinct nodes i, jeV , an k—color edge

between i and j,isin E. ifandonlyif ¢ ; = 1.
Hence, any two distinct nodes can have multiple colored

edges between them. We define the color k specific
degree of anode i,i.e., ¢, torepresentthe number of

neighbours that are color k mutually constrained with i
(those who can not use k if i uses color k). Itis also
a relatively good measure of the impact (to neighbours)
when assigning a color to a node. The equivalent graph
coloring problem is to color each node using a number of
colors from its color list, such that if a color k edge ex-
ists between any two distinct nodes, they can’t be colored
with k simultaneously. We name this the Color Sensi-
tive Graph Coloring (CSGC) problem.

3. Proposed Spectrum Assignment
Algorithm

The optimal coloring problem is known to be NP-hard. In
this section, we discuss a set of heuristic based approaches
that produce good coloring solutions. In particularly, we
extend some of the well-known graph coloring solutions
toward our problem settings and optimization goals.

3.1. The Analysis of Existing Algorithms
3.1.1. Collaborative-Max-Sum-Bandwidth Rule

This rule aims to maximize the sum of bandwidth weig-
hted color usage, corresponding to MSB optimization

Copyright © 2010 SciRes.

defined in (2). When a node i is assigned with a color
k, his contribution to the sum bandwidth in a local
neighborhood can be computed as by, /¢, since his

neighbors can not use the color. Here ¢, represents the

number of k color constrained neighbour of a node i
in the current graph. We propose to label the node ac-
cording to

label, = max b/ @i )
color;, =argmaxb,, /¢, )

where S; represents the color list available at node i at

this stage. This rule considers the tradeoff between spec-
trum utilization (in terms of selecting the color with the
largest bandwidth) and interference to neighbours. This
rule enables collaboration by taking into account the im-
pact to neighbours. If two nodes have the same label,
then the node with lower assigned bandwidth weighted
colors will get a higher label.

3.1.2. Random (RAND) Rule
Each node generates a random label which is between
[0, window,], where window; denote the threshold of

the node i. At the beginning of the allocation, all of the
nodes have the same threshold. In an allocation process,
if node i get a color, window, =window, /2 , else

window; = window, x 2. In each stage, each node labels

itself according to the above labeling rules, and broad-
casts the label to his neighbors. A node with the maxi-
mum label within his neighborhood gets to grab the color
associated with his label and broadcasts the color as-
signment to his neighbors. After collecting assignment
information from surrounding neighbors, each node up-
dates his color list and recalculates the label. This proc-
ess is repeated until the color list at each node is ex-
hausted or all the nodes are satisfied.

Although RAND can optimize fairness performance in
spectrum allocation process, however, it cannot guaran-
tee the network throughput. This will be demonstrated in
next section.

3.2. Fairness Bargaining with Maximum
Throughput (FBMT)

In this section, we describe the Fairness Bargaining with
Maximum Throughput algorithm-a distributed heuristic
spectrum assignment strategy.

The algorithm is based on the following assumptions:

1) Distributed wireless network architectures.

2) All the primary users have the same transmission
range, the same to secondary users.

3) All of the secondary users can detect and utilize all

WSN



of the spectrum holes.

4) Primary users have the preferential right of spec-
trum bands.

5) Users can communicate with each other by using
some mechanism.

In FBMT algorithm, we aim to maximize the sum of
bandwidth, corresponding to MSB optimization defined
in (2). When a node i is assigned with a color k, its
contribution to the sum bandwidth in a local neighbour-
hood can be computed as r,, =b;, /¢, . We also search

for the fairness in spectrum distribution, defined a fair-
ness factor, which can be expressed by

ZNll{di,j <2.0,}
fi,k = = K ’ (6)
2 Sik(t-1)

where t denotes current allocation times, numerator
denotes the neighbour numbers of node i in spectrum
band k, denominator means the number of bands which
is assigned to node i before the t-th assignment, d, ;

denotes the distance between the node i and node j.
We define

fi,k(t):il{di,j S2'@rs} ()
j=1

K
if D5, (t-1)=0.
k=1

In FBMT, We propose to label the node according to

label; = maxr, - f; () ®)
color; =argmaxr, - f; (t) 9)

where i=1,..,N,k=1..,K . This rule not only consid-

ers the tradeoff between spectrum utilization and inter-
ference to neighbours, but also considers the fairness in
spectrum allocation by introduction of the fairness factor.
The Pseudo code of HBTM algorithm is shown in Fig-
ure 2.

4. Performance

4.1. Performance Index

We often evaluate an algorithm by the throughput and
fairness it can achieve in spectrum allocation. The throu-
ghput, as defined herein, is the sum of bands each user is

assigned, which can be expressed by

N K
1—‘Throughput (A) = Zzai,k 'bi,k 1 Ae AN,K (10)

i=1 k=1

Copyright © 2010 SciRes.
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A=0
Initiating f  (t) according to Equation (6)
‘While there’s channel available to secondary users do
//one iteration procedure
for  =1to N do
for kK =1to K do
if 5, (t)==1
RwdWgh(i, k) = max(r, , (t)- f. (1)),
1<j<N,j=ic

if r, (t) > Rwd(i, k) orr  (t) == Rwd(i, k)
(and i got the less bandwidth) then
g, =1
end if
end if
end for

end for
Broadcasting channel assignments and available info
to neighbors.

i, j k=1

All secondary users update matrix S, R, A

All secondary users update f (t —1)
end while

Figure 2. Pseudo code of HBTM algorithm.

In order to analysis the fairness of each spectrum algo-
rithms, we also define the fairness

1—‘fairness (A) = € ANxK (11)

In (11), we can conclude that T €[0,1], the
more closely the T',.., approach to 1, the more im-

partial the process of spectrum allocation has. We also
define

fairness

2
Zai,k'bi,kj v Ae Ay (12)

k=1

I fairness (A) = (

N
=1

N /K 2
i Z[Zai'k bj _o.
i=1 \ k=1

4.2. Simulations

4.2.1. Simulation Parameters
In this section we evaluate the performance of FBMT,
We design and implement a prototype system which
consists of some primary users and some secondary users,
these users are deployed at random in our simulation.
Our experiments apply following evaluation metrics:

e The throughput T

e The fairness T

Throughput ?

fairness ?
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We compared FBMT with a recent CMSB algorithm
and RAND algorithm, CMSB represents the Max-band-
width-based spectrum allocation algorithm, and RAND
algorithm is the Max-fairness-based.

In our simulations, we have considered values of N
and M ranging from 10 to 35. The values of K ranging
from 10 to 30, for each situation, we have assigned b,

with different value (constant or variable). The parame-
ters of simulation circumstance are shown in Table 1 in
detail.

4.2.2. Numerical Result

Figures 3, 5 and 7 depict the throughput of three algo-
rithms on condition of the various numbers of primary
users, secondary users and spectrums, the same with
Figures 4, 6 and 8 with the fairness. All the comparisons

have different by, . In(a), b, isa constant, while in (b)

the value of by, is a random distributed in [0, 1]. In
Figures 3, 5 and 7, we can find out if b, is identical,

the throughput of FBMT is almost equal to CMSB, but
larger than RAND; if b, is a random number, the

throughput of FBMT has 10% gain compared with
CMSB, and has a more gain compared with RAND. In
Figures 4, 6 and 8, we can find the FBMT is all square
to RAND but better than CMSB in fairness, but the for-
mer has the lower throughput relatively.

The simulation result shows that the CMSB, although
has a high throughput, but with a low fairness perform-
ance; the RAND, has an agreeable fairness performance,
but not well in enhancing the throughput. The FBMT,
not only succeeds in throughput achieving, but also
makes a good fairness performance in spectrum assign-
ment. Relatively FBMT is the best spectrum allocation
algorithm in these algorithms.

Figure 3 shows the system throughput of different
primary users with CMSB, RAND and FBMT algo-
rithms respectively on the premise of 30 SUs competing
15 channels. We can find that if b, is identical such

[ 1RAND

I CViSB | |

[ 1FBMT|]

Throughput
n w (A (=23
S 20 9 9

-
o

o

10 15 20 25 30 35
The number of primary users

() N =30, K =15, by =1

L.YU ET

Throughput

AL.

Table 1. The simulation circumstance.

Parameter Value
Area 1.0x1.0
Transmission range of Pus 0.25
Transmission range of Sus 0.15

The number of Pus
The number of Sus

10, 15, 20, 25, 30, 35
10, 15, 20, 25, 30, 35
10, 12, 14, 16, 18, 20, 25,
30
600's

The number of spectrums

The simulation time

like b, =1, the three algorithms almost have the same

throughput, while if random, the throughput of FBMT is
maximum, CMSB less if primary users are less than 30,
and RAND least. Figure 4 shows the fairness of PUs
with three algorithms. We can find that CMSB has much
lower performance compared with FBMT and RAND.
Moreover, if b, =1, FBMT has the best fairness per-

formance.

Figures 5 and 6 depict the throughput and fairness of
secondary users. When there are 20 primary users and 15
channels for secondary users, when b, is a random

number, the FBMT present the most preferable per-
formance, CMSB less and RAND least. However when
bix is set 1, CMSB has better throughput gain. But
whether b; y is confirmed or not, CMSB has the lowest
fairness performance.

Figures 7 and 8 show the results in which the channel
number is fixed. If b, is a constant, we can find that

RAND has the lowest throughput and FBMT the highest.
However if b, is not fixed, the throughput of three

algorithms is almost the same. Also we can find that
CMSB still has the lowest fairness performance.

The simulation result reflects that although CMSB has
a high throughput, the fairness performance is not satis-
fying. RAND has an agreeable fairness characteristic but
not much well in throughput. However, FBMT can achieve
both performances of throughput and fairness.

70

‘
-~ H cvsB
- ] RAND [
= [ ]FBMT||

|

10 15 20 25 30 35
The number of primary users

(byN=30,K=15by; € [0, 1]

o
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3
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w
S

N
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o

Figure 3. The number of primary users vs. system throughput.
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5. Conclusions

In this paper, we explore the tradeoff in spectrum utiliza-

tion and interference mitigation in open spectrum system.

We develop a new graph-theoretical model to character-
ize the spectrum access problem under a number of dif-
ferent optimization functions, taking into account het-
erogeneity in both spectrum availability, reward and in-
terference constraint.

We then propose an algorithm where each user can
opportunistically utilize its available spectrum. Experi-
mental results confirm that our algorithm significant
benefits most in system throughput and also have a good
performance in fairness.
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Abstract

In this paper, we present the classification and review of security schemes in mobile computing system. We
classify these schemes based on types the infrastructure used in the mobile computing system-Mobile Ad
Hoc Networks (MANET) and Mobile Agent model. Mobile Ad Hoc Networks are pervasive, ubiquitous and
without any centralized authority. These unique characteristics, combined with ever-increasing security
threats, demand solutions in securing ad hoc networks prior to their deployment in commercial and military
applications. This paper reviews the prevailing mobile ad hoc network security threats, the existing solution
schemes, their limitations and open research issues. We also explain the Intrusion detection and response
technique as an alternate method to protect the MANET based mobile computing systems and their ap-
proaches. A literature review of important existing Intrusion Detection approaches and Intrusion Response
Approaches for MANET is also presented. This paper also presents the limitations of existing Intrusion De-
tection and Response Approaches for MANET and open research issues in providing MANET security. With
respect to Mobile Agent based mobile computing system, we have presented the classification of various
types of security attacks in Mobile Agent based model and presented the security solutions for those type of
attacks proposed by the various schemes and the open research issues in providing security for Mobile Agent
based mobile computing system. Such classification enhances the understanding of the proposed security
schemes in the mobile computing system, assists in the development and enhancement of schemes in the fu-
ture and helps in choosing an appropriate scheme while implementing a mobile computing system.

Keywords: Wireless Sensor Networks, Beta Trust Model, Trust Routing Protocol, Network Security, Trust
Evaluation

1. Introduction

Although the wonderful invention of Internet offers ac-
cess to information sources worldwide, we do not expect
to benefit from that access until we arrive at some famil-
iar point-whether home, office, or school. However, the
increasing variety of wireless devices offering IP con-
nectivity, such as PDA’s, handhelds, and digital cellular
phones, is beginning to change our perceptions of the
Internet.

Mobile computing and networking should not be con-
fused with the portable computing and networking we
have today. In mobile networking, computing activities
are not disrupted when the user changes the computer’s
point of attachment to the Internet. Instead, all the needed

reconnections occur automatically and none interactively.

Mobile Internet implies changing the point of attachment

Copyright © 2010 SciRes.

as the host (mobile station) roams between cells.

Truly, mobile computing offers many advantages.
Confident access to the Internet anytime, anywhere will
help free us from the ties that bind us to our desktops.
Having the Internet available to us as we move will
give us the tools to build new computing environments
wherever we go. This is especially convenient in a wire-
less LAN office environment, where the boundaries
between attachment points are not sharp and are often
invisible.

However, there are still some technical obstacles that
must be overcome before mobile networking can be-
come widespread. The most fundamental is the security
management, which is almost an afterthought until the
recent years. Providing security services in the mobile
computing environment is challenging because it is
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more vulnerable for intrusion and eavesdropping. Au-
thentication mechanisms are designed to protect a sys-
tem from unauthorized access to its resources and data.
However, at present, completely preventing breaches of
security seems unrealistic, especially in mobile com-
puting systems [1,2]. A Personal Area Network (PAN)
level firewall as envisioned for the next generation
wireless networks can protect only if the users are at
home and not when the users are roaming [3]. Even if
such a firewall is provided, the communication would
get fragmented by these ‘check points’ on the network,
as each firewall needs maintenance of activities like log
control, software update etc., creating unnecessary over-
head. Thus existing technologies like firewalls and Virtual
Private Network (VPN) sandboxes cannot be directly
applied to the wireless mobile world. Even if the fire-
wall concept were achieved by creating a private extra-
net (VPN) which extends the firewall protected domain
to wherever the user moves, this would still lead to in-
efficient routing. Security is a fundamental concern for
mobile network based system. Harrison et al. [4] iden-
tify security as a “severe concern” and regard it as the
primary obstacle to adopting mobile systems.

2. Mobile Computing Systems Security

2.1. Mobile Computing Systems Security
Classification

The security approaches for mobile computing systems
can be classified as shown in the following Figure 1.

2.2. MANET and Security Attacks
in MANET

2.2.1. MANET Background

A Mobile Ad hoc Network (MANET) is a collection of
wireless mobile nodes forming a temporary network
without any centralized authority. In a MANET, each
wireless mobile node operates not only as an end-system,
but also as a router to forward packets. The nodes are
free to move about and organize themselves into a net-
work. MANET does not require any fixed infrastructure
such as base stations; therefore, it is an attractive net-
working option for connecting mobile devices quickly
and spontaneously. For instance, first responders at a
disaster site or soldiers in a battlefield must provide their
own communications. A MANET is a possible solution
for this need to quickly establish communications in a
mobile, transient and infrastructure-less environment. This
is one of many applications where MANET’s can be
used. Mobile ad-hoc networks are the future of wireless
networks. Nodes in these networks will generate both
user and application traffic and perform various network
functions.

In the last decade, wired and wireless computer network
revolution has changed the computing scenario. The pos-
sibilities and opportunities due to this revolution are limit-
less; unfortunately, so too are the risks and chances of at-
tacks due to intrusion by malicious nodes [4]. Intrusion is
defined as an attack or a deliberate unauthorized attempt

Security for mobile computing systems

Security for MANET based system

Security for Mobile Agent based system

Attack Prevention Attack Detection and Response

Security Approaches Security Approaches

Agent vs. Agent attack Agent vs. Host attack

security approaches security approaches

Host vs. Agent attack Host vs. External parties attack

security approaches security approaches

Figure 1. Taxonomy of security for mobile computing systems.
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to access information, manipulate information, or render
a system unreliable or unusable [5]. According to [6],
threat can be defined as “the potential possibility of a
deliberate unauthorized attempt to 1) access information,
2) manipulate information and 3) render a system unre-
liable or unusable. By security we mean protecting nodes
from damages due to either voluntary or accidental at-
tacks [7]. This protection is provided by predicting an
attack by monitoring a set of metrics measured from the
ad hoc network, and then responding and modifying the
security of the network based on the vulnerability level at
a given time.

Security in mobile ad hoc network is essential even for
basic network functions like routing which are carried
out by the nodes themselves rather than specialized rou-
ters. The intruder in the ad hoc network can come from
anywhere, along any direction, and target any communi-
cation channel in the network. Compare this with a
wired network where the intruder gains physical access
to the wired link or can pass through security holes at
firewalls and routers. Since the infrastructure-free mo-
bile ad hoc network does not have a clear line of de-
fense, every node must be prepared for the adversary.
The centralized or hierarchical network security solu-
tion for the existing wired and infrastructure-based cel-
lular wireless networks will not work properly for Mo-
bile Ad Hoc Networks [8]. Securing the ad hoc net-
works, like any other field of computers, is based on the
principle of confidentiality and integrity. These princi-
ples exist in every field, but the presence of malicious
nodes, selfish nodes, covert channels and eavesdroppers
in the mobile ad hoc network makes this an extremely
important and challenging problem [9]. In the past sev-
eral years, there has been a surge of network security
research in the field of information assurance that has
focused on protecting the network using techniques
such as authentication and encryption. These techniques
are applicable in the wired and infrastructure-based
cellular network. In the case of infrastructure-free Mo-
bile Ad Hoc Networks these techniques are not appli-
cable [8]. In the infrastructure-free networks, the nodes
themselves perform basic network functions like rout-
ing and packet forwarding. Therefore, mobile ad hoc
network security is a pressing issue, which needs im-
mediate research attention [10-13]. Providing security
services in the mobile computing environment is chal-
lenging because it is more vulnerable for intrusion and
eavesdropping. The challenge of mobile ad hoc network
security has attracted several researchers with the aim
of securing mobile ad hoc computer networks.

2.2.2. Security Attacks in MANET

A MANET can be subjected to active attacks and passive
attacks. Active attacks refer to the direct attacks by a
hostile entity during execution or transmission phase.
Some of the major types of active attacks are routing

Copyright © 2010 SciRes.

attacks and active DoS attacks. Passive attacks refer to
the indirect attacks by an entity in the network during
collaboration. Some of the major types of passive attacks
include actions like selfishness, eavesdropping, traffic
analysis and passive DoS attacks.

1) Active Attack in MANET:

a) Routing Attacks:

Routing attack is a significant problem because nodes
within the ad hoc network themselves performs routing
functions and the security concepts are not incorporated
in most of the routing protocols. Also, routing tables
form the basis of network operations and any corruption
to the routing table may lead to significant adverse con-
sequences.

Designing a secure ad hoc network routing protocol is
a challenge for the following reasons: Firstly, routing
relies on the trustworthiness of all the nodes involved
and it is difficult to distinguish selfish nodes from normal
nodes. Secondly, rapid mobility of nodes that perform
the role of routing and network topology makes the de-
sign of a secure routing protocol more difficult. Active
routing attacks differ in their behavior depending on the
nature of the routing protocol. In the case of link-state
routing protocol, a router sends information about its
neighbors. Hence a malicious router can send incorrect
updates about its neighbors, or remain silent if the link
state of the neighbor has actually changed. However, in
the case of distance-vector protocols, routers can send
wrong and potentially dangerous updates regarding any
nodes in the network, since the nodes do not have the full
network topology. These attacks in case of both link-
state and distance-vector protocols are very difficult to
prevent if the routers exhibit Byzantine faults [14].

In the MANET shown in Figure 2, let us assume that
packets are supposed to traverse from source node A to
destination node C. However, the intruder updates the
routing table so that the packets traverse from B to D
instead of C, and hence the packets from A never reach
C. This also causes congestion on domains served by
nodes A, D and E, due to the bombardment of packets
whose actual destination was C. Thus the attack can lead
to network performance degradation.

Some of the important and common methods of rout-
ing attacks are:

i) Router Protocol Poisoning: In this attack an intruder
causes the disruption by poisoning the routing protocol.
Securing these attacks is important because the routing
protocol forms the basis of network operations, and any
corruption of the protocol may lead to significant conse-
quences. These attacks on the Mobile Ad Hoc Networks
can lead to looping, congestion, sub optimal routing and
partitioning [15]. Thus, they can ultimately affect the
performance of an ad hoc network.

ii) Injecting incorrect information in the routing table:
In this type of routing attack, malicious nodes or an in-
truder would inject incorrect routing information, which
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©)

Intruder updates routing table so that the packets are
routed from B to D instead of C and hence the packets
from A never reach C.

Figure 2. Routing loop attack.

in turn would poison the routing tables. These attacks
would result in the artificial partitioning of the network,
and the hosts residing in one partition would not be able
to communicate with hosts residing in the other partition.

iii) Routing Loop Attacks: In this attack, intruder or
malicious nodes update the routing table to create a loop,
so that packets can traverse in the network without
reaching the destination, thereby conserving energy and
bandwidth.

b) Active DoS Attacks:

These attacks can be defined as the direct denial of
service attacks on a node by another hostile node through
packet flooding, packet modification, deletion or forging
of packets or routing table. Following are some of the
common types of active DoS attacks by selfish nodes or
adversaries: replay of expired routing information, bogus
nodes create traffic by bombarding the neighboring
nodes with the packets, radio jamming, flooding central-
ized resource with the requests, ability to change routing
protocol to operate as the user wants, Byzantine failure,
sleep deprivation torture (Battery Exhaustion) and in-
jecting incorrect routing information.

Active DoS attack is depicted in Figure 3, where node
B is a host node and C is the intruder. The intruder node
C creates a huge traffic resulting in the exhaustion of the
node B’s resources. This results in the inability of node B
to serve genuine nodes A, D, E and F fairly. Thus, DoS
attacks on the mobile ad hoc networks can lead to net-
work performance degradation.

2) Passive Attack in MANET

a) Selfish Attacks:

Passive attacks could be caused by selfishness, eaves-

/5

dropping and traffic analysis. In this section we explain
selfishness attacks to give an idea of passive attacks. In
the selfishness attacks, the selfish node abuses con-
strained resources, such as battery power, for its own
benefit [16]. They do not intend to directly damage other
nodes in the network. Attackers may also get hold of a
node and modify its behavior to make it malicious, so the
node would perform selfish attacks in need of resources.
These attacks have limited effectiveness compared to the
routing-table “poisoning” and DoS attacks [17]. This is
because, the attacks are limited to a part of the network
rather than the whole network as in the case of routing
protocol attacks.

Some of the common types of selfish node attacks in
mobile ad hoc network are packet mistreatment and en-
ergy consumption attacks. In this kind of attack, a node
in mobile ad hoc network does not perform the expected
network functions, like packet forwarding or routing, and
later claims that the transaction or communication never
took place [17]. It could be deliberate or accidental, due
to false repudiation of a transaction or due to scarce re-
sources in the mobile ad hoc networks.

As shown in Figure 4, the packets are supposed to
traverse from source node A to destination node C.
However, selfish node B discards the packets from A and
hence the packets from A never reach C. This results in
‘black hole’ attacks. This in turn may result in deadlock
issues which result in performance degradation. Some of
the important and common methods of selfish attacks are:

i) Packet mistreatment or interception: In this kind of
attack, a selfish node does not perform the function of
packet forwarding. As mentioned earlier, interruption

Intruder C bombards the host node B with
packets so that B could not service the other
genuine nodes fairly

Figure 3. DoS attack.
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B

@/

~Selfish Node B discards the packet
from A and forwards to itself instead
of forwarding to C, and hence the
packets from A never reach C.

Figure 4. Packet mistreatment attack.

of packets may reduce the overall throughput of the net-
work. In a specialized form of packet discarding, selfish
nodes do not forward the packets to host destination, but
to itself. This result in black hole and DoS attacks.

ii) Energy consumption: In this kind of attacks, nodes
try to save significant battery power by not performing
networking functions such as routing. This is due to the
fact that in ad hoc network most of the energy is con-
sumed by routing of packets. For instance, experiments
have shown that if the average hop from source to desti-
nation is 5, approximately 80% of the available energy is
spent in sending packets from source to destination by
packet forwarding [17].

2.3. Mobile Agent Model and Security Threats in
Mobile Agent Model

2.3.1. Mobile Agent Model Background
A distributed mobile agent system model for a wireless
internet host environment involves the following parties,
mobile agents and fixed base stations as shown in Figure
5. Some of the wireless models [18] applied for special
applications like mobile military networks assumes mo-
bile base stations. However, in this discussion we assume
the base station is fixed.

Mobile Agent:

The Mobile Agent (MA) is a software component [19]
like

e A thread as in Telescript, that can migrate among

Home Platform

different nodes carrying its execution state (i.e., program
counter, call stack etc.) Here the run-time image of the
component is transferred as a whole, including its execu-
tion state.

The task to rebuild the execution state is carried out by
the run-time support of the Mobile Code System.

e Or just a code fragment as in TACOMA [20] as-
sociated with initialization data that can be shipped to a
remote host. They don’t have the ability to migrate once
they have started their execution. These systems claim to
be able to move the state of a component along with its
code. This assertion is justified by the availability of
mechanisms that allow the programmer to pack some
portion of the data space of an executing component be-
fore the component’s code is sent to a remote destina-
tion.

It is the programmer’s task to rebuild the execution
state of a component after its migration, using the data
transferred with the code.

Thus a mobile agent (with respect to design paradigm)
contains.

e Code component-Executing Unit (EU) (Sequential
flows of computation), which encapsulate the know-how
to perform a particular computation.

e Resource component-(entities that can be shared
among multiple EUs such as a file in a file system, an
object shared by threads in a multi-threaded object-ori-
ented language, or an operating system variable) that
represents data or devices used during the computation.

Base Station 2

Base Stationl

Figure 5. Mobile agent model in mobile computing.
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e Computational components that are active execu-
tors capable to carry out a computation.

Mobility allows an agent to move or hop among base
station. The base station provides a computational envi-
ronment in which an agent operates. The purpose of Mo-
bile Agent in terms of Artificial Intelligence (Al) re-
search paradigm is a software component that is able to
achieve a goal by performing actions and reacting to
events in a dynamic environment. The behavior of this
component is determined by the knowledge of the rela-
tionships among events, actions and goals. However, in
terms of Distributed Systems research paradigm, the
purpose of the mobile agent is to allow the migration of
the whole computational component to a remote site,
along the code it needs, some resources required to per-
form the task along with its execution state of an EU to a
different CE (Computation Environment or Host).

Mobile Agents are increasingly becoming popular
with the ubiquitous and widespread deployment of
wireless and internet technologies. With the help of
mobile agents it is possible to create distributed appli-
cations where the programs can autonomously traverse
from one computer to another and get executed. They
are more powerful than an ordinary applets [21] due to
the Al component, they decide themselves where and
when to traverse and execute. They are prominently
applied in mobile computing systems. Connection mana-
gement for mobile computing requires continuous re-
configuration of the data links. If connectivity fails, the
mobile computing system requires applications to han-
dle extended off-line periods. “Mobile software agents
are very useful in this context, since they could encap-
sulate long-lasting transactions. They could carry a re-
quest to server, cause its execution and bring back the
result as soon as the connectivity is reestablished [21].”
Due its ability to preprocess the results, it makes use of
the slow communication link between the mobile de-
vice and the network.

2.3.2. Security Threats in Mobile Agent Based Model:
In the mobile agent-host model the security attacks or
threats could be classified into four categories:

o mobile agent attacked by another mobile agent

e mobile agent attacking by the host

o host attacked by a mobile agent

o host attacked by external unauthorized party like an
agent or host

For the ease of understanding, any agent or host attack
could be further classified into active or passive attacks.
Before further classification, it is essential to define ac-
tive and passive attacks.

Active attacks can be defined as the direct attacks on
an entity by another hostile entity during its execution or
transmission like code/message modification, deletion or
forging.
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Passive attacks can be defined as the indirect attacks
on an entity by another hostile entity during its execution
or transmission like eavesdropping and traffic analysis.

Mobile Agent Attacked by another Agent:

Different types of attacks by a MA against another MA
can be classified as shown in the following taxonomy.

1) Active Attacks:

Denial of service: In these attacks agent could spam
other agents causing resource constraints by repeatedly
sending messages to another agent, may place undue
burden on the message handling routines of the recipient.
Agents can also intentionally distribute false or useless
information to prevent other agents from completing
their tasks correctly or in a timely manner.

Unauthorized Access: In these attacks agent would
invoke other agent’s public methods by accessing or
modifying agent’s code or data, which could change the
behavior of agent from trusted to harmful one.

2) Passive Attacks:

Repudiation: Agent participating in a transaction or
communication later claims that the transaction or com-
munication never took place—could be deliberate or
accidental, due to false repudiation of a transaction or
due to imperfect business transactions within an organi-
zation.

Masquerade: In this category an agent posing as host
could deceive other agents and it harms both the agent
that is being deceived and the agent whose identity has
been assumed, especially in agent societies where repu-
tation is valued and used as a means to establish trust.

Mobile agent attacked by the host:

Different types of attacks by a host against MA can be
classified as shown in the following taxonomy.

3) Active Attacks

Denial of Service: In these attacks host would ignore
agent service request by not executing the agent or turn-
ing away the request. This would introduce unaccept-
able delays for critical tasks like handoff in the mobile
computing world. Agents on other platforms waiting for
the results from a non-responsive agent in the malicious
host platform could cause deadlock or livelock prob-
lems.

Alteration: Since agent visits various base stations or
hosts during its life time, it could be altered by any of the
hosts an agent passes through its lifetime. Thus a mobile
agent is exposed to a new risk each time it is in transit
and each time it is instantiated on a new platform.

Copy and Replay: In these attacks an agent or its
message could be copied and replayed several times by
the host.

4) Passive Attacks

Masquerade: In these attacks host deceives a mobile
agent as to its true destination and corresponding security
domain. Thus it harms both the agent and the host or
platform it assumes. This is a more serious problem than
an agent masquerading as other agent.
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Mobile Agent Host Model Security Threats

Agent vs. Agent Agent vs. Host

Host vs. Agent Host vs. External parties

Figure 6. Taxonomy of mobile agent model security threats.

Mobile agent attacked by another mobile agent security threats

Active Attacks

Passive Attacks

Figure 7. Taxonomy of mobile agent attacked by another agent attacks.

Mobile Agent attacked by Host Security Threats

| Active Attacks

Passive Attacks |

Figure 8. Taxonomy of mobile agent attacked by host security threats.

Repudiation: Host participating in a transaction or
communication with an agent later claims that the trans-
action or communication never took place-could be de-
liberate or accidental, due to false repudiation of a trans-
action or due to imperfect business transactions within an
organization.

Host attacked by mobile agents

Different types of attacks by a MA against host can be
classified as shown in the following taxonomy.

5) Active Attacks:

Denial of Service: In these attacks agent consume ex-
cess amount of host resources so that the host can not
service other agents properly.

Copyright © 2010 SciRes.

Unauthorized access: In these attacks, agent without
proper authorization could harm the host.

6) Passive Attacks

Masquerading: In these attacks agent may pose as an
authorized agent to gain access to services and resources
to which it is not entitled, to shift the blame for any ac-
tions for which it does not want to be held accountable
and to damage the trust the legitimate agent has estab-
lished in an agent community and its associated reputa-
tion.

Host attacked by other unauthorized external par-
ties including host and agents:

Different types of attacks by an external party like an
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Host attacked by Mobile Agent Security Threats

[ Active Attacks

Passive Attacks |

[ Denial of Service

Unauthorized Access

Masquerade

Figure 9. Taxonomy of host attacked by mobile agent security threats.

Host attacked by external parties Security Threats

[ Active Attacks

Passive Attacks |

[ Denial of Service

Unauthorized Access

Masquerade |

Figure 10. Taxonomy of host attacked by external parties security threats.

external MA or an external host against the host can be
classified as shown in the following taxonomy.

7) Active Attacks

Unauthorized Access: In these attacks, remote users,
processes, and agents may request resources from the
host, for which they are not authorized.

Denial of service: In these attacks, the agent services
offered by the host or base station can be disrupted by
common denial of service attacks.

8) Passive Attacks

Masquerade: An agent on a remote base station can
masquerade as another agent and request services and
resources for which it is not authorized. They may act in
conjunction with its platform (base station) to deceive
the host.

3. MANET Security Approaches

3.1. MANET Attack Prevention Approaches

In this section, we classify the MANET security work
into two broad categories based on the type of attack:
active attack or passive attack.

3.1.1. Review of MANET Attack Prevention Security
Schemes for Active attacks
In ad hoc networks, a mobile node or host may depend
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on other node(s) to route or forward a packet to its desti-
nation. The security of these nodes could be compro-
mised by an external attacker or due to the selfish nature
of other nodes. This would create a severe threat of De-
nial of Service (DoS) and routing attacks where mali-
cious nodes combine and deny the services to legitimate
nodes. Unlike nodes in a wired network, the nodes of
MANET may have less processing power as well as bat-
tery life and consequently would try to conserve re-
sources. In this scenario, the usual authentication and
encryption methods would not apply to a MANET the
same way they would in a wired network [22]. However,
both authentication and encryption are even more im-
portant in a MANET [23,24]. Steiner et al. have devel-
oped a Group key Diffie-Hellman (GDH) model that
provides a flexible solution to group key management.
Yi et al. [25] have developed the MOCA (MObile Certi-
fication Authority) protocol that helps manage heteroge-
neous mobile nodes as part of a MANET. MOCA uses
Public Key Infrastructure (PKI) technology.

The impact of authentication attacks is quite wide-
spread and it includes unauthorized access, denial of ser-
vice, masquerading, information leakage, and domain
hijacking. Capkun et al. [26] have developed some solu-
tions using a concept that they introduce, called Maxi-
mum Degree Algorithm (MDA), for preventing denial of
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service due to poor key management.

Routing is an important aspect of moving packets
around in a network. It is a challenging problem because
nodes within the ad hoc network themselves performs
routing function and the security concepts were not in-
corporated into the routing protocols when they were
designed. It is important because the routing table forms
the basis of the network operations and any corruption
of routing table may lead to significant consequences.
Routing attacks in mobile ad hoc network are more chal-
lenging since routing relies on the trustworthiness of all
the nodes involved and it is difficult to distinguish selfish
nodes from normal nodes. Basically there are two meth-
ods used for routing: AODV (Ad hoc On-demand Dis-
tance Vector) routing and DSDV (Destination Sequenced
Distance Vector) routing. These two methods can be
classified as reactive and proactive respectively since
AODV method discovers a route only when needed
whereas the DSDV method maintains a dynamic routing
table at all times.

A reactive routing method was proposed by Yang et al.

[27]. In this method, a unified network layer prevention
method known as Self Organized Security (SOS) scheme
that uses AODV routing is used. This scheme takes a
self-organized approach by exploiting full localized de-
sign, without assuming any apriori trust or secret asso-
ciation between nodes. In this model, each node has a
token in order to participate in the network operations,
and its local neighbors collaboratively monitor it to de-
tect any misbehavior in routing or packet forwarding
services. Upon expiration of the token, each node renews
its token via its multiple neighbors. The period of the
validity of a node’s token is dependent on how long it
has stayed and behaved well in the network. A well-be-
having node accumulates its credit and renews its token
less frequently as time evolves. In essence, this security
solution exploits collaboration among local nodes to
protect the network layer without completely trusting any
individual node.

Another reactive scheme, called Techniques for Intru-
sion-Resistant Ad Hoc Routing Algorithms (TIARA)
was proposed by Ramanujam et al. to detect and elimi-
nate DoS [28]. This model presents a new approach for
building intrusion resistant ad hoc networks in the wake
of DoS attacks using wireless router extensions. This
approach relies on extending the capabilities of existing
ad hoc routing algorithms to handle intruders without
modifying the existing routing algorithms. This scheme
proposes a new network layer mechanism for detecting
and recovering from intruder induced malicious faults
that work in concert with existing ad hoc routing algo-
rithms and augment their capabilities.

Hu et al. [29] have developed a DSDV-based secure
routing method called SEAD (Secure Efficient Ad hoc
Distance vector). This method uses efficient one-way
hash functions and does not use symmetric cryptographic
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operations in the protocol in order to support the nodes of
limited CPU processing capability and to guard against
Denial-of-Service (DoS) attacks. The primary reason for
this is due to the fact that the nodes in an ad hoc net-
work are unable to verify asymmetric signatures quickly
enough for routing protocols to decide on the routing
path.

Routing attacks differ in their execution depending on
the nature of the routing protocol. In the case of link state
routing protocol such as AODV, a router sends informa-
tion about its neighbors. Hence, a malicious router can
send incorrect updates about its neighbors or remain si-
lent if the link state of the neighbor has actually changed.
However, in case of distance vector protocols such as
DSDV, routers can send wrong and potentially danger-
ous updates regarding any nodes in the network since the
nodes do not have the full network topology. Awerbuch
et al. [30] studies the behavior of routers in the presence
of Byzantine faults. They use an On-demand Secure
Routing Protocol (OSRP) that defines a reliability metric
based on past records and use it to select the secure path.
Reliability metric is represented by a list of link weights
where high weights correspond to low reliability. Each
node in the network maintains its own list, referred to as
a weight list, and dynamically updates that list when it
detects faults. Faulty links are identified using a secure
adaptive probing technique that is embedded in the nor-
mal packet stream. These links are avoided using a se-
cure route discovery protocol that incorporates the reli-
ability metric. This protocol achieves these functionality
by three successive phases: Route discovery with fault
avoidance phase whose input is source node's weight list
and output is the full least weight path from the source
node to the destination node, Byzantine fault detection
phase whose input is the full weight path and output is a
faulty link and link weight management phase which
takes a faulty link as an input and whose output is the
weight list which in turn is used by the route discovery
phase to avoid faulty paths. This is a very efficient ap-
proach to detect secure routes. In a related paper, Awer-
buch [30] discusses a method for secure ad hoc routing.

Zhou et al. [31] have an alternative solution for the
problems with AODV and DSDV routing methods. They
have developed a hybrid approach using both AODV and
DSDV methods. This method, known as the Key Man-
agement Service (KMS), defends routing from denial of
service attacks in ad hoc networks by taking advantage
of multiple routes between nodes. Due to the dynamic
changes in topology, the routing protocols of ad hoc
network need to handle outdated routing information,
which is similar to that of the compromised routing at-
tacks. The principle here is that as long as there are
enough proper nodes, the routing protocol would be able
to find the routes working around the compromised
nodes. Thus, if the nodes can find multiple routes, nodes
can switch to an alternate route when a fault has been

WSN



428 S. A. KUMAR

detected in the primary route. This method also uses rep-
lication and new cryptographic schemes, such as thresh-
old cryptography, to build a highly secure and highly
available key management service, which forms the core
of the security framework.

In addition to the methods discussed above, there are
some additional methods proposed in the literature to
handle various forms of attacks. For example, the Secure
Routing Protocol (SRP) by Papadimitratos et al. [31]
guarantees correct route discovery, so that fabricated,
compromised, or replayed route replies are rejected or
never reach the route requester. SRP assumes a security
association between the end-points of a path only and so
intermediate nodes do not have to be trusted for the route
discovery. This is achieved by requiring that the request
along with a unique random query identifier reach the
destination, where a route reply is constructed and a
message authentication code is computed over the path
and returned to the source. The authors prove the cor-
rectness of the protocol analytically.

Another preventive solution for DoS attacks in ad hoc
wireless networks is proposed by Luo et al. [32]. In this
solution they distribute the functionality of authentica-
tion servers, thus enabling each node in the network to
collaboratively self-secure themselves. This is achieved
by using the certificate-based approach. This scheme
supports ubiquitous security for mobile nodes, scales to
network size, and is robust against adversary break-ins.
In this method centralized management is minimized and
the nodes in the network collaboratively self-secure
themselves. This scheme proposes a suite of fully dis-
tributed and localized protocols that facilitate practical
deployment. It also features communication efficiency to
conserve the wireless channel bandwidth and independ-
ency from both the underlying transport layer protocols
and the network layer routing protocols.

The ARIADNE method developed in Europe is an-
other important secure on-demand routing protocol. De-
veloped by Hu et al. [33], ARIADNE (Alliance of Re-
mote Instructional Authoring and Distributed Networks
for Europe) prevents attackers from tampering with un-

compromised routes consisting of uncompromised nodes.

It is based on Dynamic Source Routing (DSR) approach
and relies on symmetric cryptography only. ARIADNE
protocol is designed in three stages: The first stage pre-
sents a mechanism that enables the target to verify the
authenticity of the Route Request. Second stage presents
a key management protocol that relies on synchronized
clocks, digital signatures, and standard MAC (Message
Authentication Code) for authenticating data in Route
Requests and Route Reply. The final stage presents an
efficient per-hop hashing technique to verify that no
node is missing from the node list in the Request. Hu
et al. present simulations that show that the performance
is close to DSR without optimizations.

Marti et al. [34] have taken another variation on the
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DSR method. This method shows increased throughput
in Mobile Ad Hoc Networks by complementing DSR
with a watchdog for detection of denied packet forward-
ing and a pathrater for trust management and routing
policy rating that every path uses, thus enabling nodes to
avoid malicious nodes in their routes as a detective and
reactive protection measure. This reaction does not pun-
ish malicious nodes that do not cooperate, but actually
relieves them of the burden of forwarding for others
while having their messages forwarded, and it allows
nodes to use better paths and thus increase their th-
roughput.

The traditional Secure Routing Protocol (SRP) is well
suited for a wired network. In developing a similar pro-
tocol for MANETS, Yi et al. [35] propose a new routing
technique called Security-Aware ad hoc Routing (SAR)
that incorporates security attributes as parameters into ad
hoc route discovery. SAR enables the use of security as a
negotiable metric to improve the relevance of the routes
discovered by ad hoc routing protocols. Ad hoc routing
protocols enable nodes in ad hoc networks communicate
with their neighbors through Route REQuest (RREQ)
packets and Route REPly (RREP) packets. In SAR, the
security metrics are embedded into RREQ packets. In-
termediate nodes receive these packets with particular
security level and process these packets or forward the
packets depending on the security level of the intermedi-
ate node. If it cannot provide required security level,
RREQ packets are dropped. Otherwise RREP packets are
sent back to the source from destination or intermediate
nodes. This approach, though resource intensive is a
useful alternative for preventing attacks.

So far we have looked at research that addresses au-
thentication, denial of service, selfish node and routing
protocol attacks in a MANET. One of the main require-
ments in a MANET is for each node to let other nodes
know of their presence and readiness to participate in the
MANET. In a wireless local area network, an Access
Point (AP) is used to let the mobile nodes communicate
with other nodes on the network. In a MANET, there is
no Access Point and so each node must know the other
nodes that participate in the MANET. One way to let the
other nodes know of their presence, a mobile node sends
out beacon signals. Binkley et al. [36] propose an au-
thenticated routing protocol to address link security is-
sues in this regard. This proposal also reduces the DoS
threats like replay attacks caused by an Address Resolu-
tion Protocol (ARP) or ad hoc routing protocol spoof,
which would destroy a link-layer route to a host. This
protocol transmits beacons similar to that of mobile IP
agents. When a host node or agent receives the transmit-
ted beacons, they authenticate them and if it is authentic,
they add the MAC-to-IP address binding contained in the
beacon into their table of authentic bindings.

Another security scheme proposed by Kong et al. [37]
and Luo et al. [32] supports ubiquitous security services
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for mobile hosts through threshold secret sharing mecha-
nism where they distribute certificate authority functions.
These methods are based on RSA cryptography and pro-
vide distributed localized certificate services like certifi-
cate issuing, renewal and revocation. These methods
employ localized certification schemes to enable ubiqui-
tous services. This model uses RSA system key pair de-
noted by {Sk, Pk} where Sk is the system secret/private
key and is used to sign certificates for all entities in the
network. Pk is the system public key which verifies the
certificate signed by Sk. In this scheme, Sk is shared
among network entities but not visible or known by any
component in the network, except at the boot strapping
phase. Each entity Vi also maintains a secret share Pvi
and a RSA personal public and private key pair {Ski, Pki}
besides the system key pair. Thus, it uses the concept of
threshold secret sharing and updating each entity’s secret
share periodically to further enhance robustness against
break-ins. This scheme scales to network size and is ro-
bust against break-ins. In the threshold secret sharing
mechanism each entity holds a secret share and multiple
entities in a local neighborhood jointly provide complete
services.

There are several open issues in the models that were
reviewed. The important among them are explained as
follows: The GDH method needs further study for the
detection and resolution of inconsistent certificates, im-
provement of certificate graph models and enhancing the
use of existing PKI infrastructure. The MOCA method
uses a unicast approach that only exploits information in
the local routing cache. One useful extension would be to
devise a way for a node to browse neighboring nodes’
routing tables. This would help in avoiding flooding. The
CORE method considers only attacks from selfish nodes
but not from active intruders. Hence one has to extend
this method for intruder attacks as well. The solution for
attack by selfish nodes presented in the nuglets method is
focused just on packet forwarding attacks. Applica-
tion-level issues like mutual provision of information
services in an ad hoc network have to be addressed in
order to better utilize the nuglet counter. The CONFI-
DANT method assumes that nodes are authenticated and
that no node can pretend to be another in order to get rid
of a bad reputation. This assumption could lead to mis-
placed trust in systems. The Guardian Angel method is
not a comprehensive security scheme since it does not
take into account the attacks like packet forwarding and
denial of service or routing attacks, which are common-
place today.

3.1.2. Review of MANET Attack Prevention Security
Schemes for Passive Attacks

We noted earlier some of the problems due to selfish

nodes not performing their role properly in a MANET.

Actions of a selfish node could lead to congestion, lower

throughput and denial of service. Buttyan et al. [38] have
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shown by simulation that a selfish node does not partici-
pate actively in packet forwarding in order to conserve
electrical energy. This study shows that typically every
node spends 80% of the energy in forwarding packets.
This work also introduces a special counter called nuglet
counter that is used to keep track of selfish behavior of
nodes. In trying to solve the selfish node problem, Mi-
chiardi et al. [39] have developed a model called CORE
(Collaborative REputation). Under CORE’s approach,
every node monitors the behavior of the neighboring
nodes for a particular requested function and collects data
about the execution of that function. If the observed result
of the function matches with the expected result, then the
observation takes a positive value. This mechanism al-
lows a node to detect if any of its neighbors are selfish
nodes and gradually isolate them.

As seen above, the problem of selfish behavior by
nodes in a MANET is something significant that needs to
be addressed. In a MANET, many nodes try to conserve
battery life and consequently resort to selfish behavior by
dropping packets rather than forwarding them as they are
supposed to do in a network. Buchegger et al. [40] study
the vulnerabilities exposed by selfish nodes in a MANET.
Buchegger et al. [40] introduce a new protocol called
CONFIDANT (Cooperation of Nodes-Fairness In Dis-
tributed Ad hoc NETworks) to address this problem.
Each node maintains reputation indexes about each of its
neighbors based on their behavior and use these indexes
to isolate misbehaving nodes. Avoine et al. [41] have
developed a cryptography-based fair key exchange mod-
el called Guardian Angel. This model uses a probabilistic
approach without involving a trusted third party in key
exchange.

3.1.3. Limitations of Existing MANET Attack
Prevention Schemes and Open Research Issues

1) Active Attack Security Approaches

The scheme GDH needs further exploration of mecha-
nisms for the detection and resolution of inconsistent
certificates, improvement of certificate graph models and
making use of existing PKI infrastructure [26]. Scheme
MDA does not provide authentication of the participants.
In addition, more formal arguments need to be developed
to support optimality claims [41]. Unicast approaches by
the scheme MOCA only exploit information in the local
routing cache. One potential extension is to let a node
browse into neighboring nodes’ routing tables. For ex-
ample, a node may be short of one or two cached routes
and that would lead to flooding. If the node has a way to
peek into the neighbors’ routing tables and find a couple
of new cached routes, it can avoid flooding. Potential
overhead for this approach would be the extra commu-
nication required between neighbors to exchange the
information in routing tables. Whether the benefit would
surpass the overhead is an interesting question to inves-
tigate [25]. All the unicast based approaches in the
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MOCA protocol do not take into account the direction of
Certification REQuests (CREQs). At a worst case, all the
MOCAs picked by its unicast approach could reside on
one side of the network from the requesting node. Then it
is possible that all the CREQs are sent into one direction
sharing the same next hop nodes, potentially causing
unnecessary contention. This leads to a failure or at least
delayed responses. One possible solution for such a sce-
nario is to utilize the next hop field in the cached routing
table entries. For example, by selecting a set of MOCAs
with all the different next hops, one can expect to have a
spatial load balancing effect in that each CREQ will go
out in different directions [25].

The SEAD approach does not incorporate mechanisms
to detect and expose nodes that advertise routes but do
not forward packets [29]. In the Beacon scheme, scal-
ability is an issue if there are large numbers of nodes
compared to the available bandwidth. The proposed
model assumes all nodes in a network share a symmetric
key used only for beacon authentication. In addition to
problems with scalability, every agent and mobile node
at the site has to know the network authentication key.
The symmetric keys might be replaced with public key
cryptography. Public-key signature and verification of
beacons and Mobile-1P registration messages is feasible,
even though transmitting such a signature requires more
link bandwidth. Every node can possess its own key and
simply sign its beacons and registrations. The distribu-
tion of certificates such that mobile nodes and agents can
verify a beacon is again a higher-level problem [36].
SOS model provides fully localized design, easy support
of dynamic node membership, limited intrusion tolerance
capacity and decreasing overhead over time. While these
characteristics are appealing, this scheme also has limita-
tions as this is achieved at the increased computational
overhead (associated with asymmetric cryptography pri-
mitives) compared with other hash function based designs
[27]. In the TRUST model when a new node enters the
system, it assumes that the node already has an initial cer-
tificate. This results in the problem of registering users.
Also when two ad hoc networks merge, this model does
not provide mechanisms for nodes originated from dif-
ferent networks to certify and authenticate each other
[32]. In SRP model, fair utilization of network resources
is an issue. Possible ways to dismay nodes from broad-
casting at the highest possible rate is still an issue [36].
Since the ARIADNE model does not possess the op-
timizations of DSR, the resulting protocol is less efficient
than the highly optimized version of DSR that runs in a
trusted environment [33]. An important aspect of OSRP
scheme is that the algorithm can be used to detect a fault.
However, it is difficult to design such a scheme that is
resistant to a large number of adversaries. The method
suggested in this paper uses a fixed threshold scheme.
This scheme does not explore other methods, such as
adaptive threshold or probabilistic schemes which may
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provide superior performance and extensibility. Also this
scheme does not provide means of protecting routing
against traditional denial of service attacks [30]. The
Watchdog and Pathrater model assumes that there are
no apriori trust relationships. Performance of model is
bound to suffer when trusted node lists in ad hoc net-
works are also taken into account. Also, in this model, all
the simulations are based on Constant Bit Rate (CBR)
data with no reliability requirements. The analysis should
be extended to explain how the routing extensions per-
form with TCP flows common to network applications
[34].

2) Passive Attack Security Approaches

The scheme CORE considers only attacks from selfish
nodes but not from active intruders. Hence the scheme
needs to be extended and tested for intruder attacks as
well. Also there is no definition of formal method to
analytically prove robustness of CORE [39]. The solu-
tion for attack by selfish nodes, presented in Nuglets
model is focused just on packet forwarding attacks. This
model also does not address application-level issues like
mutual provision of information services in an ad hoc
network [38]. The CONFIDANT protocol assumes that
nodes are authenticated and that no node can pretend to
be another in order to get rid of a bad reputation [40].
The Guardian Angel model is not a comprehensive secu-
rity scheme and does not take into account the attacks
like packet forwarding and denial of service or routing
attacks [41].

3.2. MANET Intrusion Detection and Response
Security Approaches

3.2.1. Review of MANET Intrusion Detection Security
Approaches
The following are some of the popular IDA models that
we studied in our literature survey. Kachirski and Guha
proposed an IDS model which is efficient and band-
width-conscious [42]. It targets intrusion at multiple lev-
els and fits the distributed nature of IDA for Mobile
Networks. The method has clusters and the IDA on clus-
ter head employs independent detection decision-making
after gathering information from other nodes. It utilizes
mobile agent for communication among various nodes.
This model provides a framework to work with multiple
types of audit data. It is expandable, meaning, if the IDA
needs to work with new types of audit data, it can do so
by just incorporating extra agents that can monitor the
new type of audit data. Unfortunately, its performance is
not verified by any implementation. Once its perform-
ance is proved to be on an acceptable level, this frame-
work can serve as a generic and expandable architecture
for commercial products, since having a possibility to
add in more functionality is an important property for
successful products. Because it utilizes the cluster heads,
it is supposed to make the network more efficient by
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limiting the resources usage for IDA purposes to only a
few nodes. Such a framework can be applied in an envi-
ronment where the security requirement is medium and
efficiency requirement is high. Also, it may easily be
expanded for multi-layered mobile networks.

IDS model for wireless Mobile Ad Hoc Networks
proposed by Zhang and Lee implements local and col-
laborative decision making with anomaly detection [43].
In this approach, individual IDA agents can work by
themselves and also collaborate in decision making.
Each IDA agent runs on a node and monitors local ac-
tivities. If a node detects local intrusion with strong evi-
dence, then the node concludes that intrusion has hap-
pened and initiates an alarm response. However, if the
evidence is not strong enough but needs investigation in
a wider area in the network, then the IDA agent can start
collaboration procedure which is a distributed consensus
algorithm. This model provides a framework that fits the
distributed nature of mobile networks as well. It also
works with multiple types of audit data. If the IDA needs
to work with new types of data, it can add in more data
collection module in the IDA agent. It uses data mining
as the local intrusion detection mechanism. The data
mining is supposed to be superior in terms of both detec-
tion rate and false alarm rate. Also, because this IDA
does not use mobile agents for communication, it can be
designed for high security need, if it can find an effective
way to protect from Byzantine nodes.

Huang and Lee have proposed a cluster-based scheme
in which a cluster head is elected by a group of nodes in
a neighborhood (citizen nodes) and the head node moni-
tor the citizen nodes [44]. Once the cluster head is
elected, the other nodes need to transmit the features they
obtain locally to the cluster head. This IDA uses anomaly
detection implemented with data mining as its detection
technique [44]. This model improves the efficiency of
mobile networks by limiting the resources usage for IDA
purposes to only a few nodes. The implementation proves
it can also achieve satisfactory level of detection rate.
Such a framework can be applied in environments where
the security requirement is medium but efficiency re-
quirement is high. Also, it may easily be expanded for
multi-layered mobile networks [45].

Patrick and Camp have designed architecture for ad
hoc networks, where each node runs a local IDA [46].
Each node detects intrusion locally and uses external
data to confirm the detection. The nodes use mobile
agents to communicate and collaborate. This model pro-
vides a scalable architecture by using mobile agents. If
the IDA needs more functionality, it can just incorporate
more mobile agents with new tasks. It is supposed to
reduce network traffic for intrusion detection purpose.
However, since this architecture relies heavily on the use
of mobile agents, it incurs computational complexity in
creating and managing all the agents. This architecture
needs an implementation to verify its performance.
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Bo, Wu and Pooch have proposed an IDA model
which uses collaboration mechanism with anomaly de-
tection [47]. In this model, a network is divided into log-
ical zones. Each zone has a gateway node and individual
nodes. Individual nodes have an IDA agent to detect in-
trusion activities individually. Once an individual node
detects intrusion, it generates an alert message. Gateway
node aggregates and correlates the alerts generated by
the nodes in its zone. An algorithm is used to aggregate
the alerts based on the similarities in the attributes of the
alert [45]. Only gateway nodes utilize the alert to initiate
an alarm [46]. This method does not use mobile agents
but has gateway nodes, which work just like a cluster
head. This architecture can be applied in environment
where the requirement for IDA performance and security
is high.

Huang et al. have proposed a detection algorithm
scheme that uses the statistics of packets, namely, the
relation between different features such as the correlation
between the number of packets dropped and the per-
centage of change in routing table [48]. This algorithm
can be used as an intrusion detection engine in other IDA
architectures. This model has low overhead, but was de-
signed only for one routing protocol-OLSR and needs
modification for other protocols.

Tseng et al. have proposed an IDS system where the
normal behavior of critical objects in the network is con-
structed with the normal specification first. Then the ac-
tual behavior is compared to the normal specification
[49]. It uses distributed network monitor to trace the re-
quest-reply flow in the routing protocol. The network
monitor runs a specification based detection algorithm to
make decisions [50,51]. This model is novel with no
conventional local detection mechanism, but has low
efficiency since packet is checked at each hop.

Neighborhood Watch, an IDS protocol proposed by
Sowjanya and Shah has two neighboring nodes of which
one node is used to ensure that the packets are not modi-
fied while traveling in the network [52]. This is done by
comparing the information in each packet at each hop. It
has two modes: passive mode-to protect a single host and
active mode-to collaboratively protect the nodes in a
cluster. In active mode, a cluster head starts a voting al-
gorithm to determine whether intrusion really happens.

Puttini et al. have proposed an IDS architecture where
information in the management information base (MIB)
is used as input data [53]. It also uses mobile agent and a
collaborative decision making mechanism. This model is
distributed and efficient in use, with high scalability and
can detect attack at multiple levels, but has security,
computational cost and management problems related to
mobile agents.

IDS Model proposed by Brutch and Ko is a statistical
anomaly detection algorithm [54]. It works by first as-
suming that the audit trail generated from a host has been
converted to a canonical audit trail (CAT) format. It then
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uses a CAT file to generate session vectors representing
the activities of the users’ sessions. These session vectors
are then analyzed against specific types of intrusive ac-
tivities to calculate “anomaly scores”. If the scores cross
some thresholds, warnings reports are generated. The
algorithm analyzes a session vector in three steps:

1) it calculates a Bernoulli vector,

2) it calculates the weighted intrusion score, and

3) it calculates the suspicion quotient. The Bernoulli
vector is generated from the session vectors as well as
some threshold vectors. It is a simple binary vector in
which the values in the vector are set to one if the corre-
sponding arbitrary counts fall outside the threshold for a
particular user group. The weighted intrusion score is
generated for a particular session and for a particular
intrusion type. It can be used to assign a suspicion value
to the session. This suspicion value, or suspicion quotient,
for a session is determined by what percentage of ran-
dom sessions have a weighted intrusion score less than or
equal to the weighted intrusion score of the current ses-
sion. It describes how closely a session resembles the
intrusion type as compared to all other sessions. The
Haystack algorithm gets its name by being the algorithm
implemented in the IDA called Haystack. Haystack is a
host-based system, which attempts to detect several types
of intrusions: attempted break-ins, masquerade attacks,
penetration of the security system, leakage of informa-
tion, denial of service, and malicious use. It was initially
developed for use in the US military network. This algo-
rithm is designed for use in a secured wired military
network. If in a wireless ad hoc environment, it requires
a designated node to act as a central administrator and all
the other nodes to allow the central administrator to re-
trieve audit trails from them. The central administrator
can be pre-designated by the human initiator of the ad
hoc network or can be assigned by programming. The
audit trails requested can be submitted by the nodes
themselves or by the mobile agents allowed to run on the
nodes.

An IDS approach, Indra, proposed by Janakiraman
et al. is a distributed intrusion detection scheme based on
sharing information between trusted peers in a network
to guard the network as a whole against intrusion at-
tempts [55]. It is a detection tool that takes a proactive
and P2P approach to network security. The basic idea
behind this model is cross monitoring or simply called
“neighborhood watch,” and is very simple. In this me-
thod, the hosts on the P2P network join together to form
some sort of an immune system where each host distrib-
utes information on attempted attacks among the inter-
ested peers in the network. Such information is usually
gathered by the intended victim of an attack and by noti-
fying its adjacent hosts, an alarm can be sounded. This
allows the system to react proactively or retroactively.
When an alarm is sounded, subsequent attacks to other
hosts are repelled straightaway as the adjacent hosts
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would have forewarned other hosts.

Most of the surveyed models use packets and network
traffic related information such as updates in routing
table or request-reply flow in the network. Among the
ones that use packets related information, IDS approach
proposed in [50,51] uses the information inside the pack-
ets header directly, such as network address or port
number. Other models using packet or network traffic
related information mainly use statistical data processes
from packet information, such as the statistics of the
number of packets received and sent or the statistics of
change in routing table. IDS Model as described in [48]
utilizes the statistics derived from packet or traffic re-
lated statistics, for instance, the correlation between the
number of packets dropped and the percentages of up-
dates in routing table. Intrusion Detection approaches
illustrated in [43] allow the IDA to work on different
types of audit data or the possibility to adapt to different
types of audit data. This property is valuable and should
be an important consideration for the future design of
IDA. Most of the architectures detect only the fact that
an intrusion happens. Some models go further to obtain
more information, such as the type of attack and the lo-
cation of the intruder. For instance, Zone based IDA can
detect both the type and location of the attack [46].

Some of the intrusion detection models utilize cluster
head or gateway nodes [42]. The advantage of cluster
head is that some of the resource consuming computation,
such as intrusion detection, can be carried out only on
some nodes of the network. Therefore, most other nodes
can focus on the real work of network traffic. The cluster
head usually collects information from cluster member to
make the detection decision. In some methods, the origi-
nal input data is further processed or formatted before it
is sent to the cluster head. By doing this, the network
traffic for transferring such data is reduced. The compu-
tation on the cluster head can also be reduced because
the incoming data from member nodes is already for-
matted for the IDA use. The security communication
between the cluster head and its member nodes should
receive attention of research.

Most of the methods in our review, except the model
proposed in [49], utilize anomaly detection. The anomaly
detection is more suitable than misuse detection in Mo-
bile Ad Hoc Networks. In Mobile Ad Hoc Networks, the
anomaly detection has a weakness: the profile of normal
behavior needs to be updated periodically. This places a
heavy burden on the limited network resources.

3.2.2. Review of MANET Intrusion Response Security
Approaches

Although intrusion response component is related and

coexist with the intrusion detection framework, it re-

ceives considerably less attention than detection frame-

work owing to the inherent complexity in developing and

deploying response in an automated fashion [56]. Most
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of the security models generate an alarm informing the
administrator, who then decides the response. However,
it is desirable that the response consists of an automated
corrective action to protect the network from an identical
future attack.

There are few IDA models that provide the integrated
detection and response feature. Zhang et al. in their
framework have explained that local response module
triggers action local to the mobile node and the global
response module coordinates actions among neighboring
nodes, such as the IDS agents in the network electing a
remedy work [43]. They have also explained that the
type of response depends on the type of intrusion, the
type of protocols, applications and the confidence in the
evidence with examples. However, they have not pro-
vided any implementation details regarding the intrusion
response aspect of the model. Similarly, there is no do-
cumentation on the simulation or experimental results on
the response aspect of the model. However, there is a
detailed explanation on the experimental results of the
detection framework of the model. Thus, even though the
idea of integrated detection and response model seems
feasible, it appears that the implementation and simula-
tion have not been conducted. Similarly, few related IDA
models propose response actions/frameworks for respon-
ding to the attacks once it is detected [57-65]. However
the response system incorporating all those actions is not
implemented.

There are a few intrusion prevention approaches de-
scribed in the literature for mobile ad hoc network secu-
rity as well. Puttini et al. have proposed a secure routing
protocol that combines a certificate based authentication
service with intrusion detection model to provide pre-
ventive and corrective protections for Mobile Ad Hoc
Networks [53]. Bhargava et al. have proposed a security
model for AODV routing protocol to prevent attacks in
mobile networks [66].

3.2.3. Limitations of existing MANET Intrusion
Detection and Response Security Approaches
and Open Research Issues

The misuse detection systems use patterns of known at-

tacks to match and identify those intrusions [67]. Al-

though it can accurately and efficiently detect instances
of known attacks, it lacks the ability to adapt in detecting
new type of attacks. The anomaly detection systems on
other hand detect intrusions by finding deviations from
the established user profiles. Anomaly detection should
detect new types of intrusions but it could have higher
false positive rate [68]. Traditionally, IDA are developed
using expert knowledge of the system and attack meth-
ods [48]. Due to the complexity of modern network sys-
tem and sophistication of attackers, expert knowledge

engineering is often very limited and unreliable [43].

Some IDA schemes are very sensitive to the data repre-

sentation. For instance, these schemes may fail to gener-

Copyright © 2010 SciRes.

alize an unseen data if the representation contains irrele-
vant information. In some instance, it has been observed
that training of IDA requires a noise-free data (the data
that is labeled ‘normal’) [42]. It has been observed that
the existing IDA performs poorly in detection as well as
the false positive rates at higher mobility rates [46]. It
has recently been observed that Denial of Service (DoS)
attacks are targeted even against the IDA [18]. Thus,
IDA themselves needs to be protected. An IDA should
also be able to distinguish an attack from an internal sys-
tem fault.

The identification of intruder and appropriate response
techniques to protect Mobile Ad Hoc Networks still
represents a challenging issue. The need to coordinate
intrusion detection and response techniques and the need
to respond and control the identified attacks effectively,
require further research. It can be noted that though the
response concepts are explained in the existing intrusion
detection models, implementation details and results for
the response framework are not provided to demonstrate
and validate their response techniques. Also according to
our literature review, we observe that none of the exist-
ing models has proposed an intrusion control approach
for mobile and senor networks, such that detection and
response are done continuously to protect the mobile ad
hoc networks.

To summarize, the related existing intrusion detection
and intrusion response approaches suffer from one or
more of the following limitations specifically with re-
spect to mobile ad hoc networks:

e Lower detection rate when mobility is used as a pa
rameter.

e Higher false positive rate when mobility is used as a
parameter.

e Appropriate response techniques to protect Mobile
Ad Hoc Networks after threat detection.

4. Review of Mobile Agent Model Security
Approaches

In the following sections, we present the security ap-
proaches for the different attack scenarios explained ear-
lier in Section 2.

4.1. Security Approaches for Mobile Agent
Attacked by Another Agent

Location privacy through user smart card is proposed by
[69]. This scheme takes care of the unauthorized access,
masquerade attacks, which is achieved through secret
keys for secure communication with network and the
other users. It has some advantages like location and
identification privacy in addition to just content privacy.
This proposal uses digital mix proposed by Chaum [70].
A digital mix enables two parties to communicate with-
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out unauthorized parties being able to determine either
the message content or the source and destinations of the
messages. In addition, the sender of a message can re-
main anonymous to the recipient. This is achieved through
an intermediate computer called a *mix’ processes mes-
sages so that header information is hidden from follow-
ing communications. The main idea is new authentica-
tion, digital mix, information leak and billing services.
The architecture new security features for mobile net-
works with existing infrastructure be provided through
additional intelligent network services.

Profiling mobile users by Bayesian decision algorithm
[71] proposes to provide detection and response solution
for an agent attacked by agent privacy problems like
masquerade and unauthorized access. This proposal fo-
cuses on the application of anomaly detection techniques
to mobile networks and generation of user profiles within
GSM mobile networks.

Enhanced privacy and authentication for GSM by C. H.

Lee et al. [72] proposes three improved methods to en-
hance the security, to reduce the storage space, to elimi-
nate the sensitive information stored in VLR, and con-
sequently to improve the performance of the system. It
includes an improved authentication protocol for the
mobile station, a data confidentiality protocol, and a lo-
cation privacy protocol. This proposal tends to improve
but not to alter the existing architecture of the system,
which is a very useful feature for the practical reasons.
This scheme attempts to provide a solution for unauthor-
ized access and masquerading by means of improved
authentication protocol which eliminated the redundant
sensitive information stored in Virtual Location Register
(VLR), data confidentiality protocol (with/without ses-
sion key table in Home Location Register (HLR/SC) and
location privacy protocol with/without conference key
shared by HLR’s.

4.2. Security Approaches for Mobile Agent
Attacked by the Host

Mobile code cryptography [21] provides solution throu-
gh encrypted functions and digital signing. This proposal
uses cryptographic primitives and homomorphic encryp-
tion schemes (public key) and function composition sch-
emes. This solution tries to prove that mobile code holds
the key to uncouple the secure execution of programs
from the trustworthiness of the underlying execution
support. This solution tries to prove that one can obtain a
system where a host can execute an encrypted function
without having to decrypt it. The functions would be
encrypted such that the resulting transformation can be
implemented as a (mobile) program that will be executed
on a remote host. The executing computer will see the
program’s clear text instructions but will not be able to
understand the function that the program implements.
This scheme attempts to provide a solution for masquer-
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ade and eavesdropping attacks by host on agent. This is
achieved with the help of cryptography and encrypting
agent functions that are executed by the host. This is re-
alized via homomorphic functions and homomorphic
encryption scheme.

Secure and open mobile agents (SOMA) [73] provide
secrecy and integrity to the mobile agents by means of
encryption and authenticated channels. Here agent is
encrypted and digitally signed. This model has no over-
head as in Trusted Third Party (TTP) solutions. The so-
lution is an efficient, scalable and robust than multiple
host (MH) protocols. However this proposal does not
discusses about secrecy during the agent execution and
secure delegation. This scheme attempts to provide a
solution for eavesdropping, masquerade and alteration
attacks on agent by host. This is achieved through a se-
curity infrastructure and layered security policies that
imposes authorizations and authentications. The security
infrastructure consists of a policy server, a domain server
for domain management, a role server for role manage-
ment, a certification authority for issuing and the lifecy-
cle management of certificates, an authentication server,
an authorization server.

Another proposal, AJANATA [74] provides secure
access to system resources and supports isolated protec-
tion domains for agents by using supported thread groups
and class loaders. This security architecture provides a
solution for providing denial of service, alteration, eaves-
dropping and masquerade attacks by host on agent. This
is achieved by authentication protocol, by generic Agent-
Server class, Ajanta security manager. Authentication
protocol’s name services enforce its security policies.
The architecture also provides protected name spaces for
different users. This model uses proxy concept and pro-
tects the information of agent. The proposed architecture
is built upon Java’s security model and address problems
related to protecting agent servers, agents and the name
service information.

A solution through smartcards [9] by multifunctional
trusted smart cards uses Java card for authentication and
signing device, when user sends an agent and for trusted
computing base attached to host environment. This sche-
me attempts to protect agent from alteration, denial of
service and masquerade attacks by host on agent. This is
achieved by allowing agents to carry encrypted code
parts and protecting an agent’s itinerary by means of
security store. The decrypted form will be visible to smart-
card only. This is achieved by using public key encryp-
tion with certified public keys. This approach protects
specific parts of mobile agent better than just using Java
Card alone. This proposal which uses trusted computing
base claims better protection for the agents than the mo-
bile code cryptography, encrypted functions, code ob-
fuscation and cryptographic trace etc.

A public key based secure Mobile IP was proposed by
Zao et al. [75] in their Mobile IP Security System (Mo-
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IPS) was based on a DNS based X.509 PKI and the in-
novation in cross certification and zero-message key
generation. This proposal attempts to provide solution
for alteration, masquerading and eavesdropping attacks
by means of key management and cryptographic keys for
authentication, access control and using secure tunneling.
The system supplies cryptographic keys for authenticat-
ing Mobile IP v4 location management messages and
establishing IPSec tunnels for Mobile IP redirected pack-
ets. It was developed to support three services that are
essential to the safe operation of Mobile IP: 1) authenti-
cation of Mobile IP control messages for location update,
2) access control of Mobile Nodes to resources in the
foreign networks, and 3) secure tunneling to redirected
IP datagram. Public key technology is used for the scal-
ability reasons. A DNS based PKI has clear advantage
over a distributed system of key distribution centers
(KDC) since PKI solves the potentially complicated server
discovery problem, and it eliminates the need for real-
time key dispatches by the KDC.

Sufatrio and Lam [76] proposed a solution for the se-
curity aspect of the registration protocol, an extension in
Mobile IP. This scheme provides solution for the mas-
querade, alteration, non-repudiation and eavesdropping
attacks, through the public-key based authentication with
a minimal use of public key cryptography. This scheme
also attempts to provide solution for a replay attack on
mobile agent’s registration. It provides a scalable solu-
tion for authentication and non-repudiation and also
strives for minimal computing and administration cost on
the mobile agent.

Detecting malicious changes to an agent’s state during
its execution or data does not yet have a general solution
yet.

4.3. Security Approaches for Host Attacked by
Mobile Agents

Authentication protects host [3] by preventing agent pre-
tending as host. This is achieved through shared key for
encryption messages or privacy.

The issues that face this model are the authentication
is needed whenever the agent traverses each new cell,
especially with network partitions. This model tries to
address the following security goals.

1) Walkstation (mobile agent or computer) and the
basestation must be able to authenticate each other. It
prevents a malicious station from pretending to be a base
station and also it permits the walkstation to choose the
services of a particular base station in the presence of
collocated networks.

2) Once authenticated walkstation and basestation sho-
uld be able to communicate securely. Privacy has two
dimensions: data privacy and location privacy.

3) Walkstations should be provided location privacy.
Some applications will require location privacy, while
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others may exploit the knowledge of walkstations. The
goal is to provide location privacy at the lowest layer.
Higher layers may disseminate location information ac-
cording to the needs of the applications.

4) The security should be optional (due to the tradeoff
in the limited resources and the security) and efficient.
This scheme attempts to provide secured solution for
unauthorized access and masquerade attacks. This is
achieved by mutual authentication of base station and
walk station and thereby generating a shared key for en-
cryption of messages. This scheme relies on private/
public key mechanism to achieve the solution.

The proposal of SOMA architecture provides authen-
tication and authorization for the host security from mo-
bile agents. This model addresses the issue of balanced
trade off between several requirements, often contrasting
security, flexibility, usability and efficiency. This scheme
proposes a scheme for the protection of agents from ma-
licious hosts (sites), which is fundamental for agent-
based applications in untrusted environments and are still
an active research area. This scheme attempts to provide
a solution for masquerade and unauthorized access at-
tacks by agents on host.

The solution through Proof Carrying Code (PCC) [77]
provides a security for hosts in the masquerade and un-
authorized attacks via proof checker ensured by code
producer which is “tamper proof” and “self certifying
code/agent”. Necula suggests that the theory of progra-
mming languages, including formal semantics, type the-
ory and applications of logic, are critical to solving the
untrusted-code security problem essentially through the
exploitation of static checking for achieving a high level
of security in mobile-code applications. The advantages
of PCC are that the burden of providing security is
shifted to code producer; they are tamperproof and self
certifying.

PCC is a technique by which host establishes a set of
safety rules that guarantee safe behavior of programs,
and the code producer creates a formal safety proof that
proves, for the untrusted code, adherence to the safety
rules. Then, the host is able to use a simple and fast proof
validator to check, with certainty that the proof is valid
and hence the foreign code is safe to execute.

Lu et al. [23] proposed an algorithm for fair service in
error-prone wireless channels this algorithm provides
short term fairness among flows which perceive a clean
channel, long term throughput and fairness bounds for all
flows with bounded channel error, an expanded sched-
ulable region by decoupling delay/bandwidth weights,
and supports both delay sensitive and error sensitive data
flows. This wireless fair service algorithm attempts to
provide solution for denial of service attacks, by provid-
ing a performance effective fair service in error-prone
communication channels.

Trost and Binkely proposed [24] an authenticated link-
level ad hoc routing protocol for Mobile IP, which ad-
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dresses link security issues. This scheme attempts to
provide solution for unauthorized access and masquerade
attacks. It addresses the issues of attacker stealing host’s
packets. The protocol also eliminates denial of service
attacks caused by an ARP spoof destroying data link
layer towards a host. The protocol also tries to limit the
eavesdropping, copy and replay, alteration attacks an
unwanted visitor to do for a host. This is achieved by not
only correct implementation of sound protocols but also
by proper maintenance methodologies. In this protocol,
mobile agent’s and node’s packets are authenticated and
security problems associated with ARP spoofing are also
reduced by this scheme. The authentication is provided
through network authentication key and adhoc key. This
scheme also attempts to provide a solution for the replay
attacks by agent.

Perkins proposed a Mobile IP/AAA trust model [78]
which relies on the existence of servers that are capable
of performing accounting, authentication, and authoriza-
tion (AAA) services. This new infrastructure is designed
to meet the emerging needs of cellular telephony [79] for
mobile data service to a large population of mobile tele-
phone users, and eventually over VolP. Several schemes
like security infrastructure in CDMA networks [80] uses
the Mobile IP/AAA trust model for their solution. This
model attempts to provide a solution for alteration, ea-
vesdropping and masquerade attacks by satisfying the
AAA security requirements and protocols.

4.4, Security Approaches for Host Attacked by
Other Unauthorized External Parties
Including Host and Agents

Protection of dumb host by a scheme for authenticating
host in a secure mobile network [81] attempts to provide
solution for masquerade and unauthorized attacks. This
is achieved using a hierarchy of mobile agents and relies
upon the computation priorities to determine which agent
is to be active in each authentication request. The scheme
attempts to solve the This scheme proposes a hierarchical
simulation model and analyzes several factors involved
in the computation of priorities, to determine the optimal
weightings of each factor involved and the dependence,
if any, of these weightings on the factors of the hierarchy
itself.

Protection for host by fault tolerant authentication [13]
has some positive aspects like fault tolerance and scal-
ability issues taken care, clusters of a node than single
over the other proposals like Virtual Router Redundancy
Protocol (VRRP), which are not scalable. This proposal
attempts to solve the masquerade and unauthorized ac-
cess attacks on hosts by using hierarchical authentication
and a flat model as in a LAN environment. These tech-
niques make use of backup servers. However, the per-
formance issues that affect performance are still the is-
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sues that are to be taken care by partitioning the secret
key database and through analysis to discover the pa-
rameters that affect the performance of the system and
study how the priorities depend on these factors.

MACKMAN [82] propose a solution motivated by the
deficiencies found in the registration and authentication
service of the existing protocols such as GSM, CDPD,
and 1S-41. This solution employs mutual authentication
and digital signatures to provide a more secure registra-
tion and authentication service for mobile computing by
using Elliptic Curve RSA (ECRSA) for the efficiency
reasons. This scheme provides solution for unauthorized
access, denial of service and masquerade attacks by ad-
dressing the following issues:

o Trustworthiness of Intermediate Network.

e Mutual Authentication between a mobile agent and
mobile host.

o Data Confidentiality against both active and passive
intrusion by malicious agents.

o Untraceability requires protection of registered us-
ers from unauthorized entities. A mobile host should be
able to request network services without divulging any
access control information to eavesdroppers. The degree
of untraceability availability to mobile host depends
upon the policies enforced by the underlying system and
the tradeoffs between cost and benefits.

o Time Synchronization, since the mobile agents tra-
vel across various time zones and administrative authori-
ties and hence the time synchronization in security sys-
tems for mobile environments is not recommended.

e Optional Security and Modes of Security: Due to
the scarce mobile environment resources likes bandwidth
and power and hence various modes of security should
be made optional.

o Flexibility: The security system for mobile envi-
ronments should provide enough flexibility to incorpo-
rate future advances in shared-key cryptographic tech-
niques.

o Interoperability: The security system for mobile en-
vironments should provide for interoperability between
numerous variations and versions of cryptographic pro-
ducts.

Multicast security proposed by LiGong and N. Shahc-
hum [83] tries to provide security in a group-oriented
secure data exchange in a multicast environment which
could be extended to a mobile environment, where it
attempts to solve identity of the originator of a message
and group-oriented authentication. These mechanisms
are incorporated into session, presentation, and network
layers of the network architecture, where they consist of
authentication, encryption, and physical access to the tree,
respectively. This scheme attempts a solution for mas-
querade, unauthorized access and denial of service at-
tacks in a multicast environment. Masquerade attack is
solved through authentication (using pair wise authenti-

WSN



S. A. KUMAR 437

cation model) and secure session membership policies,
registration, deregistration, secure session communica-
tion (using a common encryption key) and secure broad-
cast using polynomial interpolation. The problem of
message eavesdropping and masquerading is achieved
through encryption and decryption. The problem of un-
authorized access attacks is solved through pair wise
authentication model.

Joseph and Kaashoek proposed [84] proposed building
reliable mobile computing applications using the Rover
toolkit, to add server-side support for reliable operation,
in addition to the existing client-side support. In this
scheme they attempted to provide solution for denial of
service attacks by implementing server failure recovery
procedures and server failure detection.

4.5. Limitations of the Existing Schemes and the
Open Research Issues

Since security in mobile computing is an after thought
until the recent years, there are many open issues that
need to be addressed. Many proposals address the issue
of site protection against malicious agents. The comple-
mentary problem of protecting agents while executing in
potentially malicious sites (host or base station) is spe-
cific to MA technology. The secrecy and integrity during
agent execution need to be preserved in order to leverage
the MA exploitation in wide application contexts. The
agency secrecy of both code and state parts represents a
challenging issue [85]. It seems rather impossible to hide
the agent code from the site responsible for its execution.
The same applies to the state part if the code has to work
on it.

So far a little research was done on protecting a mo-
bile agent from malicious hosts: the main focus was on
making the execution of mobile code efficient and safe
for the host. This is due to the assumption that mobile
code is impossible to protect without resort to special
hardware, simply because the code has to be executed by
the hosting system.

However protecting a mobile agent against malicious
hosts is not a “nice-to-have” feature but is essential for
an agent system’s usefulness [21]. The security research
issues could be summarized as follows:

e Can a mobile agent protect itself against tampering
by a mobile host? (code and execution integrity)

e Can a mobile agent remotely sign a document
without disclosing the user’s private key? (computing
with secrets in public).

e Can a mobile agent conceal the program it wants to
have executed? (code privacy)

e Secure routing or denial of service attacks protection.

e Can a host (computer) execute a cipher program
without understanding it?

Other relevant issues include
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o The protection of the executing host from malicious
actions of mobile code.

o The protection of the network as a whole (e.g., from
spamming agents or hosts).

e The secure routing of mobile code.

o The detection of tampering by and the identification
of a malicious host.

e The protection of mobile code against input/output
analysis.

In a dynamic system, mobile agents entering remote
domains need to have the ability to inherit permissions
from their home agents while maintaining information
and location security. The security mechanism should be
designed so that the provision of security does not add
significant delays during call setup and communication
and does not waste the scarce resources like wireless link
bandwidth and the battery power [10]. Proposed security
schemes should be efficient in the number and size of
messages exchanged and should not cause the channel
bandwidth to increase or cause propagation of errors nor
should it result in increased error rates.

Another issue typical to mobile computing environ-
ment is the issue of time synchronization, since the mo-
bile agents travel across various time zones and adminis-
trative authorities and hence the time synchronization in
security systems for mobile environments is not recom-
mended. Also, any security system for mobile environ-
ments should provide enough flexibility to incorporate
future advances in shared-key cryptographic techniques
and numerous variations of cryptographic products.

5. Conclusions

In this paper we have presented the taxonomy of security
schemes for mobile computing systems. We have classi-
fied them based upon the infrastructure that makes up the
mobile computing system and then by the type of attacks.
The classification helps increasing our understanding of
the security issues and requirements of the mobile com-
puting and the schemes that could solve these issues and
requirements. In general, there are tradeoff between the
resource constraints, performance, scalability and the
provision of security features. Also, there is a no single
scheme that provides a general solution for the different
kind of security threats in the mobile computing envi-
ronment. With respect to the MANET based mobile
computing system, our analysis shows that the potential
threats faced by MANETS come in the form of denial of
service, selfish node behavior, or routing attack. Also
majority of the recent effort is spent to secure active
MANET attacks rather than passive MANET attacks.
With respect to the mobile agent model based mobile
computing system, providing security for the mobile
agent from the fixed host seems to be more challenging
than providing the security for fixed host from mobile
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agent. The taxonomy developed in this paper highlights
the contributions for different types of attacks and shows
the different types of approaches taken to provide secu-

rity.

This taxonomy should help researchers focus on

underlying methods, limitations of the existing schemes
and open research issues needed to secure MANETS.
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Abstract

Many researchers from different backgrounds have found interesting research challenges that arise from the
physical constraints and envisaged applications in Wireless Sensor Networks (WSNs). The WSN community
that has formed over the years is divided into two sub-communities: the systems sub-community and the
theory sub-community. However, there seems to be no connection between the two. Algorithms developed
from a theoretic perspective are rarely implemented on real hardwares. In this paper we identify the most
important reasons why these algorithms are disregarded by the systems sub-community, and provide pointers

to remedy the lack of connection.

Keywords: Theory, Practice, Algorithms

1. Introduction

Wireless Sensor Networks (WSNs) exploit the possibili-
ties that miniaturization provide by creating small and
cheap devices that can communicate wirelessly and pro-
vide a way to bring the real world into the realm of com-
puting. Using WSNs many new applications come within
reach, for example monitoring of real-world events in
remote and poorly accessible places [1,2].

The distributed nature of WSNs and research chal-
lenges arising from the constraints dictated by economics
and physics have attracted many researchers from dif-
ferent backgrounds such as distributed systems, net-
working and signal processing. These different back-
grounds also have their impact on the WSN community.
The WSN community that has formed over the years is
divided into two sub-communities: the systems sub-com-
munity and the theory sub-community. However, there
seems to be no connection between the two sub-com-
munities. Algorithms developed from a theory perspec-
tive are rarely implemented on real hardware. In this
context we are reminded of the following quote that
summarizes the essence of our observations:

In theory, there is no difference between theory and
practice. But, in practice, there is.

Jan L. A. van de Snepscheut

With this paper we intend to make a start at removing
the difference between theory and practice.

Copyright © 2010 SciRes.

We identify the most important reasons why algo-
rithms created from a theory perspective are disregarded
by the systems community. By studying the papers from
major theory and systems conferences we conclude that
there are three main issues that make implementation of
many algorithms developed from a theory perspective
infeasible or undesirable. Firstly, the unreliability of the
underlying wireless network is often ignored. Secondly,
energy consumption is not always taken into account
when designing and evaluating an algorithm. Lastly, al-
gorithms are sometimes organised in rounds which ham-
pers implementation on real hardware. We also provide
recommendations on how to design algorithms such that
the systems community will more often use them.

The rest of the paper is organised as follows: in Sec-
tion 2 we give an overview of the different perspectives
on WSNs that influence the design of algorithms and
protocols from the two sub-communities. Then, in Section
3 we provide the results of our study of a representative
collection of papers from WSN conferences. In Sections
4 through 6 we analyse the main issues we identified in
greater detail and provide recommendations for each of
them. Finally, in Section 7 we conclude the paper.

2. Main Perspectives on Wireless Sensor
Networks

To understand the origin of the gap between the theory
and systems sub-communities, we start by looking at the

WSN



442 G. HALKES ET AL.

characteristics that the sub-communities use when de-
scribing WSNSs.

From the theory perspective a WSN is very much like
a classical distributed system. What sets WSNs apart is
that the network connectivity is dictated by physical
proximity instead of having a fully connected network.
Of course the subject of the algorithms is different as
well because of the different application areas. Algo-
rithms for WSNs mostly focus on subjects like localiza-
tion, information dissemination, distributed calculation
of statistics and metrics on measured data, and distrib-
uted consensus. Naturally this is not an exhaustive list of
all the characteristics taken into account by researchers
within the theory sub-community. However, these are the
common characteristics that can be found in virtually all
research papers, either explicitly stated or left implicit.

The systems perspective is dominated by the harshness
of reality and the laws of physics. An important charac-
teristic is that WSN nodes are running of batteries or
ambient energy sources. Furthermore, it is intended that
sensor networks can be left to operate for years without
any human intervention. This means that energy is a
scarce resource and energy efficiency is key in designing
protocols and algorithms. As the radio is and will remain
the largest consumer of energy in the node it is important
to communicate only when necessary. A second impor-
tant characteristic is that wireless communication is in-
herently unreliable and unstable. However unfortunate,
this is a result of the laws of physics and therefore has to
be dealt with. This does mean that every protocol and
algorithm needs to be designed to cope with unreliable
communication.

3. Problem Analysis

To assess the impact of the two different perspectives on
WSNSs, we analyzed papers from major theory sub-com-
munity conferences and from important systems confer-
ences for comparison. From this analysis we compiled a
list of issues that complicate the implementation of the
presented algorithms in the real world. Below is an ex-
tract from the list we compiled:

e  Communication is assumed to be reliable.

e  Energy consumption in the form of communi-
cation is not taken into account, or not analyzed
precisely enough.

e  Algorithms are organized in synchronous rounds.

e Each node has a known and stable set of
neighbors.

e  The propagation model is assumed to be a Unit
Disk Graph (UDG) and calculations are made
based on this assumption.

e Algorithms include manipulations of large ma-
trices, which is infeasible on sensor node proc-
essors.

o Large messages are exchanged between nodes,
which require several packets in WSNs.

Copyright © 2010 SciRes.

Table 1. Percentages of papers in studied theory and sys-
tems conferences per implementation issue®.

Theory Systems
Communication assumed reliable 47 (61%) 8 (17%)
Energy cost insufficiently accounted 47 (61%) 14 (30%)
Rounds-based organisation 19 (25%) 1 (2%)
Number of papers 77 47

(*The papers were taken from the IPSN 2005-2007 and DCOSS 2005-
2006 conferences (theory), and from the SenSys 2005-2006 and EWSN
2006-2007 conferences (systems).)

Some of these issues can be dealt with without touch-
ing the workings of an algorithm, while other issues touch
on fundamental assumptions underlying the design of
that algorithm. The first three items of the above list fall
into the latter category and those are the issues we focus
on in this paper.

In Table 1 we have listed the occurrences of the three
issues in the theory and systems conference proceedings
we studied. It should be noted that the separation of the-
ory and systems papers does not exactly follow the con-
ference foci. In theory conferences there are usually a
few systems-type papers, and vice versa. Although this
cross pollination somewhat dilutes the numbers, it is
clear that the issues complicating implementation are far
more prevalent in theory papers than in systems papers.

Adapting algorithms that have been designed without
considering these issues can be done, but is exceedingly
difficult [3]. Therefore, we now provide a more detailed
description of the issues and recommendations on how
they can be avoided.

4. Communication Reliability

To implement any algorithm that involves more than a
single node, nodes will have to communicate. At the
lowest layer the only primitive that is available is a local
broadcast to a node's “neighbors”. That is, the radio can
be used to send bits to other nodes that are sufficiently
close by to receive them.

However, physical proximity is far from the only fac-
tor that determines whether the bits will actually reach
the intended recipients. Obstacles of many kinds can
distort and reflect the signals and prevent proper recep-
tion (see Figure 1). Examples of such objects are of
course walls and other built structures, trees and plants,
but also humans, animals and vehicles. Note that the ob-
stacles may be mobile, which will make for changing
signal conditions and therefore changing channel reli-
ability. So, even though two nodes may have no trouble
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Figure 1. Reception rates in an office corridor at different
distances from a sending node on two consecutive days
(taken from [5]).

communicating one moment, communication could be
completely impossible the next moment.

Other factors that influence reception include tem-
perature, humidity, and other transmitters, all of which
vary over time (see Figure 1 for an example). It is clear
that all these factors taken together make it impossible to
predict whether a given signal will reach the intended
recipient. Indeed, several experimental studies have shown
the unreliability of the channel [4-7].

Given the unreliable channel, one of the MAC proto-
col's tasks is to increase the reliability of the channel as a
means of communication. Paradoxically, although the radio
channel is a broadcast medium it is easier to increase the
reliability of unicast radio transmissions than it is to in-
crease the reliability of broadcast transmissions (see be-
low). But even for unicast communication it is not possi-
ble to achieve 100% reliability. This means that proto-
cols and algorithms have to take into account that any
communication step may fail, especially when using broad-
cast messages. Also, it is worth noting that any increase
in reliability comes at the cost of increased energy con-
sumption, for example in the form of retransmissions.

Copyright © 2010 SciRes.

4.1. Increasing Reliability

Although 100% reliability is impossible to achieve, there
are possibilities to increase the reliability of the links in
use. Topology control algorithms are a good example
[3,4,6]. By only using the links that meet some quality
criterion it is possible to remove much of the unreliabil-
ity. However, link instability caused by quickly changing
channel conditions such as collisions, interference from
other devices and moving obstacles can not be elimi-
nated this way.

An important thing to realize is that topology control
is not free. A topology control algorithm needs to assess
the quality of links, and the only way to do that is to ob-
serve messages sent over the link. In many cases the al-
gorithm will send its own messages to do so. These costs
need to be taken into account when assuming the pres-
ence of a topology control algorithm.

Almost all of the papers that assume reliable commu-
nication use broadcast messages in the algorithm. How-
ever, increasing the reliability of broadcast communica-
tions is a very difficult problem. First of all, in order to
determine whether a message arrived, a node needs to
know all the nodes a message is to arrive at. Therefore,
each node has to know its neighbors. Again a topology
control algorithm can provide this information; at a price.
Second, all nodes that have received a message need to
acknowledge the reception. Each one of these messages
costs energy, and because all receiving nodes will want
to acknowledge the message at the same time channel
contention will be high. Third, if not all nodes have re-
ceived the broadcast, some form of retransmission scheme
has to be employed, which is not trivial and will also cost
even more energy.

Another option for increasing the reliability of broad-
casts is to send a unicast message to each neighbor sepa-
rately (repeated send). This is of course a very costly
solution, which again requires knowledge of a node’s
neighbors. Furthermore, if a node has many neighbors it
will take a long time to reach all of them.

4.2. Handling Unreliability

Recommendation 1: Design algorithms such that
unreliable communication is not disruptive.

From the previous discussion it is clear that 100% re-
liable communication is not achievable. Table 2 sum-
marizes what types of communication are available in
WSNs. Many research papers from the theory sub-
community assume, either explicitly or implicitly, that
reliable communication is provided by the communica-
tion subsystem. Worse, most of these papers assume re-
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Table 2. Available communication types in WSNs.

Reliable Unreliable
Unicast +-2 +
Broadcast - +

(*Reliability vs. energy trade-off.)

liable broadcast. Clearly, this mismatch between as-
sumed and provided level of service makes straightfor-
ward implementation of the algorithms impossible.

Recommendation 2: Analyze the impact of unreli-
able communication on the algorithm’s performance.

Although it may be difficult to take unreliable commu-
nication into account from the start of algorithm design,
an analysis of the algorithm’s performance with message
loss is essential. This can include an analysis of perform-
ance degradation, or an analysis of the increased cost to
obtain the same quality of result. Before any implementa-
tion on real hardware it is vital to know if and how well
the algorithm will be able to cope with message loss.

5. Energy Efficiency

From a systems perspective an important aspect of
WSNs is the limited amount of energy. As the radio is
the most important source of energy consumption, a lot
of research is focused on limiting the time the radio is
turned on [8,9]. Part of this problem is solved by the
MAC layer orchestrating the communication in such a
way that the radio can be turned off most of the time.
However, this only reduces the overhead associated with
radio communication. The sending of messages itself
still costs energy. It is up to the higher layers to limit the
number of messages sent as much as possible.

The focus on energy efficiency is not always found in
algorithm papers. Five categories of papers can be dis-
tinguished in this context, ordered by level of detail:

e  papers that ignore communication cost all to-
gether (Theory: 39% vs. Systems: 26%),

e  papers that provide an order estimate of the
number of messages sent (22% vs. 4%),

e  papers that provide an analysis of the number
of messages sent (12% vs. 6%),

e  papers that provide simulation or real-imple-
mentation results on the number of messages
sent (17% vs. 38%), and

e  papers that provide energy consumption figures
from a simulator or a real implementation (10%
VS. 26%).

For compiling Table 1 we have considered the first
two categories insufficient for accounting energy con-
sumption.

At first sight the last category may seem the most de-
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sirable, but this is deceptive. The exact energy consump-
tion resulting from the use of an algorithm is very de-
pendant on the underlying MAC protocol and radio
hardware. WSN-specific MAC-protocols are highly op-
timized for a particular scenario and the associated traffic
pattern. Using a different MAC protocol can easily in-
crease or reduce the energy consumption with a signifi-
cant factor. For example, for data gathering traffic an
optimized MAC protocol like DMAC [10] uses signifi-
cantly less energy than most general-purpose MAC pro-
tocols. Measuring the energy consumption in Joules is
however useful for low-level protocols.

If we want to find the best way to analyze energy effi-
ciency, we first have to look at what we want to do with
this information. In the end, energy efficiency is simply a
metric to compare and rank different algorithms. To com-
pare different algorithms with respect to energy effi-
ciency, what is required is a precise analysis of the num-
ber of messages sent.

Recommendation 3: Specify an algorithm's energy
efficiency by analyzing the number of messages sent,
differentiating between unicast and broadcast messages.

As mentioned previously, different MAC protocols
have different energy consumption profiles. The most
important differences stem from the distinction between
broadcast and unicast messages. Some protocols are op-
timized for energy-efficient unicast traffic and a broad-
cast message can consume as much energy as several
unicast messages, e.g., WiseMAC [11]. Other protocols
are more geared towards broadcast, which makes unicast
approximately as expensive as broadcast, e.g., B-MAC
[12]. Figure 2 shows the energy consumption profiles
for several state of the art MAC protocols. Note that the
graphs do not indicate energy efficiency, only the ratio
between unicast and broadcast energy consumption.

Another reason to separate unicast messages from
broadcast messages is that many MAC protocols include
retransmissions for unacknowledged unicast messages,
while broadcast messages are only sent once. These
MAC level retransmission schemes make it even harder
to compare the cost of unicast messages with the cost of
broadcast messages.

These considerations lead to the conclusion that a
thorough analysis of the communication cost should sep-
arate broadcast and unicast messages.

6. Algorithm Organization

Even when an algorithm designer has taken message loss
and energy consumption into account in the design of his
algorithm, it may still be next to impossible to implement
the algorithm on real hardware. The single most common
cause is that the algorithm is designed based on the com-
munication-round paradigm. There are synchronous and
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Figure 2. Energy consumption profiles for different MAC
protocols, expressed as the ratio between the energy spent
for sending one unicast message and the energy spent for
one broadcast message. The use of overhearing-avoidance
techniques makes unicast messages cheaper than broadcast
messages when there are many neighbors.

asynchronous versions of this paradigm, but both are
problematic in the context of WSNs. In this section we
will detail the problems with both versions.

6.1. Synchronous Communication Rounds

The use of synchronous communication rounds is very
common in classical distributed systems. Each calcula-
tion and communication round is executed by each node
simultaneously. This synchrony is easily achievable on
stable and reliable networks such as the Internet and lo-
cal networks of grid computers. However, implement-
ing an algorithm based on synchronous communication
rounds on WSNs is very difficult for several reasons.

First of all, an algorithm has to be started. This may
seem like a trivial operation, but certainly is not. To start
an algorithm, all nodes will have to agree to start at the
same time. Reaching agreement can only be done through
communication, which, as we have seen in Section 4, is
unreliable. Hence, starting a synchronous algorithm can
not be done reliably. The same problem arises in estab-
lishing when a round has ended. Using a timer will not
help either because it is impossible to bound the time
required to finish the communication for a single round.

A second problem in using an algorithm based on
communication rounds is that each round will cause a
peak load in the network. This peak load will decrease
reliability of network communication and disrupt traffic
from concurrently running algorithms and applications.

A final problem is what to do when nodes join the
network. Although for many of the algorithms this sim-
ply means that a node will only be able to participate in
the next run (not round) of the algorithm. For algorithms
that manage the network structure such as clustering al-
gorithms or topology control algorithms it may mean that
a node will not be able to participate in the network for a
long time.
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6.2. Asynchronous Communication Rounds

The communication-rounds paradigm can also be imple-
mented asynchronously. This can be done by including the
round number in each message. Once a node has re-
ceived all messages from its neighbors, it can proceed to
the next round. To start the algorithm a single, perhaps
designated, node can simply start its first round. When a
node receives a message that indicates that it belongs to
the first round, the receiving node will also send its mes-
sage for the first round. However, implementing this asyn-
chronous approach is not without problems in WSNs.

The most important issue is that a node will have to
know all its neighbors to be able to determine when to
start the next round. Furthermore, the neighbor set is not
necessarily stable. As a result, the algorithm may never
terminate because a node will not receive messages from
all the nodes it expects messages from. Instability of the
neighbor set may be caused by communication unreli-
ability, node failure and node mobility.

6.3. Reactive Organization

Recommendation 4: Design algorithms that react to
other nodes’ messages, rather than using the concept
of rounds.

Given the problems in implementing a rounds-based
algorithm detailed above, it is obvious that a different
organization is preferable. One simple organization that
does not suffer from the round starting problem is an
organization where a node simply reacts asynchro-
nously to messages from neighboring nodes. When a
round should be started, a single node can simply decide
that a new run of the algorithm is required and send the
first message.

This organization does introduce several new prob-
lems for naive implementations, but these are easily
solved. For example, it is not a good idea to react to a
received message by immediately sending a message as
well. This will make for high contention conditions dur-
ing the execution of an algorithm, which needs to be
avoided. Adding a random delay before sending a re-
sponse to a neighbor’s message will also allow reacting
to other neighbors with a single message. To prevent
deadlock and starvation, the delay should not be reset on
receiving another message.

A second problem is the termination of an algorithm.
The number of executed rounds can no longer be used to
terminate an algorithm. Convergence is a good option for
termination in asynchronous algorithms, and is actually
also often used in rounds-based algorithms. Another op-
tion is to bound the maximum number of messages sent
for one algorithm run.

It is important to keep in mind that communication is
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not 100% reliable. Although in synchronous round-based
algorithms this is necessarily a problem, this need not be
a problem in asynchronous algorithms because further
iterations of an algorithm should compensate for the
missing values.

We are aware that an asynchronous algorithm is hard-
er to analyze with respect to both the number of mes-
sages sent per algorithm run, as well as convergence and
stability properties. This is the price to be paid for creat-
ing an implementable algorithm.

7. Conclusions

In this paper we have identified three common causes for
the lack of interest from the WSN systems sub-comm-
unity for the algorithms developed by the theory sub-
community. Firstly, the unreliability of the underlying
network is often ignored. Secondly, energy consumption
of the algorithm is not always taken into account when
designing and evaluating the algorithm. Lastly, algo-
rithms are sometimes organized in rounds which hamper
implementation on real hardware.

To close the gap between the theory and systems sub-
communities, we provide the following recommendations:
1) Design algorithms such that unreliable communication
is not disruptive. 2) Analyze the impact of unreliable
communication on the algorithm’s performance. 3) Spe-
cify an algorithm’s energy efficiency by analyzing the
number of messages sent, differentiating between unicast
and broadcast messages. 4) Design algorithms that react
to other nodes’ messages, rather than using the concept
of rounds.

Although we realize it is sometimes more feasible to
analyze algorithms in an abstracted environment, this
does mean that the results are not directly applicable to
real-life sensor-networks. The results for the abstracted
environment can be used as a first step to a complete
working algorithm, but unfortunately the step to reality is
often overlooked.
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Abstract

Over the last years, technology evolution is leading the way towards autonomous, ubiquitous and widespread
interactions among small computing devices. To this aim, communication technologies that support dy-
namicity and mobility and work on inexpensive small devices have attracted much attention. The Bluetooth
specification particularly fits this idea, providing a free, versatile, and flexible wireless network technology
with low power consumption. On the other hand, as the degree of penetration of computational services has
increased in everyday life, users’ habits have deeply changed, resulting into an increasing request for mobile
and ubiquitous services. In a few years, most of the devices accessing the web services will be mobile.
Therefore, we need solutions that encompass networking and application issues involved in realizing mobile
and ubiquitous access to the services. In this paper, we analyze how Bluetooth can be used to design, develop,
and deploy Web Services-based applications that run on mobile devices. We propose and evaluate a frame-
work that allows the interaction with Web Services from mobile devices using Bluetooth as communication

channel.

Keywords: Bluetooth, Web Service, Communication Channel

1. Introduction

The technology evolution. Advances in communication
technologies drove a deep transformation of users habits,
in particular with an increasingly requirement of support
to mobility and connectivity. Up to a few years ago
mobile devices were very simple and resource limited.
As a result, applications produced for these devices were
bounded to the device environment. Nowadays, mobile
devices such as smartphones or PDAs have enhanced
their range of action, turning into fundamental working
instruments. Modern applications, however, require con-
nectivity and thus a critical issue for the penetration of
mobile devices is the capacity to run network applica-
tions, especially Web applications. In the last years,
several new protocols have been presented for wireless
communications, such as IRDA, WLAN, and GPRS/
UMTS. However, IRDA connections are limited to two
devices with a direct line of sight, and thus IRDA is not
practically useful for a real intercommunication scheme.
WLAN instead has been designed as a powerful techn-
ology to support multipoint connections, but penetration
of WLAN on mobile devices and particularly on smartp-
hones is still low. GPRS/UMTS are widely supported but
they provide connectivity at modest speed and require a
personal account with a phone company. At the same
time, we witnessed the growth of Bluetooth [1], that is a
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low-cost, robust, powerful, and flexible short-range wire-
less link layer technology with low power consumption.
It operates in a license-free frequency range, so that user
is not charged for accessing the network nor needs an
account with any company, thus allowing a relevant
decrease of communication costs. Nowadays, the evo-
lution of Bluetooth technology is driven by the Bluetooth
SIG, that consists of over 7000 member companies that
guarantee a large support to this technology. In fact,
Bluetooth technology is used in many wide-spread diffe-
rent devices, such as handhelds, mobiles, smart-phones,
laptops, PDAs. A thorough overview on Bluetooth is
given in [2] and [3].

Recent work. Lately, a research study [4] has for-
ecasted that, within a few years, most of the devices ac-
cessing the Web and Web Services will be mobile and
presumably most of them will be Bluetooth-enabled.
Therefore, we need solutions that encompass networking
and application issues involved in realizing mobile and
ubiquitous access to the services. Several research groups
are proposing frameworks for developing applications
over Bluetooth-based networks (for instance, [5] and [6])
and evaluate the possibility of using this technology for
building ad-hoc networks suitable for dedicated appli-
cations, such as voice transmission [7], audio streaming
[8], context-aware applications [9], and Internet access
point [10].
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Research goals. In this paper, we analyze how Blu-
etooth can be used to design, develop, and deploy Web
Services-based applications that run on mobile devices.
In fact, we propose and evaluate a solution that allows
the interaction with Web Services from mobile devices
using Bluetooth as communication channel. We consider
a scenario where mobile devices consume Web Services
but do not offer them. Some preliminary results on the
proposed solution can be found in [11] and [12]. Also, in
[13], the authors address the problem of deploying Web
Services on mobile devices, providing a solution that
however relies on the expensive Bluetooth’s PAN profile,
which is available only on PDAs and requires a prelimi-
nary pairing of the devices.

Our solution instead relies on the standard and ine-
xpensive JSR-82 API [14] and on a tunneling mechanism
realized by an intermediate software layer to incapsulate
HTTP packets into Bluetooth ones. In this way, the con-
nections are state-less and without any preliminary pair-
ing (details are given in Section 5).

Main Contributions. Our work achieves a twofold
goal. First, our solution provides ubiquitous Bluetooth-
based access to Web Services and it is completely trans-
parent to both users and application programmers. Also,
our solution is to be widely supported at no extra cost by
mobile devices. To this aim, we have devoted our atten-
tion to the free Bluetooth technology as opposed to other
wireless technologies.

Typical applications that we have in mind are: info-
rmation retrieving (e.g., accessing train timetables in a
station) or micropayment applications (e.g., buying ticket
in a cinema or on a bus), but our solution puts no restrict-
tion on what one user can require. We designed a frame-
work in such a way that, for a programmer, it will be
very simple to port a Web Services-client application
from a desktop environment (Axis Client API-based) to a
mobile Bluetooth-enabled device. Indeed, we developed
a J2ME package (named wsht) exposing the entire
Web-service stack to the client devices. For the program-
mer, it will be enough to change the package to import
from org.apache.axis.client to wsbt.

Windows and Linux Implementation. In this work,
we present two different implementations of our solution.
We can summarize differences between the two imple-
mentations as follows: The first one is Windows-based,
works on top of a third-party implementation of the Java
API for using Bluetooth connections, and operates at a
high level; the second one is Linux-based and works on
top of our implementation of a Java package for exploit-
ing Bluetooth features giving to the programmer control
over several low level parameters of the Bluetooth chan-
nel. Several motivations suggested us to provide both
implementations. First of all we would like to have our
software available on both Windows and Linux, but, to
our knowledge, there is no high level implementation of
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the Java API for Bluetooth for Linux, and, on the other
hand, we have no direct access to the Bluetooth stack in
Windows. The second motivation is to evaluate whether
the low level control of the Bluetooth channel makes the
programmers able to tune the communication parameters
in order to significantly improve communication perfor-
mances, such as latency and throughput.

Hence, we remark that the implementation of the Java
API for Bluetooth in the Linux environment (that we
named JBlueZen) is a programming effort of indepen-
dently interest.

Efficiency. Our performance evaluations confirm the
real applicability and lightness of the framework showing
that Bluetooth is well suited to be the transport layer for
Web Services accessing from wireless devices. It is worth-
while to notice that our proposed framework has a small
footprint. Indeed, the Java code to be put onto the client, to
get a web services client application running, needs just
50 KB of memory (including any external library).

Paper Organization. The rest of this paper is stru-
ctured as follows. In Section 2, we highlight some gen-
eral concepts about the pertinent technologies, such as
Bluetooth, J2ME, and SOAP. In Section 3, we present an
overview of our solution, and in Section 4, we show our
design choices. The framework implementing our solu-
tion is presented and described in Section 5. In Section 6,
we present the implementation of the framework client-
side; while, in Section 7, two different implementations
of the server-side are illustrated. Finally, in Section 8 we
present and comment the results of our performance
evaluations of the two proposed solutions.

2. Endorsed Technologies

The goal of this paper is to describe the design of a frame-
work that allows Java programmers to easily and directly
invoke Web Services from mobile devices over a Blue-
tooth connection. Hence, the basis for our work are Java
2 Micro Edition (J2ME) [15], the Standard Bluetooth.
Technology [16], and SOAP [17]. J2ME describes how
to write Java applications on mobile devices and defines
details for the communication between devices. Bluetooth
is a low-cost, flexible, robust short-range wireless netwo-
rking technology with low-power consumption. SOAP is
a protocol for exchanging XML-based messages over
computer networks. In this section we describe all the
technologies that will be used in our framework.

2.1. The Bluetooth Wireless Technology

The Bluetooth specification was introduced in 1994 by
Ericsson to provide radio communications between mo-
bile phones, headsets and keyboards. The specifications
were then released by the Bluetooth Special Interest
Group (SIG) [16] in September 1999. Within this tech-
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nology, radio communications can take place by mean of
integrated and cheap devices with small energy con-
sumption. This technology achieves its goal by embed-
ding tiny, inexpensive, short-range transceivers into elec-
tronic devices that are available today. Bluetooth devices
operate in a license-free frequency range (starting from
2.4 GHz).

Bluetooth-enabled devices can dynamically discover
other devices in their range and their supported services,
through an inquiry process.

An overview of the Bluetooth stack is presented in
Figure 1. The radio level is the lowest one and it defines
the technical details of the communication.

The baseband layer handles channels and physical
links, providing services such as error correction and
security. It supports multipoint communications through
FH/TDMA (Frequency Hopping/Time Division Multiple
Access). The master device is in charge of defining the
hopping sequence to all the slave devices. A physical
channel is shared between the master and a slave using a
time division scheme in which data are transmitted in
one direction at time, with transmissions alternating be-
tween the two directions.

Up in the stack we find: the Link Management Prot-
ocol (LMP) handling link setup, authentication, and link
configuration; the Host Controller Interface (HCI) which
provides a uniform method of accessing the Bluetooth
baseband capabilities; the Logical Link Control and Ad-
aptation Protocol (L2CAP) which deals with data multi-
plexing and segmentation. Finally, on top of L2CAP, we
find several data communication protocols. The main
protocols are:

1) SDP (Service Discovery Protocol), which handles
the discovery of devices and services within the device’s
transmission range.

2) RFCOMM, which implements emulation of serial
connections, setting up point-to-point connections. It
supports framing and multiplexing and achieves all the
required functions for serial data exchange.

3) OBEX (Object Exchange), which is built on the top
of RFCOMM to implement exchange of objects, such as
files and vCards. Originally, it was developed by IrDA
(Infrared Data Association) for IR-enabled devices.

4) TCS (Telephony Control protocol Specification),
which defines ways to send audio calls between Blue-
tooth devices.

The Bluetooth technology is also composed by a set of
profiles. Bluetooth profiles describe several scenarios
where Bluetooth technology is responsible of transmis-
sion. Each scenario is described by a user model and the
corresponding profile gives a standard interface that app-
lications can use to interact with the Bluetooth protocols.
The profile concept is used to decrease the risk of inter-
operability problems between different manufacturers’
products.

In order to interface applications to the physical layer,
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Figure 1. The bluetooth stack.

a Bluetooth Stack implementation is necessary. The stack
provides a standard interface between the application
layer and the Bluetooth specification. This interface is
used to overcome the compatibility problems between
the application and different Bluetooth devices. Indeed,
Bluetooth stacks are responsible of implementing the
Bluetooth wireless specifications. There are several dif-
ferent stacks targeted to different devices, applications,
and operating systems. Currently available Bluetooth stack
implementations are:

1) Mobile devices vendors’ embedded stacks. VVendors
providing Bluetooth-enabled devices have to build their
own Bluetooth stack; for smartphones stack implementa-
tions obviously depend on the OS (e.g., Symbian).

2) Broadcom BTW (not free) [18]. It is addressed to
PC OEMs and accessory manufactures to quickly and
easily add Bluetooth technology to desktop PC and
notebooks running Windows.

3) Microsoft BT Stack [19]. It is the Microsoft version
of the Bluetooth stack and it is embedded in Windows
XP SP 2. 1t provides the support for most of Bluetooth
profiles, essentially the ones based on the RFCOMM
protocol.

4) BlueZ (free and open-source) [20]. It is the Linux
Bluetooth Stack. The code is licensed under the GNU
General Public License and is included in the Linux 2.4
and Linux 2.6 kernel series. It provides a direct access to
the transmission layer and allows developers to set several
parameters of the communication.

2.2. J2ME

The J2ME (Java Platform Micro Edition) is a collection
of Java APIs for developing applications targeted to re-
source-constrained devices such as PDAs and smartph-
ones. Formally, J2ME is an abstract specification, but the
term is frequently used also to refer to runtime imple-
mentations. The advantages of using Java as program-
ing language are code portability and an increase of mo-
bile devices flexibility. In particular, it provides support
for deploying dedicated applications, named MIDlets, on
the mobile device. They allow programmers to increase
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available features and capabilities of mobile devices. Since
the range of micro devices is so diversified and wide,
J2ME was designed as a collection of configurations,
where each configuration is tailored to a class of devices.
Each configuration consists of a Java Virtual Machine
and a collection of classes that provide a programming
environment for the applications. Configurations are co-
mpleted by profiles, which add classes to provide add-
itional features suitable to a particular set of devices.
J2ME defines two configurations: the Connected Device
Configuration (CDC) [21] and the Connected Limited
Device Configuration (CLDC) [22].

CDC is addressed to small, resource-constrained de-
vices such as TV set-top boxes, auto telematics. It can
add a graphical user interface and other functionalities;
CLDC, instead, is addressed to devices with limited
memory capacity. In this paper, we restrict our attention
to the CLDC configuration. CLDC is a low level specifi-
cation that includes a set of APIs providing basic features
for resource-constrained devices, such as smartphones
and PDAs. Producers should add features to CLDC by
providing new libraries and thus creating a Profile. The
first profile proposed for CLDC was the MIDP (Mobile
Information Device Profile) [23]. MIDP is a set of Java
libraries that permits to create an application environ-
ment for mobile devices with limited resources. Here,
limitations include: amount of available memory, com-
putational power, network communications with strong
latency, and low bandwidth. MIDP 1.0 specification was
produced by MIDPEG (MIDP Expert Group), as part of
the JSR-37 [24] standardization effort; while, the MIDP
2.0 specification was released with the JSR-118 [25]
standardization effort. MIDP 2.0 devices have to meet
the following requirements:

1) Memory, 250 KB of non volatile memory for MIDP
components, 8 KB for user data.

2) Display, 96 x 54 resolution, 1-bit color depth, 1:1
aspect ratio.

3) Networking, bidirectional and wireless communica-
tion, limited bandwidth.

2.3. JSR-82

Although the synergy between MIDP and J2ME techno-
logies supplies a large number of communication schemes,
it does not provide support for the Bluetooth technology.
Therefore, the Java Expert Group JSR-82 [14] introdu-
ced the Java APIs for Bluetooth Wireless Technology
(JABWT) that provides a standard and high-level support
for handling Bluetooth communications in Java applic-
ations. These APIs operate on top of CLDC to extend
MIDP functionalities. Their development is still in pro-
gress, but about twenty mobile vendors have adopted
them in their devices. The last released version (Version
1.1) provides support for:
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1) Data transmission on the Bluetooth channel (audio
and video are not supported).

2) Protocols: L2CAP, RFCOMM, SDP, OBEX.

3) Profiles: GAP, SDAP, SPP, GOEP

The Generic Access Profile (GAP) defines the generic
procedures related to discovery of Bluetooth devices and
link management aspects of connecting to Bluetooth de-
vices. The Service Discovery Application Profile (SDAP)
defines the features and procedures for an application in
a Bluetooth device to discover services registered in
other Bluetooth devices and retrieve any desired avail-
able information pertinent to these services. The Serial
Port Profile (SPP) defines the requirements for Bluetooth
devices’ necessary for setting up emulated serial cable
connections using RFCOMM between two peer devices.
The Generic Object Exchange Profile (GOEP) defines
the requirements for Bluetooth devices necessary for the
support of the object exchange usage models.

The interaction between the J2ME environment and
the Bluetooth API is shown in Figure 2. Using JABWT,
it is possible to interact with the Bluetooth stack in a Java
application. In particular, it is possible to call services
such as device and service discovery, establishment of
RFCOMM, L2CAP, and OBEX connections.

In order to use the Java APIs for Bluetooth, a real imp-
lementation of the JSR-82 specification is necessary on
the device. The current JSR-82 implementations are:

1) Mobile devices vendors’ embedded JSR-82 imple-
mentations.

2) Atinav avelLink suite (not free) [26]. It offers both
an implementation of the Bluetooth stack and the imple-
mentation of all the standard profiles for ANSI C, JSR-
82 for J2SE Java, JSR-82 for J2ME, Windows and Win-
dows CE.

3) Impronto Rococo (not free) [27]. It is a complete
product that provides the Bluetooth Stack and the inte-
gration layer, the JVM and the JSR-82 implementation
layer both for J2SE and J2ME.

4) Avetana (not free) [28]. It enables writing J2SE ap-
plications to access the Bluetooth layer; it is available for
Windows, MacOS X, and Linux platforms.

Figure 2. 32ME-Bluetooth API interaction architecture.
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5) BlueCove (free) [29]. It provides the Java JSR-82
support for J2SE applications over the Windows XP SP2
Bluetooth stack.

2.4. SOAP

SOAP is a lightweight protocol for exchanging informa-
tion in a distributed environment. It is an XML based
protocol consisting of three parts: an envelope that defines
a framework for describing what is in a message and
how to process it, a set of encoding rules for ex-pressing
instances of application-defined datatypes, and a conven-
tion for representing remote procedure calls and respo-
nses [30].

In our framework the client application runs on a mo-
bile device; it is implemented as a MIDlet and commu-
nicates with the Web Services Container through SOAP
messages. Thus, we need a J2ME-compatible library that
can be used in a MIDlet to serialize/deserialize messages
according to the SOAP specification. Our framework
uses the kKSOAP library [31] to serialize/deserialize the
messages on the client side. The KSOAP library provides
highlevel classes to construct the envelope, the body, and
the header of the SOAP message and to specify their
elements. Such a library supports a subset of SOAP 1.1
features. Indeed, the library supports only simple data
types such as strings, integers, etc. However, it is possi-
ble to extend these basic functionalities so that any com-
plex datatype can be included in the SOAP message. One

has to simply provide custom classes for these data types.

Such classes have to implement the Java KvmSerializ-
able interface.

3. Architecture Overview

In this section we will present a lightweight framework
that allows an application programmer to design client
applications running on mobile Bluetooth-enabled de-
vices that invoke remote Web Services. We assume a
client-server interaction, where client and server commu-
nicate over a Bluetooth channel using SOAP [17] as
messaging system. We refer to the common scenario
shown in Figure 3.

We refer to the usual architecture, where a client exc-
hanges SOAP messages with a server using HTTP as the
transport protocol to invoke a Web Service. We observe
that wireless communication by means of HTTP over
GPRS and wLAN is widely supported. On these chan-
nels it is easy to create an HTTP connection and invoke

remote Web Services using HTTP as a transport protocol.

However, to the best of our knowledge, there is no imp-
lemented support for executing an HTTP POST opera-
tion over a Bluetooth channel within a J2ME MIDlet. To
overcome this limitation, we introduced in our framework
a new entity (i.e., a distributed proxy) that takes care of
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binding SOAP messages to the Bluetooth transport prot-
ocol. Such entity interfaces clients to Web Services Con-
tainers. In this way, we can maintain the same server-
side architecture and guarantee the interoperability of the
application running on the mobile device with any Web
Service (see Figure 4). Therefore, the architecture of our
framework is based on three different entities:

1) CLIENT. It runs on a Bluetooth-enabled mobile
device and it invokes the Web Service on a Bluetooth
channel.

2) PROXY. It interfaces clients with the Web Services
Container.

3) WSC. The Web Services Container replies to clie-
nts’ requests communicating through the PROXY.

4. Design Choices

Our design choices descend from our prerequisites of
having a framework to invoke web services over a Blue-
tooth connection that is:

1) Transparent: in the sense that it should allow progr-
ammers to develop device-independent applications.

2) Data independent: in the sense that client applicati-
ons could exchange any kind of data, even user-defined.

Moreover, as implementation constraint, we restricted
our attention to license free implementation of the Bluet-
ooth stack.

In order to obtain transparency to programmers, we
have to use the JSR-82 API standard [14], allowing appl-
ications to run both on mobile devices with limited
computation power using J2ME as environment and on
powerful computer machines using J2SE environment.
Then, to our knowledge, we have only two alternatives
that are license free.

1) To use the BlueCove JSR-82 implementation that
interfaces with the Microsoft Bluetooth stack found in
Windows XP starting from the SP2 version.

2) To use Bluez, the Linux Bluetooth stack, and pro-
vide a JSR-82 implementation for BlueZ.

Obviously, the first choice is an off the shelf solution;
while, the second one requires an in-house development.

Figure 3. Our scenario.

Figure 4. Proxy invocation scenario.
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But the latter allows us to operate in a completely free
and open environment. Besides, BlueCove, when used
on winsock, supports only RFCOMM as communication
protocol and it does not allow setting low level parame-
ters on the connection as BlueZ does. Since our goal is to
perform remote procedure calls using the Web Services
technology, we have considered two solutions for the
message exchanging protocol: XML-RPC [32] and SOAP
[17]. XML-RPC is a way to perform procedure calling
using HTTP as transport protocol and XML as encoding
protocol; while, SOAP is a lightweight protocol for exc-
hange of information in a decentralized and distributed
environment. To have a complete data independent inf-
rastructure, we have chosen JAX-RPC [33]. In fact, even
if XML-RPC is lighter, easier to use for developing pur-
poses and more suitable to the bandwidth limitation of
the Bluetooth channel, the JAX-RPC solution provides
more powerful features and advantages:

1) SOAP passes parameters by name while XML-RPC
passes parameters by position, resulting in a dependance
on the order of parameters.

2) SOAP allows user-defined record types by extendi-
ng the XML document using XML Schemas; while,
XML-RPC only allows the base types defined in the
specification.

3) Both SOAP and XML-RPC support passing binary
data in an XML document using Base-64 encoding, but

XML-RPC defines string parameters as being ASCII text.

Some XML-RPC servers will enforce this, forcing the
user to pass internationalized text as Base-64 encoded
data.

4) XML-RPC is defined as operating over an HTTP
connection, while SOAP describes the envelope format
for an RPC request which may be sent over HTTP,
SMTP, or any other protocol.

In particular, we consider the Axis Client API [34] as
the model for carrying out client-side interactions. Axis-
Client is part of the Axis API [35]. This API is license
free and it is the most diffused free SOAP engine. Since
in our scenario client applications are mobile and run on
resource-constrained devices, we consider the kSOAP
[31] library, a SOAP API suitable for the Java 2 Mic-
roEdition, based on kXML [36]. The feature set of
kSOAP is a subset of SOAP 1.1 features. It provides
classes and methods to construct the envelope, the body,
and the header of the SOAP message and to specify their
elements.

5. The WSBT Framework

The goal of our work is to investigate the possibility of
using Bluetooth as the communication channel for Web
Service invocation from a mobile client. J2ME and JSR-
82 give an appropriate programming environment for
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achieving our goal, but they do not provide the required
support for directly accessing a Web Services Container
over a Bluetooth connection from a mobile client. This is
due to the impossibility of addressing IP-based transport
protocols (e.g., HTTP, FTP, ...) using Bluetooth as the
physical layer. Bluetooth SIG does define appropriate
profiles and protocols, (e.g., PAN profile) but their use
requires a preliminary pairing of the devices. Thus, a
middleware needs to be created on top of the operating
system level to incapsulate HTTP packets in the Blue-
tooth ones. However, Bluetooth communications establ-
ished within the JSR-82 API are state-less and without
any preliminary pairing. They only allow sending and
receiving bytes over L2CAP or RFCOMM connections.
For this reason, we implemented a tunneling mechanism
by introducing an intermediate software layer which acts
as a distributed proxy to achieve Web Services invocat-
ion over Bluetooth. Our PROXY allows application dev-
elopers to deploy Web Services client applications with
no extra work required to use Bluetooth as the physical
layer. The PROXY is a double sided software entity:

1) MASTER (server-side of the PROXY). It extends
the Web Service Container (WSC) features to accept
requests coming over the Bluetooth channel. It acts as a
master device, accepting incoming requests and sending
back responses.

2) SLAVE (client-side of the PROXY). It lies on the
smartphone and essentially it binds SOAP messages to
the Bluetooth physical layer.

The result is a lightweight framework, which we named
WSBT (Web Service over Bluetooth). Our proposed fra-
mework has a small footprint. Indeed, the code of the
jars that need to be put onto the client to get a web serv-
ices client application running needs just 50 KB of mem-
ory (this figure also include the kSOAP library whose
size is 41 KB). The entities of WSBT are shown in Fig-
ure 5, where a CLIENT addresses Web Services on the
Container through the use of the two-sided proxy.

The invocation of a service on WSC is executed by fol-
lowing the next steps which are summarized in Figure 6:

1) The CLIENT uses the classical mechanism to inv-
oke a Web Service, ignoring the presence of the Proxy
and all the details about the Bluetooth communication.

2) The SLAVE is in charge of serializing data to prep-
are SOAP requests for a remote Web Service.

3) The SLAVE discovers the MASTER and estab-
lishes a Bluetooth connection (either L2ZCAP or RFCOMM)
to send the SOAP request message as a raw byte stream.

4) The MASTER receives the byte stream representing
the SOAP message and posts it to the WSC.

5) The WSC elaborates the SOAP request message
and returns a SOAP response message that is bound in
the HTTP POST response packet.

6) The MASTER forwards back responses over the
Bluetooth channel as rough byte stream, without interp-
reting them.
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Figure 5. The entities of the WSBT framework.

Figure 6. Sequence diagram of the WSBT framework.

7) The SLAVE receives the byte stream from the
Bluetooth channel, reconstructs the SOAP return mes-
sage, deserializes it, and returns results to the CLIENT.

6. Proxy’s Client-Side (SLAVE)

In order to guarantee transparency to the programmers,
we want to design APIs such that all details related to the

use of Bluetooth as the communication channel are hidden.

Our APIs are modeled on the AXIS Client API and impl-
ement Web Services invocations in a JAX-RPC [33]
compliant way. To this aim, we developed a J2ME pack-
age (wsbt) whose structure is given in Figure 7. The Call
class is the core of our framework and it is in charge of
implementing the invocation mechanism. It provides
methods of the Axis Client’s Call interface [37]. Theref-
ore, porting a Web Services-client application from a
desktop environment (Axis Client API-based) to a mob-
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Figure 7. Structure of the wsbt Java Package.

ile Bluetooth-enabled device is very simple. Indeed, it
is enough to change the package to import form org.
apache.axis.client to our wsbt.

Figure 8 depicts the fragment of a Java code for the
invocation of a simple EchoString service. Invocations
involving user-defined classes are not much harder to
code: they only require the registration of the type mapp-
ing.

The actual invocation is carried out by the invoke
method. This method, whose code is given in Figure 9,
takes as input the list of parameters and constructs a
SOAP message. This SOAP message is serialized and
then sent over the Bluetooth channel, as a raw array of
bytes. Finally, the method waits for the SOAP response
message, deserializes it and returns it. More precisely,
the invoke method performs the following operations:

1) Create a SoapObiject through the use of the KSOAP
library. We need to specify the namespace for the soap
object and the operation name associated to the Call obj-
ect.

2-5) Add to the SoapObject, through the method
addProperty, all the input parameters for the operation
associated with the Call object.

6) Serialize the SoapObiject, i.e., create an XML mes-
sage representing the SOAP request. Details are hidden
into the private method serialize.

7-8) Create an instance of the BTClient class and use
the performinvocation method to send the SoapRequest
message over the Bluetooth channel and to get the Soap-
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Response.

9) Deserialize the response by invoking the private
method deserialize and return the result.

We remark that the Bluetooth communication is hand-
led by the BtClient class. When the performinvocation
method of the BtClient object is invoked the following
operations are performed:

1) Discovery of the Bluetooth Master;

2) Instauration of a L2ZCAP or RFCOMM channel;

3) Transmission of the request message over the chan-
nel and reception of the response message.

The code of performlInvocation is given in Figure 10.

7. Proxy’s Server-Side (MASTER)

The server-side of the proxy will run as a J2SE applica-
tion on a desktop computer. Design of this part has been

Call call = new Call():

call. getTargetEndpointiddress(address);
call.getOperationlame ("echo);
call.addParameter ("toEcho", XIMLTyp
call. getReturnType (XMLType XS0 STRING);
Btring result = (String)
call.invoke(new Object [l []

P T T P PN
L i

1
2
3
4
&
g
7
51

2. X3D BTRING,

driven by the requirements described in Section 4.

As previously discussed, the MASTER accepts client
Bluetooth connections, gets SOAP requests, posts them
to the WSC, and sends back obtained SOAP responses. It
consists of two main classes: the BTServer and the
Poster.

The BTServer class takes care of:

1) setting the device in discoverable mode

2) activating a listening connection

3) accepting incoming connections

4) performing 1/0 on the Bluetooth channel

5) instantiate a Poster object, passing to it the URL of
the service to invoke and the SOAP request to send.

The Poster class is in charge of:

1) performing an HTTP post operation on the WSC,
using the Apache Commons Http-Client package

2) giving back the SOAP request to the BTServer object

String addressz = "http://localhost 8080/ /axis/Echolervice";

ParameterMode. IN);

{ new String{"Hello World"i});

Figure 8. Invocation of the EchoString service.

public Object invoke(Objectl]
(1) SoapObject method =
(2) for (int 1 = 0O;

args) 1

i < params.size();
) Parameter tmp =
Qlame gname =

it+) {

(3
(4) top.getIimlType ()}

(8) method\addProperty%tmp\getIype(),
(6) Btring moapRequest = gerialize(method);
[7) BIClient bt = new BICliant():
(8l
(8)
T

return deserialize(szoapResponse);

new Soaplbject('urn:method",

String soapResponge = bt.performInvocation(address,

operation);

(Parameter) params.elementAt (i)

arge[il); F

soapRequest);

Figure 9. Java code for invoke.

public String performlnvocation(String address,

S% Check if the address is already
Btring BT _url = querylache(address);

St If not
if (BT_url == null)
BT _url = discoverMaster(address);

S If the discovery has fasled,
af (BT_wrl == null)

throw UnavaslableMasterEnception;

im cache , perform discovery and wpdaote the

Btring soapRequest) {

in coache #/

cache #/7

throw an FEuception

/% Once the BT wrl has been recovered perform the commection #/

S oGet o L2CAP oy RFCOMM conmection #
Connector.open(BT_url);

_connection =

% Serd the SOAP vreguest and get the SUAP respomse over the BT channel #/

Btring socapResponse = null;

try 1
send (address, soapRequest);
soapResponse = receive ()
_connection.close ();

T catch (I0OException ioce) { 1}

'

return scapResponse;

Figure 10. Java code for the performinvocation method of BTClient class.
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In order to have a licence-free and JSR-82 compliant
implementation of our Proxy’s server-side, we have con-
sidered two alternatives:

To use BlueCove [29], the free implementation of the
JSR-82 API is within the Microsoft Windows XP SP2.

To use Bluez [20], the Linux Bluetooth stack, and
provide a JSR-82 implementation for BlueZ.

7.1. BlueCove-Based Implementation

BlueCove [29] is a free implementation of the JSR-82

API that runs over the Windows XP SP2 Bluetooth stack.

When used on winsock, it only provides the support for
RFCOMM protocol, which is the emulation of a serial
port communication enabling programmers to open in-
bound DatalnputStream and outbound DataOutputStream.
According to the JSR-82 API, the Bluetooth listener is
implemented by a Notifier object, which handles a Stream-
Connection. Figure 11 shows main steps of the proxy’s
server-side.

The Java-code in Figure 11 executes the following
operations:

1) Set the device in discoverable mode.

2-3) Activate a listening connection on localhost, on
the channel 1, named “rfcomm test”.

4) Accept incoming connections.

5) Open an InputStream on the connection.

6-7) Read data on the stream.

8-9) Post the SOAP request at the specified address,
using the Poster class, to get the Soap response.

10) Open an OutputStream on the connection.

11) Write data, i.e., the Soap response.

7.2. JBlueZen: BlueZ-based JSR-82 API
Implementation

BlueZ is the implementation of the Bluetooth stack inc-
luded in the Linux kernels 2.4 and 2.6. It gives to pro-
grammers direct access to the transmission layers and
allows to set up several communication parameters to
tune the transmission to the application characteristics.
To our knowledge, there is no JSR-82 implementation
that runs over BlueZ and thus we have written our own.
As presented in Figure 12, the BlueZ stack offers to
programmers a Berkeley socket interface (C-based) to

handle L2CAP, RFCOMM, and SDP features. As a re-
sult, we had to implement a set of C functions which
access Berkeley sockets in order to accomplish data ex-
change and service discovery. These functions will be
then interfaced with Java applications through the use of
the Java Native Interface (JNI) [38]. The resulting
scheme is the Java-JNI package presented in Figure 13,
which we named JBlueZen. Programming on RFCOMM
sockets to build a RFCOMM server is very similar to
programming on TCP/IP sockets, with some relevant
differences like the maximum number of allowed ports
(65536 for TCP/IP, 30 for RFCOMM) and different
functions for the byte-ordering (big-endian, littleendian).
The main steps performed by our implementation to
open a listening RFCOMM socket are shown in Figure
14.

1) Create a socket: AF BLUETOOTH indicates that
we are using the Bluetooth communication channel,
SOCK STREAM that it is stream-oriented service, and
BTPROTO RFCOMM that we are using RFCOMM.

2-4) Populate the loc addr structure used to set infor-
mation over the Bluetooth adapter in the bind system call:
use Bluetooth as the communication channel, accept
connection from any device and on the specified channel
(i.e.,, the RFCOMM mechanism for implementing a
port).

5) Bind the socket on a listen port.

6) Listen on the socket for incoming connections.

7) Accept incoming connections and get a commun-
ication socket through.

We remark that using the setsockopt system call, it is
also possible to set some socket options, such as the au-
thentication and encryption to use on the Bluetooth
transmission, or the device role (MASTER or SLAVE).
For L2CAP, it can also be set the maximum amount of
consecutive bytes that can be sent/received on the con-
nection (MTU).

The mechanism for L2CAP is similar to RFCOMM
and it is shown in Figure 15. The only difference here is
the type of socket to be used: SOCK SEQPACKET in-
stead of SOCK STREAM.

The last protocol to implement is the Service Discov-
ery, which requires a bit more coding effort. BlueZ pro-
vides a set of C functions to address service discovery

notifier.acceptindOpen();

Btring soaphequest = input.read();
Poszter poster = new Poster(address);

) output.write(soaphesponse.getBytes());

(LocalDevice.getlocalDevice). setDiscoverable (DiscoveryAgent . GIAC);

(EBtreamConnection) notifier = (StreamConnection)

Connector.open("btspp://localhost:i; name=rfconmntest;master=true;encrypt=false;
authorize=false;authentication=falge;receiveMTU=512; transmitMTIU=E12");

)
)]
)
)
3 InputStream input = notifier.openlnput3tream();

Y /% Perform buffered readings to get the sepaReguest #/
)

)

)

0

i

String soapResponse = poster.doPost (soapRequest);
J OutputStream output = notifier.cpenlutputStream();

Figure 11. Java code for RFCOMM implementation proxy’s server-side.
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Figure 12. The BlueZ Bluetooth stack.

Figure 13. The JBlueZen package.
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features both on the ‘server’ side and on the “client’ side.
To implement the discovery in the JSR-82 standard way,
on the server-side, we had to handle the service record
and register services on it; on the client-side we had to
access the HCI to perform inquiry and connect to the
SDP server running on the remote device to get all the
info. The last step was to provide a Java interface (JBlue-
Zen) to the described functions we implemented in C.
This was made through the use of the JNI to implement
all the communication (L2CAP and RFCOMM) and the
discovery features in the JSR-82 standard way.

7.3. JBlueZen-Based Implementation

Using the Java interface of our package JBlueZen, we
are able to implement the MASTER (proxy’s server-side)
on Linux. The mechanism is similar to the Windows
implementation, but in this case we can choose among
two different communication protocols: L2CAP and
RFCOMM and we can set many parameters on the
Bluetooth connection which were fixed in the Windows
implementation, such as the device role (MASTER or
SLAVE) or the types of packet to use (DH-DM 1-3-5).

Obviously, the code fragment that uses the RFCOMM
implementation is identical to the code given in Figure
14. The L2CAP implementation is instead implemented
as shown in Figure 16.

The Java code in Figure 16 executes the following
operations:

1) Set the device in discoverable mode.

2) Activate a listening connection on the localhost, on
the psm 1001, named “testl2cap”, and with the desired
settings. Remark that psm is the Protocol Service Multip-
lexer and is the mechanism used by L2CAP to implement
multiplexing on connections.

3) Accept incoming connections.

4-5) Get the infoutbound maximum transfer unit.

6) Read data on the stream.

7-8) Post the SOAP request at the specified address,
using the Poster class, to get the Soap response.

9) Write data on the connection.

8. Performance Evaluation

In this section, we present the results of several experim-
ents that we ran to evaluate the real applicability and the
lightness of the deployed framework. We also compare
the performances of the two different implementations
that we described in the previous sections. For our expe-
riments, we set up the following small test-bed:

1) (Linux) Server-side: Workstation HP XW6000,
Xeon 2.8 GHz Dual-Processor, 2 GB RAM, with Trust
BT 180 Bluetooth USB dongle, running Fedora Core 4
with 2.6.11 Linux Kernel.
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(1) int sock = socket (AF_BLUETOOTH, SOCK_STREAM,

(2) loc_addr.rc_family = AF_BLUETOOTH;
(3) loc_addr.rc_bdaddr = *BDADDR ANY;

(4) loc_addr.rc_channel = channel;

(5) bind(sock, (struct sockaddr *)&loc_addr,
(6) listen(sock, MAX_NO_CONNECTIONS);

BTPROTO_RFCOMM) ;

sizeof (loc_addr));

(7) int sockfd = accept(sock, (struct sockaddr #*)&rem_addr, &opt);

Figure 14. C-code to open a RFCOMM listening socket on BlueZ.

(1) int sock = socket (AF_BLUETOOTH, SOCK_SEQPACKET, BTPROTO_LZCAP);

(2) loc_addr.12_family = AF_BLUETOOTH;

(3) leoc_addr.l12_bdaddr = *BDADDR_ANY;

(4) loc_addr.l2_psm = psm;

(5) bind(sock, (struct sockaddr *)&loc_addr,
(6) listen(sock, MAX_NO_CONNECTIONS);

sizeof (loc_addr));

(7) int sockfd = accept(sock, (struct sockaddr *)&rem_addr, &opt);

Figure 15. C-code to open a L2CAP listening socket on BlueZ.

(1) (LocalDevice.getLocalDevice).setDiscoverable (DiscoveryAgent.GIAC);

(2) (L2CAPNotifier) notifier = (L2CAPNotifier)

Connector.open("btl2cap://localhost:1001; name=testllcap;
master=true;encrypt=false;authorize=false;
authentication=false ;receiveMTU=512;

transmitMTU=512");

(3) L2CAPConnecction conn = (L2CAPConnection) notifier.acceptAndOpen();

(4) int inMTU = conn.getReceiveMtu();
(5) int outMTU = conn.getTransmitMtu();

/¥ Perform cycling readings over the inMTU to get the scapllegquest */

(6) String soapRequest <- conn.read();
(7) Poster poster = new Poster (address);

(8) String soapResponse = poster.doPost(scapRequest);

(9) conn.write(soapResponse.getBytes());

Figura 16. Java code for L2CAP implementatio of Proxy’s server-side.

2) (Windows) Server-side: Workstation HP XW6000,
Xeon 2.8 GHz Dual-Processor, 2 GB RAM, with Trust
BT 180 Bluetooth USB dongle, running Windows XP
SP2.

3) Client-side: Nokia 6630 Smartphone with Symbian
OS, MIDP 2.0 and JSR-82 APIs support.

Our tests were aimed to evaluate the effciency of our
framework in terms of used bandwidth and of serialize-
tion/deserialization performances. Thus, we had to meas-
ure times for serializing and deserializing messages and
transmission times over the Bluetooth channel. Noticing
that on a Bluetooth channel transmission and receiving
times are significantly different. In fact, usually Bluet-
ooth stack implementations assign a much larger bandw-
idth to master-slave communications than to slave-master
ones. Thus, the same message will require more time to
be transmitted from the mobile device to the container
than to be transmitted from the container to the mobile.
In our experiments, we invoked a test Web Service impl-
ementing just an echo service and measured only the
transmission time from the mobile device to the cont-
ainer. Clearly, these times are an upper bound to the
times we could measure for transmissions in the other
direction. We also measured the serialization/deserializa-
tion times on the mobile device. Noticing that these op-
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erations are local to the mobile device and their execu-
tion times do not depend on our framework but only on
the implementation of the Java Virtual Machine and of
the KSOAP library that are used on the mobile device.
However, we have measured these times to evaluate the
lightness and effectiveness of our framework for devel-
oping applications invoking web services from mobile
devices with limited resources.

To have a comprehensive analysis of the performances
of our framework several experiments were run. In the
first experiment, we measured times necessary to comp-
lete a client request. We repeated the same experiment
using both the Blue-Cove-based implementation and the
JBlueZen-based implementation in order to compare the
effciency of the two implementations. The second expe-
riment was aimed to isolate and evaluate the impact of
serialization and deserialization on the performance of
the framework. The third experiment was aimed to
measure the discovery delay. In fact, our framework allo-
ws clients to dynamically discover Bluetooth servers by
handling Bluetooth specification policies for devices and
services discovery. In our last experiment, we tested
framework’s performances with different Bluetooth com-
munication modalities, taking advantage of the capacity
of the JBlueZenbased implementation to modify some
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low-levels Bluetooth communication parameters.

8.1. Transmission Times

Our first experiment was aimed to evaluate the time reg-
uired to transmit a message on the mobile-container
channel with respect to the size of the message. We
measured the time taken to complete the invocation of
the send method in the performInvocation method (see
Figure 10). Notice that, since the 10 is blocking, the send
method returns only when all input data is sent and an
ACK is received from the container for the correct rece-
ption of the last data byte. To compare our two implem-
entations we repeated the experiment in three different
cases: using the JBlueZen-based implementation both
with a RFCOMM or L2CAP connection and using the
BlueCove-based implementation with a RFCOMM conn-
ection. We remark that BlueCove, when used on winsock,
does not allow setting a L2ZCAP connection.

We distinguished two cases: unstructured and structured
messages. In the first case, we assumed that the message
consists of a string (array of bytes) and we ran tests for
strings of size ranging from 0.5 KB to 30 KB (the size is
increased by 0.5 KB in each test). We were not able to
perform tests for larger strings since in the JVM deplo-
yed on the mobile device used in our experiments (i.e.,
Nokia 6630) it is not possible to instantiate String objects
of size greater than 30 KB. In the second case, we assu-
med that messages contain complex data types. Our
framework represents complex data types as JavaBeans.
We assumed that the request message contains an array
of Address objects, which consist of six String objects of
fixed length and two Integer objects. We measured
transmission times with respect to the length of the array
and we ran tests for array lengths ranging from 1 to 65.
Figure 17 shows message lengths with respect to the
length of the array. For each test, we repeated the invoc-
ation 50 times and computed the average times. To
guarantee that for each iteration the device were in the
same initial conditions, we used dedicated threads. In
fact, for each invocation a new thread was created and
destroyed after the operation.

Figures 18 and 19 show transmission times for unstr-
uctured messages with respect to the size of the string.
Notice that the size of the string is not equal to the size of
the message sent on the Bluetooth channel (we have to
consider additional bytes inserted by KSOAP and by the
serializer). However, we have observed that this overh-
ead is constant (approx. 500 bytes) and it does not depend
on the string’s size. It can be seen that our two impleme-
ntations are equivalent when using the RFCOMM com-
munication modality, while L2ZCAP communication mo-
dality is 20% more effcient.

Figure 20 shows transmission times for structured
messages with respect to the length of the array using a

Copyright © 2010 SciRes.

Figure 17. Array of address objects: message length (in
bytes) vs. array length.

Figure 18. Times to send unstructured data using the
RFCOMM communication modality.

Figure 19. Times to send unstructured data using the L2
CAP communication modality.

RFCOMM connection. Our experiments show that the
two implementations are equivalent but the BlueCove-
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based implementation is a little bit more effcient. More-
over, the average throughput is around 10 KBps. Finally,
Figure 21 shows transmission times for L2CAP connec-
tions (in the BlueZen-based implementation). As expe-
cted, performances are slightly more effcient using L2
CAP than usign RFCOMM.

8.2. Serialization-Deserialization

The second experiment was aimed to measure the proc-
essing times for serialization and deserialization to
evaluate lightness of our framework. Figure 22 shows
times to serialize and deserialize SOAP messages con-
taining arrays of Address objects with respect to the
length of the array. Notice that serialization/deseraliziation
times are equal for both our implementations since they
depend only on the implementation of the Java Virtual
Machine and of KSOAP library. We can observe that,
when the array length is large enough, serialization is
heavier than deserialization: differences between seriali-
zation and deserialization times are due to the different
behavior of the kSOAP when parsing and serializing

XML documents.

It can be seen that the serialization time increases
linearly with the length of the message and it weights
less than 1/3 of the transmission time. Thus, we can state
that our framework is suffciently light and it has no dra-
matic impact on the effciency of the framework.

8.3. Discovery

This experiment was aimed to measure the discovery
delay. In fact, our framework allows the client to dynam-
ically discover Bluetooth servers and not to be bounded
to hard-coded settings. For this reason, the framework
handles Bluetooth specification policies for devices and
services discovery.

We ran 50 discovery operations, getting only 1 timeout
error (see Figure 23). In all the other cases, we measured
a discovery delay that is around 14.5 seconds. However,
introducing a cache mechanism to store addresses of
recently used Bluetooth devices we were able to reduce
delays to a few hundreds milliseconds (see Figure 24).

Figure 20. Total times to send structured data using RFCOMM communication modality.

Figure 21. Total times to send structured data using L2ZCAP communication modality.
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WSN



460 A.VINCENZO ET AL.

Figure 22. Serialization and deserialization times for an ar-
ray of Address objects.

Figure 23. Discovery delay.

Figure 24. Discovery delay using cache.

9. Conclusions

In this paper, we presented a framework to allow applic-
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ations running on mobile devices to invoke Web-Servi-
ces over a Bluetooth-connection. We gave two different
implementations of our framework, and give an extens-
ive analysis of their performances. We can summarize
differences between the two implementations as follows:
the first implementation is Windowsbased and works on
top of BlueCove, that is a third-party free implementa-
tion of the JSR-82 API that runs over the Windows XP
SP2 Bluetooth Stack; the second one is Linux-based and
works on top of our implementation of a Java package
for exploiting Bluetooth features giving to the program-
mer control over several low level parameters of the
Bluetooth channel.

Our experiments confirm the real applicability and
lightness of the framework showing that Bluetooth is
well suited to be the transport layer for Web Services
accessing from wireless devices. Moreover, our tests
show that the Windows-based implementation is a little
bit more effcient when using the RFCOMM communica-
tion modality, but the Linuxbased implementation ob-
tains the best performances when using the L2ZCAP com-
munication modality.

We think that results presented in this paper show that
Bluetooth is a good candidate to be the leading commun-
ication technology to provide access to the Web from
mobile, low cost devices.
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Abstract

Measurement and reconstruction of wireless pulses is an important scheme in wireless ultra wide band
(UWB) technology. In contrary to the band-limited analog signals, which can be recovered from evenly
spaced samples, the reconstruction of the UWB pulses is a more demanding task. In this work we describe an
exponential sampling filter (ESF) for measurement and reconstruction of UWB pulses. The ESF is con-
structed from parallel filters, which has exponentially descending impulse response. A pole cancellation filter
was used to extract the amplitudes and time locations of the UWB pulses from sequentially measured sam-
ples of the ESF output. We show that the amplitudes and time locations of p sequential UWB pulses can be
recovered from the measurement of at least 2p samples from the ESF output. For perfect reconstruction the
number of parallel filters in ESP should be 2p. We study the robustness of the method against noise and dis-

cuss the applications of the method.

Keywords: Wireless Sensor Networks, UWB, Network Security, Finite Rate of Innovation

1. Introduction

The measurement and reconstruction of some classes of
signals containing discontinuities such as impulses and
edges is difficult [1,2]. Sampling methods are historically
relied on Shannon’s theorem [3]. The perfect reconstruc-
tion (PR) of the continuous signal from the sampled ver-
sion requires that the signal is band limited, i.e., its fre-
quency spectrum has a maximum frequency f,, . The PR
is possible only if the sampling frequency f, >2f,, . For
example, signals in optical devices and radiation detec-
tors are not band limited and classical sampling ap-
proaches are not relevant for extracting the information.
Sampling scheme with finite rate of innovation (FRI)
[4,5] has recently got vast interest in signal processing
society, since the FRI methods are not restricted to the
recovery of the band-limited signals. The key idea in FRI
methods is that the signal (e.g., the Dirac impulse stream)
is measured with a sampling filter, which is constructed
using analog circuits. The output of the sampling filter is
measured and the original signal is reconstructed from
the discrete samples. Excellent articles and reviews con-
sider the FRI sampling and reconstruction techniques

Copyright © 2010 SciRes.

[4-9] and many feasible applications have been published.
However, the experimental work on the verification of
the underlying theoretical considerations is lacking, espe-
cially the effect of noise on the reconstruction accuracy.

The information in wireless ultra wideband (UWB)
devices is usually carried out by monocycle Gaussian
pulses. In year 2002 the FCC restricted the allowed fre-
quency band between 3.1-10.6 GHz for unlicensed UWB
transmission [10]. The monocycle Gaussian pulse stream
does not strictly meet this constraint and other pulse
shapes have been introduced, e.g., the family of the or-
thogonal UWB pulse waveforms [11]. In low-range
wireless UWB communication devices, which transmit
sequential pulses, the information is coded to the time
locations of the pulses. The UWB pulse generators are
relatively easy to implement in VLSI [12]. The pulse
stream is designed so that its power spectral density co-
incides with the FCC criteria.

In this work we study the FRI-like method aimed at
sampling and reconstruction of the UWB pulses. As a
sampling device we apply an exponential sampling filter
(ESF), whose output is measured sequentially. We study
the robustness of the method against noise and discuss
the applications of the method.
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2. Theoretical Considerations

2.1. Sampling of the UWB Pulse Train

We consider the UWB pulse train, which is approximated by
102 A80-1) M

where the Dirac distribution 6(x)=1forx=0 and
S(x)=0forx=0. A denotes the amplitude and

time location. The pulse train is fed to the exponential
sampling filter (ESF) consisting of N parallel RC-filters
(Figure 1). The ESF has the causal impulse response

N
h(t) =Y B exp[-akt] t>0 )
k=1
The output signal of the ESF is

X(t) = 1 (t) *h(t) = T |(0)h(t-7)dr
. - @)
=2 A Y Beexpl-ak(t-t)] t>0

The key idea is to start the measurement of the ESF
output at time t, >t, (i=12,..., p), simultaneously clos-

ing the input of the ESF (Figure 1). We define the dis-
crete time variable n as

t=t,+nT (n=0,12,..) =nT =t-t,

where T is a sampling period. For the samples of the ESF
output x, =x[nT],n=0,12,... the following is valid

ZA ZB exp[-ak(t, +nT —t;)] 4)

By rearranging and denoting A; =t, -t

EF [EF, | i

FLEFZI i

|_

T

Figure 1. The construction of the ESF from the parallel
exponential filters (EF), which are built using RC-circuits.
The ESF parameter o is related as okT =1/(R,C,) ,
where R, and C, are the component values.
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N p N
=2 B AN (@) =Y b A ©)
k=1 i=1 k=1
where
P
b, =B, Y. Ae ™ and 4, =e (6)

i=1
2.2. Reconstruction of the Pulse Train

Our task is to recover the amplitudes and time loca-

tions of the pulses from the measured output samples

X, =x[nT], n=0,1,2,... We may write (5) in the form
of matrix/vector equation

Xo 1 1 -1 b,

X, /11 A"z ﬂ’N bz

: : : : : : @)

Xn-1 ﬂiN& lz’\Fl ﬂrzlil bN

SX=Ab=b=1"x
The Vandermonde matrix structure & in (7) is non-
singular having rank N and the solution of the vector b

requires knowledge of the N measurement values. From
(6) we obtain

P P
G =b /B =) AN =Y AT @)
i1 i1

where
r=e 9)

The z transform of the C, sequence gives

Z{ }:k%l éA (kg k= z”:ANZ':(riZfl)ku
; A;rz’l(l rN ’N)_ (10)
-y Af

i1 1-rz?!

We define the pole cancellation filter (PCF) as

p p

H,.(2) :1+Z;hn " =[]@-rz") (11)
n=! j=1

where r; is defined by (9). Next we consider the prod-

uct filter P(z)
P(2)=Z{c,}H,(2)
=Zp:Ariz‘1(1 Nz ‘N)H(l rz™)

jil
We may note that the roots of the P(z) equal the
roots of the PCF. The impulse response of the P(z) is

p
pn = Z Cn—k hk (13)
k=0

For solution of the roots of the P(z) we setp, =0 for
n>0. This yields the matrix/vector equation

(12)
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C2p CZp—l CZp—Z Cp hl
CZp—l n C; p-2 C, p-3 "’ Cp—l hz _

. . . . : (14)
Cp+1 CP Cp*]- G hp

&c=—Ch=h=-C"
We may note that the solution of the p coefficients of
the PCF requires the knowledge of the 2p values of the
Cy sequence. The polynomial [L h h,...h;] has the

roots r=e % (i=12,.,p), which give A, =-log
(r)/a and the time locations as t =t;+log(r)/« .

For solution of the amplitudes we may write (8) in ma-
trix/vector form

G L n Lol A
Cl rl2 r22 r : AZ
LT : : (15)
p p p
C, oo A

<c=Ra=a=R*¢c

To summarize, the reconstruction of p sequential pulses
needs the measurement of at least 2p samples from the
ESF output. The impulse response of the ESF must obey
(2), where N =2p. It should be pointed out that the
solution of the matrix Equations (7) and (15) require the
inversion of the Vandermonde matrix, which can be ob-
tained by an analytical formula [13]. The inversion
method yields more stable results compared with the
general matrix inversion.

2.3. Reduction of Noise

In practical measurements noise arising in electronic
circuits interferes the results. We apply the SVD based
subspace method for reducing the noise in measurement
signal. Let us construct the Hankel matrix containing the
measurement values x, = X[nT], (n=0,..,M >2p)

Xo X Xm 12
X X cee X
H = .1 'z ' M'/2+1 (16)
Xmriz  Xmszar Xm

where the antidiagonal elements are identical. The sin-
gular value decomposition (SVD) of the matrix H is

H=UZV" (17)

where U and V are unitary matrices. X is a diago-
nal matrix consisting of the singular values in descending
order. The decomposition (17) can be separated as

H=[U, UH]FS ;j[vs Al

ZUsEsVe +UnZaVa = Hs+ Ha

(18)
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where X contains the smallest singular values. H,
matrix belongs to noise subspace. The matrix H, is then

related to the noise free signal subspace [14]. The signal
matrix H, is not precisely Hankel matrix, but some

variation occurs in the antidiagonal elements. We re-
constructed the noise free Hankel matrix by replacing
the antidiagonal elements by their mean values. This
enables the computation of the noise cancelled x,
(n=0,1,.. M) sequence. The dimension of the signal

subspace is N, i.e., the number of parallel RC-circuits in
ESF. It should be pointed out that the Hankel matrix (16)
must be a full matrix. Therefore M should be even.

3. Experimental

Extensive simulations were performed to validate the
theoretical results. The T parameter in (5) varied
between 0.1-0.3. The number of the impulses in one
burst varied between 3-7 and the number N in ESF (2) in
the range 3-15. The amplitudes of the pulses were
randomly distributed between the limits 0.1-0.9. The
simulations warranted the condition that for the recovery
of p pulses at least 2p samples are needed in the de-
scending part of the ESF output. A typical simulation
study is illustrated in Figure 2. In every case the ESF
method recovered the amplitudes and the time locations
of the pulses with a machine precision.

A prototype ESF was constructed with the aid of six
parallel RC-circuits (Figure 1). The output was
measured by a 16 bit analog-to-digital converter (ADC),
which was equipped with a sample and hold amplifier
(S/H). The input of the ESF was closed using the analog
CMOS switch. The ESF was reset by grounding the
output by an analog CMOS switch. Using a commercial
UWAB pulse generator two sequential pulses were fed to
the input of the ESF and the descending part was meas-
ured with a 40 MHz sampling frequency. Due to the
noise interference in practical measurements the use of
the SVD based noise suppression method was essential.
The prototype ESF recovered the amplitudes and the
appearance times with a good accuracy. The mean error
(standard deviation divided by the mean value) in ampli-
tudes was 2.7% and in time locations 0.2%.

4. Discussion

The present work proposes a new approach for measuring
of the impulse train using the ESF. The ESF yields expo-
nentially descending pulses, which are sampled sequen-
tially. In the beginning of the measurement period the
input is closed and after measurement period the ESF is
reset. We showed that using 2p parallel RC filters it is
possible to reconstruct p impulses. The required number
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Figure 2. The minimum time interval dt =t —t_ must be

dt, >2T for perfect reconstruction using ESF with two

parallel RC circuits and three sequential samples per im-

pulse. The dashed circles denote the measurement values

and the solid line reconstructed ESF output via Equation

(3).

of the samples was proved to be at least 2p. The simu-
lations using noise free signal indicated an accurate and
precise reconstruction property, in practice the ESF me-
thod showed a high sensitivity to the noise. To obtain a
tolerable reconstruction error, the ESF circuit requires
Faraday gage-type shielding and careful consideration of
grounding and signal cables. The experimental verifica-
tion of the effect of different types of noise sources
(50 Hz + harmonics pick-up, 1/f-noise and random noise)
needs further study.

In this work the noise was cancelled using the SVD
based subspace method (16-18), which eliminates the
noise interference if the number of samples exceeds 2p.
The key idea is to compute the noise free signal as a
mean of the antidiagonal elements in the signal subspace
matrix H,. The error in the noise cancelled sequence

X,(n=0,1,...,M) attains a minimum in the middle of

the sequence, where M data points are used for computa-
tion of the mean value. Evidently the higher error in both
ends of the sequence is due to the lower number of
points.

The ESF method has a close relationship with the FRI
methods, which are based on the sequential measurement
of the output of the analog circuit network [5]. The re-
construction properties of the Gaussian, sinc-type and
triangle-wave sampling filters have been described [4-6,
8], but to the best of the authors knowledge, ESF-type
circuits have not been previously used for the sampling
and recovery of the UWB pulse sequences. A clear dif-
ference between the FRI sampling filters and the ESF
comes from causality. An exponential impulse response
exp[-ak(t—t;)] is causal and can be separated in (5)

Copyright © 2010 SciRes.

only if t>t,. On the contrary, FRI sampling filters are

not causal and this restriction is not needed in the
deduction of the reconstruction algorithms. The FRI
reconstruction algorithms usually require the solution of
two matrix/vector equations, which are Yale-Walker and
Vandermonde structures. In our approach three matrix/
vector solutions (7, 14, 15) are required.

The present ESF measurement scheme can be consid-
ered as a general framework for measurement of the
UWB pulse amplitudes and time locations. The experi-
ments showed that the reconstruction error is mainly due
to the additive random noise affecting on the amplitudes
of the pulses. Hence, as an example of the practical con-
struction of the wireless sensor network the ratio of the
two sequential UWB pulse amplitudes can be related to
the device address. The ratio of the UWB pulse ampli-
tudes is not affected by the attenuation and distance
variations. The time difference between the UWB pulses
is reconstructed more accurately and it can be used to
code the transmitted information.

The ESF method can be applied in many areas of
wireless sensor technology and instrumentation. For
example, in optical instruments the time difference be-
tween laser pulses can be used in testing light transmis-
sion in optical fibres. Many other sensors have pulse-
type outputs.
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Abstract

Wireless Sensor Network based on ZigBee technology is a wireless network which is composed of many
nodes of ZigBee RF chips, sensors and MCUSs, especially suitable for application of the remote monitoring
system in flammable and explosive environments. This paper presents the characteristics and advantages of
ZigBee technology, also discusses the system for hardware and software design. This system effectively ful-
fills the remote monitoring in flammable and explosive environments and posses high practical values.

Keywords: ZigBee, Wireless Sensor Network, Remote Monitoring, Flammable and Explosive

1. Introduction

In the oil, chemicals and other inflammable and explo-
sive production environment, it is essential to the pro-
duction site, some information (such as pressure, tem-
perature, gas concentration, etc.) for data collection and
transmission network in order to achieve remote moni-
toring and control. At present, widely used by cable way
through all kinds of information sent to the monitoring
center, however, most point of the scene to monitor geo-
graphical dispersion, environment, complex terrain, which
is encountered in many practical applications: 1) To set
up a qualified cable transmission network, there is the
complexity of the construction and implementation of the
difficulty; 2) In order to achieve all-round production of
effective environmental monitoring, dispersed layout must
be many types, the large number of nodes to monitor the
data acquisition, cable monitoring is often difficult to
achieve; 3) The cable monitoring system has its own
limitations, such as the laying of a high fixed cost of
communication lines. In recent years, the emergence of
ZigBee technology has provided some very good ideas to
solve these problems mentioned above.

In this paper, the ZigBee technology wireless sensor
network system for remote monitoring the production
environment of the explosive have been put forward and
designed. The system layout of the scene in the produc-
tion of the sensor node to all kinds of information can be
wirelessly sent to the central node, the center node of
data through GPRS or RS232 interface module to the
monitoring host (PC machine) for remote monitoring of
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the production environment. The monitoring system has
the advantages of low cost, low power consumption, wire-
less transmission, and reliable communications.

1.1. ZigBee Technology

ZigBee is a relatively recent emergence of wireless net-
work communication technology, more than 100 well-
known by the global coalition of hardware and software
companies committed to the development of a short-
range, low rate, low-power wireless network standards,
the main development direction for the wireless sensor
networks, home automation, remote control, industrial
automation, agricultural automation, and medical care
and other applications.

1.1.1. ZigBee Technology Features
Construction of ZigBee-based wireless network tech-
nology has the following features:

1) Data transfer rate low: Only 20 k bytes/s to 250 k
bytes/sec, to focus on low-delivery applications;

2) Low power consumption: Due to the use of DSSS
technology ZigBee replace FHSS technology, and use of
hibernation wake-up mechanism for the work of ma-
chines, two on the 5th ordinary dry-cell batteries can be
used for 6 months to 2 years, which eliminates the fre-
quent replacement of the battery charge or trouble;

3) Low cost: because of low data rate ZigBee, the
agreement is simple and royalty-free, so greatly reduced
cost;

4) Network capacity: ZigBee Network Node Manager
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may be a number of sub-node, a node can manage up to
254 sub-node. At the same time, the node can be from
one network node management, can be composed of
65,536 large-scale network nodes;

5) The short time delay: delay-sensitive applications
for optimized, communication delay and activated from
hibernation is very short delay, typically 15 ms latency to
30 milliseconds;

6) Safety: ZigBee provides the data integrity checks
and authentication functions, the use of a common en-
cryption algorithm AES2128, while the flexibility to
determine their security attributes;

7) Reliable: the mechanism used to avoid collisions, as
well as the need for a fixed bandwidth communications
business set aside a dedicated time slot, when sending
data to avoid competition and conflict; node module au-
tomatically between the functions of dynamic network
information in the entire ZigBee networks the way through
the automatic route for transmission, thus ensuring the
reliability of information transmission;

8) Flexible working band: the use of the Channel
2.4 GHz, 868 MHz (Europe) and 915 MHz (USA), are
license-free band.

1.1.2. ZigBee Architecture

ZigBee protocol stack structure as shown in Figure 1,
IEEE802.15.4 responsible for the physical layer and
MAC layer protocol, ZigBee Alliance to develop the
network layer, application layer security services in-
terface and protocol, can be user-defined application
layer.

1) Physical Layer: the bottom is the agreement to as-
sume a direct role in working with the task of the outside
world, is responsible for the modulation data, send and
receive work. IEEE 802.15.4 in the physical layer (PHY)
defined two criteria, namely 2.4 GHz and 868/915 MHz
PHY physical layer. The band can be used in the respec-
tive channel 16, 10 or 1, each provision of 250 kb/s,
40 kb/s and 20 kb/s transfer rate, the physical layer are
used in various band direct sequence spread spectrum
technology.

2) MAC Layer: The IEEE 802.15.4 protocol definition,
the use of the CSMA-CA mechanism to avoid the colli-
sion, and its features include wireless links between de-
vices to establish, maintain and disconnect, to confirm
the frame mode to send and receive, channel access and
control, and rapid automatic Frame Check request re-
issued, reserved slot management and information man-
agement, such as broadcasting. The definition of a radio
frame layer, data frames, frames and MAC command
confirmation frame, such as four kinds of frame types.

3) Network/Security Layer: The main mechanism re-
sponsible for the establishment of networks and man-
agement, self-configuration and self-repair function, the
realization of the node to join or leave the network, re-
ceive or discard the other nodes, as well as to locate and
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Figure 1. IEEE 802.15.4 stack.

transmit data routing functions, supports a wide range of
routing algorithm and a variety of network topology.

4) Application Interface Layer: is responsible for the
different applications mapped to the ZigBee network,
including security attributes to set up and a number of
business data flow and other functions together.

5) Application Layer: The principal objective is the
realization of the network communication between dif-
ferent devices, applications and settings for access to
information services, calls for the application layer pro-
tocol to provide continuous and discrete control applica-
tions and other support.

1.1.3. ZigBee Wireless Network Type

ZigBee network topology has three: star, cluster tree and
mesh type as shown in Figure 2. Among them, the star-
shaped network is a network-based control center, by a
coordinator node and a number of terminal nodes, terminal
nodes realized through co-ordination among the commu-
nication; cluster tree network has increased the concept of
routing, terminal node coordinator can not only access
node can access any node has a routing function, it has
routing node can not be direct communication between
each other only through the co-ordination of the routing
nodes between the completion of the communication; mesh
network to provide a more flexible mechanism, through
the self-organizing routing and wireless data communica-
tions to provide multiple paths, when the optimal commu-
nication path failure, a redundant mesh network in the
other path to choose the most appropriate the path for data
communication, therefore, effectively reduce the net-work
structure of information transmission delay and improve
the reliability of the network communications.

Know from the above, ZigBee network node from the
logic function can be divided into co-ordination, routers
and terminal equipment, and physical properties from the
ZigBee network nodes can be divided into full-featured
and simple equipment FFD function device RFD. Among
them, the full-function device can act as a coordinator,
router or terminal equipment, and can only serve as a
simple function of terminal equipment devices.

Each ZigBee network must include a co-ordinator, Zig-
Bee is the network coordinator of the center responsible
for the organization and maintenance of the network by

WSN



Y. LI

Figure 2. ZigBee topology.

adding a new node and the allocation of 16-bit short ad-
dress; Zigbee routers responsible for routing node, and
used to expand the scope of the network; and the termi-
nal equipment is to achieve a specific functional unit.

2. Explosive Production Environment
Remote Monitoring System Architecture

System structure shown in Figure 3, the entire system by
monitoring the host, GPRS module (or, a ZigBee co-
ordinator node, a number of ZigBee routers, ZigBee
nodes and a number of nodes of terminal equipment. This
is a cluster tree network structure is conducive to the
number of network nodes and the physical expansion of
the scope, complex, multi-node wireless network commu-
nication system is also an important reference value.

The co-ordination of the network nodes, network
management functions, the receiving terminal device
node for the data upload, and transfer through the GPRS
network to the monitoring center. Router nodes for rout-
ing of information transmitted, allowing other nodes join
the network. Node device to the network coordinator
from time to time collect information to send and receive
commands from the monitoring host. ZigBee module
used for GPRS networks and Internet networks, the In-
ternet (also available in other ways), the realization of
ZigBee network datas to monitor the upload and down-
load the host commands. Host real-time monitoring of
the collection, storage, monitoring and processing
equipment from a remote terminal nodes of information,
and can overrun the police at any time, such as setting
parameters for the production environment to achieve
effective monitoring and management, its functions are
divided into two major parts, 1) Data Monitoring: to re-
ceive from the ZigBee network information collected,
the corresponding data into the database; to receive in-
structions from the managers, and command frame for-
mat in accordance with the configuration commands,
GPRS module through the command issued to the Zig-
Bee network and do the action. 2) Data Management:
The database can be found, query data from the current
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Figure 3. Structure of the framework of remote monitoring
system.

ZigBee network information, such as: the production of
the ambient temperature, pressure, overrun alarm, such
as the peak period.

ZigBee end-node using the occasional wake-up call
from time to time work, time to wake up from hiberna-
tion to start data acquisition, ZigBee routing node to send
a message, send completed and then enter hibernation.
ZigBee routing nodes will collect the data sent to the
ZigBee coordinator node, gateway GPRS module through
the data uploaded to the remote monitoring center.

3. System Hardware Design

Explosive production environment is a remote moni-
toring system by a number of ZigBee network node.
Each node is basically the same hardware structure, but
not the same network layer. ZigBee hardware in each
node has two basic components: micro-controller and
wireless receiver send some. Hardware-specific features
into the single chip to achieve by the burning process to
decide.

To facilitate the design and cost savings, the system
uses a wireless transceiver and controller integrated with
the CC2430 single-chip solution module, the module
from a Norwegian company Chipcon is in line with
standard IEEE 802.15.4-chip ZigBee products. It incor-
porates a single chip ZigBee radio frequency (RF) front-
end, memory and microcontroller. It uses an 8-bit MCU
(8051), and 128 kb with a programmable flash memory
and 8 kb of RAM, also includes analog-to-digital con-
verter (ADC), 4 timers (Timer), watchdog timer, 32 kHz
crystal oscillator of the sleep mode timer, power-on reset
circuit, power-fail detection circuit, as well as 21 pro-
grammable 1/O pin. Its block diagram is shown in
Figure 4.
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Figure 4. CC2430 structure.

CC2430 network, send and receive data is built on the
ZigBee protocol stack based on. If we are to use the
CC2430 zigBee chip, first of all be familiar with the
ZigBee protocol stack (see Figure 1), based on the actual
needs of the application layer programming. At present,
TI has fully disclosed the ZigBee protocol stack CC2430
proceedings; it is relatively easy program development
process to achieve. FLASH memory in the CC2430 in
the internal processor to run the application, when the
system is activated, the chip will be stored in FLASH in
the program in the implementation of the RAM.

CC2430 chip with only a small number of external
components to send and receive signals will be able to
achieve functional, very simple and practical. ZigBee
nodes of the system hardware structure diagram as
shown.

According to actual needs of each node can choose a
number of different sensors (such as temperature, pres-
sure, etc.) to meet the requirements of the monitoring
points. Coordinator node GPRS module also need to host
and monitor connected to RS232 interface can also be
used to connect the host and monitor (if communication
from the close), chip-level conversion MX3232. Node
power circuit terminals using two alkaline batteries on
the 5th, as the coordinator node transceiver has been in a
state, so the use of external power supply.

4. System Software Design

ZigBee protocol stack to provide a number of Applica-
tion Programming Interface, such as aplFormNetwork (),
aplJoinNetwork (), aplSendMSG() function and so

Figure 5. ZigBee node hardware structure.
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on, the user can call these functions to prepare their own
applications.

System Software primarily to achieve two basic func-
tions: 1) to achieve a co-ordinator node and other net-
work nodes and communications; 2) cycle to achieve the
various nodes and send sensor data acquisition.

4.1. Node Design Coordinator

Network as the network coordinator of the center is re-
sponsible for the establishment of a network, information
reception, aggregation, processing and sending control
instructions and implementation. Coordinator power to
start the procedure after the initialization, by calling the
function aplFormNetwork ()create a network, select a
Coordinator PANID as a network logo, create a routing
table, and then released to inform the other routers
broadcast frame or a terminal node The addition of node
equipment. Start by sending a GPRS module AT com-
mand set serial communication rate, the establishment of
data communication socket connections ready to begin to
send and receive data and instructions to implement var-
ious operations. Process flow chart is shown in Figure 6.

4.2. Terminal Node Programming
Terminal node network is mainly responsible for a variety
of information (such as temperature, pressure, etc.) to col-

lect data to send and receive commands to control the
implementation. End-node power-start initialization process

Figure 6. Flow chart of the program coordinator node.
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by calling the function aplJoinNetwork () to join the
network, active and effective network of channel scan-
ning, the nearest coordinator to find a suitable node or
router node apply to join the network, access is approved,
the beginning of information gathering send and receive
instruction implementation. Terminal node to take a cy-
clical mode, do not work in a dormant, down, low-power
to achieve energy-saving effect.

Part of the node device code is as follows:

void main (void){

hallnit () ; // hardware initialization
aplinit () ; // protocol stack initialization
do{

aplJoinNetwork () ;  // join the network

while (apsBusy () ) {apsFSM () ; }

}

while (aplGetStatus () =WXLPAN_STATUS_
SUCCESS) ;

while (1)

{apsFSM O ; }

5. Conclusions

In this paper, the design of ZigBee technology produc-
tion environment explosive remote monitoring system,
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the degree of coverage cluster tree network structure,
node chip CC2430, has flexible, economic practicability,
design easy. If the target needs to be identified in accor-
dance with the actual sensor types and routers and the
number of terminal nodes, the system can be applied to
the production and living more occasions to address the
practical application of the cost of wired network cabling
is too high, not the arrival of the regional environment
kinds of information to monitor the problem.
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Abstract

In this paper, we propose a smart step closed-loop power control (SSPC) algorithm and a base station as-
signment method based on minimizing the transmitter power (BSA-MTP) technique in a direct se-
quence-code division multiple access (DS-CDMA) receiver with frequency-selective Rayleigh fading. This
receiver consists of three stages. In the first stage, with constrained least mean squared (CLMS) algorithm,
the desired users’ signal in an arbitrary path is passed and the inter-path interference (IPI) is reduced in other
paths in each RAKE finger. Also in this stage, the multiple access interference (MAI) from other users is
reduced. Thus, the matched filter (MF) can use for more reduction of the IPI and MAI in each RAKE finger
in the second stage. Also in the third stage, the output signals from the matched filters are combined accord-
ing to the conventional maximal ratio combining (MRC) principle and then are fed into the decision circuit
of the desired user. The simulation results indicate that the SSPC algorithm and the BSA-MTP technique can
significantly reduce the network bit error rate (BER) compared to the other methods. Also, we observe that
significant savings in total transmit power (TTP) are possible with our methods.

Keywords: Adaptive Beamforming, Antenna Array, Base Station Assignment, Closed-Loop Power Control,

Constrained LMS, DS-CDMA

1. Introduction

Code-Division Multiple Access (CDMA) for cellular
communication networks requires the implementation
of some forms of adaptive power control. In uplink of
CDMA systems, the maximum number of supportable
users per cell is limited by multipath fading, shadowing,
and near-far effects that cause fluctuations of the received
power at the base station (BS). Two types of power con-
trol are often considered: closed-loop power control and
open-loop power control [1,2]. In a closed-loop power
control, according to the received signal power at a base
station, the base station sends a command to a mobile set
to adjust the transmit power of the mobile. Also, closed-
loop power control is employed to combat fast channel
fluctuations due to fading. Closed-loop algorithms can
effectively compensate fading variations when the power
control updating time is smaller than the correlation time
of the channel. However, in an open-loop power control, a
mobile user adjusts its transmit power according to its
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received power in downlink [1-5]. In this paper, an adap-
tive closed-loop power control algorithm is proposed to
compensate for near-far effects.

Diversity and power control are two effective techni-
ques for enhancing the signal-to-interference-plus-noise
ratio (SINR) for wireless networks. Diversity exploits the
random nature of radio propagation by finding indep-
endent (or, at least, highly uncorrelated) signal paths for
communication. If one radio path undergoes a deep fade,
another independent path may have a strong signal. By
having more than one path to select from, the SINR at
the receiver can be improved. The diversity scheme can
be divided into three methods: 1) The space diversity; 2)
The time diversity; 3) The frequency diversity. In these
schemes, the same information is first received (or
transmitted) at different locations (or time slots/freque-
ncy bands). After that, these signals are combined to inc-
rease the received SINR. The antenna array is an example
of the space diversity, which uses a beamformer to incre-
ase the SINR for a particular direction [6-8].
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The first goal of this paper is to extend the works in [9]
and [10] by considering multiple-cell system and closed-
loop power control. In these works, a RAKE receiver in
single-cell system with conjugate gradient adaptive bea-
mforming was proposed in the presence of frequency-
selective Rayleigh fading channel, and perfect power
control (PPC) was considered.

In this work, the performance analysis of direct
sequence (DS)-CDMA system in frequency-selective
Rayleigh fading channel has been studied. If the delay
spread in a multipath channel is larger than a fraction of
a symbol, the delayed components will cause inter-symbol
interference (ISI). Adaptive receiver beamforming sch-
emes have been widely used to reduce both co-channel
interference (CCI) and ISl and to decrease the bit error
rate (BER) by adjusting the beam pattern such that the
effective SINR at the output of the beamformer is opti-
mally increased [11].

In this paper a RAKE receiver in DS-CDMA system is
analyzed in three stages according to Figure 1 [9]. In the
first stage, this receiver uses constrained least mean
squared (CLMS) adaptive beamforming algorithm to find
optimum antenna weights assuming perfect estimation of
the channel parameters (direction, delay, and power) for
the desired user. The desired user resolvable paths’
directions are fed to the beamformer to reduce the inter-path
interference (IPI) from other directions. Also, the RAKE
receiver uses conventional demodulation in the second
stage and conventional maximal ratio combining (MRC)
in the third stage to reduce multiple access interference
(MAI) and the other interferences. Reducing the MAI
and CCI will further decrease the system BER.

To improve the performance of cellular systems, base
station assignment (BSA) technique can be used. In the
joint power control and base station assignment, a hum-
ber of base stations are potential receivers of a mobile

(with CLMS algorithm)

transmitter. Here, the objective is to determine the ass-
ignment of users to base stations which minimizes the
allocated mobile powers [12-15]. In simple mode and in
multiple-cell systems, the user is connected to the nearest
base station. This way is not optimal in cellular systems
under the shadowing and multipath fading channels and
can increase the system BER.

Accordingly, the second goal of this paper is to use
base station assignment technique. In [14], the combined
the base station assignment and power control was used
to increase uplink capacity in cellular communication
networks. In that work, it was shown that if there exists
at least one feasible base station assignment, the prop-
osed algorithm will find the jointly optimal base station
assignment and minimal transmitter power level for all
users. In this paper, we present the base station assignm-
ent method based on minimizing the transmitter power
(BSA-MTP) for decreasing the BER in all cells.

The organization of the remainder of this paper is as
follows. The system model is presented in Section 2. The
RAKE receiver structure is described in Section 3. In
Section 4, we propose smart step closed-loop power con-
trol (SSPC) algorithm. In Section 5, the BSA-MTP tech-
nique is presented. Section 6 describes switched-beam
(SB) technique and equal sectoring (ES) method. Finally,
simulation results and conclusions are given in Section 7
and Section 8, respectively.

2. System Model

In this paper, we focus on the uplink communication
paths in a DS-CDMA cellular system. L replicas of the
signal, due to both some form of diversity reception (for
instance antenna diversity) and channel frequency selec-
tivity, are assumed Rayleigh distributed and optimally
combined through a RAKE receiver according to Figure 1.

stage MRC stage

Figure 1. Block diagram of a three-stage RAKE receiver in DS-CDMA system [9].
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Also assume that there are M active base stations in
the network, with K_ users connected to mth base

station, where 1<m <M . Also assume that each base
station uses an antenna array of S sensors and N
weights, where S =N, to receive signals from all users.
Also, for simplicity we assume a synchronous DS-
CDMA scheme and BPSK modulation in order to simp-
lify the analysis of proposed methods. Additionally, in
this paper we assume a slow fading channel. Hence, the
received signal in the base station g and sensor s

from all users can be written as [9,16]

s (1) = Zk:\/ Pk (X, y)IZL;ak,m,lbk,m (t ~ T )

XCy m (t ~Tem )exp(—j skysing, . )+ n(t)

1)

where ¢, (t) is the pseudo noise (PN) chips of user
k in cell m (user k,m) with a chip period of T,;
ben(t) is the information bit sequence of user k,m
with a bit period of T, =GT, where G is processing
gain; z, ., is the Ith path time delay for user k,m;
O, s the direction of arrival (DoA) in the |th path
for user k,m; «,, is the complex Gaussian fading
channel coefficient from the Ith path of user k,m;
k,=27d/A where A is signal wavelength and d

is the distance between the antenna elements that for
avoid the spatial aliasing should be defined as d =0.51

and n(t) is an additive white Gaussian noise (AWGN)
process with a two-sided power spectral density (PSD) of
N, /2. Also for conventional BSA technique, T (X,Y)
is defined as

! 'k € SBSq
£ (1)~ i o 0™} .

me®y .
keSS
i (% y )10~

where L, is path-loss exponent; d,.(x,y) and
de(xy) are the distance between user k and BSm
and BS q, respectively (see Figure 2). Also the variable
0, defined the set of the nearest BSs to user k; &

is a random variable modeling the shadowing between
user k and BSm; S, is the set of users that con-

nected to BSq and S, is the set of users that not con-
nected to BSq [2]. Also in (1)

P = Ao (%,y)10 % xp 3)

is the received power in the BSm of user k,m in the
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Figure 2. The distance between two pairs of mobile trans-
mitters and base station receivers [12].

presence of closed-loop power control where p, . is
the transmitted power of user k,m that in the case of
the PPC, py, is fixed for all users within cell m
(Pen=E, /T, where E, is the energy per bit for all

users) [2,9].
The received signal in the base station q in sensor

s foruser i,q isgiven by [9]

L
1=1

ri,,q,s (t) = pllq bl,q (t —Tigl ) Ci,q (t —Tigl )ai,q,l

xexp(—jskysing g, )+ 1,4, (t)+n(t)

(4)

where 1, (t) is the interference for user i,q in sen-

sor s and can be shown to be

ligs (t) = mzzl g IZ:;,\I Pk (%Y )b (t ~Teml ) -
k,m=i,q

XCm (t ~Tim)l )ak,m,l eXp(_j sy SING )

where K, is the number of users in cell m and M
is the number of base stations/cells.

3. RAKE Receiver Performance Analysis

The RAKE receiver structure in the DS-CDMA system
is shown in Figure 1. The received signal is spatially
processed by a beamforming circuit with CLMS algorithm,
one for each resolvable path (L beamformers). The re-
sultant signal is then passed on to a set of parallel matched
filters (MFs), on a finger-by-finger basis. Also, the output
signals from the L matched filters are combined ac-
cording to the conventional MRC principle and then are
fed into the decision circuit of the desired user [9].
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3.1. Constrained LMS Algorithm

It is well known that an array of N weights has N -1
degree of freedom for adaptive beamforming [9,16]. This
means that with an array of N weights, one can gener-
ates N -1 pattern nulls and a beam maximum in des-
ired directions. From (5), it is clear that the number of

M
users is K, =Y K, and the number of interferes is

m=1
LK, —1. To null all of these interferes; one would have
to have LK, weights, which is not practical. So, we

focus only on the L paths of the desired user. Thus, the
minimum number of the antenna array weights is L
where, typically, L varies from 2 to 6 [9].

In this paper, we use the CLMS adaptive beamforming
algorithm. This algorithm is a gradient based algorithm
to minimize the total processor output power, based on
the look direction constraint. The adaptive algorithm is
designed to adapt efficiently in agreement with the envi-
ronment and able to permanently preserve the desired
frequency response in the look direction while minimiz-
ing the output power of the array. The combined form of
the constraint is called constraint for narrowband beam-
forming [12,17].

This form consider a narrowband beamformer where
the narrowband signal from each element of smart ant-
enna are multiplied by the complex weight calculated by
using narrowband adaptive beamforming algorithm, and
then summed to produce the output of the array. The
definition of the complex weights of this beamformer in
the nth iteration for user i,q in the jth path is as

follows [16,18].

wi® (n)=[w2, (n) w2, () . w L (m] (6)

Accordingly, the output of the array in the nth itera-
tion in the j th path for user i,q is given by

Y3 (n)=wid (n)" £y (n) 7)
T
r.i,’q,l If-i,,q,N—liI :
The expected output power of the array in the nth it-
eration is given by

=(|y2 ) ) =E(2 (v o))
~E(wi (0 1, (V) (1) w2 () @

= Wi(vj;l) (n)H Rr’r’ Wi(,jq) (n)

’ ’
where 1/, = [riquo

where E(.) isdenoted the expectation and R4 is the

correlation matrix of the received vector r/,(n).

A real-time CLMS algorithm for determining the op-
timal weight vector for user i,q in the jth path is

Copyright © 2010 SciRes.

[17,18]:
W) (n+1) = w? (n) g (wl ()
('j)H () | | ©)
Wig @ig (gi.q,j):]'
where
all (Hi,q,j):[l exp(—jkd sinﬁiyqyj) )

.exp(=jks (N =Dsing, )T
denotes spatial response of the array for user i,q inthe
jth path. Also in (9), w{¥(n+1) is the new weight
computed at the (n+1)th iteration for user i,q in the

j th path. Also, the variable scalar x denotes a posi-

tive scalar (gradient step size) that controls the conver-
gence characteristic of the algorithm, that is, how fast and
how close the estimated weights approach the optimal

weights, and g(w{? (n)) denotes an unbiased estimate of

the gradient of the power surface (w(? (n)" R,.w(2 (n))
which is the expected output power of the array) with
respectto w'! (n) after the nth iteration. The algorithm
is “constrained” because the weight vector satisfies the
constraint at each iteration, that is w{})"a(? (g, /)=1.
Rewrite the CLMS algorithm as follows [17].

(1
W (042) =8 (W) () seg o2 ) - 25 )
(11)
where
B = 1- ! (60) a1 (60)” (12)

N
The gradient of w® (n)" R..w (n) with respect
to w?(n) isgiven by [17]
_ A P _ .
0 (Wi} (n))=—=(wi2 ()" Ryewi? (n))
1q
=-2R, W (n)

(13)

and its computation using this expression requires
knowledge of R,,., which normally is not available in

practice. For a standard LMS algorithm, an estimate of
the gradient at each iteration is made by replacing R,

by its noise sample r/ (n +1)ri'vq(n+1)H available at
time instant (n+1), leading to

9w (m) =26, (DY (m) (9
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The CLMS is a fast convergence algorithm. However,
it is drastically sensitive to the mismatch in the direction
of arrival. Meanwhile, the weights estimated by the stan-
dard algorithm are sensitive to the signal power, require-
ing a lower step size in the presence of a strong signal for
the algorithm to converge, which in turn regarding the
decrease of mis-adjustment error, the convergence time
is increased [17,19].

It should be mentioned that for the antenna arrays
weight vector in the CLMS algorithm and for big «,
will converge after a few iteration (is approximately
equal to the number of beamformer weights, i.e., n=N)
[19].

Accordingly, the output signal from the jth beam-
former (j =1,...,L) can be written as [9]

yin (t)= \/?',qb.,q (t ~Tigj )Ci,q (t ~Tig.j )ai,q,i

(i . . (15)
+ |i,.14) (t)+ Ii(qu) (t)+ nt (1)

where n(t) is a zero mean Gaussian noise of vari-

ance o’ and f,(,’q) (t), the IPI, is defined as

i L :
Il(fjl) (t) = Z pi',q gi(,é) (Hi,q,l )ai,q,l bi,q (t 7 ,q.1 )
lf,— (16)

(t qul)

and 11 (t), the MAL, is defined as

<>=z ] z Bl (%, 9) 0 (Gt )
(17)

where g{V () is the magnitude response of the jth
beamformer for user i, q toward the DoA &6 [9].

3.2. Matched Filter

Using beamforming in the first stage, will reduce the IPI
for the desired user and the MAI from the other users
whose signals arrive at different angles from the desired
user signal (out-beam interference). Now, in the second
stage of the RAKE receiver, the output signal from the
j th beamformer is directly passes on to a filter matched

to the desired user’s signature sequence. The j th matched
filter output corresponding to the nth bitis [9]:

Zi(J) \/ p, .9 Iq i, j + ri’,(qj) (n) (18)

+Ii,,(qj)( )+n’(”(n)

where
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nTy +7iq.j

(1) ¢y (t-7q;)dt  (19)

b (n-1)Ty+7i g,

Y (n)=

—||,_\

nTy +7iq.j

Ii',ﬁqj)(n):'ri .[ Ii(,fl) (t) Cig (t_‘[ivq.j)dt (20)

(V-DTy+7i g,

and
- 1
() —
v (n) ==

If we assume that the paths’ delays from all users are
less than the symbol duration (z, ., <T,) for all users’

signals on all paths, the nth bit IPI and MAI at the out-
put of the j th matched filter are expressed as [9]

Ii’,gj)(n):z pi,,q gi(yjq)(a,qvl)alqlblq( )
1 (22)
xR, (Ti,q,j _Ti,q,l)

nT, +Tiq,j

nY(t)c, (t—r-

i,0,]

)dt  (21)

(-D)Tp+7i g}

and

1 (=3

m=1
k,

~

m

i pl:,mrk (X! y)gfé) (Hk,m,l )
E (23)

X m1 Bom (n) Rix (Ti,q,j ~ Tl )

3=
YA

Lt

where the autocorrelation function R, (7) is[9,20]:

jclq Cop (t+7)dt (24)

bTb

If all users’ delays are multiples of the chip period
(T.). then

Ru(0)= 5 £ 50 b)eun ()R, (e~ -1)T.) @9

where the autocorrelation function R, (7) is:

G)IH

=—j c(t+7)d (26)

bTb

In the case of a maximal-length sequence (m-sequence)
and for 0<z<T,, we have [20]:

|7
1-—(1+1/G) ;[z|<T,
R ()= T O T
-1/G ;|T|ZT

3.3. Maximal Ratio Combining

Diversity combining has been considered as an efficient
way to combat multipath fading because the combined
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SINR is increased compared with the SINR of each div-
ersity branch. The optimum combiner is the MRC whose
SINR is the sum of the SINR’s of each individual diver-
sity branch [20,21].

After the finger-matched filter, the fingers’ signals are
combined according to the MRC principle in the third
stage of the RAKE receiver. In this paper, we use the
conventional MRC that the signal of user i,q in the

j th path is combined using multiplying by the complex
conjugate of «; ;.

The SINR in output of the RAKE receiver for user
i,q is[9,21]:

L -
SINR;, () =Y SINR? () (28)
j=1
where

pi’,q |ai,q,j |2
~ a2 o 2 0\ 2
E(TY) +E(11) +E(n?)

Lq

SINRY (a) = (29)
is the SINR in output of the RAKE receiver in path j
for user i,q.

Also, we can be rewritten the SINR in (29) by (30),
that shown at the bottom of the page, where T, (x, y)

—E(T (%)) and &, = E(|akym,j|2) [9,22].

In order to perform the BER, we assume Gaussian ap-
proximation for the probability density function of inter-
ference plus noise. The conditional BER for a BPSK
modulation is [9,20]:

BER,, (@) =Q({/2xSINR () (31)
where
Q(x)=%jexp(—u2 /2)du (32)

4. Smart Step Closed-Loop Power Control
Algorithm

A major limiting factor for the satisfactory performance
of CDMA systems is the near-far effect. Power control is
an intelligent way of adjusting the transmitted powers in
cellular systems so that the total transmit power (TTP) is

minimized, but at the same time, the user SINRs satisfies
the system quality of service (QoS) requirements [23].

Depending on the location where the decision on how
to adjust the transmitted powers is made, the power con-
trol algorithm can be divided into two groups: central-
ized power control and distributed power control [1-6,
12]. In centralized power control, a network center can
simultaneously compute the optimal power levels for all
users. However, it requires measurement of all the link
gains and the communication overhead between a net-
work center and base stations. Thus, it is difficult to re-
alize in a large system [24]. Distributed power control,
on the other hand, uses only local information to deter-
mine transmitter power levels. It is much more scalable
than centralized power control. However, transmitter
power levels may not be optimal, resulting in perform-
ance degradation [25].

The distributed closed-loop power control problem has
been investigated by many researchers from many per-
spectives during recent years [4,23,26]. For instance, the
conventional fast closed-loop power control strategy
used in practice in CDMA systems is a fixed step con-
troller based on SINR measurements. The fixed step
closed-loop power control (FSPC) algorithm is defined
by [4]

n'+1

plq _p|q+5S|gn<7/|q qu) (33)

where pf,, 7., and [, are the transmitter power,
SINR target, and measured SINR of user i,q at time
", respectively, and ¢ is the fixed step size. Also
pl”q*l is transmitter power control (TPC) command in
the feedback link of the base station to user i, q attime

n'+1 (all signals are in decibels).
Also, the distributed traditional closed-loop power
control (DTPC) is defined by [23] the variance of

n

n'+: }/I n’
plql_ q (34)

|,q

In both algorithms, the simple intuition behind this it-
eration is that if the current SINR yif‘(; of user i,q is

less than the target SINR ; o then the power of that

user is increased; otherwise, it is decreased. It should be
mentioned that convergence speed of DTPC algorithm is
higher than FSPC algorithm. Also, the SINR mis-

SINRY (&) =
, 2
Piq |ai,q,j| (30)
M Kp L ) 2 N
Pl JZ‘glq il ‘ RZ ( Tigj~ Iql)+Z:l kzl: pkm (XvY)&lf,m,jIZHgi(,Jq)(Hk,m,l)| Riz,k (Ti,q,j _Tk,m,l)+#
m=1 k= = b
k,m=i,q
Copyright © 2010 SciRes. WSN
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adjustment in FSPC algorithm is higher than DTPC al-
gorithm. But, it has been shown that the FSPC algorithm

converge to a bound region |7i*,q —J’fé <28k, where

kg s the loop delay [4].

Also in [26], variable step closed-loop power control
(VSPC) algorithm has been proposed. In this algorithm,
variable step size is discrete with mode g, . It is shown

that the performance of VSPC algorithm with mode
g, =4 is found to be worse than that of a fixed step

algorithm (¢, =1) under practical situations with loop

delay of two power control intervals, but the conver-
gence speed of VSPC algorithm is higher than FSPC
algorithm. Also in this algorithm, the variance of the
SINR mis-adjustment is reduced in compared to FSPC
algorithm.

Practical implementations of power control in CDMA
systems utilize closed-loop control, where the transmitter
adjusts its power based on commands received from the
receiver in a feedback channel. To minimize signaling
overhead, typically one bit is used for the power control
command. In practice, the command must be derived
based on measurements made at the receiver, transmitted
over the feedback channel to the transmitter, and finally
processed and applied at the transmitter. All these opera-
tions constitute a loop delay, which can cause problems
if it is not properly taken care of in the design of the
power control algorithm. In many cases the loop delay is
known due to a specific frame structure inherent in the
system. A typical loop delay situation encountered in
WCDMA systems is shown in Figure 3. The slot at time

n't is transmitted using power p" . The receiver meas-

ures the SINR »" over a number of pilot and/or data
symbols and derives a TPC command. The command is

M. D. MOGHADAM ET AL.

transmitted to the transmitter in the feedback link and the
transmitter adjusts its power at time (n’+1)t according

to the command. It should be mentioned that since the
power control signaling is standardized, the loop delays
are known exactly [4].

In this paper, we propose the smart step closed-loop
power control algorithm. The SSPC algorithm defines as
follows.

pirj;l = pirj;q +§|7/:q _yi?c;|8ign( }/;q —}/i,n(;) (39)

The SSPC algorithm is implemented as follows.

1) Select the initial transmitted power vector (n'=0)
for all users within cell m as

Po = Pln Pome Pl |» M=12,M .

2) Estimate the weight vector for all users with the
CLMS algorithm using (11).
3) Calculate the SINR for all users using (28).

4) If |y;m —ykf;n| >g, for each user then set
n'=n"+1 and calculate the TPC for all users at time
n'+1 using (35) and go back to 2), where &, is thre-
shold value.

Finally, if |y, .~ 7",
rithm ends.

As will be seen from simulation results, because of
variable coefficient in the sign function, the convergence

speed of our algorithm is higher than VSPC and FSPC
algorithms.

< g, for all users then algo-

5. BSA-MTP Technique

The system capacity might be improved, if the users are

(n )t (n42)t

Figure 3. Example of power control timing in WCDMA systems [4].
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allowed to switch to alternative base stations, especially
when there are congested areas in the network. Obvi-
ously, when uplink performance is of concern, the
switching should happen based on the total interferences
seen by the base stations [15].

So far, we have considered the power control problem
for a number of transmitter-receiver pairs with fixed as-
signments, which can be used in uplink or downlink in
mobile communication systems. In an uplink scenario
where base stations are equipped with antenna arrays, the
problem of joint power control and beamforming, as well
as base station assignment, naturally arises [12].

In this paper, we modify the BSA-MTP technique to
support base station assignment as well. The modified
technique can be summarized as follows.

1) Initially by the conventional BSA technique, each
mobile connects to its base station, according to (2).

2) Estimate the weight vector for all users with the
CLMS algorithm.

3) Each mobile updates its transmitted power based on
the SSPC algorithm using (35).

4) Finally, K, =[K,/M | users that their transm-

itted power is higher than the other users to be transfe-
rred to other base stations according to the following

equation, where the function | x| returns the integer
portion of a number x.

1 Tk € Sggy
min {85 1.y )10° )
R R O A
k,q '

min{ dyz (x,y)10%m"™
me@k{ k, } ,k c S

0

iy (x,y)r0™e™

where SBT‘q is the set of users that are in cell q but not

connected to BSq [2].

It should be mentioned that the technique for users that
are present in the border of cells, the BER can be effect-
tively reduced.

6. Switched-Beam Technique and Equal
Sectoring Method

One simple alternative to the fully adaptive antenna is
the switched-beam architecture in which the best beam is
chosen from a number of fixed steered beams. Switched-
beam systems are technologically the simplest and can
be implemented by using a number of fixed, independent,
or directional antennas [27]. We list the SB technique
conditions for this paper as follows.

Copyright © 2010 SciRes.

1) Coverage angle for all beams is 30° and overlap
between consecutive beams is 20°. Thus each base sta-
tion has 36 beams.

2) Each user can be use one beam for its each path to
communicate with a base station at any time

Also, one of simple methods to sectorize a cell is equal
sectoring, in which all sectors have the same coverage
angle. In this paper, we assume three sectors for each
base station with sector angle 120° for the ES method.

7. Simulation Results

We consider M =4 base stations for a four-cell
CDMA systemona 2x2 grid as Figure 4. We assume

a uniform linear array of S omni-directional antennas
in each base station with antenna spacing d=4/2.
Also, we assume BPSK m-sequence code spreading with
processing gain G =64; resolution R=1; the input
data rate T, =9.6 kbps; the number of antenna weights
N = 3; the number of antenna sensors S =3 threshold
value &, =0.1dB; frequency-selective fading channel
with L =2 resolvable propagation paths; variance of
the complex Gaussian fading channel coefficient o’
=4dB ; fixed step size for SSPC, FSPC, and VSPC
algorithms 6 =0.01; mode ¢,=4 for VSPC algo-
rithm [26]; variance of the log-normal shadow fading
ag =8 dB ; path-loss component L, =4; initial value
for weight vectors in the CLMS algorittm w(0)=0;

initial value for transmitted power vectors p®, =0. The
SINR target value is the same for all users and is set to
7 =5(7dB). It also is assumed that the distribution of

users in all cells is uniform.
First, in order to compare the BSA-MTP and conven-
tional BSA techniques, we assume the PPC, and the BER

Figure 4. Location plot of base stations and users in four
cells.
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has been calculated from (31). Finally, we compare the
TTP with the joint SSPC algorithm and BSA-MTP tech-
nique in comparison with other methods.

Figure 5 shows the average BER versus the sig-
nal-to-noise ratio (SNR) for different receivers (one,
two, and three-stage receivers) in the case of K, =32

active users and the PPC case. It should be mentioned
that in this simulation, K, =8 users can to be trans-

ferred to other base stations with the BSA-MTP tech-
nigue. Also in this simulation we use CLMS algorithm
or SB technique in the first stage of the RAKE receiver.
It is clear that, in MF only receiver (one-stage receiver)
and in the case of the conventional BSA technique, we
still have the error floor at high SNR. Using CLMS and
MRC receiver (two-stage RAKE receiver) or CLMS,
MF, and MRC receiver (the three-stage RAKE receiver
as Figure 1) has a better performance than using MF
only. Also observe that using the BAS-MTP technique
in the case of three-stage RAKE receiver (CLMS me-
thod in the first stage), the average BER is lower than
the conventional BSA technique. For example, at a
SNR of 20 dB, the average BER is 0.0096 for the
three-stage RAKE receiver with the conventional BSA
technique, while for the BSA-MTP technique, the av-
erage BER is 0.0031. Also it can be seen that the aver-
age BER in the SB technique is less than the CLMS
algorithm. Also, it is clear that the MAI is not removed
totally and the performance is still worse than the single
user per cell bound.

Figure 6 shows the average BER versus the number of
active users (K, ) for different receivers as Figure 5, in
the case of the PPC and SNR =10 dB. At a BER of
0.005, the three-stage RAKE receiver (CLMS method in
the first stage) with the BSA-MTP technique support
K, =29 users, while for the three-stage RAKE receiver
and the conventional BSA technique support K, =18

users. We also observe that the three-stage RAKE re-
ceiver can achieve lower BER than the one and two-
stage receivers. Also at a BER of 0.002, the three-stage
RAKE receiver for the SB technique in the first stage
and for the BSA-MTP technique support K, =49 users,
while the CLMS, MF, and MRC receiver support
K, =18 users. It should be mentioned that increasing
the number of active users in the SB technique, will lead
more complexity in receiver in comparison with the
CLMS algorithm. Also increasing the number of active
users (K, ), will increase the number of users that can to

be transferred to other base stations (K,) in the BSA-
MTP technique.

Figure 7 shows the comparison of the average SINR
achieved over K, =32 users versus the power control
iteration index (n") for SSPC, VSPC, and FSPC algo-
rithms and for BSA-MTP and conventional BSA tech
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Figure 5. Average BER of all users versus the SNR for the
PPC case.

Figure 6. Average BER for all users versus the number of
active users for the PPC case and SNR = 10 dB.

niques. In this simulation, the three-stage RAKE receiver
uses CLMS, SB, or ES methods in the first stage. Also,
we assume that each user to have a maximum power
constraint of 1 watt. Accordingly, we observe that the
convergence speed of the SSPC algorithm is faster than
the VSPC and FSPC algorithms. The figure also shows
that the SSPC algorithm with the BSA-MTP technique
converges faster than the SSPC algorithm for the con-
ventional BSA technique. In addition, we see that the
convergence speed of the SSPC algorithm for the SB
technique is faster than the CLMS and ES methods. Also
observe that the average SINR level achieved is below
the target SINR value for the ES method, because in this
method, the MAI is much higher than SB technique and
CLMS algorithm.

Figure 8 shows the comparison of TTP usage versus
the power control iteration index (n’) when there are
K, =32 users in all cells according to Figure 7. But in

this simulation, we assume that users have no maximum
power constraints. Similar to Figure 7, we observe that
the ES method never can achieve the target SINR value.
Also this figure shows that the SSPC algorithm offers
more savings in the TTP as compared to the VSPC and
FSPC algorithms. In addition, the figure shows that the
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Figure 7. Average SINR of all users versus power control
iteration index with maximum power constraint of 1 watt.

Figure 8. Total transmit power of all users versus power
control iteration index. No power constraints.

TTP in BSA-MTP technique is less than conventional
BSA technique. Also it can be seen that the TTP for the
SB technique is lower than the CLMS algorithm, because
in SB technique, the MAI is lower than CLMS algo-
rithm.

8. Conclusions

In this paper, we studied the RAKE receiver performance
of multiple-cell DS-CDMA system with the space diver-
sity processing, Rayleigh frequency-selective channel mo-
del, closed-loop power control, and base station assi-
gnment. This receiver consists of CLMS, MF, and MRC
in three stages.

Accordingly, we proposed the SSPC algorithm and the
BSA-MTP technique to reduce the CCI and the MAI. It
has been shown that, by using antenna arrays at the base
stations, the SSPC algorithm and the BSA-MTP tech-
nique will decrease the interference in all cells. In addi-
tion, it can be seen that the TTP in the SSPC algorithm is
less than the VSPC and FSPC algorithms. Also our res-
ults show that the TTP for BSA-MTP technique is lower
than conventional case. Thus, it decreases the BER by
allowing the SINR targets for the users to be higher, or
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by increasing the number of users supportable at a fixed
SINR target level. On the other hand, it has been shown
that the convergence speed of the SSPC algorithm is inc-
reased in comparison with the VSPC and FSPC algo-
rithms. It has also observed that using the BSA-MTP
technique will decrease the average BER of the system to
support a significantly larger number of users.
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Abstract

A Wireless Sensor Network (WSN) consists of a large number of randomly deployed sensor nodes. These
sensor nodes organize themselves into a cooperative network and perform the three basic functions of sens-
ing, computations and communications. Research in WSNs has become an extensive explorative area during
the last few years, especially due to the challenges offered, energy constraints of the sensors being one of
them. In this paper, a thorough comprehensive study of the energy conservation challenges in wireless sensor
networks is carried out. The need for effective utilization of limited power resources is also emphasized,
which becomes pre-eminent to the Wireless Sensor Networks.

Keywords: Wireless Sensor Network, Sensor Node, Communication Protocols Architecture, Energy Consumption

of Sensor Node, Energy Conservation, Communication Protocols

1. Introduction

Wireless Sensor Networks (WSNSs) are a spatially dis-
tributed autonomous system which is a collection of
power-conscious wireless sensors without the support
of pre-existing infrastructure. A co-operative system is
created, formed by a group of specialized transducers
with communication infrastructure intended to monitor
and record conditions at diverse locations. A WSN is
used for information gathering, performing data-inten-
sive tasks such as habitat monitoring, seismic monitor-
ing, terrain, surveillance etc. Sensor Networks are a
gaint leap toward “Proactive Computing”, a paradigm
where computers anticipate human needs and if neces-
sary, act on their behalf. Sensor Networks and proactive
computing has the potential to improve our productivity
and enhance safety, awareness and efficiency at the
societal scale [1].

Building sensors has been made possible by the recent
advances in Micro-Electro-Mechanical System (MEMS)
technology and wireless communications technology
making it a pragmatic vision to deploy a large-scale, low
power, inexpensive wireless sensor network [2]. Such an
approach promises advantages over the traditional sens-
ing methods in many ways: large-scale, dense deploy-
ment not only extends the spatial coverage and achieves
higher resolution, but also increases the fault-tolerance
and robustness of the system.

The recent advances in MEMS (Micro Electro Me-
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chanical Systems) [3], Digital Signal Processing and
Wireless Communications have led to the production of
new class of wireless, battery operated smart sensor nodes
[4]. These nodes organize themselves to form active,
full-fledged processing elements, capable of measuring
the real world phenomena, filtering, sharing and com-
bining these measurements. In such networks, the de-
vices identify themselves and each other, to route data
without possessing any prior knowledge of or assump-
tions of the network topology, which may change, run out
of power or experience shifting waves of interference.

A network formed by a web of such sensors is de-
ployed in remote areas or hostile terrains, without the
infrastructure support from the outside world. This ex-
erts serious physical constraints on the application of
single sensor, and thus, all the sensor nodes can form an
autonomous and robust data computing and communi-
cation distributed system for automated information
gathering and distributed sensing. Sensor networks are
highly distributed networks of small, lightweight nodes
termed motes, deployed in large numbers to monitor the
environment or a system by measuring physical parame-
ters such as temperature, pressure or relative humidity.

Each sensor node consists of three subsystems: the
sensor subsystem which senses the environment, the
processing subsystem which performs local computa-
tions on the sensed data, and the communication subsys-
tem which is responsible for message exchange with nei-
ghbouring sensor nodes. While individual sensors have
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limited sensing region, processing power and energy,
networking a large number of sensors gives rise to a ro-
bust, reliable and accurate sensor network covering a
wider region.

The network so formed is fault-tolerant since many
nodes participate in sensing the same events. Further-
more, the nodes cooperate and collaborate on their data,
which leads to accurate sensing of events in the environ-
ment. The two most important operations in a sensor
network are data dissemination, which is the propagation
of data/queries throughout the network, and data gather-
ing where the collection of observed data takes place
from each of the sensor nodes. Finally, the aggregated
data is sent to the sink/basestation. A typical scenario of
the WSN is depicted in Figure 1.

Efficient management of energy deserves much of the
attention in the WSNSs. Routing protocols designed for
WSNs must therefore effectively tackle these issues in
order to enhance the lifetime of the network. Hierarchical
routing techniques are preferable in this direction. The
arrangement of the nodes in the form of a load balanced
hierarchy proves beneficial.

In this paper, a state-of-art study of the energy con-
servation challenges in wireless sensor networks is de-
scribed. The rest of the paper is organized as follows. In
section 2, the sensor node is described. The applications
and the issues and challenges are described in sections
3 and 4 respectively. Section 5 throws light on the en-
ergy consumption details and the communication pro-
tocol architecture is described in section 6. Section 7
enlightens the energy conservation challenges in com-
munication protocols and related design issues in wire-
less sensor networks. The usual performance evaluation
metrics employed in WSNs are described in sections 8
and 9 contains the conclusions.

2. The Sensor Node

The sensor node is an atomic element of the wireless

Figure 1. A typical scenario of a Wireless Sensor Network
(WSN).
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sensor network, which gathers data from it’s surround-
ings, and transmits them to the base station/sink enroute
the radio transmission medium. Every node is provided
with a unique ID number and has an input queue as a
buffer. At any point of time, a sensor can behave as a
transmitter node, relay node, and sink node or all them.
In many application scenarios, a myriad of sensor nodes
are spread across a large geographical area, which col-
laborate and organize themselves in order to carry out the
desired task. This implies that a sensor node forms an
integral and the most important unit of the wireless sen-
sor network and deserves understanding of its internal
architecture.

A sensor node is typically made up of four basic
components as shown in Figure 2: A sensing/actuating
unit, a processing unit, transceiver section and power
supply unit. In addition to this, the sensor node may also
be equipped with location detection unit such as a Global
Positioning System (GPS), a mobilizer etc. The sensor
networks consist of different types of sensors such as
seismic, thermal, visual, and infrared and are used to
monitor a variety of ambient conditions such as tem-
perature, humidity, pressure and characteristics of ob-
jects and their motion. The sensors give these nodes their
eyes and ears. Sensor nodes can be used in military,
health, chemical processing and disaster relief scenarios.
The sensor node architecture is described in Figures 2
and 3.

2.1. Sensing Unit

The sensing unit is usually made up of two subunits, the
sensors themselves and analog-to-digital converters (AD-
Cs). The signals generated by the sensors, based on the
phenomenon to be sensed, are analog in nature and hence
need to be converted to a digital to aid further processing.
These signals are then fed to the processing unit.

2.2. Processing Unit

The processing unit forms the core of the sensor node.

FoomTTTTT T T T |
Global Positioning X Mobilizer !
System 1 (Robotic Sensor)

Figure 2. Sensor node architecture.
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Figure 3. A typical sensor node.

This unit in association with a small storage unit, man-
ages the procedures that make the sensor node collabo-
rate with the other nodes to carry the sensing tasks. The
processors employed in the sensor nodes include, the
Atmel AtMega Microcontroller, MSP430, Intel Strong
ARM [5], to name a few.

2.3. Communication Unit

The transceiver unit connects wirelessly through the RF
channel and is linked to an omni-directional antenna that
allows for communications in all directions. The main
task of a transceiver is to convert a bit stream arriving
from the processing unit into electromagnetic radio
waves. Some of commonly used transceivers in sensor
nodes are RFM TR family, Chipcoa CC10000 family, The
Infineon TDA 525x family etc.

The transceiver unit may be passive or an active opti-
cal device or a RF device. RF communications require
modulation, band pass filtering, demodulation and multi-
plexing circuitry, which make them more complex and
expensive. Moreover, the path loss of the transmitted
signal between two sensor nodes may be as high as the
fourth order exponent of the distance between them, be-
cause the antennas of the sensor nodes are close to the
ground. Nevertheless, RF communications is preferred in
most of the ongoing sensor network research, because
the packets conveyed in sensor networks are small, data
rates are low and frequency reuse is high due to short
communication distances. These characteristics also make
it possible to use low duty cycle radio electronics for
sensor networks.

Of the three domains, a sensor node expends maxi-
mum energy in data communications. This involves both
data transmission and reception. It is found that for
short-range communications with low radiation power,
the transmission and reception energy costs are nearly
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the same. Mixers, frequency synthesizers, voltage con-
trolled oscillators, phase locked loops (PLLs) and power
amplifiers, all consume valuable power in the transceiver
circuitry.

2.4. Power Supply Unit

The sensor nodes can be powered from energy storage
devices or by energy scavenging. The former technique
employs a variety of tiny batteries made up of thin films
of vanadium oxide and molybdenum oxide [6]. These are
fabricated using micro-machined cavities containing an
electrolyte, in addition to chemical energy storage. The
latter technique employs energy scavenging from the
environment in order that the sensor node can operate
uninterrupted. The most widely used energy scavenging
technique is the solar radiation. There is a possibility of
energy-harnessing from body heat in bio-medical appli-
cations.

The battery forms the heart of the sensor system as it
decides the lifetime of the system. The battery lifetime
needs to be prolonged to maximize the network lifetime.
Network Lifetime is defined as the maximum number of
times a certain data collection function or task can be
carried out without any node running out of energy. It is
also defined as the time elapsed until the first node in the
network is completely depleted of its energy and is de-
termined by the ability to conserve energy in the network.
The requirement is that the size of the battery should be
as small as possible, the same time being energy efficient.
Batteries with energy scavenging capabilities are being
designed to increase the lifetime of the sensor system.
Two AA sized batteries of 1.2 V each are employed in
the battery subsection [1].

Most of the sensor network routing techniques require
the knowledge of precise location of nodes that are de-
ployed in the sensor field. This requires a Global Posi-
tioning System (GPS) to carry out the tasks. A mobilizer
may sometimes be needed, especially in Heterogenene-
ous Wireless Sensor Networks (HWSNSs) to move the
sensor nodes, when circumstances demand. All of these
subunits may need to fit into a matchbox-sized module
[1]. The required size may be smaller than even a cu-
bic-centimeter [4], which is light enough to be suspended
in air.

The Heterogeneous Wireless Sensor Networks (HWSN),
a class of WSNs are distributed networks consisting of
large number of tiny, typically the size of 35 mm film
canister [7,8], static, low power sensor nodes along with
a few mobile, high power nodes. These sensor nodes just
like their WSN counterparts, have sensing, processing,
co-ordinating and communicating abilities. They are
used to monitor changes in unattended regions and relay
information to the respective control center where nec-
essary action would be taken. In order to complete a

WSN



486 S. TARANNUM

given task, all sensor nodes have to collaborate by ex-
changing and forwarding measurement data.

3. Applications

The Wireless Sensor Network technology has the poten-
tial to change the way we live, work and do business,
with applications in entertainment, travel, retail industry,
disaster and emergency management. It forms an in-
creasingly attractive means of monitoring environmental
conditions and to bridge the gap between the physical
and the virtual world. Application areas for WSNs in-
clude geophysical monitoring (seismic activity), preci-
sion agriculture (soil management), habitat monitoring
(tracking of animal herds), transportation (traffic moni-
toring), military systems, business process (supply chain
management) [9,10] etc.

With continued advances in Micro-Electro-Mechanical
Systems (MEMS), Wireless Sensor Networks (WSNs)
have and will play a vital role in our daily lives. Humans
have relied on wired sensors for years, for simple tasks
such as temperature monitoring, to complex tasks such as
monitoring life-signs in hospital patients. Wireless Sen-
sor Networks provide unforseen applications in this new
field of design [1]. From military applications such as
battlefield mapping and target surveillance, to creating
context-aware homes [11] where sensors can monitor
safety and provide automated services tailored to the
individual user; the number of applications are endless.

Smart Dust is an example of one such application [12,13].

However this new technology poses many design goals,
[1] that up until recently, have not been considered feasi-
ble for these applications.

1) The sensor networks are used in a variety of appli-
cations which require constant monitoring and detection
of specific events. The military applications include bat-
tle field surveillance and monitoring, guidance systems
of intelligent missiles and detection of attack by weapons
of mass destruction, such as chemical, biological or nu-
clear [14].

2) The WSNs are employed in environmental applica-
tions [15] such as forest-fire and flood detection and ha-
bitat exploration of animals [16-19].

3) Sensors are extremely useful in patient diagnosis
and monitoring. Bio-sensors are implanted in the human
body to monitor the patient’s physiological parameters
such as heart beat or blood pressure. The data so col-
lected is sent regularly to alert the concerned doctor on
detection of an anamoly. Such an arrangement provides
patients a greater freedom of movement instead of being
constantly confined to the hospital bed. Rapid advance-
ments in MEMS technology has made bio-sensors so
sophisticated as to enable correct identification of aller-
gies and associated diagnosis [1,20].
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4. Issues and Challenges

The WSN is subjected to various resource constraints.
The constraints are energy, bandwidth, memory and
processing ability. Among them, energy is of prime con-
cern, since it is severely constrained at sensor nodes and
it is not feasible to either replace or recharge the batteries
of sensor nodes that are often deployed in hostile envi-
ronment. As a result, these constraints impose an impor-
tant requirement on any QoS support mechanism in
WSNs. Energy efficiency is a critical design issue in
WSNs, where each sensor node relies on its limited bat-
tery power for data acquisition, processing, transmission
and reception.

As the sensor nodes are typically very small and pow-
ered by irreplaceable battery, energy control becomes
primary and also the most challenging problem in de-
signing sensor networks [21]. In WSNs, each sensor
node has different energy consumption rate due to ine-
quality in event sensing and distance from Base Station.
This leads to energy disparity among sensor nodes in the
network which in turn shortens the lifetime of the net-
work.

Another important issue in WSN is satisfying the QoS
parameters. QoS parameters are used for evaluating the
performance of networks. The various QoS parameters
under considerations are latency, throughput and reliabil-
ity. Security is a major concern in wireless communica-
tions. Sensor network is susceptible to a variety of at-
tacks, including node capture, physical tampering and
denial of service while prompting a range of fundamental
research challenges. The QoS parameters and energy
conservation are the prime factors affecting the lifespan
of sensor network. Energy efficient routing mechanisms
are inculcated to boost the performance of the sensor
network. Wireless sensor networks pose certain design
challenges due to the following reasons,

1) The sensor nodes are randomly deployed and hence
do not fit into any regular topology. Once deployed, they
usually do not require human intervention. This implies
that setup and maintenance need to be autonomous.

2) Sensor networks are infrastructureless. Therefore,
all routing and maintenance algorithms need to be dis-
tributed.

3) An important bottleneck in the operation of sensor
nodes is the available energy. Sensors usually rely on
their battery for power, which in many cases should be
considered as a major constraint while designing proto-
cols. The wireless sensor node, being a micro-electronic
device, can only be equipped with a limited power
source. In most application scenarios, replenishment of
power resources might become impossible. The sensor
node lifetime, therefore, shows a strong dependence on
battery lifetime.

4) Hardware design for sensor nodes should also con-
sider energy efficiency as a primary requirement. The
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micro-controller, operating system, and application soft-
ware should be designed to conserve power.

5) Sensor nodes should be able to synchronize with
each other in a completely distributed manner, so that
TDMA schedules can be imposed and temporal ordering
of detected events can be performed without ambiguity.

6) A sensor network should also be capable of adapt-
ing to changing connectivity due to the failure of nodes,
or new nodes powering up. The routing protocols should
also be able to dynamically include or avoid sensor nodes
in their paths.

7) Real-time communication over sensor networks must
be supported through provision of guarantees on maxi-
mum delay, minimum bandwidth, or other QoS parame-
ters.

5. Energy Consumption of Sensor Node

The sensor nodes operate in the three modes of sensing,
computing and communications, and all of which con-
sume energy. Of the three modes, maximum energy is
expended for the communications process. The sensing
unit is entrusted with the responsibility to detect the
physical characteristics of the environment and has an
energy consumption that varies with the hardware nature
and applications. However, sensing energy represents a
meagre percentage of the entire energy consumption
within the entire WSN. In comparison, computations en-
ergy is much more. The communication unit consists of a
short-range RF circuit which performs the transmission
and reception tasks.

Communication energy contributes to data forwarding
and it is determined with the transmission range that in-
creases with the signal propagation in an exponential
way. The energy consumption model includes the five
states: Acquisition, Transmission, Reception, Listen and
Sleep [22]. These states are described in Table 1.

Since the sensor nodes can be in any of three main op-
erations of sensing, computations and communications,
each of them could be in different states depending on
the component nature. Accordingly different levels of
energy are expended in each of them.

Table 1. States of the energy consumption model.

(i) Acquistion: The acquistion state includes sensing, A/D conver-
sion, preprocessing and eventually storage of these data.

(if) Transmission: The transmission state includes processing,
packet forming, encoding, framing, queuing and base band adapt-
ing to RF circuits.

(iii) Reception: This state is responsible for low noise amplifica-
tion, down converter oscillator, filtering, detection, decoding, error
detection, address checking and random reception.

(iv) Listen: The listen state is similar to reception and involves the
processes of low noise amplification, down convertor oscillator,
filtering and terminates at detection.

Sleep: The sleep state expends least energy as compared to the
other states.
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6. Wireless Sensor Networks
Communication Protocols Architecture

Figure 4 depicts the communication protocol stack ar-
chitecture of the WSN. The energy consumed in one
sensor node is influenced by protocol layers structure
and the way each layer manages the sensing data.

The protocol layers stack used by the sink and nodes
within the network includes the application layer, trans-
port layer, network layer, data link layer, physical layer,
power management plane, mobility management plane
and task management plane and described in Table 2.

7. Energy Conservation Challenges in
Communication Protocols and Design
Issues in WSNs

Despite the innumerable applications of WSNs, these
networks have several restrictions, e.g., limited energy
supply, limited computing power, and limited bandwidth
of the wireless links connecting sensor nodes. One of the
main design goals of WSNs is to carry out data commu-
nication while trying to prolong the lifetime of the net-
work and prevent connectivity degradation by employing
aggressive energy management techniques.

The design of routing protocols in WSNs is influenced
by many challenging factors. These factors must be over-
come before efficient communication can be achieved. In

Table 2. Protocol layer stack.

(i) Application Layer: This supports different softwares for ap-
plications depending on the sensing tasks. There are three types of
protocols defined for this layer:

(@) SMP - Sensor Management Protocol

(b) TADAP - Task Assignment and Data Advertisment Protocol
SQDDP - Sensor Query and Data Dissemination Protocol

(ii) Transport Layer: This layer helps to maintain the data flow
when the application layer is in need. The protocol development on
this layer is a real challenge because sensors are influenced by
many factors and constraints such as limited power and memory.

(iii) Network Layer: The network layer allows routing of data
through the wireless communication channel. There are several
methods and strategies to route data such as routing power cost
with available energy based on the energy metric and data-centric
routing based on interest dissemination and attribute based naming
[1,23].

(iv) Data Link Layer: This layer is responsible for the multiplex-
ing of data streams, data frame detection, medium access control
(MAC) and error detection and correction. The design issues of the
MAC layer protocol must take into account the different con-
straints such as power conservation, mobility management and
recovery failure strategies.

(v) Physical Layer: This is the lower-most layer and is responsible
for frequency selection, carrier frequency generation, signal detec-
tion, modulation and data encryption.
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Figure 4. Wireless Sensor Network protocol stack.

the following subsections, some of the routing challenges
and design issues that affect routing process in WSNSs,
are summarized [1,24,25,26].

1) Node Deployment

Node deployment in WSNs is application dependent
and affects the performance of the routing protocol. The
deployment can be either deterministic or randomized. In
deterministic deployment, the sensors are manually placed
and data is routed through pre-determined paths. How-
ever, in random node deployment, the sensor nodes are
scattered randomly creating an infrastructure in an ad
hoc manner.

If the resultant distribution of nodes is not uniform,
optimal clustering becomes necessary to allow connec-
tivity and enable energy efficient network operation.
Inter-sensor communication is normally within short trans-
mission ranges due to energy and bandwidth limitations.
Therefore, it is most likely that a route will consist of
multiple wireless hops.

2) Energy Consumption without Losing Accuracy

The sensor nodes can use up their limited supply of
energy performing computations and transmitting infor-
mation in a wireless environment. As such, energy-con-
serving forms of communication and computation are
essential. Sensor node lifetime shows a strong depend-
ence on the battery lifetime [1].

In a multihop WSN, each node plays a dual role as
data sender and data router. The malfunctioning of some
sensor nodes due to power failure can cause significant
topological changes and might require re-routing of
packets and reorganization of the network.

3) Data Reporting Model

Data sensing and reporting in WSNs is dependent on
the application and the time criticality of the data report-
ing. Data reporting can be categorized as either time-
driven (continuous), event-driven, query-driven, and hy-
brid [27]. The time-driven delivery model is suitable for
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applications that require periodic data monitoring. As
such, sensor nodes will periodically switch on their sen-
sors and transmitters, sense the environment and transmit
the data of interest at constant periodic time intervals.

In event-driven and query-driven models, sensor nodes
react immediately to sudden and drastic changes in the
value of a sensed attribute due to the occurrence of a
certain event or a query is generated by the BS. As such,
these are well suited for time critical applications. A
combination of the previous models is also possible. The
routing protocol is highly influenced by the data report-
ing model with regard to energy consumption and route
stability.

4) Node/Link Heterogeneity

In many studies, all sensor nodes are assumed to be
homogeneous, i.e., having equal capacity in terms of
computation, communication, and power. However, de-
pending on the application a sensor node can have dif-
ferent role or capability. The existence of heterogeneous
set of sensors raises many technical issues related to data
routing. For example, some applications might require a
diverse mixture of sensors for monitoring temperature,
pressure and humidity of the surrounding environment,
detecting motion via acoustic signatures, and capturing
the image or video tracking of moving objects.

These special sensors can be either deployed inde-
pendently or the different functionalities can be included
in the same sensor nodes. Even data reading and report-
ing can be generated from these sensors at different rates,
subject to diverse quality of service constraints, and can
follow multiple data reporting models. For example, hi-
erarchical protocols designate a cluster-head node dif-
ferent from the normal sensors. These cluster-heads can
be chosen from the deployed sensors or can be more
powerful than other sensor nodes in terms of energy,
bandwidth, and memory. Hence, the burden of transmis-
sion to the BS is handled by the set of cluster-heads [28].

5) Fault-Tolerance

Some sensor nodes may fail or be blocked due to lack
of power, physical damage, or environmental interfer-
ence. The failure of sensor nodes should not affect the
overall task of the sensor network. If many nodes fail,
MAC and routing protocols must accommodate forma-
tion of new links and routes to the data collection base
stations. This may require actively adjusting transmit
powers and signalling rates on the existing links to re-
duce energy consumption, or rerouting packets through
regions of the network where more energy is available
[29]. Therefore, multiple levels of redundancy may be
needed in a fault-tolerant sensor network.

6) Scalability

The number of sensor nodes deployed in the sensing
area may be in the order of hundreds or thousands, or
more. Any routing scheme must be able to work with this
huge number of sensor nodes. In addition, sensor net-
work routing protocols should be scalable enough to re-
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spond to events in the environment. Until an event oc-
curs, most of the sensors can remain in the sleep state,
with data from the few remaining sensors providing a
coarse quality.

7) Network Dynamics

Most of the network architectures assume that sensor
nodes are stationary. However, mobility of both BSs and
sensor nodes is sometimes necessary in many applica-
tions [19]. Routing messages from or to moving nodes is
more challenging since route stability becomes an im-
portant issue, in addition to energy, bandwidth etc.

Moreover, the sensed phenomenon can be either dy-
namic or static depending on the application, e.g., it is
dynamic in a target detection/tracking application, while
it is static in forest monitoring for early fire prevention.
Monitoring static events allows the network to work in a
reactive mode, simply generating traffic when reporting.
Dynamic events in most applications require periodic
reporting and consequently generate significant traffic to
be routed to the BS.

8) Transmission Media

In a multi-hop sensor network, communicating nodes
are linked by a wireless medium. The traditional prob-
lems associated with a wireless channel (e.g., fading,
high error rate) may also affect the operation of the sen-
sor network. In general, the required bandwidth of sensor
data will be low, on the order of 1-100 kbps. Related to
the transmission media is the design of medium access
control (MAC). One approach of MAC design for sensor
networks is to use TDMA based protocols that conserve
more energy compared to contention based protocols like
CSMA (e.g., IEEE 802.11).

9) Connectivity

High node density in sensor networks precludes them
from being completely isolated from each other. There-
fore, sensor nodes are expected to be highly connected.
This, however, may not prevent the network topology
from being variable and the network size from being
shrinking due to sensor node failures. In addition, con-
nectivity depends on the possibly random distribution of
nodes.

10) Coverage

In WSNs, each sensor node obtains a certain view of
the environment. A given sensors view of the environ-
ment is limited both in range and in accuracy; it can only
cover a limited physical area of the environment. Hence,
area coverage is also an important design parameter in
WSNSs.

11) Data Aggregation/Fusion

Since sensor nodes may generate significant redundant
data, similar packets from multiple nodes can be aggre-
gated so that the number of transmissions is reduced.
Data aggregation is the combination of data from differ-
ent sources according to a certain aggregation function,
e.g., duplicate suppression, minima, maxima and average.

This technique has been used to achieve energy effi-
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ciency and data transfer optimization in a number of
routing protocols. Signal processing methods can also be
used for data aggregation. In this case, it is referred to as
data fusion where a node is capable of producing a more
accurate output signal by using some techniques such as
beamforming to combine the incoming signals and re-
ducing the noise in these signals.

12) Quality of Service

In some applications, data should be delivered within a
certain period of time from the moment it is sensed; oth-
erwise the data will be useless. Therefore bounded la-
tency for data delivery is another condition for time-
constrained applications. However, in many applications,
conservation of energy, which is directly related to net-
work lifetime, is considered relatively more important
than the quality of data sent.

As the energy gets depleted, the network may be re-
quired to reduce the quality of the results in order to re-
duce the energy dissipation in the nodes and hence leng-
then the total network lifetime. Hence, energy-aware rout-
ing protocols are required to capture this requirement.

8. Performance Evaluation Metrics

In order to study the challenges offered by the energy con-
strained wireless sensor nodes and to evaluate the per-
formance and the QoS offered by the network, the per-
formance metrics under consideration are discussed in
Table 3.

The previous sections threw light on the WSNSs, their
characteristics, issues, challenges and applications. In order
to understand their performance and behavior, the OM-
NET++ (Objective Modular Network Test-bed in C++)
simulator may be employed. OMNET++ is a discrete-

Table 3. Performance metrics.

(i) Energy Consumption per successful data report This gives
a good measure of the network lifetime. A routing algorithm which
maximizes the lifetime of network, is desirable. This metric also
shows how efficient the algorithm is, in energy consumption. This
metric is an indication of the energy cost incurred to realize the
achieved performance.

(i) Network Lifetime
Network Lifetime is defined as the time elapsed until the first
node in the network is completed drained of its energy (dies).

(iif) Network Throughput
This is defined as the total number of packets received at the sink
divided by the simulation time.

(iv)Latency
Latency is defined as the average time that a packet moves on the
network.

(v) Delivery Ratio

Delivery ratio of the network is specified in terms of the number of
packets received at the sink divided by the number of packets
generated at the source.
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event simulator for WSNs [30]. It is a public-source, com-
ponent-based, modular simulation frame work and used
to simulate communication networks and other distrib-
uted systems.

Discrete-event simulation is a trusted platform for mod-
elling and simulating a variety of systems. The design of
WSNs requires the simultaneous consideration of the
effects of several factors such as energy efficiency, fault-
tolerance, Quality of Service (QoS) demands, synchro-
nization, scheduling strategies, system topology, com-
munications and coordination protocols.

9. Conclusions

A WSN is composed of tens to thousands of sensor
nodes which communicate through a wireless channel for
information sharing and processing. The sensors are de-
ployed on a large scale for environmental monitoring and
habitat study, for military surveillance, in emergent en-
vironments for search and rescue, in buildings for infra-
structure health monitoring, in homes to realize a smart
environment. WSNs have been made viable by the con-
vergence of micro-electro-mechanical systems technol-
ogy, wireless communications and digital electronics.
The energy conservation challenges and related issues
emphasize the need for energy saving and optimizing
protocols to increase the lifetime of sensor networks.
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